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CoBnageHVsa — 405 BCeX Hall@HHbIX TeKCTOBbIX NMepeceyeHuii, 3a NCKIYeHeM Tex, KOTopble C1UCTeMa OTHeCa K LUTVPOBaHVIAM, MO OTHOLLEHMIO K 06LLeMy 06beMy AoKyMeHTa.
CamouVTUpOBaHUS — AONS GparMeHTOB TeKCTa MPoBepPAeMoro A0KyMeHTa, COBMaAaroLLmMil Uam NOYTY COBMaZatoLLyi ¢ GparMeHTOM TekcTa NCTOYHMKa, aBTOPOM UM COaBTOPOM KOTOPOro ABNSeTCS
aBTOP NPOBePAeMOro A0oKyMeHTa, Mo OTHOLLEeHWIO K 06LLeMy 06beMy JoKyMeHTa.

LINT1poBaHus — 0N TeKCTOBbIX NepeceyeHui, KOTopble He AB/IATCA aBTOPCKMMM, HO CUCTEMa NMocYUmnTana 1x UCrnob3oBaHne KOPPEKTHBIM, MO OTHOLLEHWIO K 06LLeMy o6beMy AokymeHTa. Ctoga
oTHOCATCH opopmaeHHble no FOCTy uuTaThl; 06LLeynoTpebuTeNbHbIe BblpaXeHWs; pparMeHThl TeKCTa, HalijleHHble B UCTOYHMKAX U3 KONNEKLWIA HOPMaTUBHO-MPaBOBO 4OKYMeHTaLN.

TekcToBOe NepeceyeHne — GpparmeHT TekCTa MPOBEPAEMOro JOKYMEHTa, COBMaZatoLLi MW MOYTH COBMaAaroLLnii C parMeHTOM TeKCTa CTOYHMKA.

MICTOUYHUK — JOKYMEHT, MPOVHAEKCPOBaHHbIV B CUCTEME 1 COAepXKaLLmniica B MOy e Noucka, o KOTOPOMyY NMPOBOAUTCS NpoBepKa.

OpurvHanbHOCTbL — A0N1S GparMeHToB TeKcTa NPOBEePSeMOro AoKyMeHTa, He 06Hapy KeHHbIX HU B O4HOM UCTOYHMKE, MO KOTOPbIM LLNa MPOBEPKa, MO OTHOLLEHWIO K 06LjeMy 06bemy JoKyMeHTa.
CoBnajeHns, CaMoLMTVPOBaHIIS, LIUTUPOBAHUA 1 OPUTMHANBHOCTE SBNAKOTCSH OTANbHLIMUN NoKasaTensmMu 1 B cymme gatoT 100%, UTO COOTBETCTBYeT BCeMY TeKCTy MPOBEPAEMOro JOKyMeHTa.
OGanJ‘aEM Bawwe BHVIMaHWe, YTO CNCTEMA HAaXOAUT TEKCTOBbIE NepeceyeHNa NpoBepAeMOoro JOKyMeHTa C MPONHAEKCMPOBAHHbBIMU B CUCTEME TEKCTOBbIMU NCTOYHUKaMW. |-|pVI 3TOM CcncTeMa ABseTCca
BCMOMOraTe/lbHbIM UHCTPYMEHTOM, OrpejeneHne KOpPeKTHOCTY 1 MPaBOMEPHOCTY 3aIMCTBOBaHWIA U LMTUPOBaHUIA, a TakKe aBTOPCTBa TeKCTOBbLIX pParMeHTOB NPOBEPSEMOro 40KyMeHTa
0CTaeTCsi B KOMMETeHLIN MPoBepstoLLero.

Ne MR McTouHmk AkTyaneH Ha Mogaynb novicka KommeHTapun
B TEKCTe
[01] 15,25% He yKasaHo 13 fAHB 2022 Bubnuorpadus
TvN NCTOYHMKA M3MEHEH C "coBrnageHne" Ha
MOZE/b YTPO3 PECYPCAM UTKC.
[02] AEN 31 fek 2021 eLIBRARY.RU "camoumTMpoBaHe". MpuyrHa: ABTOpbI

https://elibrary.ru
JOKYMEHTa 1 UCTOYHVIKa NepecekatoTcs.

. TvnN NCTOYHKKa M3MeHeH ¢ "coBnageHune" Ha
[03] MOAEND BLIABNEHNA AHOMANIMIA B CETEBOM TPA®UKE CETVA MEP... 16 AHB 2023 WMHTepHer MNntoc "camoumnTrpoBaHue". MNMpuydrHa: ABTopbI

https://cyberleninka.ru
AOKyMEHTa 1 NCTOYHMKA nepecekaroTca.

§ T \ ;
MOZE/b BbISIBAEHMSI AHOMA/VIY B CETEBOM TPAGUKE CETU MEP... WM NCTOUHIAKA USMEHEH C "COBNAACHNE Ha

[04] . 12 Vron 2022 eLIBRARY.RU "camoumnTmpoBaHue". MNMpuyrHa: ABTopbI
https://elibrary.ru
JIOKYMEHTa 1 UCTOYHMKA NepeceKkaroTcs.
Tvn NCTOYHKKA M3MEHEH C "coBrnageHne" Ha
METOANKA OBHAPYXEHWSI KOMIMbHOTEPHbIX ATAK C MOMOLLbHO ...
[05] A W 12 Vron 2022 eLIBRARY.RU "camoumTMpoBaHue". MpuyrHa: ABTOpbI

https://elibrary.ru
JOKYMEHTa W UCTOYHVIKa NepecekatoTcs.

TvN NCTOYHKKa M3MEHeH ¢ "coBnageHune" Ha
[06] METOAMKA OBHAPYKEHIA KOMMIOTEPHBIX ATAK C TOMOLLBIO ... 16 Hosa 2022 MHTepHer MNntoc "camouuTVpoBaHue". MNMpudrHa: ABTopbI

https://cyberleninka.ru
AOKYyMEHTa 1 NCTOYHMKA nepecekaroTca.

071 4,43% CKaanb. 19 Hos 2019 WHTepHeT Miioc VICTOUHMK nckntoYeH. MpuunHa: Tekct
http://window.edu.ru MCTOYHVIKA HeAOCTYMEH MO CChI/IKe.
el 0 o 5
08] 4,25% http.//wn.ndow.edu.ru/resource/180/81 180/files/%D0%9E%D0%B1%DO0... 26 Anp 2022 T Tl WICTOYHMK nckntoYeH. MpuynHa: Tekct
http://window.edu.ru VCTOYHVIKa HeAOCTYMEeH MO CChi/IKe.
TvnN NCTOYHKMKA M3MEHEH C "coBnageHue" Ha
AHANW3 MPOLEECCA CAMOMNOAOBNA CETEBOIO TPA®UKA KAK MOA...
[09] htt s‘//el'\braruru A A 20 fek 2022 eLIBRARY.RU "umtnposaHve". MNpuyrHa: Becb TekcT 13
ps: Y- NCTOYHVIKA NCMO/b30BaH NpaBoMepHo.
[0} 3,41% CMCTeMb{ o§Hapy>KeHV|ﬂ atak. KypcoBas pa6ora (7). VIHpopMaLMOHHO... 21 Mas 2019 WHTepHeT Mitoc VIcToUuHMK nckntoYdeH. MpuynHa: JokyMeHT He
https://bibliofond.ru ABseTc napappasom UCTOYHMKA.
1] 3,4% CkavaTtb 29 OkT 2018 WHtepreT Mitoc VICTOUHMK ncknroYeH. MprunHa: Tekct
http://worldreferat.ru VCTOYHVIKA HEAOCTYMeH Mo CCbl/Ke.
. TvN NCTOYHMKA M3MeHeH ¢ "coBnageHune" Ha
[12] METOA BIAB/IEHIA AHOMATIIA B CETEBOM TPADVIKE - Tewma Hay... 08 des 2023 WHTepHeT Mntoc "camouunTMpoBaHme". MpuunHa: AsTopsl

https://cyberleninka.ru
/IOKYMEHTa U UCTOYHVIKA NepecekatoTcs.
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TvN NCTOYHKKa M3MeHeH ¢ "coBrnageHune" Ha
"unTrposaHue". MpuurHa: Nicnonb3osaHvie
TeKkCTa METOANKWN BbINONTHEHNA pa6OTbI.

MICTOUHUK nckntoyeH. MpuyrHa: Tekcer
NCTOYHMKa HeA0CTyrMeH rno CCblsike.

TyN NCTOYHMKA M3MeEHeH ¢ "coBnageHune" Ha
"umtnposaHuve". MNpuyrHa: TekcT UCToYHMKa
ABNAETCA NPeAMeTOM UCCeA0BaHVIS.

TvN NCTOYHKKA M3MEHEH C "coBrnageHue" Ha
"umTrpoBaHue". MpuyrHa: TekcT NCTovHmKa
ABNSIETCS NPeAMETOM UCCIeA0BaHUS.

TvN NCTOYHMKa M3MeHeH ¢ "coBnageHune" Ha
"untposaHve". NpuryurHa: TeKCT UCTOYHMKA
ABNAETCA NpejMeToM ncciefoBaHus.

McToUHMK ckntoYeH. MpuyrHa: ManeHsKni
MPOLIEHT NepeceyeHus.

WCTOYHWK ncktoyeH. MpuunHa: ManeHbkui
MPOLIEHT MepeceyeHys.

WcTOYHMK nckntoyeH. MpuyunHa: ManeHbekui
MPOLIEHT NepeceyeHys.

WCTOYHUK ncktoyeH. MpuunHa: ManeHbekui
MPOLIEHT NepeceyeHys.

WcTouHMK nckntoyeH. MpuynHa: ManeHbKuia
MPOLIEHT nepeceyeHus.

VcTouHMK nckntoveH. MpuynHa: ManeHbKuia
NPOLIEHT NepeceyeHus.

VICTOYHUK nckntoYeH. MpuynHa: ManeHbKuia
NPOLIEHT NepeceyeHus.

MCTOYHMK nckntoyeH. MpuunHa: ManeHekui
NPOLIEHT NepeceyeHus.

WCTOYHMK nckNtoyeH. MpuunHa: ManeHekui
NPOLIEHT NepeceyeHus.

TyN NCTOYHMKA M3MEHEH ¢ "coBnageHue" Ha
"umntnposaHve". MNpuyrHa: Vicnons3osaHune
TeKCcTa MeTOAVKM BbINMONHEHUS PaboThl.

Tvn NCTOYHVIKa M3MEHeH ¢ "coBrnageHne" Ha
"camouuTnposaHue". NMpuunHa: ABTopbl
JAOKYMEHTa 1 UCTOYHMKA NepeceKkaroTcs.

VICTOYHUK nckntoveH. MpuynHa: ManeHbKunia
NPOLIEHT NepeceyeHus.

WcTOYHMK nckntoyeH. MpuunHa: ManeHekni
NPOLIEHT NepeceyeHus.

WcTOYHMK nckntoyeH. MpuunHa: ManeHekui
NPOLIEHT NepeceyeHVs.

McToUHMK ckntodeH. MpuyrHa: ManeHbKunit
MPOLIEHT MepeceyeHVs.

TvnN NCTOYHKKA M3MEHEH C "coBnageHne" Ha
"camoumnTMpoBaHue". MNpuyrHa: ABTop
JIOKYMEHTa SB/ISIeTCs aBTOPOM UCTOYHMIKA.

TvN NCTOYHKKa M3MEHeH ¢ "coBnageHune" Ha
"camouuTnposaHue". MNMpuunHa: ABTop
AOKYMEHTa ABNSeTCA aBTOPOM NCTOYHMKA.

WcTOYHMK nckntoyeH. MpuunHa: ManeHekui
MPOLEHT nepeceyeHns.

WcTOYHMK nckntoyeH. MpuunHa: ManeHbkui
NPOLIEHT NepeceyeHVs.

WcTOYHMK nckntoyeH. MpuunHa: ManeHbkui
MPOLIEHT MepeceyeHys.

Tvn NCTOYHKMKA M3MEHEH C "coBnageHue" Ha
"camoumnTMpoBaHue". MNMpuyrHa: ABTop
JIOKYMEHTa SB/ISIeTCs aBTOPOM UCTOYHMIKA.

VIcTOUHMK ncknroYeH. MpruunHa: Tekct
NCTOYHVIKA HEAOCTYNEH MO CChINKe.

VICTOUHMK ckntoYeH. MNMpuymrHa: TexHnyeckoe
coBnageHve.

VICTOUHMK ckntoYeH. MNMpuymrHa: TexHnyeckoe
coBnageHve.

MCTOUHUK nckntoyeH. MNMpudrHa: TexHnyeckoe
coBnageHue.

WCTOYHMK ncktoYeH. MpuunHa: ManeHbekui
MPOLIEHT NepeceyeHys.

VIcToUHMK ncknroYeH. MpuunHa: Tekcrt
MNCTOYHVIKA HEAOCTYMEH MO CChlNKe.

VIcTOUHMK ckntoYdeH. MNMpuyrHa: TexHnyeckoe
coBrageHve.

VICTOUHMK ckntoYeH. MNMpuyrHa: TexHnyeckoe
coBrnageHue.

VICTOYHUK nckntoYeH. MpuyrHa: ManeHbKuia
NPOLIEHT NepeceyeHus.
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BBEJAEHHUE

AKTYaJIbHOCTh TeMbI JUCCePTAIMU. TeMIlbl, C KOTOPBIMH DPa3BUBACTCS
COBpeMEHHas1 cepa MHPOPMALIMOHHBIX TEXHOJIOTUH, TOJIBEPTraeT MUPOBOE COOOIIIECTBO
HEJIOMY psiy OecCTpereIeHTHBIX YIpo3 U YSA3BUMOCTEH, KOTOPBIC 3JI0YMBINIIICHHUKY
OTKPBIBAIOT BO3MOKHOCTH K pealin3allii KOMITbIOTEPHBIX aTaK.

KomnbloTepHble  aTaku  TPEACTABISIIOT  COOOM  CIOXKHOE — KOMILJIEKCHOE
BO3/ICHCTBUE HA CETh, B PE3YJIHTATE KOTOPOTO OCYIIECTBISICTCS WX KOMIIPOMETAITUH H
HapyIIaeTcsl yIpaBJIeHHE MPOILECCAMU B CETH Mepelayd JaHHBIX. 3a4acTyl0 3TOMY
MIPE/IIIECTBYET JOJTasi U KPOIOTIMBas paboTa: KOMIBIOTEpHAS TEXHUUYECKAs pa3BeiKa,
TIOWCK XapaKTEPHBIX YSA3BUMOCTEH M 3axBaT MH()OPMAITMOHHBIX aKTHBOB. Bo3melcTre
KOMIIBIOTEPHBIX aTaK BO3MOXKHO 3a CYET WCIIOJB30BaHMsI TEXHOJOTHil cOopa
uHbopMarn, Maaodh(GEKTUBHBIX MEXaHW3MOB 3allTUTHI, AKCIUTyaTallid yCTapEBIINX
CETEBBIX CITYKO, TPOTOKOJIOB M ONEPAITMOHHBIX CHCTEM.

K xaTeropuu omacHbIX MOXHO OTHECTH CJIETYIOIINE CEPBUCHI: CEPBUCHI JOCTYTIA
K (paiinoBoit cucreme; RPC; cimyxObl KaTanoros; MPUHTEPHI; CEPBUCHBIC WHTEPQEHUCHI
cucteM Buptyanuzauud, VPN; crienududnbie 11 ceted neperayu TaHHBIX CUCTEMBI;
cepBuchl ceTeBbix ycrpoiict; Telnet; SSH; RDP; VNC u 1.n. Kpome toro, cremyer
OTMETHTh, YTO HEIOCTATKA 3alllUThl CIY)KEOHBIX IPOTOKOJIOB, TPHUBOIAIINE K
nepeHanpaBjieHuio Tpaduka W TmepexBary WHGOpMAIMM O KOH(PHUTypaI CeTH,
HemocTatku 3amuThl TPoTokojoB NBNS u LLMNR, a Taxke ucmoib30BaHHE OTKPBITHIX
(He3alMIIEHHBIX) MPOTOKOJIOB TMEpeadyrd JaHHBIX B COBPEMEHHBIX CETSAX IMepenadyu
JTAHHBIX UMEIOT BBICOKHMI YPOBEHb prcka. Kak MmokasbIBacT MpaKTHUKA, IMOAABIIIONICE
OONBITMHCTBO  YCIIENTHBIX KOMIBIOTEPHBIX aTaK OCHOBAaHbI Ha OAKCIUTyaTalliH
YSI3BUMOCTEH KaKHX-JIMOO PECYPCOB, KOTOPHIE HE JOJDKHBI OBITh JOCTYITHBI HA CETEBOM
niepuMeTpe.

Hcnonws3oBanue moI0OHBIX YSI3BUMOCTEN MAET 3JI0YMBINIIICHHUKY BO3MOXXHOCTh
HECAHKIIMOHUPOBAHHO aBTOPH30BBIBATHCSI B CHUCTEME, IMOBBIIIATH TOJIH30BATEIIHCKUEC

NPUBWIECTUH, W3MEHATh HACTPOMKHA CETEBBIX YCTPOMCTB, MPOCIYIIMBATH U
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NepeHanpaBysITh Tpapuk, OJOKMPOBATH CETEBOE B3aUMOJCWUCTBHE W HAPYIIATh
UH(POPMAITMOHHBIN OOMEH B CETSAX Mepeaadn JaHHBIX.

Kpome Toro, HEOOXOAMMO OTMETHTh, YTO HEIOCTATKH 3allUThI CIYKEOHBIX
MIPOTOKOJIOB, TPHUBOIAIIME K TIepexBaTy WHGOPMAIMM O KOH(PUTyparki CETH W
TIepeHaIIPaBIICHUIO TpaduKa, B COBPEMEHHBIX CETSIX Mepeau TaHHBIX UMEIOT BHICOKHIA
YPOBEHB PHUCKA.

Bo3zneicTBrus KOMIBIOTEPHBIX aTaK MPUBOIUT K TIOSBICHUIO B CETAX IEpeaadn
JaHHBIX AHOMAaJbHOW aKTUBHOCTU Tpaduka [1]. s MOCTOSHHOrO MOHUTOPHHIA M
OOHaApy)KEHUS aHOMAJIBHOM AaKTUBHOCTH Tpaduka B CETIX IMepeaadn z[aHme
HEOOXOJMMO YUYUTHIBaTh HAJIMYKME OOJIBIIOrO0 KOJUYECTBA CETEBBIX MAapIIPyTOB, Ha
KOTOPBIX TIEPUOIUYECKH BO3HUKAIOT PE3KUe KoJeOaHus, 3aIep>KKH B Tiepeaue JaHHbIX
1 OOJIBINIME TTOTEPH MAKETOB, MOSBICHUE HOBBIX CBOWCTB CETEBOTO TpaduKa, a TaKKe
HEOOXOAMMOCTh 00ECIIEUeHHUs] BHICOKOTO KauecTBa OOCTYXKUBaHMs MpuiioskeHuil. Bee
9TO TIOCTYXKWJIO TIOBOJAOM Ui TIOMCKAa HOBBIX METOJOB OOHapyXCHHS W
MIPOTHO3MPOBAHUS KOMITBIOTEPHBIX aTaK, K YUCITy KOTOPBIX MOYKHO OTHECTH MAITMHHOE
oOyueHue u GpakTaabHbINA aHau3 [2-3].

Hamuue ¢paktanbHBIX CBOWCTB B CeTE€BOM Tpaduke OBbUIO OOHAPYXKEHO
HECKOJIBKO JISCATHIICTUN Ha3aJ, Korja ObUIO YCTaHOBJICHO, UTO Ha OOJIBIITMX MacITabax
OH 00J1aJTaeT CBOMCTBOM CaMOI0100HsI, TO €CTh BHITJISIIUT KAYECTBEHHO OJIMHAKOBO MPH
JIOCTATOYHO OOJBINMMX MaciiTabax BPEMEHHOH OCH W TIPOSIBIISICT JOJTOBPEMEHHYIO
3aBUCUMOCTh. ['OCMONICTBOBABIIIME JI0 STOTO0 MOJAEIM Tpaduka, OCHOBAHHBIE Ha
MapkoBckux mporeccax, o0JaJand KpaTKOBPEMEHHOW 3aBUCHUMOCTbIO. OHU ObLIM
3aMMCTBOBaHbBI W3 TEIC(OHHBIX CETEH M, MPUMEHUTEIFHO K KOMIIBIOTEPHBIM CETSIM
MIPUBOVIIN K HEJIOOIICHKE HATPY3KH.

@pakTaIbHBIM aHAJM3, KaK METOJ HWCCIICJIOBAaHUS MaTEMaTHYECKUX MHOKECTB
pa3MIHON TPUPOIBI, Oa3upyeTcsi Ha uAesx (paKkTaabHON reoOMeTpHUH, pa3padOTaHHON
b. MannensO6potom. Haumnas c¢ 1973 roma, korma Obuia oOmyOJMKOBaHAa €ro
OCHOBOITOJIararomas pabora, MeETOAbl (PPAKTATBHOTO aHaIW3a HAILId [IUPOKOE
MPUMEHEHHUE B PAa3JIMYHbIX 007acTaX GU3MKU, XUMUHU, OUOJIOTHH. [ TaBHOE TOCTIKEHHE

TEOpUH (PPaKTAIOB COCTOUT B TOM, YTO OHA JAET MPOCTHIE CIIOCOOBI MATEMAaTHUYECKOTO



ONKCaHUsI BECbMa CJOXHBIX, HO OYEHb MIMPOKO pPACIPOCTPAHEHHBIX B MPUPOJE,
SBJICHUA W OO0BEKTOB. DpaKTaIbHBIN aHAIM3 SIBIISIETCS CTOJIb K€ (PyHIaMEHTATLHBIM
MaTeMaTU4YeCKUM  anmapaToM il OnucaHus (U3MYECKOW pPEealbHOCTH, Kak
muddepeHInanbHble  ypaBHEHUS, TPUTOHOMETPUS WM TapMOHUYECKUN aHaJM3.
OnHako, B CBSI3U C TE€M, YTO OH ObUT OTKPBIT OTHOCUTEIHLHO HEJJABHO, OH €IlIe HE 3aHsI
10100aOIIET0 MECTa B yMaxX yUEHBIX U HHXKEeHepoB |1-5].

AHanmm3 mokazasl, 4To HamOosee 3(pPEeKTHBHBIM METOOM KiacCU(UKAIUN U
nporaosupoBanus seisgercs amroput™ LSTM (long short-term memory)-HeiipoHHoit
cet (LSTM). CBOIMCTBO peKyppEHTHOCTH MO3BOJISIET HCKYCCTBEHHON HEMPOHHOM CETH
(MHC) «oOpamatscsi» K pe3yiabTaraM cBoedl paOOThl B MPOILIOM, JAejiaTh aHaW3
npeauKiuil. Tem caMbIM KOHTEKCT PEIIeHUH MO BBIPAOOTKE MEPOIPUSITUN TIO 3aIlUTe
OT KOMIIBIOTEPHBIX aTak B OyAylieM OYyIEeT 3aBUCETh HE TOJBKO OT IMEPBUYHOIO
riyookoro o0yuenust LSTM, Ho u e€ nanpHeliei paboTsl B OTOKE [6].

KitoueBoii mapamerp (ppakTaibHOrO aHajM3a — MOKa3arenb Xepcra. Ty Mepy
UCMOJb3YIOT MPH aHAJIM3€ BPEMEHHBIX pAIoB. Uem Oouiblle 3aaep:KKa MEXITY IBYMs
OJIMHAKOBBIMU TMapaMH 3HAYEHHUW BO BPEMEHHOM psiy, TeM MeHble Kod(hdUIIUEHT
XepcTa (WM MoKa3areb CKemHra). st HaxoXASHHsI 3TOro mapaMeTpa HEOOXOAUMO
3HATh, CTAIMOHAPEH JIM UCCIIeAyeMblii mpoiiecc. OT 3TOro 3aBUCUT BHIOOp anroputMma
JUTSL TAJIBHEHINETO BBIYUCICHUS CKelmHTa [2, 5].

TakuMm 00pazoM, ¢ 11eJIbI0 0OHAPYIKEHUS U KJIAaCCU(UKAIIMA KOMITBIOTEPHBIX aTaK
B TEpPBYIO oOdepelb HEOOXOIMMO OMpENenTh, CTAllMOHAPHBIN Tpaduk wim
HecTaluMoHapHbld. [lanee cinemyer paccuuTarh Mokaszarenb XepcTa (T. €. ONpeAeTuTh
HaJIM4uue B Tpaduke CBOMCTBA camornofo0ust). Ha 3akmounTesHOM dTarne NpoucXOoIuT
oOHapyxeHue aHomannii U ¢ npumeHeHneM LSTM BwipaOoTaTh MEpOIPHUITUS TIO
3alUTe CETU NepeAayu TaHHbBIX.

BakHoCTh M 3HAYMMOCTD pelIacMoi 3aJ1a4M 3aKJIF0UaeTCsl B TOM, YTO HA OCHOBE
HKCIEPUMEHTATIBHBIX ~HMCCIIEIOBAaHUA BO3MOXKHO OOOCHOBAaTh HAWIYyYIIUH METOA
OIpeIeIeHUsI CaMOIoI00usI JJIsl HECTAllMOHAPHBIX U CTAIIMOHAPHBIX BPEMEHHBIX PSJIOB,
NO3BOJISIIOUIMIA €  BBICOKOM TOYHOCTBIO M JIOCTaTOYHO OBICTPO OOHApy’>KUBaTh

HU3MCHCHHUSI B CETEBOM Tpa(l)I/IKe ceTen nepeaadnu AOaHHBbIX, a TakKXKE OIPCACIINTD



cTpykTypy cetu LSTM, mo3BossoNyto ¢ BEICOKOW TOYHOCTBIO U JJOCTATOYHO OBICTPO
MIPOTHO3UPOBaTh (DaKT BO3ACHUCTBUS KOMITBIOTEPHBIX aTaK, HA OCHOBE KOTOPOTO B
JAJIbHEHIIIEM MOTYT BbIpaOaThIBATHCS MPOAKTUBHBIE MEPOIPUSATHUS 3AIIUTHI.

Crenenb pa3padoTaHHOCTH TeMbl. B HacTosIIee BpemMsi BOMPOCHI, CBSI3aHHBIE C
U3yUYEHUEM CaMOMOJIOOHBIX CBOMCTB BpPEMEHHBIX PSJIOB W HUX MPAKTUYECKUM
NPUMEHEHUEM B Pa3IMYHBIX CUCTEMaX MOHUTOPHHIA, HAXOJATCS B (POKyCe BHUMAHMS
MHOTUX HccaenoBareneil. dpakTalbHble CBOKWCTBA HUCCIEAYIOTCA BO MHOIMX padoTax.
Tak, B padore Raimundo M.S. meron R/S-anammsa ucmonb3yercs Ui BBISBICHHS
3aKOHOMEPHOCTEW BO BpeMeHHBIX psgax. B pabore Dang T.D. momemupyercs VOIP-
TpaduKk, a TaKKe UCCIEAYIOTCS ero (ppakTalibHbIe CBOMcTBA. B pabote Sdnchez-Granero
M.J. u3ydasncsi He TOJIKO TOKaszaTelb Xepcra, HO M (pakTalibHas pa3MepHOCTh. B
pabote Grillo D. aBTopbl 00BsCHSIOT, MOUeMy TeneTpaduk o0anacT GpaKTaTbHBIMU
cBoiicTBamu [5, 6].

[Ipu »TOM clemyer OTMETHTh, YTO CYMIECTBYET Majo0 MPAKTUICCKHUX
AKCTICPUMEHTOB, HAITPABJICHHBIX HA N3ydeHHUE (PpaKTATbHBIX CBOWCTB CETEBOTO Tpaduka
TEJIEKOMMYHHUKAIIMOHHBIX cucteM. Cpeiu Takoro pojia paboT MOKHO BBIJICITUTH PaOOTHI
Strelkovskaya 1. u Carvalho P. Onmako, B pabore Strelkovskaya 1.  Tpaduk
paccMaTpuBaeTCsl HE B TEJICKOMMYHHUKAIIMOHHBIX CETSIX, a B PaJHOBOJHAX,
nepelaBaéMbIX COTOBBIMU CTaHIMSIMH. Kpome TOro, uccliefioBaTelid MNPUXOIST K
BBIBOJIy, 4YTO JIBMKEHHUE CaMOMOJ00HO, YacTO TOJarasiCh MCKIIOYUTEILHO Ha
BusyanbHbic 3Haku Carvalho P.; Abdalla H.; Soares A.; Solis P.; Tarchetti P. Ounu
UIIYT TIOXOXKME Y4YacTKU Ha Trpaduke, BbIJaBas UX 3a CAMOIOJOOHBIC IPOIIECCHI.
OpHako 3T paOOTBl B OCHOBHOM OXBAaTbhIBalOT (DMHAHCOBBIM cexktop U VoIP-
TenedoHHIO.

B To>xe Bpemst 6oJIbIIIoe BHIMAaHKE BOTIPOCAM MPOTHBOACHCTBUS KOMITBIOTEPHBIM
aTakaM, BBISBICHUIO aHOMAJMN M KiacCU(UKAIMK KOMITBIOTEPHBIX aTaKk B CETIX
nepeayn JaHHBIX YJeNsIeTcs TakuMu uccienoBarensiMmu kak J[.A. I'ybanos, M.B.
Korenko, M.B. JlurBunenko, JI.A. HosukoB, N.b. Caenxo, A.JI. Tynynees, [I.FO.
Typnakos, A.A. Ueuynun, A.I'. Uxaprumsum, A.L. Barabasi, X. Zheng u xp. PaboTsr
C.A. bynnuxona, FO.JI. Kosupankoro, B.A. JlunaraukoBa, C.1. Makapenko, C.II.
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Pacropryesa, J[.B. CaxapoBa u Ap. MOCBSIEHbI MH()OPMAIIMOHHOMY KOH(MJIMKTY U
npoTHUBOOOPCTBY.  Bompockl  mHGOpMaTH3amMd  TMPOIECCOB M OICHUBAHMS
3pGEeKTUBHOCTH  HMH(OPMAIMOHHBIX  CHCTEM  pacKpbIBalOTCs B paborax
M.B. byitneBuua, B.I1. 3ab6onorckoro, A.A. Mycaesa, [1.FO. ®unsika, P.M. KOcynosa
[7-13]

YuuthiBas TpeOoBaHMUS HOPMAaTHUBHO-TIPABOBBIX JIOKyMEHTOB
[14-30], a Tak:xe HECMOTpS Ha CICIAHHBIM YYCHBIMH CYIIECTBEHHBIN 3ajel1, ipodiieMa
BBISIBIICHUS QHOMAJIMWA, paHHEr0 OOHApY>KEHUS M3BECTHBIX U  HEU3BECTHBIX
KOMIIBIOTEPHBIX aTaK B CETAX TEpeaaddl JaHHBIX, WX KIaCCU(UKAIMU HE MOXKET
CUMTAThCS PA3PEIICHHON U TpeOyeT MPOBEACHNUS HOBBIX UCCIICIOBAHUI.

Takum  o0Opa3oM, CIOXWUIOCH NPOTHBOpeYHe  MEXKIy  BO3POCIIUMHU
JECTPYKTUBHBIMH BO3MOKHOCTSIMH HOBBIX BHJIOB KOMITBIOTEPHBIX aTak Ha CETH
niepeiaun JaHHbBIX, IPUBOAIINX K aHOMAJIbHOW aKTUBHOCTU TpaduKa, U yCTapEBITUMHU
MOJIXOaMH K WX BBISBIICHUIO B CETSX MEpeAayvd JTaHHBIX, KOTOPOE M MPEIONPEACITIIIO
BBIOOp OOBEKTA U MPEAMETA HCCIICTOBAHMS.

Pa3pernienne ykazaHHOrO TMPOTUBOPEUMS MPENONpEAesieT HEoO0XOAUMOCTh
W3ydeHUs  IIEJIOTO  psAfa  TCOPETUYSCKMX W TPAKTHYECKHX  BOIPOCOB,
YIOBJIETBOPUTENILHOE PEIIEHUE MO0 KOTOPHIM JI0 HACTOSIIETO0 BPEMEHH HE TOIYYEHO,
4TO 00YCJIaBIMBACT aKTyaIbHOCTh TEMbI HACTOSIIIEH paOOTHI.

Heab ucciaenoBanus. Llenpo nuccepTaliMoHHON pabOTHI SBIISETCS MOBBIICHUE
3¢ GhEKTUBHOCTH BBISBICHUS AaHOMAIMK U Kiaccu(PUKAIMA KOMIIBIOTEPHBIX aTak B
CETEeBOM TpaHKe CETH MepeIavun JaHHBIX.

Hayuynas 3amauya 3akmouaeTcss B pa3pabOTKE aHAIUTUYCCKOH MOACTH U
METOJIMK BBISIBJICHUS aHOMAIUNA M KIACCHU(HKAIMS KOMIBIOTEPHBIX aTaKk B CETEBOM
Tpauke ceTu Tepenadd JaHHBIX Ha OCHOBE MPHMEHEHHUS (PaKTATBLHOTO aHAIM3a H
METOJIOB MAIIIMHHOTO O0YYEHUSI.

JIis JOCTHKEHUSI JTAHHOM 1€ B JUCCEPTAIlMOHHOM paboTe MOCTaBICHBI M
PEIICHBI CIICAYIONINE YACTHBIE 3a/1a4H.

1) aHanmM3 CymIECTBYIONMX MOJENEH BO3JCHCTBUS KOMITBIOTEPHBIX aTaK B CETU

nepeaadn JaHHBIX;
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2) aHanM3 CYLIECTBYIOIIMX AJTOPUTMOB BBISBIECHUS KOMIIBIOTEPHBIX aTak,
CUCTEM MOHUTOPHUHIa U METOJIMK MPOTHUBOJEWUCTBUS KOMIBIOTEPHBIM aTakaM B CETH
repeiayu JaHHBIX,

3) pa3paboTka aHATUTHYECKOW MOJICNM BBISBICHUS AHOMAJIUNA B CETEBOM
Tpaduke ceT nepeaur JaHHBIX B YCIOBUSIX KOMIIBIOTEPHBIX aTak;

4) pa3paboTKa METOJAMKH PaHHEr0 OOHAPYKEHUSI aHOMAJIM B CETEBOM Tpaduke
CETU MepeIayu JaHHbIX;

5) pa3paboTka METOJUKM KiacCU(PUKAIMA KOMITBIOTEPHBIX aTak B CETEBOM
TpauKe CETH Mepeiavu TaHHbIX;

6) pa3paboTKa apXUTEKTypbl M MPOTPAMMHBIX MPOTOTUIIOB KOMIIOHEHTOB
CUCTEMBbI PaHHETO OOHAPYKEHUS W KiIacCU(UKALMU KOMIIBIOTEPHBIX aTak B CETEBOM
Tpauke ceTH mepeJayd JAHHBIX, SKCIEPUMEHTAIbHAs M TEOpPETHYECKas OLEHKa
3¢ HEKTUBHOCTH MPEATIOKEHHBIX MOJIEIICH, METOIUK U apXUTEKTYPHI.

O0bekTOM MCC/IeI0BAHUA SIBIIIOTCA CETH IEPENayd JAaHHBIX B YCIIOBHSX
KOMIIBIOTEPHBIX aTaK, a MPeIMeTOM HCCIeI0BAHUS — MOJIENIN, METOIUKH U aJITOPUTMBI
BBISIBIICHUSI aHOMAJIMI W KJIACCH(HUKAIIMK KOMIBIOTEPHBIX aTaK B CETIX Iepenadyu
JTAHHBIX.

Hayuynasi HOBH3HA pe3yJIbTaTOB UCCIIEIOBAHUS 3aKI0YAETCS B TOM, UTO:

pa3paboTaHHasl aHaJIUTUYECKass MOJENb BBISIBICHUS AHOMAJIMNA B CETEBOM
Tpauke cerell mepenauyr JaHHBIX B YCJIOBHSX KOMIIBIOTEPHBIX aTakK, B OTJIMYHE OT
V3BECTHBIX, ONMCHIBAET HE TOJBKO CTAlMOHAPHBIA, HO U HECTALMOHAPHBIN CETEBOU
Tpaduk M OOOCHOBBIBAET BBIOOP (PPAKTATBHOIO METOAA BBISABICHUS AHOMAIUN B
MHTEpecax JalibHEeHIel KilacCu(PUKaMi KOMIBIOTEPHBIX aTaK B 3aBUCUMOCTH OT TUIA
Tpaduka;

pa3paboTaHHasi METOANKA PAHHErO OOHAPYKEHUSI aHOMAJIMA B CETEBOM Tpaduke
ceTell Tmepenayd JIaHHBIX, B OTJIMYHME OT W3BECTHBIX, CHOCOOHA TPOBOMTH
NPOrHO3MPOBAHUE W OOHAPY)KEHHWE HE TOJBKO W3BECTHBIX, HO M HEU3BECTHBIX
KOMIIBIOTEPHBIX aTaKk Ha PAaHHEM JTale MX MpPOSBICHUS OJlaroaapsi COBMECTHOMY
MPUMEHEHUIO METOJIOB (PPaKTaIbHOTO aHAIM3a M WCKYCCTBEHHOW HEHPOHHON CEeTH

LSTM-Tumna (peKyppeHTHbIC HEHPOHHBIE CETH C JOJITOM KPAaTKOCPOYHOH MaMSTHIO), B
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pe3yabTaTe Yero CyIIECTBEHHO COKpAIIA€TCs BPEMs BbIABICHHUS aHOMAIMM MU
YMEHBIIIAETCS KOJMUECTBO JIOKHBIX CpabaThIBAHUIA;

pa3paboTaHHasi METOJUKa KIACCU(PUKALMK KOMIBIOTEPHBIX aTaK B CETEBOM
Tpauke ceTell mnepenayd JaHHBIX OTJIMYAETCS OT HW3BECTHBIX TEM, 4YTO B HEM
OOHApYKEHUE KOMIIBIOTEPHBIX aTaK MPOU3BOAUTCS C HCHOJIB30BAaHHEM I'€HEPAaTHBHO-
COCTS3aTEJIbHON CETH, KOTOPasi MPOU3BOJUT JOOOYyUEHHE KJIaCCU(UKATOpa Ha CKPBITHIX
JATEHTHBIX NPEJICTABICHUSX, MOJyYEHHBIX AaBTOKOJUPOBIIMKOM, HUCXOZS W3 aHau3a
JAHHBIX O (PYHKIIMOHUPOBAHUU CETEH Nepeaul JaHHbIX;

NPEUIOKEHHAs apXUTEKTypa M IPOrpaMMHBIE NPOTOTUIBI KOMIIOHEHTOB
CUCTEMbI PAaHHETO0 OOHApYKEHUS U KiIacCU(UKAIMA KOMIIBIOTEPHBIX aTaK B CETAX
Nepead JAHHBIX OTIIMYAKOTCS OT U3BECTHBIX TEM, UTO OHM OPUEHTHUPOBAHbI HA paHHEE
OOHAapy>KEHUE KaK W3BECTHBIX, TaK U HEHU3BECTHHIX KOMIBIOTEPHBIX aTaK C
MUHUMAJIbHBIM KOJIMYECTBOM JIOKHBIX CpaOaThIBaHUN 3a CUET peaiu3allid METOJI0B
(bpakTarpHOTO aHAIM3a U UCKYCCTBEHHOW HeipoHHO# cetn LSTM-Tuma.

Teopernueckass ¥ NPaKTHYeCKAsl 3HAYUMOCTb PE3YJIbTATOB HCCIIEI0BAaHUS
3aKJII0YAeTCss B TOM, YTO pa3padOTaHHbIE AaHAIUTUYECKass MOJEIb U METOAMKH
NPEJCTABISAIOT €000 HAyYHO-METOJAMYECKYIO OCHOBY, NpPAaKTUYECKas pealn3alys
KOTOPOM IMO3BOJISIET OINMUCATh Pa3iMyHbIEe TUIBI TpaduKa B CETAX NEpeAadyd JaHHBIX,
OIPENENsTh AHOMAaJIbHbIE aKTMBHOCTH, OCHOBBIBAACh HA MPUHIMIIAX CAMONOA00Us, H,
UCXO0/s U3 TUNa Tpaduka ¢ MPUMEHEHUEM Pa3IMYHbIX METOJOB MAIIMHHOTO 00yYeHus,
BBIABIISITH ~ KOMITBIOTEpHBbIE  aTaku.  Pa3paOoTaHHblE  METOAMKH  SIBIISIHOTCS
MaTeMaTU4YEeCKOM OCHOBOW CHUCTEMBI PAHHEro OOHApY)KEHHs KOMITBIOTEPHBIX aTak,
OCHOBAHHbIE Ha OOHAPYKEHUM AHOMAJMU B CETSAX MEpeJayd JaHHBIX M MPUHSATHH
3(pGEKTUBHBIX MEPONPUATHI TO0 3alUTe C MPUMEHEHHWEM HEUPOHHOW CeTH
ABTOKOJIMPOBILIMKA, COCTOSAIIENM M3 SAYEEK C JOJIOM KpPAaTKOCPOYHOW IAMSATBIO M
YIPaBISIONIMM PEKyppPEHTHbIM OokoM. [Ipm 3TOM MOBBIIAETCS ONEPaTUBHOCTD,
TOYHOCTb U TIOJHOTA BBISBJICHUSI AHOMAJIMI B CETSX Mepelayd AAHHBIX, YTO MO3BOJISET
Ha NpakTUKe 3(PPEKTUBHO MPUMEHATH pa3pabOTaHHBIA MOAXOJ B CUCTEMaX IIyOOKOMH

IMPOBCPKHU CCTCBLIX ITIAKCTOB B CCTAX IICPCAAYN JaHHBIX.
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Mertonosiorusi M MeTOAbl HCCJIeI0BaHUsl. B KadyecTBe MaTeMaTHYECKHUX
TIOJIOYKEHUH MICCIICTIOBAHMS MCITOJIb30BaHbBI: (DpaKTATbHBIA aHAIHM3; METOABl MAIITMHHOTO
OoOy4YeHMsI; TEOpHsl W TMPaKTUKA CHUCTEM CBS3U; TEOpUsS M TMPAKTHKA IPOBEICHUS
TECTUPOBAHUS HA MPOHUKHOBEHUE; aHATUTUKO-CTATUCTUYECKUE METO/IBI.

IHos10:keHus1, BLIHOCMMBbIE HA 3AIMUTY:

1. AnanuTuyeckas MOJENb BBISBJICHUS aHOMAJIMH B CETEBOM Tpaduke cetu
nepeiayul JaHHBIX B YCIOBUSIX KOMIBIOTEPHBIX aTakK.

2. Meronuka paHHEro OOHApyXeHHS aHOMAIUA B CETEBOM Tpaduke CEeTu
nepeiayu JaHHBIX.

3. Metoauka kinaccuukalMi KOMITBIOTEPHBIX aTak B CETEBOM Tpaduke CeTH
nepeiayu JaHHBIX.

4. ApxuTeKTypa U MpOrpaMMHBIE KOMIIOHEHTbI CUCTEMbI PaHHET0 OOHAPY>KEHUS
U KJIacCU(UKAIIMN KOMITBIOTEPHBIX aTak B CETEBOM TpaduKe CeTH Mepeadu TaHHbIX.

CooTBercTBHE  JUCCEPTALIMM  NACHOPTY HAYYHOH  CHENHMAJIBLHOCTH.
[IpencraBneHHble  pe3yJabTaTbl  COOTBETCTBYIOT  MACMOPTy  CHEUUATBHOCTH
2.3.6 — «MeTtoapl M CUCTEMBI 3aIUTh HHpOpMaIuu, HHQOpPMaIIMOHHAs 0€301TaCHOCThY.

CreneHb  J0CTOBEPHOCTH  PE3YyJbTAaTOB  JIUCCEPTALIMOHHOM  pabOTHI
MOATBEPKIAETCS Pe3yJIbTaTAMHU BBIYUCIUTENBHBIX SKCIIEPUMEHTOB, UX CPABHEHUEM C
pe3yabTaTaMu JIPYTHX HCCIeNIoBaTeNe, MpakTUYecKon ampobariueil pa3paboTaHHBIX
MOJIETTM W METOJIMK, a TaKke OJOOpPEHHEM OCHOBHBIX IOJIOXEHUM IucCepTalud Ha
HAYYHO-TEXHUYECKUX KOH(EPEHIMIX, MyOJMKAIMIMU B BEIYIIUX PEIECH3UPYEMbIX
YKypHasax, BHEIPEHUEM PE3yJIbTaTOB paOOTHI.

Anpodanusi pe3yjabTatoB. OCHOBHbIE HAay4HbIE U MPAKTUUECKUE PE3YJIbTAThI
paboThl JOKIAABIBAIMCH, U OOCyknamuch Ha 10 HAyYHO-TEXHUYECKUX W HAY4YHO-
npakTuyecknx kKoHpepeHuusax ¢ 2017 no 2022 1., K OCHOBHBIM U3 KOTOPBIX OTHOCSTCSI:
MexayHnapoaHas Hay4dHO-TipakTHueckass koHdepenius «PycKpunro» (MockoBckas
obmacte, 2021 wu 2022); MexBy30BCKasi HAy4YHO-TIPAKTHUYECKasi KOH(epeHIHs
«AKTyanbHBIE TIPOOJIeMbl obecrieueHus nHGopMalMoHHOM Oe3zonmacHocTuy (Camapa,
2017);  JlBenammarass ~ OOIIEpOCCHUMCKass  MOJIOJIGKHAS  HAYYHO-TEXHHUYECKAsS

koHpepeHuuss  «Momnoaexb. Texnuka. Kocmoc.»  (Cankr-IlerepOypr, 2020);
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Bceepoccuiickas HayuHO-TexHHMYecKas KoHGepeHims «CocTosHHE U TMEPCIEeKTUBBI
pa3BUTHUSI COBPEMEHHOI HayKH 1Mo HampaieHuio «MHbopMalrioHHas 6€30MacHOCTb»
(Anama, 2021 wu 2020); Bcepoccuiickas Hay4YHO-TEXHUYECKash KOH(MEPEHITUS
«CocCTOsIHME U NEPCIEKTUBBI Pa3BUTHsI COBPEMEHHOM HAayKu IO HarpasiieHuo «ACY,
HH(OPMAIIMOHHO-TEJICKOMMYHHUKAIIMOHHBIE cUcTeMb»» (AHara, 2021); Becepoccuiickas
HayyHO-TIpakTudeckas koHgpepeHimsi PAPAH «AxtyanbHble NpoOieMbl 3alUThl U
oe3omacHocti» (Cankt-IletepOypr, 2019); MexayHapoaHass Hay4yHO-TEXHUYECKas W
HAy4YHO-METOINYECKas KOH(EepeHIus «AKTyaInpHbIE poOIIEeMbI
UHPOTENIEKOMMYHUKAIMi B Hayke u oOpasoBanum» (Cankt-IlerepOypr, 2019);
Bceapmeiickas HayyHO-TIpakTH4ecKasi KoHpepeHuus «/IHHOBallMOHHAas 1EATENbHOCTD B
Boopy>kennsix Cunax Poccutickoit @eneparmmy, (Cankr-IlerepOypr, 2017).

Buenpenne wu peasm3anusi pe3yJbTATOB McCcCiaed0BaHMA. Pe3ynbraThl
IPOBEJICHHOTO HCCJIEIOBAHUS HAIUTU IPAKTUYECKOE MPHUMEHEHHE B pa3paboTkax, B
KOTOPBIX aBTOp MpUHUMAN JUYHOE yyacTtue. O peanu3alii OCHOBHBIX pPE3yJIbTAaTOB
IIPOBEJICHHOIO HMCCIENOBaHUsA MMEITca 3 akrta o peanmsaiuu B HUP «Kopser»,
«[Torennman-2018», «Cseptka-CM» (OPI'KBOY BO «Boennas opaenoB JKykoBa u
Jlenuna KpacHo3namennasi akaaemusi cBszu uMm. C.M. bynennoro») m 1 akt o
peammzaiui B OKP  «Omnopuuk»  (ITAO  «MHpopmaimonHele U Tene-
KOMMYHUKAIIMOHHBIE TEXHOJIOTU.

Iyosmkanum mo Teme wucciaenoBanus. I[lo Temaruke nauccepranuu
OITyOJIMKOBaHbI CEMHALATh padoT, Cpe KOTOPBIX IIECTh CTaTel, MHIEKCHUPYEMbIC B
MEKIyHApoIHBIX Oazax manHbeIx Web of Science w/mnm SCOpUS; nmecsth crarted B
PELEH3UPYEMbIX HayUHBIX U3JJAHUSIX, BXOASIIUX B IEPEYECHb PEIICH3UPYEMbIX HayUHBIX
W3JIaHW, B KOTOPBIX JIOJKHBI OBITh OMyOJIMKOBAaHBl OCHOBHBIE HAyYHBIE PE3YJIHTATHI
JCCEepPTALMi HA COMCKAHME YYEHOW CTENEeHM KaHIuJara HayK, Ha COMCKaHHE Y4YEHOU
CTEIIEHU JOKTOpa HAayK; OJHO CBHUAETENBCTBO O TOCYJApCTBEHHOM pETrUMCTpaLu
nporpaMmsl 11t OBM.

OnyOnMKOBaHBl CTaTbU B CIEAYIOUMX OKypHamax u3 «mepeuds BAK»:
«OnekTpocBa3by;  «M3Bectust  TyJbCKOrO  roCcyapCTBEHHOIO  YHHMBEPCHUTETA.

TexHuueckue HAYKN», «HaYKOCMKI/IC TEXHOJIOTHMM B KOCMHYCCKHX HCCIICAOBAHUAX



13

3emim»; «PobOotoTexHrka n TexHuueckas kubepHeruka»; «llepBas mums». [omHbrit
nepedeHb MyONMKaIuii U MPUPABHEHHBIX K HUM Pa0OT MPEJCTaBICH B MPUIOKEHUU A
JUCCEPTALINU.

JInuHbIi BKJIAX coMcKaTeJs. Pe3ynbrarbl 1O IOJIOKEHHSIM, BBIHOCHUMBIM Ha
3aIIUTY B IMCCEPTALIMOHHON paboTe, MOJIyYeHbl aBTOPOM CAMOCTOSITENIbHO, B YACTHOCTH
pa3paboTaHbl: MOJENb BBIIBICHHS aHOMAIUN B CETEBOM TpaduKe ceTel mnepeaayu
JAHHBIX B YCJIOBHSIX KOMIBIOTEPHBIX aTaK; METOJUKU PAHHEr0 OOHAPYKEHUSI aHOMAIIUI
B CETEBOM Tpa(uKe CETH Nepeaayu AaHHBIX U KJIACCU(UKAMKM KOMIIBIOTEPHBIX aTaK B
ceTeBOM TpaduKe CeTH TMepeAayd JaHHbIX. Pa3paboTaH M 3aperucTpupoBaH B
YCTAHOBJIEHHOM TOPSIIKE MPOrPaMMHBIN KOMIIOHEHT OOHAPYKEHUSI aHOMAJIMI CETEBOTO
Tpaduka Ha OCHOBE MPHUHLUIOB (PPAKTAIbHOIO aHajlu3a [JaHHbBIX, a TaKxKe
OITyOJIMKOBAHBI CAMOCTOSITENILHO U B COABTOPCTBE MPOYHE PE3YIbTAThI, IPU TOM BKJIA]L
COHMCKATelsl B COBMECTHBIX ITyONMKaIUsIX ObLI peIIaroIiM.

Crpykrypa M o0bem auccepraunumm. JluccepranmoHHas paboTa COCTOUT W3
BBEJICHUS, YETBIPEX PA3JIENOB, 3aKIOYEHUS, CIIMCKA COKPAILICHAN, CIIACKA JINTEPATYPBhL.
Pabota BeinonHeHa Ha 144 cTpaHuIax, BBHIIOJIHEHHBIX [I€YaTHBIM CIIOCOOOM, COIEPIKUT
7’1 pUCYHKOB, 5 TaObIMI U 4 IPUIIOKEHUSL.

Kparkoe conepxxanue padoThbl.

B nepBoM pasaeiie npoBen€H aHaIM3 COCTOSHMS CETEW Iepeladyu JaHHbIX U
pacCMOTpeHbl ~ TpeOoBaHMs, TpenbsiBiasieMble K  Heid.  IIpoBenén  anamus
UH(QOPMAIIMOHHBIX BO3JEHCTBUI 3JIOYMBIIUICHHUKA, KaK OJHOTO M3 OCHOBHBIX
(akTOpOB, BIUSIONIMX HA YCTOMUMBOCTh (DYHKLIIMOHUPOBAHUS CETEH Mepenayu T1aHHbIX.
PaccMOTpeHBI CyIIECTBYIOLIME CPEACTBA U CIIOCOOBI 3aIlMThI CETEN Mepenayu JaHHBIX.
[IpoBen€H  aHaiM3  CyIIECTBYIOIIMX  MCCJIENOBaHW,  HAlpaBICHHBIX  Ha
IIPOTUBOACUCTBHE KOMIIBIOTEPHBIM aTtakaMm. OmpeneneHbl UX JOCTOMHCTBA, BBIJIEICHBI
OCHOBHBIE HEJOCTaTKH, 3aTPYAHSIOIIME IPOTUBOACHCTBHE KOMIIBIOTEPHBIM aTaKaM.
OOocHOBaHa aKTyalbHOCTh LENMM HccienoBaHus. lIpeasiokeHo HKCHoOIb30BaHUE
METOMK, OCHOBAaHHBIX Ha METO/IaX MALIMHHOIO OOYUYEHHUS JIIsl pEIIeHHUs] TOCTaBICHHOM
B HCCIENOBaHMM I1enu. MTorom mpoBeAEHHOrO aHanu3a sBisieTcs (opMaibHast

MOCTAHOBKA 33JIa4M U OMPEJICIICHUE KPUTEPUEB IJIs1 OLICHKU 3(PPEKTUBHOCTH.
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Bo BTOpOM paznelie pazpaboTaHa aHATUTHYECKAs] MOJIEITh BBISIBIICHUS aHOMAJTNI
B CeTeBOM Tpaduke ceTedl mepenadd MaHHBIX B YCIIOBHSX KOMITBIOTEPHBIX aTak,
npeHa3HaueHHast IJ1s1 ONMCaHUsI CETEBOro TpaduKa cpazy ABYX THIIOB: CTAIIMOHAPHOTO
¥ HECTALIMOHAPHOTO. J[J1s1 MPOBEPKH CTALIMOHAPHOCTH PsAia UCTIONB3YEeTCsl 000OIICHHBIHI
tect Juku-Oysiepa. Takke Mozens MO3BOJISAET MPUHUMATh U KIacCU(DUIIUPOBATH
CEeTeBOM Tpaduk ceTelt repeaun JaHHbIX MPOoLIecca, yYaCTBYIOIUN B OOMEHE JaHHBIMU
u3 cetu MaTepHeT. B 3aBUCHMMOCTH OT KJIaCCH(UKAIIMH CETEBOTO Tpadrka BHIOMPACTCS
METOIMKA I10 BBISIBJICHUIO aHOMAJTHIA.

C uenpio ompeneneHus aHOMAJIbHOW AaKTUBHOCTH B CETSAX Mepefaud JaHHBIX
MIPUMEHSIIOTCS: TIPUHIIUIIBI CaMOIOA00Us IS HECTAIlMOHAPHOTO TpaduKa, KOTOPHIMA
Hapyliaercss IMpU BO3HHUKHOBEHUM aHOMAJIbHOM AaKTUBHOCTHU B CETH; METOJbI
MalIMHHOTO O00yuYeHus i1 cranuoHapHoro Tpaduka. Ilpu skcrepuMeHTATIbHOMN
NpOBEpKEe  pa3pabOTaHHONW  MOJAENM JUIi  HaxOXJICHWs T[OKaszarelss  Xepcra
rcroib3oBanuck R/S anamis u metox DFA.

B Tperbem pa3nesie pazpaboTaHa METOMKA PAHHEr0 OOHAPYKEHUsI AHOMAJIMI B
cereBOM TpaduKe CceTeld TMepeaauyd JaHHbBIX, TO3BOJLIIONIAas  OOHAPYKUBATh
KOMITBIOTEPHBIC aTaKd Ha paHHEM JTale WX TMPOSIBICHUS C TIOMOIIBIO METOJIOB
MAIIMHHOTO O0YYEeHHUs JUIs CTAIMOHAPHOTO CETEBOro TpaduKka CeTel nepenaun JaHHbIX
U (PpakTaJbHOTO aHaJM3a JJIsl HEeCTAIlMOHAPHOTO. MeTonrKa COCTOUT U3 CIETYIOIIUX
JTanoB: cOOp ceTeBoro Tpaguka B CETSIX MEpeJadyd JaHHbIX; [pPOBEpKa Ha
CTallMOHAPHOCTh; TOATOTOBKA WCXOJHBIX JAaHHBIX; (pakTaIbHBIA aHATU3 IS
HECTallMOHAPHOI'O CETEeBOro Tpaduka ceTeil mepeAayd JaHHbIX; MAIIMHHOE OOyuYeHHUEe
JUIs CTallMOHAPHOTO ceTeBoro Tpaduka ceTe mnepeaadu JaHHbIX. [IpoBeneH
OKCIIEPUMEHT TIO HAXOXKJECHUIO ONTHUMAJIbHOTO YHMCIIA TAKETOB, HEOOXOIMMBIX IS
TOYHOTO BBISIBJICHUS] aHOMAJIUI C MOMOILBIO (PpaKTaibHOrO aHaym3a. [l oOHapykeHus
aHOM&JIMK B CTaIMOHAPHOM Tpaduke pa3zpadoTaHa MOJAETh aBTOKOJIWPOBIIHKA,
Mo3BOJIAIONIAS Y(PPEKTUBHO BBISBISITH KOMIIBIOTEPHBIE aTaKu «HYJEBOTO JHS» B
CTAllMOHAPHOM  CETEBOM Tpauke, C MHUHUMAIBHBIM KOJUYECTBOM  JIOMKHBIX
cpabateiBanmid. [Ipon3BeeHa oIeHKa TOYHOCTH paszpaboTaHHON Mojenu. IIpoBeneHa

OLICHKAa BO3MOKHOCTH PAHHETO O6H3py>K€HI/I$I KOMIIBIOTCPHBIX aTaK B CCTAX IICpPCaadn
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JAHHBIX C TIOMOIIBIO KJIACCU(UKATOPOB, METOJOB MAaTEMAaTHYECKOHl CTaTUCTUKU U
ABTOKOJIMPOBILMKA, IIOCTPOGHHOIO HAa OCHOBE HEHWPOHHOM CETH C  JIOJIrOu
KpPaTKOCPOYHOM MAMSATEHIO.

B yerBepTOM pasneiie pazpaboTaHa METOAMKA KIACCU(UKAITUN KOMITBIOTEPHBIX
arak B CETeBOM Tpauke ceTell nepenaud JaHHbBIX, MO3BOJIAIOLIAS BBIABIATH
KOMIIBIOTEPHBIE aTaK! C UCIOJIb30BAaHUEM T'MOPHUIHON HEHPOHHOM CETH, COCTOSILEH U3
KJIaccupuKaTopa M aBTOKOAMPOBIIMKA, OOYYEHHOTO Ha OCHOBE JaHHBIX pPaOOTHI
(YHKLIMOHUPOBAHUS CETEH Mepelaun JAHHBIX, YUUTHIBAIOIIETO BCE OTKJIOHEHUS OT €€
ITaTHOM paboThl. B mpoiiecce paboThl KTacCHPUKATOP TOMOIHUTEIBHO 00ydaeTcsl Ha
CKPBITBIX JIATCHTHBIX NPEJCTABICHHUAX MOJYYEHHBIX aBTOKOJIUPOBIIUKOM, T.€. B UTOIE
IIOJIy4aeTcs: T€HEPAaTUBHO-COCTA3aTeNIbHAsl CETh, B KOTOPOW HEHWPOHHBIE CETH Yy4aTcCs
ApYyT'y Apyra.

Taxke mpencraBiieHa apXWUTEKTypa M MPOrPAMMHBIA IPOTOTUI KOMIIOHEHTOB
CUCTEMBI PaHHETO OOHApYKEHUS W KIACCU(UKALMU KOMIIBIOTEPHBIX aTak B CETEBOM
Tpauke cered mepenauyd JaHHBIX, KOTOPbIE OTIMYAIOTCS OT M3BECTHBIX TEM, YTO
OpPHEHTHPOBAaHbl HA MTHOBEHHOE OOHApYyXEHHE KaK W3BECTHBIX, TAK M HEU3BECTHBIX
KOMIIBIOTEPHBIX aTaK, WX KJIACCU(PUKAIUIO U BBIOOP JOCTYIHBIX KOHTPMEpP C
MUHHUMAJIbHBIM YHCJIOM JIOXKHBIX CpaOaThIBaHUM.

B 3axi1l04eHuH NpUBEICHBI OCHOBHBIE PE3YJIbTaThl AUCCEPTALIMOHHON paboThl U
BBIBOJIbI, ONMCAHBI BO3MOKHBIE CIIEHApUM NPUMEHEHHs PAHHErO OOHapy>KEHUs
KOMITBIOTEPHBIX aTaKk B CETeBOM Tpaduke cerell mepedayd JaHHBIX, a TaKxke

chopMyTHPOBaHBI IEPCTICKTUBBI 00JIACTH UCCIICIOBAHUSI.
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PA3JIEJI 1 AHAJIN3 COCTOSIHUA CETEHR IEPEJJAYN JAHHBIX

1.1 Anaau3 pyHKIMOHMPOBAHMSI CETH MepeIavyu JaHHbIX

Certu nepenaun ganabix (CIIJl) — koMIUIeKC pacrpeaesieHHON KOMIBIOTEpHON
TEXHUKH,  MPOrpaMMHPYEMBIX  KOHTPOJUIEPOB,  YCTPOMCTB  BBOJIa-BbIBOJIA
uHOpMAIMU, COCIMHEHHBIX MEXAY COO0OM CHCTEMOW Tiepemadd  JTaHHBIX,
coJiepKalieil KOMMYHUKAIIMOHHOE 000PY/I0BaHKE U KaHAJIbI CBSI3HU.

Knaccudpukanus CIT/:

HawnOonbliee pacrnpocTpaHeHHe Ha  CEroJHsS  MOJYYWIO, paslelieHue
KOMIIBIOTEPHBIX CETEM MO MPU3HAKY TEPPUTOPHAIBHOrO pasmenieHusa. [lo stomy
IPU3HAKY CETHU AENSTCS Ha TPU OCHOBHBIX Kjlacca:

1. LAN — noxansubie cet (Local Area Networks) — koMMyHUKaI[HOHHAS
CUCTEMa, TNOAJACPKUBAIOIIASI B TMpeleiax 3JaHus WIM HEKOTOpOM JApyroi
OTPAHUYECHHOW TEPPUTOPUM OJUH WM HECKOJIBKO BBICOKOCKOPOCTHBIX KaHAJIOB
nepepaun  mudpoBoid  uMHGOPMAIMKM,  MPEAOCTABISEMbIX  MOJKIOYCHHBIM
YCTPOMCTBAM ISl KPATKOBPEMEHHOIO MOHOIIOJIBHOTO KCIOJIb30BaHUA. TeppuTopuu,
oxBartbiBaeMble JIC, MOTyT CyIIECTBEHHO pa3inyarbcd. JJIMHA JTMHUN CBSA3W IS
HEKOTOpBhIX ceTeil MoxeT ObiTh He Oonee 1000 m, mpyrue ke JIC B cocrosiHuU
o0CHyXUTh Uebld Topona. OOCIyUBaeMbIMU TEPPUTOPUSIMH MOTYT OBITH Kak
3aBOJIbI, CYyJ1a, CAMOJIETHI, TAK U YUPEKJICHUS, YHUBEPCUTETHI, KOJUIEIXU. B KauecTBe
Nepearoieil cpepl, Kak MpaBUilo, UCIONb3YIOTCA KOAKCUAIbHbIE Kabeln, XOTs BCe
OoJplIee pacpOCTpaHEHUE MOJYyYarOT CETH Ha BUTOM Mape W ONTOBOJOKHE, a B
MoCJIeTHEE BpeMs TaKKe€ CTPEMUTEILHO pPa3BUBACTCS TEXHOJOTHUS OECIPOBOIHBIX
JIOKAJIbHBIX CeTeH, B KOTOPBIX MCHOJIb3YETCS OJWMH U3 TPEX BUJIOB M3ITYyUCHUMU:
HIMPOKOMOJIOCHBIE PAAMOCUTHAIIBI, MAJIOMOIIIHOE HM3IyYE€HHE CBEPXBBICOKUX YacCTOT
(CBY uznydenne) u uHbpakpacHbie Jiydu. HeOompIme pacCTOSHUS MEXAY y3JIaMu
CEeTH, MCHOJb3yeMas Iepeaarolias cpefa U CBs3aHHas C 3TUM Majas BEpPOSITHOCTh
MOSIBJICHUSI OIMOOK B TMEpeaBaeMbIX JAHHBIX MO3BOJISIOT MOIECPKUBATH BBICOKHE
ckopoctu oomeHa - or 1 M6ut/c no 100 MOut/c (B HacTosdIilee BpeMs YK€ eCThb

npombinieHHbie 00pa3iibl JIC co ckopocTsimu nopsiaka 1 ['out/c).
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2. MAN — ropoxackme cetu (Metropolitan Area Networks). T'opoackue
CeTH, Kak TMpPaBWIO, OXBaTbIBAIOT TPYIIy 3JaHAA W peaIu3yloTcs Ha
OINTOBOJIOKOHHBIX MJIM HIMPOKOMOJIOCHBIX Kalemsax. [1o cBouMM XapakTepucTukaMm OHU
SBIISIIOTCA TPOMEXKYTOUYHBIMH MEXIy JOKAJIbHBIMH U TJIOOATbHBIMH CETSIMH. B
IOCJIEZIHEE BpeMsi B CBA3M C IMPOKIAJKON BBICOKOCKOPOCTHBIX W HAJEKHBIX
ONTOBOJIOKOHHBIX KaOeJell Ha TOpPOJACKHX M MEXAYTOpOJHMX Yy4YacTKax, a HOBBIC
NEPCICKTUBHBIE CeTeBble MPOTOKONbI, Hampumep, ATM (Asynchronous Transfer
Mode - pexuM acWHXpPOHHOH TIiepeaayn), KOTOPbIe B TIEPCIEKTUBE MOTYT
UCITOJI30BAThCS KAK B JIOKAJIBHBIX, TAK U B ITTOOAJBHBIX CETAX.

3. WAN — rno6aneubie cetu (Wide Area Networks). I'moGanbHbIe ceTH, B
OTJIMYME OT JIOKAJIbHBIX, KakK MPaBUJIO, OXBAaTbIBAIOT 3HAYUTEIBHO OOJbILINE
TEPPUTOPUU U Ja)xe OOJBUIMHCTBO PETMOHOB 3€MHOr0 miapa (MpUMEpPOM MOXKET
CIIykuTh ceTh Internet). B HacTosmiee BpeMs B KadecTBE MEPENANOIICH Cpeabl B
IJI00ANBbHBIX CETSIX HUCIOJIB3YIOTCS aHAJIOTOBBIE WM LU(POBBIE MPOBOJAHBIE KAHAIIBI,
a TaKXe CIIyTHUKOBBIE KAaHAJIbI CBSI3M (OOBIYHO JUISI CBSI3M MEXKIY KOHTHUHEHTAMH).
OrpanuueHnusi Mo ckopocTH rnepeaauu (no 28,8 KOut/c Ha aHAIOroBBIX KaHaIaX | JI0
64 KouTt/c - Ha MOJB30BATENICKUX Yy4YacTKaX LU(POBBIX KAaHAIOB) U OTHOCUTEIBHO
HU3Kasl HaJIeKHOCTh aHAJIOIOBBIX KaHAJIOB, TPEOYIOIasl MCIOJIb30BaHUS Ha HUKHHUX
YPOBHSIX NMPOTOKOJIOB CPEJACTB OOHAPYKEHUS U UCIPABICHUSI OUIMOOK CYIIECTBEHHO
CHI)KAIOT CKOPOCTh OOMEHa JaHHBIMU B TJIO0AJbHBIX CETSX MO CPAaBHEHUIO C
JIOKaJbHBIMH.

st oobenuaenrst LAN npuMeHstoTcst MOCTbI, MapIIpyTU3aTOPbI UJIA UTIO3bI.

['mobansable KOMIBIOTEpHBIE ceTH (GAN) oO0benuustor WAN, KOMITbIOTEpHBIE
CEeTH CTpaH, MaTepukoB. IlocTpoeHme OTUX ceTel BBIOJHIETCS CTPOro B
COOTBETCTBUH C MEXKIYHAPOAHBIMH cTaHIapTamu |31].

B 3aBucumocTtu oT TpeOOBaHMWIA, MPEABSIBISAEMBIX K MPOSKTHPYEMOM CeTH,
COCTaB O0OpYyJAOBaHMs, HUCIOJIb3YEMbII MpPU MOHTaXe, MOXKET BapbUpoBaThbca. Ha

pucynke 1.1 nmpencrasiena o6o6mienHas cxema y3na ceazu (YC) CIII.
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Pucynok 1.1 — CrpykrypHas cxema y3na cBsizu CI1J]

OTKpBITBIA CErMEHT Y3J1a CBSI3M MOXET COCTOSITh M3 CIEAYIOMMX 0a30BbIX
AJIEMEHTOB:

MapuIpyTH3aTop;

KOMMYTaTOp;

KOPIIOPATHUBHBIN cepBep (Ha HEM, KaK MPABWIIO, pa00OTaET KOPIIOPATHUBHBIH
CalT KOMIIaHUN);

JokanabHas BerauciaurenabHas ceth (JIBC) u aBTomaTn3npoBaHHbie paboune
Mecta (APM) OTKpBITOrO CErMEHTa;

cpeactBa |IP-treneponnn ATC (mo Ttexnomoruu VOIP), compsiraemoit c¢
BHEIITHUMU pecypcaMu (TOPOJICKHUMH B MEKTyTOPOTHBIMU TeJIe(OHHBIMU CETSIMU).

B cocraB 060py10BaHUs 3aKPHITOIO CETMEHTA MOTYT BXOJUTh:

MOTPAaHUYHBIM MapHIPyTU3aTOP JIMOO MEXKCETeBOW 3KpaH (eciu HeoOXO0auMOo
MapLIpyTU3UPOBATh TPAPHUK BO BHEIIHIOIO CE€Th, HAIIPUMEDP B UHTEPHET);

KPUTITOMAPIIPYTU3ATOD;

koMmmyTatop JIBC;
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JIBC u APM 3aKpbITOr0 CErMEHTA;

cpeactBa |IP-tenedponuu BHyTpenneit 3akpeiToit ATC, compsraemoii ¢
BHEUIHUMH PECypCcaMu, HO C 00sA3aTEbHBIM YCIOBHEM KPUITO3ALIUTHI U Iepeaadu
TpaduKa Mo TYHHEIIM BUpTyaibHO# yacTHOU ceTr (VPN).

Takum oOpa3oMm, ¢ TOYKM 3peHHMs MHPOPMALMOHHOW Oe30macHOCTU
KPUITOMAapIIPYTU3aTOP M MEKCETEBOM IKpaH WM NOTPAHUYHBIA MapLIpyTH3aTOP
o0ecreunBaOT KpUNTOrpaduiecKyro 3ammTy HHGOpMaluud Ha JOKHOM YPOBHE.
OpHaKo 3TO HE JACT CTONPOLEHTHON 3allUThl OT KOMIBIOTEPHBIX aTak 10 TE€X IOp,
IIOKa OpraHu3alys He Hay4YnTCd MUHUMU3UPOBATh BIUSHUE YEIOBEUECKOro (pakTopa.
Jlaxxe ecinu NepeBECTH BCE y3Jbl CBA3M B PEXUM TOTAJIbHOM aBTOMAaTH3alUH,
UCKJIIOYMB U3 MPOIIECCOB, CBsI3aHHBIX ¢ 00cmyxkuBanueM CIIJI, uenoBeka, ycTpaHUTh
pUCKH,  OOYCIIOBJIEHHBIE  JOBEPUTEIBHBIMU  OTHOLIECHUSMH, BHYTPEHHUMH
HapyLIUTEISIMH, allapaTHBIMK WM [POTPAMMHBIMHM 3aKjiaJKaMHM W MPOCTO
OaHaJIbHOM HEMPABUIILHON HACTPOWKOM CETEBOro 000PYy10BaHUs, HE MPEACTABISAETCS

BO3MOXKHBIM.

1.2 MopeJib yrpo3 pecypcam ceTH nepexadu JaHHbIX

CoBpeMeHHBIH dTam pa3BUTHS OOIIECTBA XapaKTEPU3yeTCs MOBBIIICHUEM POJIU
uH(OPMAITMOHHON cdepbl, MPEACTaBIAIONEeH CO00M COBOKYMHOCTh HHGOpPMAIIHH,
MH()OPMAIIMOHHOW HMH(PPACTPYKTypbl MU CYOBEKTOB, OCYIIECTBIAIONIMX cOOp,
dbopMupoBaHue, pacmpoCTpaHEHHWE U WCMoib30BaHne wuHPopmanuu. K gucty
HamOoJiee 3aMETHO HapacTalIIUX yrpo3 HHPOPMAIMOHHON  O€30MacHOCTU
KPUTHYECKH BaXKHOTO 00BEKTa MH(OPACTPYKTYPHI OTHOCSTCS KOMIBIOTEPHBIE aTaKH
(KA) na CII[ [32].

CoBpeMeHHble  HampaBieHHble KA — mpeacTaBisitor  coOOM  CIOXHOE
KOMIUIEKCHOE BO3JICHCTBHE HA CETh, B PE3yJbTaTe KOTOPOTO KOHTPOJIbh PECYPCOB,
B37IoM u 3apaxeHue CIIJ[ He mpoucxomsT «BAPYT W3 HUYETO». 3a4acTyl0 3TOMY
MpEIIECTBYET JoJras UM KpomoTiuBasi paboTa B KHOEPIPOCTPAHCTBE: pPa3BEJKa,
MOWCK XapaKTePHBIX YsI3BUMOCTEM U 3axBaT WH(POPMAIMOHHBIX aKTHUBOB.

Memnsrommiicst manamadT yrpo3, 4acToTa WX IOSBIICHUS, CIOXKHOCTh U IIEJIEBOM
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XapakTep aTak — BCE 3TO TpeOyeT 3BOIIOIUH CYIIECTBYIOIIEH MapagurMel B cdepe
npaBwl ”HGOPMAITMOHHOM 0€30MacHOCTH.

JIJisi MUHAMU3AIUU TTOTEHIIMAIBHOTO yIepOa Ba)KE€H IMEepexo]l K COYETAHUIO
TEXHOJOTHM TpenoTBpalieHus, oOHapykeHus U pearupoBanus Ha KA, omHaxo
CETrOJ[HSl aHAJIM3 MHIUACHTA MPOUCXOAUT B OCHOBHOM «I10 (haKTy», IMyTEM «JIaTaHUs
JIbIp» B YSI3BUMOCTAX CHUCTEM oOecrieueHuss HH()OpMalMOHHON 0e30MacHOCTH.
BONBIIMHCTBO TOCYIapCTBEHHBIX M YACTHBIX OpraHU3aldid HMEIOT CpEeACTBa Jis
OoOHapy>KEeHUsI U3BECTHBIX aTaK, XOTs, KaK MOKa3bIBAET MPAKTHKA, JAHHBIC PEIICHUS
HE BCErJa CracaroT UX OT 3JOHaMEPEHHBIX CETEBBIX BTOp)KeHUU. CaMoe CIOXKHOE B
Jiesie  3aluThl KOHQUACHIMAIBHBIX HH(POPMAIMOHHBIX PECYPCOB — OCTAHOBUTH
HEU3BECTHBIE aTaKH, CIIEUAIBHO CO3JJaHHbIE C 1I€JIbI0 00X0a UMEIOILEHCS 3aIlIUTHI,
UCTIONB3YIONINE W3MEHEHWsT CHUTHATyp W IaOIOHOB ToBeneHus. HeoTbemmemoi
4acThl0 aHanuTH4eckod pabotsl mo 3ammre CIIJ[ aBisercs pa3zpaboTka Hambosee
nosHOM knaccupukanuu KA, co3maromux yrpo3sl 17151 HHPOPMAIIHOHHBIX PECYPCOB.

MHorue wu3BECTHBIE peIIeHHUs] MO KiIacCH(UKAUA KOMIBIOTEPHBIX aTak
OINMPAIOTCS Ha ONPEEIICHHbIE TPEOOBaHUs, TAKUE KaK:

B3aMMOHMCKIIOYaeMOCTh —  KaTerOpUH  KiIacCU(UKAMA HE  JTOJDKHBI
nepeceKaTbcs U UMETh CXOKHE 3HAYCHMUS;

MCYEpIBIBAEMOCTh — KJIacCU(PUKAIMSA JODKHA B TOJHOM MEpe pacKpbIBaTh
OTKCHIBAEMYIO 00JIaCTh MCCIIEIOBAHMS, MAKCUMAIBHO OXBATHIBATh XapaKTEPUCTHUKU
paccmatpuBaemon KA;

MOHITHOCTh — OJTHO3HAYHOCTH M KPATKOCTh MPECTABISIEMON HH(POPMAIIIH;

HEJBYCMBICIIEHHOCTh — CTPOTO€ pa3/elieHHe MPEACTABICHHBIX KaTErophil ¢
YETKO BBIPaKEHHOW MPUHAIE)KHOCThIO KA cOOTBETCTBYIOIIEMY KilacCU(UKATODY;

MOJIE3HOCTh — BO3MOKHOCTh MCHOJB30BAHMS B 00JIACTH HH(POPMALIMOHHOMN
6e3omacHOCTH 000OIICHHBIX KIIACCU(DUKATOPOM TaHHBIX O TOW uin uHOM KA;

NPUEMJIEMOCTh — TIOCTPOCHHE Kiaccuukammu Ha OCHOBE aHalu3a
CYIIECTBYIOIIEH KiIacCHu(pHUKAIMU B 00acTu uccienopanus |33, 34].

W3BecTHble uccienoBanusi B obgactu kiaccuurkanun KA MOXHO pazaenutb

Ha JIB€ KpyIHble rpynmsl. [lepBas oxBaThiBaeT pa3paboOTKy OOIIMUX KiacCUUKAIIMA
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[0 KOMITBIOTEPHBIM aTakaM, OCHOBAHHBIX Ha THUII€ aTaKU WM MOHECEHHOM yIuepoe.
Bropas rpynma paboT wu3yyaeT ONpEICIICHHbIE KOMITBIOTEpHBbIC aTaku, IaBas
HaumOoJiee TIyOOKOe TpeiacTaBieHue O KoHKpeTHoW KA, wucnonb3yembix ero
yS3BUMOCTSIX, OKCIUIOMTax ©, KakK [paBWIO, TMOCIEACTBUIX BTOPKECHHS B
uHpopmanuonnyto cucremy (MC) |35].

B o6mmx knaccudukanusx akueHT nenaercs Jubo Ha pasnenenue KA mo
MeToJaM TpoBeaeHUs aTak [36-38], mub0 Ha rpajalnyio MO BO3MOXHBIM MOTEPSIM
uHGOPMAIIMOHHBIX aKTHBOB B pe3ysbrare ataku | 39-42].

B paGore [43] nmpoBoaMTCS ~aHAIW3  M3BECTHBIX  KJacCUpUKAIU
KOMIIBIOTEPHBIX aTaK M MpPeCTaBIeHbl KIacCu(UKaIMK MO CIEAYIOMINUM IpU3HaAKaM:
1enb, Tur, Mojenb OSl, onepanronHas cuctema (M €€ XapakTepHbIE YSI3BUMOCTH),
MECTOIOJIOKEHUE aTakyroniero, Tun MC, arakyeMblii cepBUC, KOHLIEHTPALUS aTaKH,
HalIuyue OOpaTHOM cCBs3M, ycioBue peanuzauuun KA, Tun Bo3aelcTBUA,
aBTOMAaTH3alMs, WCTOYHMK ©  KOJWYECTBO  coeauHeHuid.  HemoctaTkamu
NPEACTABICHHOM  KJacCU(UKALMK  ABJIAIOTCA  OTCYTCTBHUE  OIpPEACIICHHUM
KJIACCU(PUKATOPOB U HENOCTATOYHOE BHUMAaHUE K XapaKTEPUCTHKAM TOYKHU
BO3JICUCTBHS, T.€. K TOMY, Ha Kakue KiatoueBble y3ibl MC neiictByet Ta ninm nHas KA.

B [44] npuBoautcs 6osiee 20 OCHOBHBIX THIIOB KHMOEpaTaK, UCTIOIb3YEMBIX TS
BHeJpeHus: B uHpopmannonusie pecypcsl CIIl; onu pa3neneHsl Ha yeTblpe 6a30BbIe
KaTteropu. PaccmarpuBaroTcs MaTeMaTHYECKHE MOJENU ISl KaXIOH KaTeropww,
KJIacCU(pUKalus MpeJHa3HaueHa B MEPBYIO Ouepenb Ui MHKEHEPHOro IMepcoHaia,
00€eCIEeYnBaIOIIET0 CUCTEMbI 0O€30MaCHOCTH COBPEMEHHBIX KPUTHYECKH BaXHBIX
o0bekToB uHPpactpykTypsl CI1/I.

B  paGotrax [45] aBTOpBl  PYKOBOJCTBYIOTCS  TMATHIO  OCHOBHBIMU
KJ1accupukaTopamMu: omnpeaeeHue npupoabl u cymuoctu KA, 1enu, Bo3aeucTBus
KA wna 3ammmaeMbli HHPOPMAIMOHHBIM pEeCcypc U MEPONPHUSATHUIMU  TIO
NPEIOTBPAIICHHIO YIpO3 M WX TOCHeACTBHA. OTIMYUTENBHONH 0COOEHHOCTHIO
NpECTaBIsIeMOro  KilaccuukaTopa sBISETCS  pacIIUPEHHOE, MHOTOTPaHHOE

OIMNCaHUC CMCIIIaAHHBIX COCTaABHBIX CCTCBBIX aTaK.
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Heopaunaphslii kiaccu(puKannoOHHBIA TOIX0 ] TEMOHCTPUPYIOT CHEIIHATUCTBI
TyHucckoro nemapramenta HHPOpMATHKU [46], NPEATOKUBIINE THOPUAHYIO
nATUMEpHy0 Mozenb yrpo3 HWMC, koropas, BO-IEpBBIX, COYETAaeT B cede
KJIaCCU(UKALMOHHBIE METOJIbI, OCHOBAaHHbIC U Ha TEXHHUKE aTakK, U Ha BO3JACWUCTBUU
yIpO3, U, BO-BTOPBIX, 3aTPArMBacT BO3MOKHbBIE HUCTOUYHUKH pPeAIN3alluy yTPO3bl, THII,
MOTHBALMIO, 3aMbICEJI HAPYILUTENS U TUII BO3ICHCTBUS.

B pabote [47] paccmaTtpuBaroTcs Hambosee pacmpocTpaneHHble KA 1o
o0ImMpHOMY HaboOpy KiIaccH(PUKATOPOB M MPEJIararoTCsi OHTOJIOIMUYECKHE OCHOBBI
JUIS TIpe/ICTaBJICHMs KiacCH(UKAMKA: OHA OTBEYaeT TPEOOBAHMSM IOJIE3HOCTH,
B3aMMOUCKJIIOYEHHsS] TYHKTOB Kiaccu(ukaTopa, MOHATHOCTH HHPOpMAUU U
oaHo3HauHOCTH. OpHako pabota [47] cocpenoToueHa NPEUMYIIECTBEHHO Ha
dbopmanuzanuu  onucaHusi ceteBbiX KA, 0COOCHHOCTEM UX TMOATOTOBKH W
IIPOBEJICHHUSI.

B [48] mpemnoxena kiaccuukanus METOJOB IMPOTHO3MPOBAHUA U
npoduiupoBanus KA, Takux Kak METOJ| aHaju3a JIOTMYECKON TOMOJOTHUU CETH,
METOJI CKPBITBIX MapKOBCKHUX MOJEJEN, METOaX, OCHOBAHHBIX HA HEYETKOW JIOTHKE,
MeTo/lax Ha 0a3e rpaMKOB CETEBBIX aTaK M CTATUCTHYECKUX METOJAaX aHallh3a
coObIThil. HecMOTpst Ha MHOTOYHCIICHHBIH HAa0Op KiIacCHU(UKAIMOHHBIX MPU3HAKOB,
BBIJICJICHHBIE KAaTErOPUU HE PACCMATPUBAIOT TAKHE Ba)KHBIE ACIEKTHI, KaK YPOBEHb
ATAJIOHHOM MOJENH B3auMOJAEUCTBUS OTKphIThIX cucreM (OMBOC), cereBbie
YCTPOMCTBA, MOJABEPracMble BO3ACHCTBUIO B IEPBYIO OYEPEb, @ TAKKE BPEMEHHBIC
xapakrepuctuku KA.

Knaccudukanmsa arak, KoTopas MOXeET OBbITh  HCHOJB30BaHA IS
UJCHTU(UKAIIMY BO3MOXKHBIX BTOPXKEHHUH B CHEIHAIU3UPOBAHHBIE CHUCTEMbI
MOHHUTOPHHTA W YIPaBJICHHS JaHHBIMHU, NpuBenacHa B [49], Tak u B padote B [50].
Knaccudpukaropsl HASHTU(UUUPYIOT aTakl Ha OCHOBHBIE Y3JIbl CETEBOTO
000pyI0BaHUsl, aTAKK HA IPOrpaMMHOE 00€CIIeUeHNE U aTaKh HA CTEKU MPOTOKOJIOB
CBSI3U, BbIIENeHHbIe OTHeabHO B crnemuduke SCADA-cuctem, T.€. B 001acTH

MPUMEHEHUS JUCTIETICPCKOT0 KOHTPOJISI, YIIPABJICHHS B cOOpa TaHHBIX.
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Crateu [51,52] paccmarpuBaroT kiaccupukanvoHHble npusHaku KA, kak
mapamMeTpbpl IS TIyOOKOTO ~ MAlIMHHOTO  OOYyYeHHsS  CHCTEM  3allUThl
MHOOPMAITMOHHBIX CHUCTEM, O0a3UpYyIOUIMXCS Ha aJIropuTMax MCKYCCTBEHHBIX
HEUPOHHBIX CETEM.

Takum oOpa3oMm, aHaIM3 U3BECTHHIX pabOT B oOJacTu KilaccuUKau
KOMITBIOTEPHBIX aTaK MO3BOJISIET CIENATh CIEIYIOIINE BHIBOJIbIL:

npu paspabotke kinaccupukanmuu KA HEoOX0oAMMO pPYyKOBOACTBOBATHCA
HanOoJiee OONIMMU MPUHIMIIAMHA TTOCTPOEHUS KiIacCU(pHUKAIHM, ClIOCOOCTBYIOIIMMU
MPaBUILHOMY MOAOOPY ONTHUMAIBHBIX KATETOPUA W KPUTEPUEB I JaTbHEHIICH
paboThl ¢ CO3MaHHOW KiaccUUKaIMell MPUMEHUTEIBHO K PAa3IMYHbIM cdepam
oOecrieueHus: MHOOPMAITMOHHON O€30MaCHOCTH;

npu knaccudukanuu KA mnpenamnodyteHue clienyeT OTAaBaTh 0oJsiee OOIIuM,
rubpuaHeIM Kinaccudukaropam. Krmaccudukanum, ocHOBaHHBIE Ha yueTe yiepoa,
MOJTYYCHHOTO MH(POPMAIMOHHBIMU aKTUBAMH, U KJIACCU(PHUKAIINN, COCPEIOTOUYCHHBIC
Ha OTPEICTICHHBIX THUIIAX aTaKW, HE MOTYT B JIOCTATOYHON Mepe OTPa3UTh CBOMCTBA U
xapakTepuctuku KA;

pa3pabarbiBaeMble KiIacCU(PUKAIMKU TOHKHBI BO BCEHMl MOJHOTE OTBEYaTh Ha
cienytomue Bompockl:  «KTo coBepmiaer KoMmbIOTepHYHO aTaky?», «llenb
KOMIIbIOTepHOU ataku?», «MCTOUHMK KOMIIbIOTEpHOM ataku?», «KakoB MeTon
pacmpoCTpaHEHUsT aTaKu W KaKOBBI €€ TIOCHENCTBHS IS JKEPTBBI  IOCIE
uHIaeHTa?». OTBEThl Ha JAaHHBIE BOIPOCHI UMEIOT OOJIBIIIOE 3HAYECHHE ISl BHIOOpA
CTpAaTeTUW  3alUThl, MNPEAYNPESKIACHUS ¢  MPOTHO3WPOBAHUS  aTakd, €e
CBOEBPEMEHHOTO OOHAPY>KEHUS U TPOTUBOACHCTBUS poHUKHOBEeHUIO B CIT/I.

PaccMmoTpeHHbI€ BBINIE MOIXOJbI HE B IMOJHOM MEpE OTBEYAIOT BCEM AITUM
TpeOOBAHUSIM.

B Tabmumax 1.2-1.4 u b1 — b4 npuBenensl Mojenu yrpo3 0€30MacCHOCTH

pecypcam CITJT [35].



Tabnuna 1.2 — Moaenb yrpo3 MapiipyTuzaTopa

24

Pa3Benka HpOHI/IKHOBeHI/Ie BoinoyiHeHnue 3akpenienue
Bpenonocusiii | ConuanbHast Pacmpoct
Oo6HapyxeHue CO0op aHHBIX OkchunbTpanust OKcIutyaranus pei KomannoBanue VhpasneHue P CkpsliTHE
KO WHXECHEPUS paHeHue
DkchunbTpanus
uepes Ioaxmrouenne
AIIbTePHATUBHBIN yepe3 MPOKCH
IPOTOKOJT
CkaHHpoBaHUE CoOcTBEHHBIN
CETEBBIX CEPBHCOB Dkchunbrparys KpunTorpaguye
P u pan purTorp b CKpBbITHE KOHEYHOTO
4epe3 KaHall Buenraue CKHi IPOTOKOIT
SSH ajzipeca COeMHEHUs
OOHapyxeHne ynpasnenust C2 yAaJeHHbIE DUIMIIHTOBBI
epudepuit Ipoc. aHHe CepBUC H it o ITpo6poc
nepud PUIAHBIX POCITyIIMBaHN PBUCHI i opt FTP poop SalacHbIC KaHANL
YCTpONCTB cetn Dkcunbrparms MHorokparHoe IOPTOB
4epes Mertoz rpy06oi Evil double [IPOKCHPOBAHHE
P A TPy . P P MHorocTyrel - Tbie
OGHapyxeHue AIIbTEPHATUBHYIO CHJIBI WITH TOJTHBIH canam
apamMeTpoB CEeTEeBYIO Cpemy nepeGop MsHoroypoBHeB
KOH(HTypanun oe muppoBaHue
cetu DkcdunpTpanus
4epes Cpencraa
AIBTEPHATUBHYIO yZIaJIeHHOTO
(hu3MYECKyIO cpey JIOCTYIIa
Ol'[epaT]/IBHaﬂ namMsTb
O6HapyxeHHne DkcdunpTpanus
TPOLIECCOB Hash maposst OTepaTUBHON i PamkuTh! - - - - -
aMsITH
OnepanuonHas cucrema
Bash History
CekpeTHbIe KII04n
OOHapyxeHue
YUYETHBIX 3armceii
Jamnuur DKCIUIOUTBI 115t
OOHapyxeHue VY nanennsie
- YUETHBIX IAHHBIX | TIOJYYEHHS y' - 1bIX
(aiinos n CEPBHUCHI .
JTaHHBIX ITabmmk- CxpsIThie (aitirsl 1
KaTaJioroB . PyTkutst Cosnanue
3axBaT BBOZA 9KCITONUTBI HanKn
- TTY CBsi3b uepe3 YYETHBIX
PackpriTie ABTOMATH3HPOBAHH ChEMHBIE 3anuceit .
prrTHe ABTOMaTH3UpOBa ast skcUIBTpanys 0-Day Port Knocking
TIapoJILHOM . HOCHTEIHN
HHBIH cO0p
HOJIUTHAKH
Oo6HapyxeHne
TPy IOCTyTa
Oo6HapyxeHne
uHpOpMAIUH O
CHCTEME
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Pa3Benka HpOHI/IKHOBeHI/Ie BoinosiHeHune 3akpenieHue
B i P
OO6HapyxeHHe COop maHHBIX DkchuabTpanus DKcIuTyaTanus PEHOMOCHEH | GAUNAILNAS KomannoBanue VYnpasnenue acnpoct CkpsiTHE
KO WHXECHEPUS paHeHue
IIporpammHoe obecnieueHue
JlammuHr EEIONHEE: nil;(&)%ﬁzag:;; B
[Mabmuk- CKpUNTHHT uepes Buenpenue e PO 9
YYETHBIX AAHHBIX . VY nanennoe nim uHGOpMAaIK
CekpeTHbIe KII04n DkcdunbTpanus JKCIUIOMTBI JIOBEpEHHbIE R T — B
MITM JaHHBIX U3 T10 ‘VnakoBka YTHIUTBL ¢)aﬁn03 HpOE‘paMMH O6d)yCKﬁHI/IfI (l)ﬁl‘/’[ﬂ
0-Day codra pa3paboTanK Bl KOZ
on SES Wi HHGOpPMALHI
ANnmaparHas COCTaBJISIOIAS
O6HapyxeHne LR JloBepurensH
o CkaHupoBaHHe 3aKJIaJIKH, Yepes
haiinoB ¢ Dkchunbrpardus ble .
. anmapaTHhIX KOMITPOMETAIHS ByTkuts anrapaTHbIe Yepes OyTKUTHI - PesepBHblit noctyn
I/IH(bOpMaI_II/IeI/I o JJAHHBIX O CUCTEME OTHOIICHUA
KOMIIOHCHTOB I ITOCTaBOK 3aKJIaIK1
cucreme
Ta6mmma 1.3 — Mojienb yrpo3 KOMMYTaTopy
Pa3Benka IIpoHuKHOBEHHE BoinosiHenue 3akpenJieHue
Bpenonoc CounanbHas Pacmpoctpan
OOHapyxeHne C60p TaHHBIX DKCOUIBTPaLH DKCIUTyaTamnus p f[ KomannoBanue Vupasiaenue pocTp CkpsoITHE
Py p P Y HBII KOJ WH)KEHEepUs P €HHUe P
IHopTbl KOMMYyTaTOpPa
DrcduIbTpanus qepes
aHBTepHaTHBHBIﬁ IIPOTOKOJI
OxcduIbTpanys depes KaHaa ORI D RE
ynpasienus C2
OOHapyxeHue MIPOKCH
o DOS-araka ITogmena
nieprdepHite IIpocnymuBanue PacnpocTpanennbie
. DkcduibTpanus yepes Ha KaHAJIbHOM - - . - MAC-
YCTpOUCTB CEeTH TIOPTHI CoOcTBEHHBIH
aJIbTePHATHBHYIO CETEBYIO ypoBHE . anpeca
T kpunrorpadud . uit
P HPOTOKOIT
DrcduIbTpanus qepes
aTbTEPHATUBHYIO
(usnueckyio cpeay
AnnapatHasi cOCTaBJSIIOIIAS
ArnmapaTHble
) CHudunr B 3aKJIa/IKH, ) JloBeputenbHbIE ) ) Iloamena PesepBHbIii
ARP-spoofing KOMIIPOMETAIIN OTHOIICHHUS MAC-aapecos JOCTYII
ICIH ITOCTABOK
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1.2.1 Moaeianb yrpo3 MapiipyTu3aTopy

Mapuipytuzarop: ypoeHb OMBOC — 3; cyOsnemMeHThl MapuipyTtu3aropa —
MOPTHl CETEBBIX CIYKO0 MapuIpyTHU3aTopa, OMNEpaTUBHAS MaMATh, OIEpPAIMOHHAS
cUCTEMa, MPOrpaMMHOE oOecTieueHre, anmnapaTHasi COCTaBIIIONIAs

MapmipyTu3atop SBISE€TCS OJHHM W3 CaMbIX VSA3BUMBIX COCTABIISIFOIITUX
paccMaTpuBaeMoro OO0BEKTa: 3TO OOYCIOBJIEHO TJaBHBIM 00pa3oM TeM, YTO OH
COIEPKUT  TAOJUIly MAapUIPYTU3AlUH. ODTO JAeT 3JOYMBIIUICHHUKY OOJIbIIOE
OPEUMYIIECTBO B IUIAHE pPa3BEIKU KOPIOPATUBHON CETH M3HYTPU. 3aXBaTUB
MapHIpyTHU3aTOp, OH MOXKET HCCIEJ0BaTh CEThb HA TMPEIMET BBISBICHUS YSI3BUMbBIX
cocejied, YTOObI, BOCIIOJIb30BABIIMCH UX CUCTEMaMU, IPOOPOCUTHCS B CETh IIIyOXKe.

CylecTByeT MHOXECTBO Croco0oB st 3Ttoro (tabs. 1.2). Bee 3aBucut ot
KOHKPETHON CHUTyalluM W TUIA MapUIPyTU3UPYIOMIEro ycTpoicTBa. B OonbmmHCTBE
CIly4aeB MOXKHO TMOM00paTh JIOTHH W TMapoiib CIEHUATbHBIMU MPOTPaMMaMH MU
BOCIIOJIb30BaThCs cpencTBoM Evil double.

[Ipy OTCYTCTBMM TIOTCHIIMAIBHBIX JKEPTB, OOMEHWBABIIMXCS JaHHBIMH C
MapHIpyTH3aTOPOM, 3JOYMBIIUICHHUK MOXET HAMETHTh HOBBIC BEKTOPHI aTaKw,
HaIlpaBJICHHBIC HAa PACIIPOCTPAHEHUE U CKPBITHE CIIEA0B B3JIOMA.

[Tockonbky  MapuipyTuzaTop oOMeHHBaeTcsi uHbOpMalUe ¢  JApyruMu
YYaCTHUKAaMHU CETH, TIPU €ro 3aXBaTe HE COCTABUT TPYJla PEAIM30BaTh aTaKy «4YEJIOBEK
nocepenuue» (MITM-ataky), mepexBaTbiBaTh TpapuK UIU MPOCTO OTKIIOYUTH JTIOOOTO
YYaCTHHKA OT CETH, BBITIOJIHUTH MPOOPOC IMOPTOB WIIM BBIHYIUTH aIMHUHHCTpaTOpa
MOBTOPHO BBECTH YYETHBIC JaHHBIC C IIENBI0O UX IMEpeXBaTa U MPUMEHEHUS B JIPYyroM

y3J1€ CeTH.

1.2.2 Moaesab yrpo3 KOMMYTAaTOPY

Kommytartop: ypoBerr OMBOC — 2; cy0GaneMeHThl KOMMYyTaTOpa — TOPTHI
KOMMYTaTOpa, anmnapaTHasi COCTaBIIAIOIIAs

KommyTatop siBnsieTcss caMbiM NMPUMUTHUBHBIM ycTpoiictBoM oObekta CII/I. B
OOJBIIMHCTBE CJIy4aeB OH HE HMeEeT TalJMIbl MapUIpyTU3alMK W padoTaeT Ha

KaHaJbHOM ypoBHE. [loaToMy B Tabuuiie OTCYTCTBYIOT KOJIOHKH, UMEIOIINE OTHOIICHHUE
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K OIEpaIOHHOW CHUCTEME W MporpaMMHOMY obecrieueHuto. KoMMmyTaTtop ys3BUM K
ARP-atakaM, HallpaBJICHHBIM Ha «IPOCTYIIMBAHUE» CETEBOTO Tpaduka, a Takxke Kk DOS-
aTakaM, HaIlleJICHHBIM Ha KaHan cBsizu (Tabim. 1.3). Ero MoxHO wuCHONB30BaTh IS

noytydeHusi tHhopmanuu 00 3J1eMeHTax (MOoJIb30BaATENAX) CMEKHBIX CETH.

1.2.3 Moaenas yrpo3 cepBepy

Ceprep: ypoBenb DOMBOC - 3; smement CIIJI — cepep Windows/Linux;
CyOnJIEMEHTHI cepBepa — MOPTHI CETEBBIX CIyKO cepBepa, OJIOK yNpaBieHHs cepBepa
0a3a JaHHBIX, ONlEpAaTUBHAS [IAMATh, ONIEPALIMOHHAS] CHCTEMA.

B nopaBmstonieM  OONBIIMHCTBE CIy4aeB Ha CEpPBEpE yCTaHABIMBAETCA
omepanuonHas cuctema Linux mmm Windows. B 3aBucuMOCTH OT OmEparuoOHHON
CUCTEMBI, a TAK)KE OT €€ JUCTpUOyTUBa, KOHPUTYpaLHs CEPBEPA, HACTPOUKHU CETU U €ro
npeJHa3HaYeHHEe MOTYT CYLIECTBEHHO OTIMYaThbes. JlaHHAsE 0COOEHHOCTh CKa3bIBAETCS
Ha BbIOOpe BapuaHTa araku. B Ttabmuue b 1 npunoxenus b paccMoTpeHbl yrpo3bl s
o0eux omepanuoHHbIX cucTeMm. [lepBoe, Ha YTO HYXHO OOpaTUTh BHUMAaHHE, 3TO
NIEpEUYCHb BAPUAHTOB BO3JEHCTBHUI C MOMOIIBIO M3BECTHBIX IKCILIOMTOB, JOCTYMHBIX
mobomy oObiBarento. OHAKO HE cleAyeT 3a0bIBaTh U O TOM, YTO CEpBEp HAXOIUTCS
BHYTpU ceTu. [loaTomy aiist Toro, 4To0bl €ro aTakoBaTh, CyLUIECTBYIOT TPU BapUaHTA CO
CJIEIyIOLIUMU PE3yJIbTaTaMMU:

3aXBAa4Y€H MapLIPyTU3aTOP, C TOMOIIBIO KOTOPOTO U MPOU3BOJATCS aTaKH;

Ha CEepBEpe 3alyllleH CaWT, KOTOPbIA JOCTYNEH W3 CETU HUHTEpPHET (caMblid
pacnpoCcTpaHEHHBIN BapHaHT);

3JIOYMBILJICHHUK YK€ 3aXBaTUII CEPBEP, HO €r0 MPaBa — MOJIb30BATEIILCKUE.

1.2.4 Moaeiab yrpo3 KpunToMapupyTHU3aTopy

Kpunrromapupyruszarop: YPOBEHb OMBOC — 4; cy0ameMeHT
KPUNITOMAPIIPyTU3aTOpa — anmnapaTHas COCTaBIISIIOIIAS.

Kpuntomapmipytuzatop uMeeT COOCTBEHHYIO  OIEpPAllMOHHYIO  CHCTEMY,
HEJIOCTYITHYIO MPOCTOMY OObIBaTento. M3-3a TOro, 4To0 0 HEM HUKTO HHYETO HE 3HAET,
OomucaTh aTakd U BBISIBUTH YS3BUMOCTH B €r0 MPOTOKOJaX pabOThl BEChMa CIIOXKHO.

CnabbiM MECTOM KPUITOMAPIIPYTHU3aTOPa MOXKET OKa3aThCsl HEMIPaBUIIbHAS HACTPOMKA
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npotokona IPSec, a 3To mar k ganpHeield pacumppoBke HHOOPMALIMN MPU HATUIAN
KJIo4el mmudppoBaHus OT APYroro MpoTokojia, padboraromiero B mape ¢ IPsec. Kpome
TOTO, TpPH OTCYTCTBHM PEKOMEHIYEMBIX HACTPOCK TNpaBWil (QWIbTpallud WU
KPUTHYECKHX OINMMOKaX B HACTpoiikax (MIBTPOB BO3MOXKHA peanm3anusi DO0S-atak,
HaIpaBJICHHBIX HA HApyIICHHE pab0TOCIIOCOOHOCTH KPUTITOMAIIIPYTH3ATOPA.

B  mepedeHp  yA3BUMOCTEH  KpUNITOMApIIPyTH3aTOpa  TaKKe  BXOJIAT
JIOBEpUTENIbHBIC OTHOIICHHS, BHYTPCHHHWH HApyIIUTEIh W allapaTHbIE 3aKIaJKH

(tabn. b 2 npunoxxenus b).

1.2.5 Mogaeuanb yrpo3 Me:KceTeBOMY IKPaHy

MexceteBoit akpan: ypoBeHb OMBOC — 5; cy0a1eMeHThI MEKCETEBOTO IKpaHa —
TOPTBHI CETEBBIX CIYXKO MEKCETCBOrO JKpaHa, ONCpaTHBHAs IMaMSTh, OICpPAIlMOHHAS
cUCTEeMa, IPOrpaMMHOE 0OecIIeueHHE, anmapaTHas COCTABIISIOIAS.

MekceTeBOH SKpaH SBJISCTCS OJHMM U3 TIEPBBIX YSA3BUMBIX 3BCHBEB CETH
nepeiavyn JaHHbIX, T.K. €ro paboTa OCHOBaHA HA UCIOJIh30BaHUU MH()OPMAIIUN Pa3HBIX
ypoBHe# Moaenu tep/ip.

Ha xananbHOM ypOBHE MPUMEHSIIOTCS «Ynpasisemvle KOMMYMamopwvl», KOTOPbIE
OCYIIECTBISIOT (GHIBTPAITUIO TPAPHKaA MEKITY Y3TIaMH CETH.

Ha ceTeBOM W TpaHCHOPTHOM YpPOBHSX MPUMEHSIOTCS «IAKETHbIC (DHIBTPHIY,
KOTOpPbIE  OCYIIECTBIISIIOT  (uipTpanuio Tpaduka Ha OCHOBE HWHGMOpMAIIUH,
COJICpIKAIICHCS B 3ar0JIOBKE MTAKETOB.

K MexcereBbIM 5KpaHaM MPUKIAJAHOTO YPOBHSA, OTHOCATCA «patipsonvl 6eo-
npunoscenuin» (firewall, FW) u «6panomayspory, KOTOpbIe 3alUINAIOT BHYTPEHHIOHO
M0JIb30BATEILCKYI0 CETh KOMIIAHUM B COCTaBe ceTed (MHTEPHET, WHTPAHET) CThIKA
npotokojioB TCP/IP oT ciy4afHOrO MJIM IEJICBOrO BO3JCHCTBHS M3 BHEIIHEH CETH.
Firewall BximouaeTcs B «pa3pbiB» MEXKIy BHEIIHCH M BHYTPEHHEH (3aluinacMoi)
CEThIO.

Yrpo3sl  MEXKCETEeBOMY  OJKpaHy  TIOJHOCTBIO  aHAJOTHYHBI  paHee
paccMaTpuBaeMbIM yrpo3am cepBepy (cM. Tabn. b3 mpumoxkenus b), 3a Tem

UCKJIIOYCHHEM, UTO €ro ONepallMOHHAas CHCTeMa, Kak mpaBmiio, 3To Linux. Mzgenus FW
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UMEIOT pa3lInyHble MPOrpaMMHO-aMmapaTHbie MmIaTdopMbl U Habopbl UHTEpPEiicoB B
3aBUCMMOCTH OT KOHKPETHBIX II€Jel 3aKa3uMka M NapaMeTpoB KOHQUTYypaluu
CompsIraeMoro 00opyaoBaHus (MApUIPYTU3ATOPOB, KOMMYTATOPOB, CEPBEPOB U T.1.).

Cam mpo1iecc MeXCETeBOro 3KpaHUPOBAHUS MPEJCTABISIET COO0M COBOKYIMHOCTh
MHOTO(aKTOPHBIX MPOBEPOK JEHTarpaMm Mo UX ayTCHTH(PHUKAIUH B COOTBETCTBHH C
KpuTepusMu 6e3omacHocTi. OaHako, mOMUMO 3Toro, FW BeIMOIHSET psia PUCKAIbHO-
KOHTpOIbHBIX (QyHKIMM: |IP-bunerpanus, NAT-o6paboTka, TyHHEIUpOBaHHUE, Proxy-
cepBep, peructpanusi coObiTuil. Takum o0paszom, FW mnpencraBasier coboi
KOMILJIEKCHBI Ha0Op HHCTPYMEHTOB MPEAyNpPEKICHUS W 3alllUThl BHYTPEHHEH

JIOKJIbHOM BBIYMCIUTEIbHOM ceTH (Tabdi. 1.6).

1.2.6 Moaeas yrpo3 II9BM

[19BM: ypoBenr DMBOC — 6; cybsnementsl [IDBM — nopThl ceTeBbIX Cllyk0
[I19BM, omnepaTuBHas mamsTh, ONEpPAMOHHAs CHUCTEMa, MPOrpPaMMHOE OOecleyeHue,
anmapaTHasi COCTaBIISIOIIAsL.

JlocTurHyB OKOHeYHOro y3na cetu — [IOBM, 3noymblnuieHHUK 0€3 Tpyaa
CMOXET aTakoBaTh MOJIb30BarTeNsA. YTpo3bl 1I9BM MOMHOCTBIO aHAJOTMYHBI paHEe
paccMaTpuBaeMbIM i cepBepa (cM. Tadi. 1.4).

B ciyuae, ecnu 370yMBIIUIEHHUKY HE YJACTCS MPOHUKHYThH B 3aKPBIThI CETMEHT
CETH U, BCETO JIMIIb, «3aKpENUBIINCH» HA APM OTKpPBITOTO CErMEHTa, OH JIETKO MOXKET
3aXBaTUTh JIaHHBIE TMOJb30BaTENEH, CPEAr KOTOPHIX, C OOJBINON J0JIel BEPOSITHOCTH,
OyIyT mapoju agMUHUCTpaTOpoB ceTu. He uckitoueHo, 4To 3Tu napoiau NOJAOMIYT AJis
sanemeHToB CIIJl 3akpbiToro cermenra (tabn. b 4 mpunoxenus b). Takum oOpaszom, B
NPUBEACHHBIX  BBIIIE  aKTYaJbHbIX  MCTOYHHMKAX HMHPOPMALMHU  MIPEIJIOKEHbI
kiaccudukanuu KA, KOTOpble MOTYT CIIY>KUTb OCHOBOW JJISI MCCJIEOBaHUS CBOMCTB
aTak M CPEJCTB MPOTUBOACHCTBUSA UM. OJIHAKO M3BECTHBIC Kiaccu(ukaiuu 0000marT
aTakd B OCHOBHOM JJisi ceTell cBsizu oOiero nosibzoBanust (CCOII) tuna unTepHera u,
KaK MpaBWJIO, HEAOCTATOYHO MH(POPMATUBHBI IJIsl CETEH KPUTUYECKU BaXKHOTO OOBEKTa
UHPPACTPYKTYPHhI, B KOTOPHIX UMEIOTCS OCOOEHHOCTH 3aILUIIEHHOTO UCTIOIHEHUS, XOTS

npeabsaBisieMble K HUM TpeOboBaHus xectue, yeM Kk CCOII Ha HECKOIBKO MOPSIKOB.
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[IpeacTaBieH HOBBIM MOAXOJ K KIacCH(UKAIMU KOMIBIOTEPHBIX aTak Ha
KPUTUYECKA BaXXHble OOBEKTbl MH(PPACTPYKTYpPbI, KOTOPHIM YUYUTHIBAET JECITh
KOMIIOHEHTOB IIMKJIA YIPO3bl: OT KOMIUIEKCHOTO M3Y4Y€HHS OOBEKTa BO3JICUCTBUS 10
peanuzauuu ataku. CdopmylupoBaHbl OCHOBHBIE TEHACHIIMU peaju3allud aTak Ha

MPAKTUKE — OHU OBLIU MOJO0XKEHBI B OCHOBY MPEAJIOKEHHOM Ki1acCu(DUKAIIHH.

1.3 Anaau3 CYmIECTBYOIIIMNX CPEACTB 3alllUTHI CETU NMepeaavdIn JaHHbIX

Kommnekcunas 3ammra CIIJ or KA saBisercs OJHUM U3 BaKHEHIIMX
KOMIIOHEHTOB  3amuThl cetd. Kommiexkcnaa 3ammura CIII - komiuiekc
OpPraHU3allMOHHO-TEXHUYECKUX  MEpOonpusTHi (B T.4. TNPUMEHEHHE CPEACTB),
HaIpaBJICHHBIX HA OCYIIECTBJICHUE 3aIlUThl UH(POPMAIUH.

CpeacrtBo 3amuthl UHPOPMAMU — TEXHUYECKOE, KPUNTOrpaduyeckoe,
MPOrpaMMHOE WJIM JPYro€ CPEeACTBO, MpEJHA3HAYEHHOE I 3allUThl WHGOpMAIIUH,
CpPEICTBa B KOTOPBHIX OHHU PEAIM30BaHbI, a TAKXKE CPEJICTBA KOHTPOIS d(PPEKTUBHOCTH
3anuThl nHGopMaruu [14].

MeponpusaTusi 1m0 3amuUrTe HHPOPMAUM — COBOKYNIHOCTh JEHUCTBUU IO
pa3paboTKe M MPAKTUUYECKOMY MPUMEHEHUIO MEpP M CPEICTB 3alllUThl MH(OpMAIIUH.
Oo6mast kinaccuukanus Mep W CPEICTB 3allUThl MHPOpPMAIMK TpPENCTaBlIieHA Ha

pucynke 1.2.

Mepsl U cpencTBa 3alUThI

MepLI " CpEACTBA 3allIUThI L MepLI " CpEACTBA 3alllUThI

|| Mepsbl u cpeacTBa 3alUTHI

|| Mepsbl u cpeacTBa 3alUTHI

— MepBI 1 CpCACTBA 3allIAThI

Pucynox 1.2 — O0mas knaccudukaiys Mep 1 CpeICTB 3aIUThl HHGOPMAITIH
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OpranuzanuoHHbIE (aIMUHHUCTPATUBHBIC) MepbI — 3TO MEpBHI,
periiameHtupytoue npoueccel  @yHkiuonupoBanus CIIJl, wucnons3oBanue ee
pPECYpCOB, ACSATEIBHOCTD NIEPCOHANIA, & TAKKE MOPSAI0K B3aUMOICHCTBHS MOJIb30BaTeNIeH
C CHUCTeMOM TakuM o00pa3oM, YTOObl B HaAWOOJbLIEH CTENEHU 3aTPyIHUTH WIH
UCKJIFOUYNTh BO3MOKHOCTh peanu3anun KA.

Cucrema OpraHvM3allMOHHBIX M OPraHU3allMOHHO-TEXHUYECKUX MEp BKIIIOYAET B
ceost:

— pa3oBbie (OJHOKPATHO MPOBOJUMBIE U TOBTOPSEMbBIE TOJBKO MPHU IMOJIHOM
MEePECMOTPE MPUHATHIX PEIICHUIN ) MEPOTIPUATHS;

— MEpONpUATUS, NIPOBOJAUMBIE TMPU OCYLIECTBICHUU WJIM BO3HUKHOBEHUU
omnpeaeiIeHHbIX M3MeHeHui B camoi 3amuimaemMon MTKC BH wunu BHemHe# cpene
(IpOBOIUMBIE 110 HEOOXOUMOCTH);

— MHOT'OKPaTHO MIPOBOAUMBIE MEpOIPUSTHUS (mepuoauyeckKue W
CTOXAaCTHYECKHUE).

K opranusaioHHBIM MepaM OTHOCATCS OOBEIMHEHHUS METOAMK M IPOLEIyp
oOecrieueHus: 6€30MaCHOCTH C JEHCTBUSIMH MepCOHaa.

[Iporpammuo-texanueckne Mepbl  3ammtel WMTKC BH  coorBeTcTBYIOT
amnmnapaTHOMY, CUICTEMHOMY M MPUKJIATHOMY YPOBHSM CHUCTEMbI 3alIUThl HHPOpPMAITUH.
B mpouecce ee pa3pabOTKM  BBINOJHAIOTCS — CIEAYIOLIME TPYyNNbl JACHCTBUN
(MeponpusTHiA).

Ha ammapatHom ypoBHe (3ammra TexHudeckux cpeiactB (TC) obpadotku
uHdopmaruu u TC 3amuThl), TpeACTaBICHHOM Ha pucyHke 1.3, ocymiecTBisieTcs:

[To HanpaByeHHIO 3aUTHI OT HeCaHKIMOHUpoBaHHOTrO noctyna (HCJI):

— pa3paboTka TexHOJIOTUH 00paboTku uHPOPMAIMA C UCIHOJIb30BaHUEM
CHEIUAN3UPOBAHHBIX ~ CEPBEPOB C  OrpaHUYCHHBIM  HA0OpoM  (PyHKIMH U
MH(OPMAIMOHHBIX pecypcoB (cepBepbl 0a3 JaHHBIX, CEPBEPhl MPUIOKEHUHN, CEPBEPHI
J0cTyma, Web-cepBepbl, TOYTOBBIC CepBEpPbI, (haiii-cepBepsl U T.1.);

— IUIAHUPOBAaHWE MHUHUMH3ALMKU YHCIIA YCTPOMCTB KOMUPOBAHUSA JIaHHBIX Ha
BHEIIIHUE HOCUTENU (CMEHHBIX BHUHYECTEPOB, ONTUYECKUX IUCKOB, MarHUTOONTHKH,

MPUHTEPOB U T.J.) B OJIb30BATEIbCKUX KOMITBIOTEPAX;
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— pa3paboTka cxem mnpuMeHeHus ['C pasrpaHUYeHHS IOCTyma K DJIEMEHTaM
HUTKC BH (cMmapT-kapThl, 0MOMETPUYECKHUE TATYUKHU U T.I1.);

— MPOEKTUPOBAHUE  CETEBOU UHOPACTPYKTYPBI C MCII0JIb30BaHUEM
CHEIUATM3UPOBAHHBIX YCTPONCTB pa3eiieHHs 10CTyna U Tpaduka (MapmpyTu3aTopsl U
T.J.);

— IUIAaHUPOBAHUE HMCIOJIb30BaHUSI aKTUBHBIX M MACCUBHBIX CPENICTB 3aIlMTHI OT
MOOOYHBIX dJEKTpoMarHUTHBIX u3nydenuin ([IDMUH) (3azemnenue, skpaHupoBaHUE,

TeHEPaToOPhI IITyMa).

AnnapaTHbslif ypOBEHb

3ammura ot HCJI 3arura [eJI0CTHOCTH
Becniepeboiinoe
— Crienanu3anyisi CepBepoB —
AJIEKTPOITUTAHHE
CokpallleHre Yuciia yCTPONUCTB | | yOnupoBanue ¥ MOHUTOPHUHT
BBOJIa BEIBOZA KITFOYEBBIX MOJICUCTEM
| |HMcnonp3oBanue MapIIpyTH3aTOpOB | CpenctBa GpuU3NYECKOM
1 OpaHIMay pOB 3amutel TC

— [Ipumenenne TC ayrenTH(UKaN

Veranoska TC 3ammurel oT
II5MHWH

Pucynok 1.3 — AnmapaTHbIii YPOBEHb CUCTEMBI MEp 3aIIUTHI

[To HampaBIeHHIO 3aLTUTHI LIETOCTHOCTH:

— MNPOEKTUPOBAHUE CUCTEMBI O€CIIepeOOMHOr0 ANEKTPOIUTAHNUS;

— IUIAHUPOBAHUE YCTAHOBKU AYOJIMPYIOIIMX 3JIEMEHTOB U JAaTYMKOB PabOYMX
napaMeTpoB B KIIIOUEBBIX W HamOosiee ys3BUMBIX | C (MarHUTHBIE NUCKW, UCTOUHUKU
MATAHUS B CEPBEPAX, JaTUMKU TeMIEpaTypsl U T.1.);

— MNPOEKTUPOBaHUE (UBMUECKUX CPEACTB 3alIMThl KaHAJOB CBS3U (CTaJbHbIC
TpyOBI, CrielialIbHbIE Ka0eau, kopoda U T.11.).

Ha cucremuom ypoBHe (cpeactBa 3amuThl ceTeBbiX OC M CHCTEM yMpaBiIeHUs
6azamu  nmanabix  (CYBJl), agMuHucCTpaTOpCKME€  HAQJACTPOMKA  HAA  HUMH),
MpeCTaBICHHOM Ha pucyHke 1.4, ocyiiecTBisiercs:

ITo nanpasnenuto 3amutel oT HCJ:

— IUIAaHUPOBAHUE MOJIUTUKH ayTEHTU(DUKAIIMU TTOJIb30BATENEH;
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— pa3paboTka crocoOOB MPUMEHEHUS IITATHBIX CPEJCTB pa3AesieHus] AOCTyma K

MH(OPMAIMOHHBIM PECYpCaM;

- BI)I60p CpCACTB YIIPABJICHUA JIOKAJIbHOM BBIYMCIUTEIILHON CEThIO U HaJICTPOCK

HaJd MITaTHBIMU

CpeacTBaMu 3alIUThI;

— MPOEKTHPOBAHUE TEXHOJIOTUU pabOThl ¢ 0azamMu JaHHBIX 0e3 (PHU3NUECKOTro

noctyna K daimaMm u 6e3 peructparuu Ha cepBepe 0a3 nmaHHbIX (BJ) («kimeHT-

cCepBeEp»);

— IUIAaHWPOBAHWE UCIOJIb30BaHUs WTaTHBIX cpenctB CYBJl s paspeneHus

JIOCTYTa T0JIb30BaTeNiel K (yHKIUSAM, Ta0IuIlaM, CToI01aM 1 T.1.;

— IUIAaHUPOBAaHUE WCIMOJIb30BaHus Mmmbpanuu 3anuceil B b/l u maponei,

nepeaaBacMbiX 110 CCTH.

CucreMHbIi ypOBEHb

3amura or HCAA J
Cereprie OCm |

HaJCTPOUKH

PasnesneHus qoctyma K pecypcam

AyTteHTH(UKAIHS TOJIh30BATENCH

CucreMHBIN ayqUT

3ammTa HeJI0CTHOCTH

CpelcTBa BOCCTaHOBIICHHS
(haitoB

3amura GaiiiaoB OT yaaJeHUs

Cpenctaa 3amutst OC ot
pa3pyLeHus

udparnms 3anuceit u naposei

Paznenenne A0CTyIa K TaHHBIM

Pabota B pexxume «KIHEHT-CEPBEPY
0e3 perucTpaiuu Ha cepBepe»

[IporoxonupoBanue 3anpocos k b/

MexaHu3M BOCCTAaHOBJICHHS
IaHHBIX

MexaHu3M OJIOKMPOBKH
TpaH3aKLIUl

Paznenenue npaB Bo3aeicTBuUs Ha

B/l

WHcTpymMeHTapuil TeCTUpOBaHUS

B/l

HNudopmuporanue 06 ommdkax

[IpoTokonupoBaHue U3MEHEHUN B

B/l

Pucynok 1.4 - CucteMHbIN YpOBEHb CUCTEMBI MEP 3allUThI

IIo HaIIpaBJICHUIO 3alIUTHI OCJIOCTHOCTH!

— HacTpoWKa MEXaHU3MOB BOCCTAHOBJICHHUS YJAJCHHBIX (aiios,

(aiinoB ot ynanenus, 3amuThl szipa OC oT pa3pyuieHus;

341U ThI
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— IUIAHUPOBAHWE Dpa3JENCHHWs MpaB BO3JAEUCTBUA Tnosb3oBarened Ha b/l
(Br1agenen, aAMUHUCTPATOP, OJIB30BATENbD);

— HacTpoHKa MEXaHU3MOB OJIOKHPOBKHM/OTKAaTa TPAH3aKLMH M BOCCTAHOBIJICHUS
JAHHBIX (IPOTOKOJIMPOBAHUE 3AIPOCOB, CPEACTBA APXUBALIMH JIaHHBIX );

— IUIAHUPOBAHUE PErJIaMEHTA MCIIOJIb30BaHUS HWHCTPYMEHTApUs TECTUPOBAHUS
b/ n ucnpasieHys HAPYILIEHUN CTPYKTYpbI JaHHBIX;

— opraHusanus TexHojoruu uHpopmupoBanus aamuHuctparopa UTKC BH o
Bo3HUKawImuXx B npouecce padbotel OC u CYB/] ommobkax.

Ha npuknanHom ypoBHE (MHCTpyMeEHTalIbHOE IiporpammHoro obdecneuenus (110)
NPWIOKEHUH, MOJb30BATEIbCKUE HUHTEpPENCh, MHAMBUAYyanbHOE 3ammuTHOE [10),
IpeJICTaBICHHOM Ha pUCyHKe 1.5 ocyuiecTBisiercs:

ITo nanpasnenwuto 3ammtel oT HC/:

— HCIIOJIb30BAHME HAJESKHOM M 3alIUIIEHHON MOJCUCTEMBl ayTEHTU(UKALNUU
I10JIb30BATEIIEH;

— HUCIIOJIb30BAHUE MEXaHW3Ma KOHTPOJIA ITOJHOMOYMM IIOJB30BATENEN IO
arperanuu uHGopManuu (mpu cOOpke OTYETOB U T.I1.);

— NpUMEHEHHE THMOKOW MHOTOYpOBHEBOW CHCTEMBbl 3aJaHUsl OIpaHMYCHUN Ha
JOCTyl K KOHKPETHBIM DJJIEKTPOHHBIM JOKyMEHTaM (KaK eIWHULAM XpaHEeHHs
uHpopmaiuu B KC);

— IJIAaHUPOBaHUE U pa3palboTKa pa3JesieHUs MOJHOMOYMM JOCTyna K BETBSIM U
oOBbekTaMm uHTepdeiica U uX peKBU3UTAM.

1o HampaBJIEHUIO 3aIUTHI LIEJIOCTHOCTH:

— HCTOJB30BaHKE MporpamMMm TectrupoBanusa bJ] Ha oTcyTcTBHE 3amucei-ay0mei,
Ha JIOTUYECKYI0 HEMPOTUBOPEUYHUBOCTh, HA OTCYTCTBUE OUIMOOK U T.JI.;

— NPUMEHEHHE CpeICTB AYyONUPYIOIIEro MPOTOKOJUPOBAHUS BO3JEHCTBUI
noJib3oBaresier Ha b/J;

— BBIOOp WU TPUMEHEHUE CPEICTB aBTOPU3alMM BBOAMMBIX B bBJl naHHBIX,
MOJIFOTAaBIMBAEMBIX 3JIEKTPOHHBIX JTOKYMEHTOB, OTIPABIIEMbIX COOOIIeHNH ((puKcanus
JIaThl, aJjpeca U MoJIb30BaTeNs),

— IUIAaHUPOBAHUE OTPAHUYEHUN TPAB MOJB30BATENIECH HA yJlaJe€HUE U KOPPEKIUIO
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JIAaHHBIX B YCJIOBUAX MHOTOMOJIb30BaTenbCckoro nocryna k MTKC BH;
— TMPUMEHEHHE CPEJCTB aBTOMATHU3MPOBAHHON WICHTH(PUKAIUA W KOHTPOJIS

KOPPEKTHOCTH BBOJUMBIX JJaHHBIX [20].

[IpuxmanHo¥t ypoBeHb

3ammra or HCJ{ 3almTa 1eJIOCTHOCTH
. Orpanuuenue Ha ynainenue/
— AyTeHTU(DUKAIUS TTOJTh30BaTEIICH —
KOPPEKIUIO
[IpoBepka momHOMOUMIA TOCTyTA K KonTpons koppexTHOCTH
BETBSM U 00BbeKkTaM uHTepdetica BBOJIa JTAHHBIX
. ABTOpHU3anus BBOIUMBIX
— JKypnaisl paboThI osib30BaTENCH —
JAHHBIX
Pasrpanndenue mocryma K Wnentndukaius BBOIAMBIX
OPUTHHAIBHBIM JJOKYMEHTaM JTAHHBIX

ITpoBepka nmomHOMOYHIA TpH cOOpKeE
U [eYaTu
udparmms daiinos u cooOeHmH
ol

Pucynox 1.5 - IIpuknaaHoil ypoBEHb CUCTEMBI MEP 3aIUThI

Ha coBpemenHoM »3tame pa3BuTHUS TeopuM mocTtpoeHus (pazpadborku) CII
BOIIpOCaM 0€30IaCHOCTH YAENIeTcsl HeaocTaToyHoe BHMMaHue. Ho mpu »TtoM 3TH
BOIPOCHl CTaBITCA B KOHLE LUKIA pa3pabOTKH, a 3a4acTyl0 YK€ B Ipoliecce
(YHKIITMOHUPOBAHUS CUCTEMBI.

Takum 00pazoM, MoJydaercs,, YTo 0€30MacHOCTh MPUXOJUTCS OOecrneunBaTh 3a
CUET BHECEHUS JIOTIOJIHUTEIbHBIX MOJICUCTEM U MOJYJIEH, KOTOPBIE TOJKHBI YUUTHIBATh
CTPYKTYPY, BO3MOKHOCTH M JPYTHE XapaKTEPUCTUKHU yKe CPOPMUPOBAHHON CUCTEMBI U
IBITaThCS, KAKUM-JINOO 00pa3oM, MOACTPOUTHCA MOJ Hee. Takoil MmoaxoJ MPUBOAUT K
Manod(h(HEeKTUBHOW M KPATKOBPEMEHHOH 3amIuTe, Ja K TOMY € CHHKAeT KauyeCTBO
(GYHKIIMOHUPOBAHMS 3alUINaeMO CHUCTEMBI MO OCHOBHBIM IMOKaszarensM. He maro
BaXHBIM aCIIEKTOM TaKOTO MOJXOJa SIBJISIFOTCS 3aTpaThl PECypCOB Ha peau3aluio U
MOCTOSIHHOE <JIaTaHHUE» 3aIUIIAEMOI CUCTEMBI.

SIpkuUM TpUMEpPOM TaKOTO MOJAXOJa MOTYT SIBIISITBCS CHUCTEMbl AHTHUBUPYCHOMU
3anuThl. [IprMeHeHne aHTUBUPYCHBIX MPOTPAMM IO3BOJISIET 3ALUTUTH KOMIIBIOTEDP OT
KOHKPETHOTO (CYeTHOro) Habopa BHUPYCOB Ha KOPOTKOM IPOMEXKYTKE BpeMeHHU (10

CO37aHUsl HOBOTO BHpyca), Tocie 4Yero Tpedyercs OOHOBIeHHE Oa3bl M3BECTHBIX
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BPEIOHOCHBIX IporpaMM. PaboTa aHTHBHUPYCHBIX HpPOrpaMM B DPEKUME PEaIbHOrO
BPEMEHM OTOMPAET Yy ONEPALlMOHHONW CHUCTEMbI 3HAUMTENBHBIN PECYPC, @ CKAHUPOBAHHE
JMCKOBOTO TPOCTPAHCTBA BOOOIIE OTIACIbHOE JESHHE, BO BpeMs KOTOPOTO HeE
PEKOMEHYETCSl NPOU3BOAMTH Kakue-1M00 JEeWCTBUSA  (BBIIOJHEHHE OCHOBHBIX
¢bynkmii). Bompocel, cBs3aHHBIE C 3alIUTOH aBTOMATH3MPOBAaHHBIX cHCTeM OT KA
HEOOXOJMMO paccMaTpuBaTh Ha dTane NPOEKTUPOBAHUS U CTPOUTH CHCTEMY CO
CTPYKTYpOH, HE IO3BOJISIONIEN Ha HEe BO3JEHCTBOBATH (B Hiealie) WM Jelarolien
TaKue BO3JICMCTBUSI MAJIOBEPOSITHBIMU U ManoacpcpeKTHBHmMH

Cy1iecTByIOLIME TEXHOJIOTUN O0HAPY>KEHUS aTaK PEIIAOT CIEIYIOIINE 3aJaun:

paclio3HaBaHKWE M3BECTHBIX ATaK M INPELYyIPEKACHUE O HUX COOTBETCTBYIOLIETO
IIEPCOHAIIA;

«TIOHUMAaHME» 3a4acTyl0 HEMOHATHBIX HCTOUHUKOB MH(pOpMaInU 00 aTakax;

OCBOOOXK/IEHHE WM CHIKEHHWE HAarpy3KM Ha TI€pPCOHaj, OTBEYAIOIIMi 3a
0€30MacHOCTh, OT TEKYLIMX PYTHHHBIX ONEpalUid MO KOHTPOJIO 3a MOJIb30BATEISIMH,
CUCTEMaMU U CETSAMHU, SBISAIOIKIMHCI KOMIIOHEHTAMH KOPIIOPATUBHOM CETH;

BO3MOKHOCTh YIIPABJIE€HUS CPEACTBAMHU 3alUTBI «HE JKCIIEpTaMu» B 00JaCTH
0e30I1aCHOCTH;

KOHTPOJIb BCEX JEUCTBUI CyOBEKTOB KOPHOPATUBHOM ceTu (IOJIb30BaTENEH,
MporpaMm, MpoIECcCOB U T.1I.).

OdeHb 4acTO CUCTEMbI OOHAPYKEHUS! aTaK BBINOJHATH (YHKIIMH, CYLIECTBEHHO
pacIIMpsIONIUE CIIEKTP UX MpuMeHeHus1. Hanpumep:

KOHTPOJIb 3 (PEKTUBHOCTH MEKCETEBBIX SKPAHOB,;

YCTaHOBKAa CHUCTEMBbl OOHApyXEHHsI aTak IOC]e MEXCETEBOI0 3KpaHa (BHYTpH
KOPIOPAaTUBHOM CETH) MO3BOJIIET OOHApYX UTh aTaku, npomyckaembie MCD u, tem
CaMBbIM, OIIPENEIINTh HEAOCTAIOLIME ITPABUIIA HA MEKCETEBOM DKPAHE;

KOHTPOJIb y3JIOB CETH C HEYCTAaHOBJIEHHBIMH OOHOBJICHUSIMU WM Y3JIOB C
yYCTapeBIIUM MPOTPAMMHBIM 00€CIIE€YEHUEM;

0JIOKMPOBaHUE U KOHTPOJIb JOCTYTA K OMpEeIEHHBIM y31am Internet;

KOHTPOJIb 3JIEKTPOHHOW IOYTBHI.
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CyuiecTByeT 00JIbIIIOE YUCIIO PA3IMYHBIX KiacCU(PUKALMNA CUCTEM OOHAPY>KEHUS
aTak, OJHAKO CaMOW pacIpOCTPAHEHHOM SBISIETCS KiIacCUPUKALUS TO MPUHIUITY
peanu3anuu:

host-based, To ecThb OOHapyXHBarOIUE aTaKH, HANPABJICHHBIC HAa KOHKPETHBIN
y3eI CeTH;

network-based, To ecte oOHapyXHBalOIIMEe aTakd, HAIPABJICHHBIC HA BCIO CETh
WJIM CETMEHT CETH.

CucreMpl OOHapyXEHUs aTaK, KOHTPOJUPYIOIIWE OTACIBHBIA KOMIBIOTEp, Kak
paBujio, COOMPAIOT W aAHAJU3UPYIOT HMHGOPMAIMI0 U3 JKYPHAJIOB pPETUCTpaIluu
OIEPAIMOHHOM CHCTeMbl U pasnuuHbix npuioxenuin (Web-cepsep, CYB/ u 1.1.). 1o
takomy mnpuHiuny ¢yskimuonupyer RealSecure OS Sensor. Opnako, B mocienHee
BpEMsl CTaJH MOIy4aTh PaclnpOCTPAHEHHE CUCTEMBl, TECHO MHTETPUPOBAHHBIE C SIPOM
OC, Tem cambiM, npenoctaBisiss Oosnee 3S(QPeKkTuBHBIA CcHOCO0 OOHAPYKEHHS
HapyIIeHU TOMUTHKU Oe3omacHocTu. [lpudeM Takash HWHTErpamus MOXET OBITh
peann30BaHO JBOSIKO. BO-TIEpBBIX, MOTYT KOHTPOJUPOBATHCA BCE CUCTEMHBIE BBI3OBbI
OC (tak pabotaetr Entercept) wim Bechb BXOASIIMNA/MCXOASIIMNA CeTEBOM Tpaduk (Tak
paboTtaetr RealSecure Server Sensor). B mocientem ciiydae cucteMa OOHapyKEeHHUs aTak
3aXBaThIBAET BECh CETEBOM TpauK HANIPSIMYIO C CETEBOM KapThl, MUHYSI ONIEPAIIMOHHYIO
CHCTEMY, YTO TMO3BOJISIET YMEHBIIUTh 3aBUCHMOCTh OT HEE M TEM CaMbIM IOBBICHTH
3alUIIEHHOCTh CUCTEMbI OOHAPYKEHUS aTaK.

Cucrembl 00HapyKEHHUsI aTaK YPOBHS CE€TH COOMpAIOT MH(POPMALMIO U3 CAMOM
CeTH, TO €CTh U3 CETeBOro Tpauka. BBHIMOMHATHCS 3TH CUCTEMBbI MOTYT Ha OOBIYHBIX
KommbloTepax (Hampumep, RealSecure Network Sensor), Ha creruanIn3upoBaHHBIX
KOMIIBIOTEpaxX WM MHTETPUPOBAHBI B MapIIPYTU3aTOPHI UM KOMMYTAaTOphl. B mepBbix
JBYX Cclydasix aHaju3upyemas HH(popMalus coOMpaeTcsi MOCPEIACTBOM 3axBaTa U
aHaJl3a MaKeTOB, MCIOJIb3Ys CeTeBble MHTEpPQEHCHl B OecrmopsaouHoM (Promiscuous)
pexume. B mocrnenHem ciydae 3axBaT TpaduKa OCYIIECTBISIETCS C IIMHBI CETEBOTO
000pyI0BaHUSI.

OO6napyxeHue aTtak TpeOyeT BBITIOJHEHUS OJHOTO W3 JABYX YCJIOBHM - WJIH

IMOHHUMAaHUA OKUJTACMOT'O IMOBCACHUA KOHTPOJIIMPYCMOTO 00BbEKTa CUCTEMBI WU 3HAHUS
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BCEX BO3MOXHBIX aTak M HX Moaudukauuii. B mepBom ciiydae HCHONb3yeTCs
TEXHOJIOTHSI OOHAPYKEHUS aHOMAJILHOTO MOBEACHUS, @ BO BTOPOM CJIy4ae - TEXHOJIOTUs
OOHaApyXEHHsI  3JIOYMBIIUICHHOTO TMOBEACHHUS WM  3710ynoTpebnenuii. Bropas
TEXHOJIOTHS 3aKJIF0YAETCS B ONTMCAHUU aTaKU B BUJIE 11a0JIOHA WJIM CUTHATYPbI U TIOMCKA
JAHHOTO IIa0JIoOHAa B KOHTPOJIUPYEMOM MPOCTPAaHCTBE (HAampHUMEp, CETEBOM Tpaduke
WIM J)KypHAJIe PErUCTpalin). JTa TEXHOJOTUs OYEHb NTOX0KAa Ha 0OHAPYKEHUE BUPYCOB
(aHTUBUPYCHBIE CHCTEMBI SIBJIIOTCS SIPKUM IPUMEPOM CHUCTEMBbI OOHApPYKEHHS aTak),
T.€. CHCTEMa MOKET OOHApYKHUTh BCE M3BECTHBIC aTaKu, HO OHA MaJi0 MPUCHOCOOIeHA
JUIsl OOHApY>KEHUs HOBBIX, €Ile HEU3BECTHBIX, aTak. [loaxoa, peanr3oBaHHBIN B TaKUX
CUCTEMax, OYEHb MIPOCT U UMEHHO Ha HEM OCHOBaHbI MPAKTUYECKU BCE MpejiaraeMble
CerofHsl HAa pPBIHKE CHUCTEMbl OOHapyXeHus arak. [IpakTU4ecku BCE CHUCTEMBI
OoOHapy»KEHUsI aTaK OCHOBAaHbI HA CUTHATYPHOM MOAXO/IE.

KoMMyTanus mo03BONISIET yNpaBisATh KPYMHOMACIITAOHBIMH — CETAMH, Kak
HECKOJbKHUMH HEOOJIbIIMMU CETEBBIMH CerMeHTaMu. B pesynbTaTe OBIBAa€T TPYAHO
OIpENEIUTh HaWIyylllee MECTO JJIsi YCTAaHOBKM CHCTEMbI, OOHApyXUBAIOLIEH aTaku B
ceteBoM Tpaduke. MHOrga MoryT MoMoYb cHeluaibHble MOPTHI (Span ports) Ha
KOMMYTaTtopax, HO He Bcerna. OOHapyXeHHE aTak Ha YPOBHE KOHKPETHOIO Y3ia
oOecrieunBaer Oosiee 3PPEKTHUBHYIO pPadOTy B KOMMYTHPYEMBIX CETSX, TaK Kak
MO3BOJISIET Pa3MECTUTh CUCTEMbI OOHAPYKEHHUS TOJIBKO HA TEX y3iaX, Ha KOTOPBIX 3TO
HEOO0XOMMO.

Cucrembl CeTEBOIO ypOBHS HE TpeOylT, YTOObl Ha KaXIOM XOCTE
YCTaHABIMBAJIOCh MPOTPAaMMHOE OOECeueHUE CUCTEeMbl OOHAapyKEeHHUs  aTak.
[TockonbKy 171t KOHTPOJSL BCEH CETH YHUCIO MECT, B KOTOPBIX YycTaHOBJIEHBI |DS
HEBEJIMKO, TO CTOMMOCTb MX KCIUTYyaTallud B CETU MPEAIPUITHS HUKE, YEM CTOMMOCTD
HKCIUTyaTallMl CUCTEM OOHApy’>KEHHUsl aTak Ha cucTeMHOM ypoBHe. Kpome Toro, mis
KOHTPOJIsI CETEBOT0 CETMEHTa, HEOOXO0IUM TOJILKO OJIMH CEHCOp, HE3aBUCHUMO OT Yucia
y3JI0B B JAaHHOM CETMEHTE.

CereBoil maker, OyAy4yd YLIEAIIUM C KOMIBIOTEpa 3J0yMBIIUICHHUKA, YK€ HE
MOKET ObITh BO3BpallleH Ha3aa. Cuctembl, QYHKIMOHUPYIOIIME HAa CETEBOM YPOBHE,

UCIIOJIB3YIOT (OKUBOM» TpaduKk mpu OOHAPY)KEHWU aTaKk B peaJbHOM MaciiTabe
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BpeMeHu. Takum 00pa3oM, 3JOYMBIIUIEHHUK HE MOXET YIAIUTh CIEeAbl CBOEH
HECAaHKIIMOHUPOBAHHOM AESATENbHOCTU. AHAIM3UPYEMbIE JaHHbIE BKIIOUAIOT HE TOJIHKO
uH(OpPMAITMI0O O METOJIe aTaku, HO W HH(OpMAIHio, KOTOpas MOXET MOMOYb IIPH
uJeHTUGUKAIIMKY 3JIOYMBIIUUICHHUKAa W JlIOKa3aTelnbcTBE B cye. [lockoiabky MHOTHE
XaKephl XOPOIIIO 3HAKOMBI C MEXaHU3MaMH CHUCTEMHOM PETHCTpaIlii, OHU 3HAIOT, KaK
MaHUITYJTUPOBATh dTUMU (hailyiaMu JUTsl CKPBITUS CIICIOB CBOCH NESITEIbHOCTH, CHIDKAS
3G ()EKTUBHOCTh CHCTEM CHUCTEMHOI'O YPOBHS, KOTOpPBIM TpeOyeTrcs 3Ta uHbOopMaius
JUTSI TOTO, YTOOBI OOHAPYKUTH aTaKy.

Cucrembl,  (QYHKIMOHHpYIOIIME HAa  YpOBHE  CETH, OOHAPYKUBAIOT
MOJIO3PUTEIbHBIE COOBITUS U aTaKU MO MEPE TOTO, KaK OHU MPOUCXOMSAT, U MOITOMY
o0ecrnieunBalOT ropasio 0oJiee OBICTPOE YBEAOMIICHHE M pEarupoBaHKE, YEM CHUCTEMBI,
aHATM3UPYIOIINE KypHAJIBI peructpanuu. Hampumep, xakep, MHULIUUPYIOUTUN CETEBYIO
aTaKky THIAa «OTKa3 B OOCTy>KMBaHMW» Ha OCHOBE mporokoma TCP, Moxer OBITh
OCTaHOBJICH CHCTEMOI OOHapy’>KEHHUs aTak CETEBOTO ypoBHs, mockuiatomeii TCP-maket
C yCTaHOBJICHHbIM (priarom Reset B 3arojoBke Il 3aBEPIICHUS] COCIUHEHUS C
aTaKyIOIUM Y3JIOM, TPEXKIE YeM aTaka BBI3OBET pPa3pYLICHUS WU IOBPEKICHUS
aTakyeMoro y3na. CUCTeMbl aHaJIM3a KYPHAJIOB PErUCTPaAllii HE PACIIO3HAIOT aTakH 0
MOMEHTa COOTBETCTBYIOIIEH 3aIllMCH B JKypPHAT U MPEANPHHUMAIOT OTBETHBIC JICHCTBHUS
yKe IOocje Toro, Kak Obula cienaHa 3amuch. K 3TOMy MOMEHTY HaubOojee BajKHbIE
CUCTEMBI HWJIM PECYpChl yXKE€ MOTYT OBITh CKOMIIPOMETHPOBAHbI WM HapyIlleHa
paboTOCIOCOOHOCTh CHCTEMBI, 3aIyCKAIOIIEH CUCTEMY OOHApYKEHHUsI aTak Ha ypOBHE
y37a. YBeJIOMJIEHHE B peajJbHOM MaciiTabe BpeMEHH MO3BOJIET OBICTPO CpearupoBaTh
B COOTBETCTBUHM C MPEABAPUTEIILHO OIPEACIICHHBIMU TapameTpamu. Jluama3zoH 3THUX
peaKknuii M3MEHSETCS OT pa3pelicHWs NMPOHWKHOBEHHUS B PEXUME HAOIOMCHHS IS
TOro, 4tro0bl coOpaTh HHGOPMAIMIO 00 arake M arakyroleM, J0 HEMEIJIEHHOIO
3aBEPIICHUS aTaKH.

Cucrembl OOHapyXeHHUs aTak, (QYHKIHMOHHUPYIOIIUE HA CETEBOM YpOBHE, HE
3aBUCST OT OMEPAIIMOHHBIX CHCTEM, YCTAaHOBJICHHBIX B KOPIOPATUBHOW CETH, TaK Kak
OHH OTEPUPYIOT CETEeBBIM TpPaUKOM, KOTOPHIM OOMEHHMBAIOTCS BCE Y3IIbI B

KopriopatuBHOM cetu. CucremMe oOHapy»keHUss arak Bce paBHO, Kakas OC
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CIrCHECpHpoOBajia TOT HIH WHOM INakeT, €CJIM OH B COOTBCTCTBHUC CO CTaHAApPTaMH,

MOACP>)KUBAEMBIMU CUCTEMON OOHAPYKEHHUSI, HO €CJIM OHM OOIIAI0TCS MEXKTy COO0M Mo

npotokosty |IP, To mobas u3 cucrem oOHapyXeHUs aTak, MOJJAEp KUBAIONIasi 3TOT

IMPOTOKOJI, CMOKCT O6Hapy}KI/IBaTI> aTaKW, HAITPABJICHHBIC HA 3TU OC.

B [20] ompeneneHsl OCHOBHBIE YCIYTH M MEXaHU3MBbI 3aIlIUTHI, UX pa3MEIICHUE 110

ypoBHsiM OMBOC, a umeHHo:
1. ®usuyeckuii ypoBeHb:

a) YCIIyTH 3alllUTHI:

KOH(bHI[CHHHaJII)HOCTB B PCIKUMC C YCTAHOBJICHUCM COCIUHCHUS

KOH(l)HI[CHHHEUIBHOCTL IIOTOKa Tpa(bHKa.

0) MEXaHU3MBbI 3aIUTHI:

MCXaHHN3M IIOJIHOI'O IHI/I(I)pOBaHI/IH IIOTOKa JaHHBIX (BaH_[I/ITa II0 IMHPHUHC

YaCTOTHOTO CIIEKTPA).
2. KananpHbIi ypOBEHB:

a) YCIIYTH 3alUThI:

KOH(l)I/II[eHLII/IaHBHOCTB B PCKUME C YCTAHOBJICHHUEM COCIMHCHUS,

KOH(l)HI[CHHHEUIBHOCTL B PCIKUMC oe3 YCTAHOBJICHHUA COCOANHCHUA.

0) MEXaHU3MBbI 3aIUTHI;

MeXaHU3M MU (pOoBaHUS HA OCHOBE OOBIYHBIX (DYHKIIMI YPOBHS.
3. ®u3NYeCcKuil U TPAHCIIOPTHBINA YPOBEHb:

a) YCIIyTH 3alllUTHI:

ayTeHTH(HUKAILINUS PAaBHOMIPABHOTO JIOTHYECKOTO 00BEKTA;
ayTeHTU(UKALUS OTIPABUTEINS IaHHBIX;

yCiIyra ynpaBJjeHus JOCTYIIOM;

KOH(I)I/IILCHHI/IaJ'II)HOCTI) B PCKHUMC C YCTAHOBJICHUCM COCANHCHMA,

KOH(l)I/IJICHHI/IaJ'IBHOCTB B PCIKUMC oe3 YCTAHOBJICHUSA COCANHCHUA,

KOH(HUIESHIIMAIBHOCTh MOTOKA TpaduKa;
LEJIOCTHOCTh JaHHBIX B PEXKHUME C YCTAHOBJICHHEM

BOCCTAHOBIICHUS;

OCJIIOCTHOCTh JAHHBIX B PCIKUMC 0e3 YCTAaHOBJICHUA COCINMHCHMUA.

COCIUHCHUA

oe3
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0) MEXaHU3MBbI 3aIUTHI:
ayTeHTU(DUKALINH;
3alUTHI TAPOJISIMH;
HOJIITUCH;
mu@poBaHueE;
yHIpaBieHUE TOCTYIIOM;
yHpaBieHUE MapIIpyTU3aLUEH;
[EJIOCTHOCTH JIaHHBIX.
4. CeaHCOBBIH, IPEICTABUTENBHBIN U IPUKIAIHON YPOBEHB:
a) yCIIyTH 3alUThI:
KOH(QUICHIIMATFHOCTD B PEKUME C YCTAaHOBIICHUEM COCTUHECHHS,
KOH(UICHIIMAIBHOCTD B PEKUME 0€3 YCTAaHOBJICHUSI COCTUHEHMS,
KOH(HIEHIIMATbHOCTh BEIOPAHHBIX IOJIEH;
KOH(UICHIIMATFHOCTD MOTOKA TpaQuKa;
ayTeHTU(UKaLKs PaBHOIIPABHOTO JIOTUYECKOTO 0OBEKTA;
ayTeHTU(UKALKS OTIPABUTEISI TAHHBIX;
LIEJIOCTHOCTh B PEKUME C YCTAHOBJIEHUEM COEAMHEHUS C BOCCTAHOBJICHUEM;
IIEJIOCTHOCTh B PEKUME C YCTAaHOBJICHUEM COSAMHEHUS 0€3 BOCCTAHOBJICHHUS,
IIEJIOCTHOCTH BHIOPAHHBIX MOJICH B PeKMME C YCTAaHOBJICHUEM COCTUHEHHS;
LEJIOCTHOCTh B peKuUMe 0€3 YCTaHOBJICHUS! COSIMHEHMUS,;
IIEJIOCTHOCTH BBHIOPAHHBIX MOJIEH B peKMMe 0€3 YCTaHOBIICHUSI COSTUHEHHS,
0€30TKa3HOCTb C MOATBEPKIACHUEM OTIPABUTEIIS;
0€30TKa3HOCTh C MOATBEPKIACHUEM JOCTABKH.
0) MEXaHU3MBbI 3aIUTHI;
UCIOJIB3YIOTCS MEXaHM3Mbl, KOTOpble MOIYT (YHKUMOHMpPOBATh TOJBKO B
COOTBETCTBMHM C TIpaBUJIAMU KOJWPOBAaHWS JAaHHBIX Ha OCHOBE CHHTaKCHCa
nepeaavn, 0a3upyronrecs Ha KpUnrorpaguieckux MeToax.
[Tpu TakoM nepeyHe MEXaHU3MOB 3alIUTHl HEOOXOAMMA CUCTEMA YITPABJICHUS.
B [53] npemioxkena cucrema obecnieueHusi kudepoOe3onacHocTH (pucyHok 1.6),

KOTOpPasd BKIIO4YacCT:
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Cucrema o6ecnieueHust KHOepHe30NacCHOCTH

Cucrema ynpasiieHHs1 KH6ep6e30nacHOCTbI0

KoMmmiekcHasi cucreMa 3aiuThl HHYOPMALUK

HMoacuerema npeaynpeskieHnst 1 00HAPYKEHUs!
KoMnbHTepHBIX aTak (CITOKA)

— Al

> Iloxcucrema nporpaMMHo- —1
ANnapaTHbIX cpeacTs 3amuThi o1 HCJ{

i ycToitunBocTH

JlaTunku

HcTounnkn kuéepoyrpos (kudeparak)

CucreMa MOHHTOPHHIA
" (pa3Beaku)
KHOepnpocTpaHcTBa H

l l CucreMa aKTHBHOTO
CucremMa onepaTuBHOIO NPOTHBOEHCTBHS KNOepaTakam
ONOBeIeHHsI 0 KnGepaTakax Y

(kubGepyrposax)

0ICHCTEMA KOHTPOJIsI COCTOSIHHST

M pYHKIHOHAJILHO

TMoacucremMa Kpunrorpaduyeckoi

+ +h

3aIUTHI HHOY o mudp

—>

F
T
L

Pucynok 1.6 — Cucrema obOecrieueHust KUOEpOE3011aCHOCTH

1. Cucmemy monumopumnea u pazeeoxku Kubepnpocmparcmada.

CucremMa MOHHMTOPMHTA M pPa3BElIKHM KHOEPIPOCTPAHCTBA — COBOKYITHOCTH
CIIEUAJIM3UPOBAHHBIX allllapaTHO-TIPOTPAMMHBIX CPEACTB, IPEAHA3HAYCHHBIX IS

OIICHKU 00CTaHOBKH B KHOEPHPOCTPAHCTBE;

CUCTEMATHYECKOTO cOopa MW 00paboTku WHOOpMAIMU O BO3MOXKHBIX Yyrpo3ax
kubepoe3zonacHoct CIIJI (MCTOUHMKH, XapaKTep, COJEpKaHUe, MACILITa0 U BpeMsl);

MPOTHO3UPOBAHUSI BO3MOKHBIX BAapUAaHTOB W TEXHOJOTHWH peanuzanuun KA u
MOTEHIIUAJIBHO OMACHBIX O0BEKTOB, CIOCOOHBIX ocyiecTBIsITh KA Ha CII/;

BbIsIBJIeHU NTpu3HakoB KA Ha nundopmanmonusie 00bexthl CII/I;

BbIjauu WH(OpMaAIuu O BO3MOXKHOM BozfeicTBuM KA Ha uHQOpManMOHHYIO
UH(DPACTPYKTYPY.

Ha cuctemy MOHUTOpPUHTA U Pa3BEAKU KUOEPIIPOCTPAHCTBA BO3NaraeTcs: (PyHKIIUs
oOecrieueHue (HOPMUPOBAHUS U BEJICHUS 0a3bl JaHHBIX MO BCKPHITHIM (OOHAPYKEHHBIM)
pPa3IMYHBIM BUJaM U UCTOYHUKAM yTPO3.

2. Cucmemy onepamugHo2o onosewenusi o KA (yeposax).

Cucrema omnepatuBHoro omnosemeHuss o KA (yrpo3ax) — COBOKYIHOCTb
B3aMMOCBSI3aHHBIX MPOTPaMMHO-aNMapaTHbIX U TEJICKOMMYHUKAIIMOHHBIX CPEJICTB,

npeaHasHadyCHHasg JId OpraHu3alkiid CBOCBPCMCHHOI'O JOBCIACHUA I/IHCI)OpMaI_[I/II/I B
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peXUME peaqbHOTO BPEMEHU [JI0 COOTBETCTBYIOIIMX CYOBEKTOB YIPABIEHUS O
BO3MOXHBIX (BbIsiBIEHHBIX) KA (yrpozax), uX CyHIHOCTH W TapameTpax, IMOIMbITKaX
HecanknuonupoBanHoro noctyna (HCJI) k nadopmaruu u mpuHATHIX (HEOOXOIMMBIX )
Mepax 3alIUThl U TPOTUBOAECHCTBHUS.

3. Cucmemy ynpasnenus kubepbe30nacHocmoio.

Cucrema ynpaiieHus KuOepOe30macHOCThIO BKIIFoUaeT B ce0s coBpemeHHbie C3U
U CHUCTEMbI (CpEICTBAa) AKTUBHOI'O MPOTHUBOACHCTBUS BBISBICHHBIM JI€CTPYKTHUBHBIM
atakam Ha uHpopmannonusie 00bexThl CIT/I.

Cuctembl u cpeactBa 3auuthl uHpopMauuu CIIJ] npencraBisior coOoit
COBOKYITHOCTh TEXHHYECKHX, NPOTPaMMHBIX U MPOTPAMMHO-TEXHHUYECKUX CPEACTB
3aIUTHI U CPEACTB KOHTPOJIS €€ 3P(PEKTUBHOCTH.

B cocraB cucremsl komruiekcHoM 3amuThl nHGopmaruu CIT/] BxoasT:

MoJCUCTEMA MpeynpexacHUs U 00HapykeHus KoMibloTepHbIX atak (CITIOKA);

ITOJCUCTEMA IPOTPAMMHO-ANIapaTHBIX cpeacTs 3amuThl oT HC/;

MoJICUCTEMa KPUMNTOrpaprUIecKoi 3auThl HH(DOpMaIuu U mu@poBaHus;

MOACUCTEMA KOHTPOJISL COCTOSIHUS ¥ (PYHKIIMOHAIBHOW YCTOMYHUBOCTH.

[Toacucrema npeaynpexacHus u ooHapykeHus: komnbioTepHbix atak (CIIOKA) -
COBOKYITHOCTb B3aMMOCBSI3aHHBIX MPOTpaMMHO-aNapaTHbIX CPEJCTB,
npeAHa3HAYeHHBIX JIJIsi TPOTHO3UPOBaHUs cClieHapueB W kiaccudukamuu KA,
uJeHTUUKAIINY TIPU3HAKOB BTOPXKEeHUS U 0OHapyxeHust KA, aHanuza ys3BUMOCTEN U
KOHTPOJISI TEXHUYECKUX U MPOTPAMMHBIX CPEICTB, MH(GOPMAIMOHHON CHUCTEMBI WJIU
CEeTU C UEIbI0 MPEAYNPEKICHUS O BO3MOXKHOM BTOPKEHHH, NMPUMEHEHHS METOJI0B
npotuBogeicTBust KA, omenku u oOecrieueHus (GyHKIUOHATBHOM YCTOWYUBOCTHU
¢dbynkunonuposanus CII/] B ycnosusix KA.

4. [loocucmemy npedynpexcoeHus U OOHAPYICEHUS KOMNbIOMEPHBbIX —amakx
(CIIOKA).

Apxutektypa CIIOKA Bxirouaer:

cuctemy ooHapyxeHnust Bropxkennii (COB) u KA;

MNOoACHUCTEMY HAKOIIJICHUA WU U3BJICUCHUS HAKOIIJICHHBIX 3H8,HPII>1;
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MOJICUCTEMY MAaCKUPOBKH HH(MOPMAIIMOHHBIX OOBEKTOB U KPUTHUUYECKH BaKHBIX
cermenToB CII/I;

MOJICUCTEMY aKTUBHOTO MPOTUBOAECHUCTBUS aTaKaM;

MOJACUCTEMY CO3JIaHMS JIOKHBIX 1IENEH;

MMUTATOP aTakK;

nojacucteMy coopa u ¢pukcanuu GakToB U pe3yabTaToB KA.

5. Iloocucmemy KOHmMPOL COCMOAHUA U DYHKYUOHATLHOU YCMOUYUBOCMU.

[logcucrema  KOHTPOJIA  COCTOSIHUST U (DYHKIMOHAIBHOW  yCTOMYMBOCTH
npeiHa3HayeHa JJig  o0ecrnedyeHUs: HEMPEPHIBHOIO  KOHTPOJSI  COCTOSHUS U
dbyukmonansHO# ycroitunBoctr CIIJ] u ee cucTeMbl 3aIUThI ¢ BbIauel nHGopMaIuu
U PEKOMEHJAIMi B CHUCTEMY YIpaBJIeHUS KUOEepOE30MacHOCThIO C TMPUHITHEM
aJICKBaTHBIX Mep 10 KOppeKTHpoBKe padoTsl C3U mist 00pbObI C TEKYIIMMH YTPO3aMH U
KA, ocylecTBiieHrE UX CBOEBPEMEHHOM TJIAHOBOW (BHEIJIAHOBOM) CMEHBI U BKJIIOYAET:

CUCTEMY MOHUTOPHHTIa, KuOeppa3Belku u cOopa uHGOpPMALUM O COCTOSHUHU
byHKIHMOHATBHOM ycToMunBOCTH U apametpax CI1/I;

CpeACcTBa AaHAM3a W OLECHKM  KOJWYECTBEHHBIX  IOKAa3aTelie  YpOBHSA
sanumenHocty CITI u ee C3U1 ot HC/I;

CpPEeACTBAa TMOJATOTOBKA M TPUHATHS PEIICHUH sl (HOPMUPOBAHUSI CUTHAJIOB
yIpaBlieHUs CcpelncTtB peryiaupoBanus mnapametpoB C3U  CIIJ (moacucremy
aJlarnTaiumn);

CpEACTBa UEHTPAIM30BAHHOIO MEPEX01a K HOBBIM HacTpoiikam C3U.

6. Cucmemy akmuenozo npomusooeticmsusi KA.

Cucrema akTuBHOTO TIpoTUBOIeHCTBHS KA BKITIOYaeT B ceOs:

CpelicTBa BBIOOpA ONTUMAIBHOM CTPATErMH MPOTUBOICUCTBUS;

CpPEACTBA AKTUBHOTO BO3JECHUCTBHUS Ha MTPOLIECC COBEPILICHUS aTaAKU,

CpEACTBA IJIAHUPOBAHUS M BEICHUSA YIIPEKIAOMINX aTaKYIOUIUX JCHCTBUM;

CpPEeICTBa AaKTUBHOTO TMOPAXEHUSI KPUTUUECKH BaXHBIX HWH(MOPMAIIMOHHBIX
00BEKTOB MPOTUBOOOPCTBYIOMIEH CTOPOHBI, B OCOOEHHOCTH B YIPOXKAEMBIH MEPUOJT U B
nepuo/ BeJeHNs 00EBBIX JICHCTBUM.

1. Iloocucmemy npocpammuo-annapamuuix cpeocms 3awumsl om HC/L.
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B coctaB noapcucTeMbl BXOST:

CpellcTBa UJIEHTU(DUKAIIMY U ayTeHTU(PUKALIUY TT0JIb30BaTENEH;

CpeACTBa pa3rpaHMuYCHHs] JOCTyna mojs3oBaTenedl k  pecypcam  CIIJ]
(nporpammHo-anmnapatasiii komiuieke C3W ot HCJI, Bkitouaromue B CBOM COCTaB
porpaMMHBbI€ cpencTBa 3amuThl nHbopMaiuu ot HC/I);

CpEJICTBA AaHTUBUPYCHOM 3aIIUTHI (AHTUBUPYCHBIN KOMILIEKC);

3alllMIIEHHBIE CUCTEMbI YIpaBlIeHUs 0a3aMH JIaHHBIX;

CpEIICTBA MEKCETEBOIO SKPAHUPOBAHUS;

cpenctBa GopMUPOBaHUS U MPOBEPKU AJIEKTPOHHOM MOJIIUCH;

annapaTHO-IPOrpaMMHBIE  CPEACTBA JOCTYyNAa K  BHUPTYalbHBIM CHCTEMAaM
(«3amuImeHHoe 001aKo»);

CpEICTBa YCUJICHHMSI ayTEHTHU(PHUKALUU HAa OCHOBE OMOMETPUYECKUX CKaHEpOB,
TOKEHOB U PaIUOMETOK;

JIOBEpPEHHAs! ONepalMOHHAsl CUCTEMA U MPUIIOKEHHUS;

CpeICTBa 3allUThl MH(POpPMAUU OT YTEYKH U3 aBTOMATHU3UPOBAHHBIX CUCTEM
(0THOHANPABIICHHBIE IILTIO3BI);

CpeICTBa MpEIOTBpAIlEHUs YTEUKU HHGOpPMAlMU U3 aBTOMAaTU3UPOBAHHBIX
cucteM (DLP-cucremsi);

CpellCTBa KOHTPOJIS 3aIMILEHHOCTH (CKaHEp 3alUIIEHHOCTH);

TEXHUYECKME  CpPEACTBA  OXPaHbl  CPEACTB  BBIYMCIMTEIBHONM  TEXHUKH,
00pabaThIBAOIINX KPUTUYECKH BAKHYIO HH(DOpMALHIO;

nporpaMmmHo-annaparHbie C3M TEXHOIOTUN «TOHKUM KJIMEHT»;

KOMIIJIEKCBl CPEJICTB 3allMThl OT WHOCTPAHHOW TEXHUYECKOM pas3BeAKU U
PaIMO03ICKTPOHHOU OOPKOBI U JIp.

Takum o0pa3om, B HACTOsIIIEE BpEMsi B HOPMATUBHO-TIPABOBBIX aKTaX OINpPEAeSICHbI
MEXaHU3Mbl U YCIYTW 3aliuThl MH(popMmanuu Ha Bcex ypoBHsXx DOMBOC. Opnaxo,
aHaJIM3 MOKa3bIBAE€T, YTO B OOJIBLIIMHCTBE CIydasX BBHIOOP MECTOMOJIOKEHHUS CPE/ICTB
3alMTBl OCHOBBIBAETCS TOJIBKO Ha MPUHUHUIIE «MHHMMHM3aluW 3aTpar». JlaHHBII
NPUHIMI HE O0eCrevYrBaEeT BBINOJHEHUE TpeOOBaHMN MO 3auIUIIeHHOCTU. [ToaToMy

HCO6XOI[I/IMO OIIPCACIIATH YUCIIO, MCCTOIIOJOKCHHUEC CPCACTB 3allIUThI U UX B3aUMOCB3b.
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1.4 UccnenoBanus, NOCBAILIEHHBbIE BHISBJEHUI0 AaHOMAJINI B CEeTAX MepeIavu
JAHHBIX M YIIPABJIEHNI0 HH(OPMALMOHHOMN 0€30MACHOCTH

Bormpocsl, cBsizaHHbIE ¢ OOHapy>KEHHEM aHOMAaJIMil B KOMIIBIOTEPHBIX CETSX,
MHTEPECYIOT CIEIUATUCTOB B OOJACTH KOMIIBIOTEPHOM O€30MacHOCTH J0CTATOYHO
JaBHO. DTOT MHTEpec OOYCIOBJIEH TEM, YTO, KaK MpaBUJIO, BO3ACUCTBHUE PA3IUYHOTO
TUIA aTaKk Ha KOMIIBIOTEPHBIE CETH MPUBOAUT K MOSBICHUIO aHOMAJIUl B CETEBOM
Tpaduke. [Ipu 3TOM camu ataku MOTYT OBITh JIF000I CTENEHH CIOKHOCTU. B pe3ynbpraTe
UHBIX  3((EKTUBHBIX  CHOCOOOB  OOHApY)XEHHS  KOMIBIOTEPHBIX  aTak, YeM
JETEKTUPOBAHUE TOABISIIONIMXCS TOCIEe WX peaju3allid aHOMaJIWi, MOXET He
cyuiecTBoBath. [IoaTOMy MHOTHE pabOThl HEMOCPEACTBEHHO MOCBSAIIEHBI 0030py State-
of-the-art B nmerextupoBanuu aHoManuii [54-59]. B HuMX mnpeamararorcs pasdvHbIC
CXEMBbI KJTaccu(hUKaIy Kak CaMHX aTak, TaK ¥ METOJIOB M CPEACTB UX OOHAPY KEHHUS.

HecMmoTtpst Ha TO, 4TO BO MHOTHX CIIy4asx YCIHEIIHO BEIyT ce0sl CTaTUCTHUECKHE
METO/Ibl OOHApYKEHUsl CeTeBhIX artak [60], OONBIIMHCTBO HCCIENOBATEICH CUUTAIOT,
yTO0 HauOosblIed 3(PPEKTUBHOCTHIO MO OOHAPYKEHUIO AaHOMAJIUN B COBPEMEHHBIX
KOMITBIOTEPHBIX CeTsIX, YUUTHIBAS CJIO)KHOCTH, pacnpeeieHHOCTb u
WHTETPUPOBAHHOCTH (DOPMUPYEMBIX Ha UX OCHOBE MH(POPMAIMOHHBIX UHMPACTPYKTYD,
001a/1al0T METO/IbI MAITUHHOTO 00y4eHus [61,62].

Meroapl MalIMHHOTO O0YYEHHsI MOTYT CYIIECTBEHHO MOBBICUTH d()PEKTUBHOCTD
U CHU3HUTHh TPYAOEMKOCTh peHIeHHs 3agad KuOepOe30macHOCTH B COBPEMEHHBIX
KOMITBIOTEpHBIX ceTsax [63]. Tak, B [64] moka3zaHO, 4TO HAMOOJBINCH MOMYJIIPHOCTHIO
CpeIy METOJOB MAIIMHHOTO OOy4YeHHs] MO OOHApY>KEHUIO KOMIIBIOTEPHBIX aTak
obnamator SVM (Support Vector Machine) amropuTmpl. DTH METOABI B Pa3IUYHBIX
ycnoBusx obecrieunBaroT the accuracy B amamaszone ot 80 10 99.6%. Bo3MOXHOCTH
YCHEINIHOTO MPUMEHEHUS dTUX KE aJTOPUTMOB JUIsi OOHAPYKEHHsI aTaK B MOOWJIBHBIX
CeTsSIX MPOAEMOHCTpUpoBaHO B [65-67]. B [68] mpemnoskeHO HCIIOJIB30BaTh METOIBI
MaIMHHOTO 00ydeHus st oOHapyxeHus: anomanuii B CIIJI, 4To 1mo3BOJIsSET BHISBISATH
cnenuuUeckrue aTaku B MOOWIBHBIX YCTPOWCTBAaxX, HANpaBleHHbIE HAa CHCTEMY
AJIEKTPONUTAHUS. BO3MOXKHOCTH YCIENTHOTO MPUMEHEHUS METOJ0B MAITMHHOTO

oOyueHHs JUIss OOHapy»XeHHs aTak B ceTsx MHTepHeTa Bemieil mokazana B [69].
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OcobOenHocthio  ceteit MHTepHeT Bemiel sBIsSETCS UCMNOJIb30BAHHE B  HUX
BBIYHMCIIUTENBHBIX CPEICTB HEOOJIBIION MOUTHOCTH. [103TOMY OCHOBHBIM TpeOOBaHUEM,
MPEAbSIBIAEMBIM K METOJIJaM MAIlIMHHOTO O0YUYEHHUSI, UCTIOIb3YEMbIM 11 OOHAPYKEHUS
aHoMmanui B ceTsix MIHTepHEeTa Belle, ABISETCA HU3Kask PECYPCOEMKOCTb.

OpmHuM U3 HampaBlIeHUH MOBHITICHUS 3((HEKTUBHOCTH OOHAPYKCHUSI aHOMAJTUH C
MOMOIIBI0 METOJOB MAIIMHHOTO OOyueHus sBisiercs 3¢(eKkTuBHOE KOMOMHHUPOBAHHE
paznuuHbix MetoaoB. B [70,71] nmokazaHo, 4To KOMOMHUPOBAHUE METOJIOB, TAKUX KaK
SVM, nepeBbsi pelieHui, HauBHBIA OalleCOBCKUI KilacCU(UKATOP, MHOTOCIONHBIN
NEPCENTPOH U JPyrue, NPUBOJUT K CHIDKCHHIO BpPEMEHU 00yUYeHUs KI1acCU(PUKATOPOB U
BPEMEHHU aHallu3a CETEeBOro Tpaduka, ¢ OJHOW CTOPOHBI, U TOYHOCTH OOHAPYKEHUS
AHOMAJIMH — C APYTOM.

Jpyrum HarpaBieHUEM MOBBIIICHUS d(PPEKTUBHOCTH OOHAPYKEHUS aHOMAJIUN
ABJIAETCS] IPUMEHEHUE METOOB INIyOOKOro 00y4YeHUsl, OCHOBAaHHBIX HAa UCIOJIb30BAaHUU
pa3IMYHBIX PA3HOBUIAHOCTEH HWCKYCCTBCHHBIX HEHpOHHBIX ceredl. Tak, [72,73]
POJIEMOHCTPUPOBATIN I(P(HEKTUBHOCTh NMPUMEHEHUS KOMOWHHUPOBAHHBIX HEUPOHHBIX
ceTel i1 OOHApPYKEHUS B KOMIIBIOTEPHBIX CETSAX aHOMAJMU U BBISBICHUSI UHITUACHTOB
6e3onacHocTU. B mpemsioxkeHHBIX 3TUMU paboTaMH HEHPOHHBIX CETSIX HCIOJIb30BaJICS
aBTO’HKO/IEpP, MO3BOJIAIONIMI CHHU3UTh PAa3MEPHOCTh BXOAHBIX JaHHBIX. M3BECTHBI
paboThl, B KOTOPBIX g OOHApyXEHUS AHOMAIMA YCHEUIHO MPUMEHSIOTCS
caMoopraHm3yomuecs: KapTel uin kapthl Koxonena [74-76]. Ilocie oOydeHus: Takue
CETHU TPYNIHUPYIOT BXOJIHBIE BEKTOPHI CO CXOKUMH MPU3HAKAMHU B OTJICJIbHBIC KJIACTEPHI.

OTHOCUTENIBHO HOBBIM HAIPABJICHUEM B TMOCTPOEHUM U HUCIOJIb30BaHUU
VMCKYCCTBEHHBIX HEUPOHHBIX CETEH SIBISAIOTCS PEKYPPEHTHBIE HEUPOHHBIE CETH,
KOTOPBIE CITIOCOOHBI MOJACIMPOBATH dJIEMEHTHI namsitu [ 7/,78]. IIpeuMyiiecTBOM TaKux
ceTeil sABIsSeTCSl WX BbIcOKas 3(PGEKTUBHOCTh B 3ajavax mnpenckasanus. OmaHou w3
Pa3HOBUAHOCTEH PEKYpPPEHTHBIX ceTel sBisgroTcs cetd ¢ Long Term Short Memory
(LTSM), mony4mBIIzEe MOMYJIIPHOCTD 3@ CYCT CBOCH MPOCTOTHI Peai3alii U BICOKOMH
sabdextuBnocTu. Tak, [79] mpeanaraeT COBMECTHO HCTOIB30BaTh apXuTeKTypy LSTM n
anroput™bl SVM, 4TOOBI MONTYYUTh BBICOKYIO MMPOU3BOAUTENBHOCTh MPU OOHAPYKEHUU

aHOMaJIMi B TMOCJIEAOBATEIBHOCTAX JIAHHBIX IMEPEMEHHOW UIMHBL. M cronab3oBaHue



48

aBTO’HKOJIepa, ocHoBHOro Ha LTSM, uccienorano B [80], rae moka3zaHa ero BhICOKas
(b (HEeKTUBHOCTD A1 OOHAPYKEHUSI aHOMAJIUNA B HEMEPUOAUUYECKUX BPEMEHHBIX Psaax.
[81] mpennaraer ocHoBanHbIl Ha LTSM nerekTop aHOManmii, KOTOPHI HE TpeOyeTcs
npeaBapuTeNbHO 00y4yaTh. [82] mpoJEeMOHCTpHpOBajia BO3MOXKHOCTh YCIIECIIHOTO
ucnonp3oBanusi LTSM s oOHapykeHHsT aHOMaduil B MacCHBHBIX W MHOTOMEPHBIX
HaboOpax JaHHBIX.

Takoke, B HacTosIee BpeMsl BOIIPOCHI, CBA3aHHBIE C M3YYEHUEM CaMOIOJA00HBIX
CBOMCTB BPEMECHHBIX PSJOB U MX MPAKTUICCKUM MPUMEHEHHEM B PAa3JIMYHBIX CUCTEMAX
MOHUTOPHUHTA, HAXOJATCA B (POKyce BHUMaHUSI MHOTHX HcclieqoBaTeneil. dpakraibHbie
CBOMCTBa UCCIEAYIOTCS BO MHOTrMX paborax [83, 84]. Tak, B pabore [85] meron R/S-
aHanMM3a MCIOJB3YeTCS IS BBISBICHUS 3aKOHOMEPHOCTEH BO BPEMEHHBIX psgax. B
pabore [86] monenupyetrcs VOIP-Tpaduk, a Takke HCCIEAYIOTCS €ro (PpakTaibHbIC
cBoiicTBa. B pabote [87] uszyyancs He TONBKO MOKa3aTenb Xepcra, HO U (hpaKTaabHAs
pasmepHOoCTh. B pabote [88] aBTOpBI OOBACHSIOT, TodeMy TeleTpaduk oOiamaet
bpakranpHpIiMU  cBoMicTBaMu. OJHAKO ATH pabOThl B OCHOBHOM OXBAaThIBAIOT
¢uHaHcoBbIl cexTop U VOIP-Ttenedonuro.

[Ipu »TOM cleayer OTMETUTh, YTO CYHIECTBYET Majo MPaKTHYECKHUX
DKCIICPUMEHTOB, HANpPABJICHHBIX HAa W3yYCHHE (PPAKTAIBHBIX CBOWCTB CETEBOTO
TpaduKa TEICKOMMYHHKAIMOHHBIX cucTeM. Cpeam Takoro pojaa paboT MOKHO
BbIZIeUTh padotel [89-91]. Onmnako, B pabore [89] Tpaduk paccmarpuBaeTcs HE B
TEJICKOMMYHUKAIIMOHHBIX CETAX, a B PaJAMOBOJHAX, IIEPEIaBACMBbIX COTOBBIMHU
ctaniusMu. Kpome TOro, wuccienoBaTeld MPUXOAAT K BBIBOAY, YTO JBUKCHUE
caMoro00HO, YacTo ToJiarasch UCKIIOUNTENbHO Ha Bu3yalbHble 3HaKU [90,91]. OHu
UITYT MTOX0XHUE YUYACTKH Ha rpaduKke, BhIAaBas UX 3a CAMOTIOIOOHBIC TTPOIIECCHI.

OnHoit u3 mepBbIX paboOT, B KOTOPOMl ObLIO OOpaIieHo BHUMaHHWE K CBOWCTBY
camornofoOusi cereBoro Tpaduka, sBiIgeTcs padota [84]. B Hel cyliecTBEHHO
U3MCHIWINCHh CYIISCTBYIONIME TIPEICTABICHUS O TIPOIeccax, NPOUCXOIANINX B
nH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CETAX. JTO TpelcTaBlieHne Oyner Oolee
oAPOOHO PACCMOTPEHO B CIEAYIONICH CeKIuu. Takxke CleayeT BhIASIUTh psll padoT, B

KOTOPBIX IIPCHIOKCHBI MATCMATHUYCCKUC MOJACIIM, OIIMCBIBAIOIIHMC IIOCBAIICHBI
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(dbpakTaibHBIX CBOMCTBA ceTeBoro tpaduka, Hanpumep, [92, 93]. OnHako oHM HE ObUIU
OpUEHTUPOBaHbI Ha OOHAPYKEHUE KUOEpaTaK, U UX HEIb3sS CUUTATh UCUYEPIIHIBAIOIIIUMH.
Takum oOpa3om, HacTosmas padoTa, ¢ OJAHONH CTOPOHBI, OMHUPAETCS Ha JTOCTUTHYTHIC
yCIEXH B UCCIENOBAHUM CAMOIIOAOOHBIX CBOMCTB TEJIEKOMMYHHUKAIIMOHHOTO Tpaduka.
C npyroii CTOpOHBI, OHa pPa3BUBAET AAJIbIIE H3BECTHBIC PELICHUS B HANpPaBICHUU
CO3JaHUsl METOJa, MO3BOJIAIONIET0 OOHApYKMBATh AHOMAJIMM CETEBOro Tpaduka,
BbI3BaHHBIEC BO3/ICUCTBUEM KHUOEpaTaK.

B Toxe Bpems Bce yrpo3bl OezonacHocTH CIIJ[ BO3MOXHO OXapakTepuU30BaTh
JByMsI TTapaMEeTpaMU: BO-TIEPBBIX, BEPOSITHOCTHIO peajn3allid yrpo3bl, U, BO-BTOPHIX,
noreHuuanbHbIM yiepoom st CIIJI (opranusauuu, npeanpustusi). Mcnonb3zoBaHue
ATUX MapameTpoB IJisg BbIOOpa Monenu yrpo3 pecypcam CIIJ] mo3BosisieT HaXoauThb
«30JIOTYIO0 CEpEeIuHY» HpPHU IMOCTPOCHUH CHCTEMbI 3aIUTHI, OCYIIECTBIATH BBIOOPKY
METOJMK YTIPAaBIEHUS CETSIMH, MPUHUMATh PEIICHUS MO0 MUHWUMH3alUMW puckoB. Ha
CErOJHSAIIHUN JI€Hb CYLIECTBYET OIPOMHOE KOJHMYECTBO Pa3HOOOpa3HbIX M BEChbMa
pacnpoCTpaHEHHBIX METOAMK yrpaBieHus cucremamu Oe3onacHoctu CII/I, koTopsie B
CBOIO OYepe/Ib JICIATCS Ha TPH OCHOBHBIE rpyrmsl [91, 93].

[lepBas rpynmna [94 — 98] o0oOimaeTr METOIUKU, UCXOMASl U3 KOJIMYECTBEHHOIO
KpUTepus. 3a Mepy paHXUpOBaHHS MoJeNed yrpo3 (KpUTepuil) HTPUHUMAETCS
JOMYCTUMBIA  ypPOBEHb BO3MOXKHOTO yiiepda oOT HHPOPMALMOHHO-TEXHUYECKOTO
BoznericTBust Ha pecypebl CIIJ[ u onenka npodut-hakTopa OT HHBECTUIUHN B 3aIIIUTHHIE
mepbl. KonmndyectBennbie MeToANKH cienytoT TpeboBanusm 1SO 27001 u 27002, NIST, a
takke COBIT IV. XoTs ngaHHbIE METOAUKH YUYUTHIBAIOT MPEAONPEACTIEHHBIA PUCK-
anmneTuT, OHU HE pacCMaTPUBAIOT BApUATUBHOCTh MOCTpoeHUs cuctemsl 3amutsl CII/I.
Takke K HeTOCTaTKaM JIaHHBIX METOJMK MOXHO OTHECTH CJIOKHOCTbh UX UCIOJIHEHUS U
BBICOKHI YpOBEHb Tpy103aTpatr. CI0KHOCTh KOJMYECTBEHHBIX METOIUK TAaKKE COCTOUT
B TOM, YTO MPUHUMAEMOE MO KaXJAO0W MOTEHIUATBHOM yrpo3e peuieHue A0HKHO OBbITh
YUYTEHO B CTpAaTEeTMU MO YCTpaHEHWIO mocieacTBuii kuOepataku [99]. Hampumep, B
pabore [100] yuntsiBaeTcs KonmuecTBeHHOE pamxkupoBanue pucko mais CIT/. Oxnako
MHTEpPEC NPEACTaBIAET paccMaTpuBaemass B O3TOM paboOTe METOAMKa YIpaBJICHUS

CHUCTEMOM 3aIllUThl Yepe3 CEePBHC OOJAYHBIX BBIUMCICHHM. XOTS JaHHAs METOJIHKA,
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HECOMHEHHO, MPEJCTaBISET MHTEPEC, HO OHA COJEPKUT Psii HEraTUBHBIX (HAKTOPOB,
CBSI3aHHBIX C POOJIEMATHKOMN 00JIaUHBIX PECYPCOB.

Bropas rtpynma wmerommk [101-104] mosyumina oOmIENIPUHSATOE HA3BAHHE
KaueCTBEHHBIX METOJUK. METOIMKHN 3TOM TpYMIbl YYUTHIBAIOT YTPO3bl O€30MaCHOCTH
pecypcam CIIJ] mo kadecTBeHHOMY KpuTepuio. KauecTBEeHHbIE METOAMKUA CBOASTCS K
MOVCKY ONTHMAJILHOTO PEIICHUs, OaaHca MEXIy 3aTpaTaMHi Ha IMMOCTPOCHHUE CHCTEMBI
3anuThl U noiaydaembiM 3¢ dexkrom (Cost/Benefit Analysis), T.e. kauecTBOM CHCTEMBI
3amuThl. Kak mpaBuiio, B METOIUKAX WCIIOJIB3YEeTCS MAaTEMAaTHYCCKUI ammapaT TCOPUHU
urp (matpuunbie urpbl). K HemocTaTkaM KayeCTBEHHBIX METOJMK MOXKHO OTHECTH
BBICOKYIO CJIO)KHOCTh BBIYMCIICHUSI PE3YyJIbTAaTOB aHaIM3a PUCKOB JUIsl (PUHAHCOBOTO
000CHOBaHMS 11€7€CO00PAa3HOCTH MHBECTUIIMI B peanu3ainuio cucteMbl 3amuthl CITJ]
M0 TOW WJIM MHOM MOJIETH YIPO3, a TAKKE HEJOCTATOYHYIO HAIISIIHOCTh PE3yJIhTaTOB
KaueCTBEHHBIX METOJNK. METOANKHU, UCTIOJIB3YIOIINEe KAUYeCTBEHHBIC KPUTEPUH, CXOKHU
1o cBoei cytu ¢ meroaukoir FRAP [105, 106].

Tperuit momxonm [107-110] sBnsercs komiuiekcHeIM. OH coueraer B cebe
ITOAXO/IbI, UCIIOJIB3YEMBIE KaK B IEPBOM I'PYIIIIE METOAMK, TaK U BO BTOpOM. Haie Bcero
KOMILJIEKCHBIE METOJMKHU HUCMoyb3ytoTcss B HeOonbmux CIIJ[. CrnabeiMu cTOpoHAMH
JAHHOW TPYIIBl METOMWUK SBJSIOTCS HEIOCTAaTOYHBIC AHAIMTHYECKHE JaHHBIE TI0
POTHO3UPYEMOMY  yIepOy MOJeNH YIpo3 BO3ACUCTBUA KuOepaTak, a Takxke
UCITIOJIb30BAaHNE MUHUMAJILHOTO Habopa (GaKkTOpOB MpH OIIEHKE PUCKA.

Tak, B pabotax [111 — 114] npencraBieH CTPYKTYpUPOBAHHBIM MOJIXOJT K OIIEHKE
MOJIENIA YIpo3 UH(POPMAIIMOHHO-TEIEKOMMYHUKAITMOHHBIM pecypcam CIIJ] (meTonuku
«CRAMM», «MEHARIY), BeIMOTHSIETCS MHTETPUPOBAHHOE MPEJCTABICHUE MapamMeTpa
yIpo3bl HH(POPMAITMOHHOW OE€30MacHOCTH, HO MPAKTHUYECKH HE paccMaTPHBACTCS
cnenuduka nmocrpoeHus cuctemMsl 3amutbl CITJI.

Metonuka ynpaBieHUs cUCTeMoi uH(popManuoHHOW Oe3omacHocTr Microsoft
Security Assessment Tool (MSAT) [113, 114] uHTEepecHa HE TOJIBKO CBOCH CHCTEMOM
paHXKUPOBAHUSI MOJIETICH YIpo3, HO TaK)KE pean3aifeil CUCTEMbI IPUHATHS PEIICHUS
no yrpoze uHpopmarmonHoit Oe3omacHocTu CIIJI u omenkoit >ddekTUBHOCTH

npuHATEIX Mep. OgHako oHa 00bIYHO peanusyercs Ha JokanbHbIX CIIJ[. Cuctema
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MSAT oOasupyercs Ha maTepuaiax «PykoBojacTBa mo ympaBieHHIO puckamm» [113].
Ona BbIMONHSET cienyromue GyHKIUU: 1) oleHKa PUCKOB; 2) MOJAEp>KKa MPUHSATUA
pemienuii; 3) peanuzanus KOHTpoJisi; 4) omeHka 3()(PEeKTUBHOCTH MPOTrpamMMbl. ITO
NPWIOKEHUE OPUEHTUPOBAHO HA KOMITAHMM, UMEIOIIHNE KOJIMYECTBO COTPYIHHUKOB
menee 1000 wyenoBek, W pa3pabOTaHO ISl COJNEWUCTBHS JIy4lleMy [OHUMAHHIO

NOTEHIUATIBHBIX MPOOJIEM B cpepe HHPOPMAITMOHHOM 0€30MacHOCTH.

1.5 BoiBOABI 110 IEPBOMY pa3iesy

1. B mepBom pa3zaene mana obOmas xapaktepuctuka CIIJ, nexommosupoBana
mozenb Bo3aencTBuil KA na CIIJl, pazpaboTanHas Ha OCHOBE aHajn3a COOTBETCTBHUS
MEKTy OCHOBHBIMU XapakTepucTukamu siemenToB CIIJI, cnenudukoi ux npuMeHeHus
u  ocobenHoctsmu  peammzaumu KA.  Mogens  mpencraBiuser  coOoi
CUCTEMATU3UPOBAHHBIM mepeueHb KA, BO3AEHCTBYIONIMX KakKk Ha HPOrpaMMHOE
obecrieuenue sneMeHtoB CIIJl, Tak u Ha cyOsnemenTsl. Ilepeuenb yrpo3 CII/I,
MIPE/ICTABIICHHBIA B BUJIE TAOJMII, TTO3BOJISIET OMPENEIUTh OMAacCHOCTh, a TAKXKE Yrpo3y
JUTSL KaXKA0r0 3JIEMEHTA CETH.

2. Nana knaccudukauus KA, kotopas rapMOHUYHO JOMOJIHSAET 0a30BYI0 MOJEIb
uHpopMmarmonHoi 6ezonacHoctu @CTIK u MoxkeT 3(pPeKTUBHO MCIOIB30BATHCS MPU
pa3paboTKe YaCcTHBIX MoJiesiel MH()OPMAIIMOHHONW O€30MaCHOCTH IS JIOKAJIBHBIX CeTel
KPUTHYECKH BOXXHOTO 00bEKTa HHPPACTPYKTYPHI.

AHanu3 TNpeyioKEHHOM MOJENH yrpo3 MokasbiBaeT, yTo KA B OOJIBIIMHCTBE
CBOEM YHHUBEpPCAJIbHBI U MOTYT ObITh Ha Jro0Ooiu snemeHnt CIIJI, a ux Bo3meWCTBUS
CBSA3aHBl C TMpeJHAMEPEHHBIM HAPYIICHHWEM MPOrPAMMHOTO OOEeCredYeHus: |
uHpopmanuu. HauOonblliee KOIMYECTBO BO3ACWCTBHI HaIlpaBiI€Hbl Ha CEPBEPHI,
[I9BM, a Take Ha MEXKCETEBOM dKPaH.

3. [IpoBeaen obmuii 0630p COBPEMEHHBIX METOJOB obOecreueHrs 0e30macHOCTH
CIIJ, mpoaHanu3upOBaHbl HMCCIEIOBAHUS, TOCBSIICHHBIC BBISBICHUIO aHOMAIUWA B
CIII. Vcxona u3 aHanv3a COBPEMEHHBIX HCCIEIOBAHMN M KOMMEPUECKUX PEIICHUH,
MOHO CJIeJaTh BBIBOJ O TOM, YTO B HACTOSILIEE BpPEMs OTCYTCTBYIOT KOMIUIEKCHBIE

noAXO0Abl, HAITPABJICHHBIC HA BBIABJIICHNC HCU3BCCTHBIX KOMIIBIOTCPHLBIX aTaK
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Tak kak Bo3zgelictBus KA mnpuBoaut k mnosgsiaeHutro B CII anomanbHOM
aKTUBHOCTHU Tpaduka, TO 1Ji1 MOCTOSIHHOTO MOHUTOPUHTA U OOHAPYKEHUS aHOMaJIbHON
aktuBHOCTH Tpaduka B CIIJ] HE0OX0MUMO YUHUTHIBATh HAIMYUE OOJBIIOTO KOJIMYECTBA
CETEeBBIX MAapIIPyTOB, Ha KOTOPHIX MEPUOJUYECKH BO3HHKAIOT PE3KUE KOJIcOaHUs
3aJIepKKU B TIepeiaue JaHHBIX U OOJIBIINE MOTEPH MAKETOB, MOSBICHNE HOBBIX CBOMCTB
ceTeBoro Tpaduka, a TakkKe HEOOXOJUMOCTh OOECIeUeHUsT BBICOKOTO KadecTBa
00CITyKUBaHUS TIPUIIOKESHUM.

Bce 3TO mocmyuiao MmoBOAOM il MOMCKAa HOBBIX METOJIOB OOHApYXKEHUS W
nporuo3upoBanus KA, K 4uciy KOTOPBIX MOKHO OTHECTH M (hpaKTAIbHBIM aHAIH3.

Takum oOpa3oM, MOXHO CJieJIaTh BBIBOJI 00 OOBEKTHMBHONH HEOOXOAUMOCTH
pa3pabOTKH  COOTBETCTBYIOIIIMX METOAOB JJII  yCTPAHCHHSI  BBIMICONHUCAHHBIX

HCIOCTAaTKOB.
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PA3JEJI 2 AHAJIUTUYECKASI MOJIEJIb BBISIBJIEHUSI AHOMAJIUI B
CETEBOM TPA®UKE CETHU IIEPEJJAYU JAHHBIX B YCJIOBUAX
KOMIIBIOTEPHBIX ATAK

2.1 CrpykTypa MoJe/H ceTeBoro Tpagpuka ceTu nepeaaym JaHHbIX

JIis TOCTOSIHHOTO MOHUTOPHHTa W OOHApYXEHHs aHOMAIbHON aKTUBHOCTU
tpaduka B CIIJ[ HEoOXOAMMO YUYWUTHIBATH HAJIM4YKE OOJBIIOTO0 KOJUYECTBA CETEBBIX
MaplipyTOB, Ha KOTOPBIX MEPUOAMYECKH BO3HHUKAIOT PE3KHE KOJIeOaHUs 3a/IepKKU B
nepeaayve JaHHbIX W OOJbIIME MOTEPU NAKETOB, MOSBICHHE HOBBIX CBOMCTB CETEBOIO
Tpaduka, a TaKke HEOOXOJIMMOCTh 00€CIeUeHHs BBICOKOTO KadecTBa OOCTY>KUBAHUS
npuioxennit [115]. IMeHHO mo3TOMY Ha MEpBOHAYATBHOM ITAIle BAYKHO OMPEISITUTHCS
C MOJIEJIBIO, KOTOpast OyAeT MAKCUMAJIbHO TOYHO ONUCHIBATh CETEBOM TpauK.

JUis co3maHus aieKBaTHOM MoJenu Tpedyercs MCHOJIb30BaHUE Haubosee
MOAXOJAIIEr0 MAaTEMAaTHYECKOTO ammapara. l[IpuHumaemas [ ONMCaHHUS MOJEIb
JOJKHA OBITh, M0 BO3MOXXHOCTH, MAaKCHUMAaJIbHO OJIM3Ka K OMHCHIBAEMOMY pEaIbHOMY
npoueccy. OUEHUTh CTEeNeHb OJM30CTH MOJEIM W peajbHOro Ipoliecca HE Bceraa
BO3MOKHO, TIIOCKOJIbBKY B HEKOTOPBIX CIIy4YasX peajlbHbIE IPOLECCHl IOIMPOCTY
HEJOCTYNHBI JJIsi TpOBEACHUs M HaOmoAeHMd. B Takux ciydasx NOpUXOAUTCA
M0JIaraThCs Ha T€ JIOTMYECKUE M MHBIE JOBOJbI, KOTOPbIE MPUHUMAIOTCA MPHU BBIOOpE
OIPEEIICHHON MOJIEIH U €€ ITapaMeTPOB.

Tpaduk kak ciy4dailHBIM TIPOIIECC XapaKTEPU3YeTCs IMapaMeTpamMu, KOTOpbIe
ONpPEIENSIIOT €ro OCHOBHbIE, HaubOoOJee Ba)KHbIE IS MOJACIHUPOBAHUS, CBOWCTBA.
OcHoBHOM 3amaueil Moenu Tpaduka SBISETCS ONMKUCAHUE MOCTYMHAIOIIETo MOTOKa MpU
noMoIM Habopa MapaMeTpoB TaKUM o00pa3oM, 4YTOObI STU BHIOpAHHBIC 3HAYCHUS
napamMeTpoOB MOKHO ObLJIO Obl MPUMEHUTH AJI HAXOXKJIEHUSI aHOMAJIM U BPEAOHOCHOM
aKTUBHOCTHU B CETH.

CyuiecTBylOT MOJ€NIM, KOTOpbIE OIUCHIBAIOT CETEBOM TpaduK C MOMOUIBIO
METOJIOB TEOPUH BEPOATHOCTEH W MAaTE€MaTHUYECKOW CTAaTUCTUKH, a TAKXKE TEOPUHU

maccoBoro oocayxuBanus [115]. Kak npaBuiio, Takue mporecchl 00Jaaat0T ce0tUcmeom
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CMAayuoHapHocmuy — BEPOSITHOCTHBIE XapaKTEpPUCTUKU (CpelHee 3HAYeHHEe U
JUCTIEPCHS) HE MEHSIFOTCSI C TEYEHHEM BPEMEHH.

Hanbonee mpoctoi, 4yacTo MCHOJB3yEeMOW CTAallMOHAPHOW MOJEINBIO SIBIISETCS

MOJICNIb  npocmeluie20 (CMaAyuoHapHo20 NyaccoHo6cko2o) nomoka. (OCHOBHBIM
CBOMCTBOM ITOTOKA SIBIIICTCS TO, YTO KOJIMYECTBO IMAKETOB, MOCTYIAIONINX 32 3aITaHHBII
WHTEpBaJ BPEMEHHU, CIydailHas BEIWYMHA, KOTOpAas MOMUYUHSACTCS PACTIPEICTICHUIO
[lyaccona, a uHTEpBajbl BPEMEHHM MEXAY IMaKeTaMH CIy4ailHbl W TOMYUHSIOTCS
HKCMIOHEHIIMATIBFHOMY  pacmpezeneHuto. Moaens npocmeliuie20 HOMOKA  4acTo
NpUMEHSIETCS I ONMucaHus Tpaduka, MPOU3BOAUMOrO OOJBIIUM KOJUYECTBOM
HE3aBUCUMBIX HCTOYHHKOB, HAIIPUMEp, TpaduKka B CETAX C KOMMYTAIME KaHAJIOB.

B cersix ¢ xoMMyTanue MmakeToB CBOMCTBAa IMOTOKOB HE BCErjla MOTYT OBITh
omnucanbl pacnpeaenacanem [lyaccona [115, 116], BBuay HecTallMOHAPHOCTH TMTOTOKA.

[TosTOMy BBIIETSAIOT HECTAITMOHAPHBIC MOJIEIH, CIIOCOOHBIE 0OJee KOPPEKTHO,
onuchiBaTh ceteBol Tpaguk mus CII ¢ xommyranueidr naketoB. Takue Mojenu
OCHOBBIBAIOTCSI Ha (pakTadbHOM aHAIW3€ U PACCMATPUBAIOT CETEBOM TpaduK, Kak
caMonoA0OHbIN HecTallnoHapHbI npornecc. [lox camonono6ueM NOHUMAETCS CBOMCTBO
CETEBOTO TpaduKa COXpaHATh CBOM XapaKTep MPU U3MEHEHUH MaciliTada BpeMEHHU.

BriepBbie 0 camonoo0HOM noToKe 3aroBopwi eie B 1993 roay Leland, Tagqu,
Willinger u Wilson nmpoBonumu uccnenosanus Ethernet-rpaduka B cetn kopmoparuu
Bellcore u mpunui kK BBIBOMY, YTO Ha OOJBIIMX MHTEPBaAJaX OH 00JIaaeT CBOMCTBOM
caMomoI00usi, TO €CTh BBITVISIIUT KAa4eCTBEHHO OJMHAKOBO MPH JIFOOBIX MaciiTadax
BPEMEHHOU OCH.

Camoriogo0ue TMposiBISIETCS B TOM, YTO HMMEETCS MEIJICHHO YObIBaromas
3aBUCUMOCTh MEXIy BEIMYMHAMHU Tpaduka B pa3HbIE MOMEHTHI BPEMEHH, a YHCIIO
MEePEIaHHBIX TMAKETOB HMMEET CXOJHBIM BHJ B PAa3IMYHBIX BPEMEHHBIX MaciiTabax.
JlpyrumMu clioBaMH, CaMoOITOJOOHBIC IMOTOKH 3aBHUCAT HE TOJIHKO OT BPEMEHH, HO U OT
MPEABIAYIINX COOBITHA.

IlocTanoBKka 3aja4u MCCJAEAOBAHUS. MPU TMPOCKTUPOBAHUM CHUCTEMBI 3aIUTHI
HEOOXOJMMO Yy4YeCTh BCE BBIMICIIEPEUYHCICHHOE M pa3padoTaTh MOJEIb BBISBICHUS

aHOMaJIMli B CETEBOM Tpa(I)I/IKe CCTH IICpcaavn JaHHBIX B YCJIOBHUAX KOMIIBIOTCPHBIX
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aTak, KOTOpasl OIHKCHIBaeT ceTeBOM TpaduK cpa3y [BYX THUIIOB: CTallMOHAPHBIA U

HECTALIMOHAPHBIN.
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Pucynok 2.1 — Mogensb BeIsiBIIeHHs] aHOMaJIMi B ceTeBoM Tpaduke CIT]]

HcxoaHble TaHHBbIE MOIEIH:

Hurst — nokazatens Xepcra;

P — TOPSIOK aBTOpPETpecCHH (3aBUCUMOCTh MEXKIY HAONIOACHUSAMH W YHCIIO
MHTETPUPOBAHHBIX HAOIIOACHUH);

(J — TOPSJIOK CKOJIB3AIIET0 CPEIHEr0 (3aBUCUMOCTh MEXIY HAOMIOJACHUSMU U
OCTaTKaMU TIPY MPUMEHEHUH MOJIETH K MHTETPUPOBAHHBIM HAOTIOACHUSIM);

Z(t) — peanbHbIN ceTeBOM TpaduK;

Y — KOHEYHOE MHOKECTBO METOK Kjlacca (aHOMausl, He aHOMaJIus).

Ha3Ha4yeHue u neJib:

Mopenb BBISIBJICHUS aHOMAJIWA B CETEBOM Tpaduke CeTH Mepefavyd JaHHBIX B
YCIIOBHSIX KOMITBIOTEPHBIX aTaK MpeIHa3HA4YCHA IS ONMHMCAHMS W MPOBEPKU CETEBOTO
Tpaduka Ha cTalMoHapHOCTh. [locie mpoBepKky BhIOMpaAETCs METOIMKA, KOTOpas OyaeT
MIPOU3BOIMTH OLIEHKY CETEBOI0 TpaduKa Ha HaJTU4Yle aHOMAJUH.

ITocranoBka 3agaun:

TpeOyetcst pazpaboTaTh MOJENb, KOTOpasi Oy/1eT MaKCUMaIbHO TOYHO OIMUCHIBATH

cereBol Tpaduk B y3nax CIIJI, yuutsiBas, kak ciayyaiHeii X (t), Tak ¥ CTallMOHAPHBIN
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(nerepMuHUpOBaHHBINM) X, mpouecc. Kpome Toro, monens H0JKHA MPOU3BOAMTH
IPOBEPKY Ha CTALMOHApPHOCTh H,:a <1 He TOJBKO CrEeHEPUPOBAHHOIO Tpaduka, HO U
peaisbHOro Z(t), MOJYYEHHOTO B XOJI€ JKCIEpUMEHTa. Takke MOJeNb JIOJDKHA

NpPUHUMATh pEIIEHUWE MO BHIOOPY aiaropuTMa, € TOMOUIBI0 KOTOpOro Oyaer
MPOU3BOIUTHCS OIIEHKAa CETeBOro Tpaduka Ha HajJu4yhe aHOMAaJIbHOW aKTUBHOCTU. B

ciydae HecranuoHpaHocTd Hj:a =0 cereBoro Tpaduka, OlEHKAa MPOU3BOJAUTHCS Ha
OCHOBAaHUM BbIUMCIeHUs mokaszarens Hurst. Ilpm H,:a <1 c¢ momompio MeTomoB

MAITUHHOTO OOYYeHHs, HaXOIWTCS IeJieBasi 3aBHCUMOCTh MEXKAYy aHOMAIUSAMH |
pHU3HaKaMu CeTeBbIX (perimon [116-118].

BbIxoHbIe JaHHbIE MOIEJIH:

Hurst - moka3atens Xepcra;

A: X Y — kmaccuduramus 0OBEKTOB X € X, rae 4 MHOXKECTBO CETEBBIX
bpeitmoB.

2.2 CTauMOHAPHOCTh H HECTAIIMOHAPHOCTH BPEMEHHOT0 CeTeBOro Tpauka
CeTH Iepeaayu JaHHbIX

PaCCMOTpI/IM MATEMATHUYCCKYIO MOJCIIb aBTOPCIPCCCUU-CKOJIB3AIICTO CPCIAHCTO

ARMA:

p q
X =C+ El(PiXt—iJr St +i§19i St @D

rae ¢,,8, #0- mapamerpel momemn, C - KOHCTaHTa, € - Oenplid mym, p-
HIOPSIIOK aBTOPETPECCUH, (] - TOPSIIOK CKOJIB3SIIETO CPEITHETO.

JlanHast MOJIeNIb UCIIONIB3YETCs JJIsl aHaJM3a U MIPOTHO3UPOBAHUS CTAIMOHAPHBIX
BPEMEHHBIX PAIOB B CTaTUCTHKE W 0000IIaeT aBe Oojiee MPOCThIE MOJEIN: MOJEIb
aBToperpeccuu (AR) u Mozenb ckonb3asiero cpeanero (MA).

[IpouHTepnpeTHpoBaTh MOJAEIH MOXHO CICAYIOIIUM 00pa3oM: TeKyIlee

3HQYEHHWE 3aBUCUT OT MPOIUIBIX 3HAYEHUW JO Jlara P MU OT TEKYIIEro M MPOIUIbIX
BHEIIHUX IIIOKOB JO0 Jlara (. 3amuiieM aBTOPETPECCUOHHBIM MPOIECC HCMOJb3YS

JIaroBbIx oreparop L:
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P a
X =C+> ol'x+e +>0,L ¢ (2.2)
i=1 i=1
Ilepenuiem B BUzE:
P a
(1—Z(piL'th:C+(l+ZGiL'jet (2.3)
i=1 i=1

Tenepb BBCICM JBa MHOI'OYJICHA CTCIICHU P U (.

p .

p(2)=1-> ¢;2' =1-92-9,2" —...—¢,2° (2.4)
=1
q -

0(2)=1+>0,2 =1+6,2+0,2°+..+6 2" (2.5)
-1

Torz[a MOJCJIb aBTOPCTPCCCHUU MOKHO ¢)OpMaJII>HO 3aIlIuCaTh.
o(L)x =C +0(L) &, (2.6)

rae ¢(L)X- aBroperpeccnoHHas 4acTh MHOTowieHa, a 6(L) € - 4acTh CKOJB3SIIETO

CPEIHETO.
- p
P(2)=1-¢Z—..—¢z (2.7)
BpeMeHHOI psij SBISIETCS CTALMOHAPHBIM €CJIM BCE KOPHU aBTOPETPECCUOHHOIO
MHOTOUIEHA (2.7) NeKaT BHE €IMHAYHOTO KPyra KOMIUIEKCHOH muiockoctd | Z; [>1 (To

€CTh 10 MOAYJIIO CTpOro OosbIie 1).

Ecmu  wMeOTCsi  KOpHHM, paBHBIC 10 MOAymo emuHune |[z;|=1, To

ABTOPETPECCUOHHBIN MPOLECC SABJISIETCS HECTALIMOHAPHBIM.

Paccmotpum BpeMeHHOM psif, omucbiBaembld moaensto ARMA mpu p=1

(puc. 2.2):
X =C+pX  +& +Zq:0i € (2.8)
i1

rae (p,Oq #0.

1
Tormna ¢(z) =1- ¢z u ero KopeHb Z, =—.
@
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Tak kak |Z,[>1<|@|<1, To 310 U Oyzmer ycnoBueM CTalMOHAPHOCTH JUIS TOrO
psa.

Original

2t

Autocorrelation
10 -

08 -
06~
04 -

02-

0.0 — - v T ¥ L T L r 3 T L T T T T

Partial Autocorrelation
10 -

08 -
06 -
04 -

02~

- ]
L e A

Sample Quantiles

-2 -1 o 1 2
Theoretical Quantiles

Pucynok 2.2 — CtanuoHapHbIN BpEMEHHOM psiJl

Kpome Toro, y cramumoHapHOro mnpoliecca CpeaHee MOCTOSHHO 1O BPEMEHU

Ex, = constt.e BpeMeHHOI psJl HE MMEET TPEHIA, a KOBapHaIUsl MEXIy Pa3InIHBIMU

QJIEMCHTAaMMU BpPEMCHHOI'O psAga 3aBUCHUT TOJIBKO OT TOro, Ha CKOJIbKO CHJIBHO OHH
OTHAJICHBI IPYT OT ApPpyra 11O BPECMCHU. I[pyrI/IMI/I CJI0BaMHu, KOBapuanus 3aBUCHUT TOJIBLKO

or mara h COV(X,X.,,)="7Y(N). Bennuuna h, xapakrepusyromas pasHuily BO BPEMEHH

MCXKAY OJIEMCHTaMM BpPCMCHHOI'O psAad, HA3bIBACTCA JIJarOBOM HCpCMCHHOﬁ nim
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3anaszapiBaHueM. Tak kak 7(0) = cov(X, X ) = Var(X), TO IHCIEpCHs CTAaUOHAPHOIO

BPEMCHHOTI'O psAZida TAKKEC HC MCHACTCA CO BPpCMCHCM.

2.3 ®pakTajibHble CBOMCTBA HECTAIIMOHAPHOIO BPeMEHHOI0 ceTeBoro Tpadguka
CeTH Mmepeaayu JAHHbIX

Onmna w3 Haubosiee KOPPEKTHBIX MOJIENIEH, OMHUCHIBAIONIMX IOBEJICHUE
HECTAI[MOHAPHOTO CETeBOro Tpaduka — BPEMEHHOTO psJ, ONHCAHHBIA dYepe3
dpakTaibHOE OPOYHOBCKOE BUKCHHE.

[Mpouecc X(t) wHaspiBacTcs (PpakTaabHBIM OpPOYHOBCKMM JBHXKCHHEM C
mapamerpom H, O0<H <1 ecim npwpameHus CIy4aHHOro  Tporecca

AX(7) = X(t+7) = X(0) pyeror rayccoBekoe pacipeeneHuye:

1 f exp z” dz
V2rd,t 2527°"

rae 8§o— kodpdunuent guddy3umn.

P(AX < X) = (2.9)

[Tporecc HecTaMOHAPEH, €CIIU 3TH yCIIOBUS HapyiatoTes (puc. 2.3).



60

original
06 -
05 -
04 -
03 -
02 -
01-
00~
0 50 100 150 200 %0

Autocorrelation
10 -

HHH‘HHHHHHHHHHHH

o 5 10 15 20 5 30

Partial Autocorrelation

o 5 10 15 20 5 30

08 -
06 - ssss s s * & & L]

Sample Quantiles
o
=

=
~

0
Theoretical Quantiles

Pucynok 2.3 — HecrarmonapHslii BpeMEHHOH P

2.4 TIpoBepka HA CTAIIMOHAPHOCTH CeTEBOT0 TPaguKa ceTH Mepeaavn JaHHBIX

JInsi mpOBEPKM TUIIOTE3bI O CTAIMOHAPHOCTH PSAJla UCIIOIB3YETCS PACIIUPECHHBIN
tecT Jukn-dPyepa.

[Tpy momMoInu 3TOTO TecTa MPOBEPSIOT 3HAUCHUE KOY(P(GUIIMEHTAa aBTOPErPECCUu
0. B aBTOperpecCMoOHHOM ypaBHeHUU AR. PaccMoTpuM aBTOpPErpecCMOHHOE ypaBHEHHUE

nepsoro nopsiaka AR(1):
Yi=a- Y, T & (2.10)
rae Y, -BpeMeHHou psia, a & - 6enbiid mym, t=1,...,T .
1. Ecmn H,:a <1, 10 psaa Y, Oyner craunonapuelM, Y, ~ 1(0)u OLS-onenka

@ GyzeT UMeTh HOpMaJbHOE pacipe/ieieHie ¢ HyIeBBIM CPEIHIM M auchepcueii 1— o
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I[J'IH TECTUPOBAHUS THIIOTE3bI CAMHUYIHOTO KOPHA CTPOUTCA OLS-OH@HK& a.

T

Z YiaYi
s — (2.11)
2
Yia
=)
" COOTBCTCTBYHOIIIAA eu t-craTucTuka

A

a-1

R e (2.12)
S1 2 ¥
t=1

;
roe S°=T _1Z(yt — @y, ,)’ - olleHeHHas IUCTIEPCHST OCTATKOB.
t=1

5%
maon

Ecmm T < t 5, - BDEMEHHOI Pl CTAllMOHAPEH HA YPOBHE 3HAUMMOCTH 5%.
2. Ecmu H,:a=1, to pacnpenencaue s3T0ii omeHku Ooinbiie He OyaeT

HOpPMaJIbHBIM, M TIporecc Y,0ydeT HecTalMOHApHBIM C 3aBHUCSIIEH OT BpeMEHH
aucnepcuei Y, ~ 1(1). B aTom ciaydae i MOJAEIMpPOBAHUS AMHAMUKU TaKOro psija

HEOOXOJIMMO HCIONB30BaTh €ro MEPBY pasHocth AY, =Y, —VY,,. llpu HyneBoi

TUMOTe3e CTATHCTUKA HOpPManm3oBaHHOro cmemeHus | (& —1) wu t-cTaTmcTuka t,

HMMEIOT HECTAHAAPTHBIE TIpeaeNbHbIe pacnipenenenns Juku-Oynnepa:

jW(r)dW(r)
TG-noo0 (2.13)
j W2(r)dr

jW(r)dW(r)

\/jwz(r)dr

rae W (r) - crannaptHeiii Buneposckuii mporiece (bpoyHOBCKOE IBHKEHUE).

t = (2.14)

o

5%
maon

Ecnut >t " - BpeMEHHO! psii HECTAllMOHAPEH HA YPOBHE 3HAYUMOCTH 5%.
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2.5 BpluncjieHUe H OLIEHKA MoKa3aTe/isi XepcTa ¢ noMmombio R/S

Jlnst pacdera mokaszarens Xepcra B HECTallMOHApHOM TpaduKe Ha MaJbIX
BbIOOpKax ucnoib3yercss R/S anamms. Muorue uccienoBarenu [116-118] npumensroT
R/S amanm3 s HaxoXIeHHsA TOKazaTenss Xepcra B ceTeBoM Tpaduke. OmHo U3
OCHOBHBIX IpeumyIiecTB R/S-aHanmu3a 3akiito9aercst B TOM, YTO B OTJIMYHE OT MHOTHX
IIMPOKO PACTIPOCTPAHEHHBIX CTATUCTUYECKUX KPUTEPUEB, OH HE OCHOBAH Ha KaKuX ObI
TO HU OBUIO HPEANONIOKEHUSX 00 OpraHu3alMd HWCXOAHBIX JaHHBIX (O TOM, KaKOMYy
3aKOHY pacIpeieleHHs] OHU MOAUUHAIOTCS ). OUeHb OBICTPBIN U JIETKO PEaIn3yEMbIil.

Anroputm R/S:

R_(an)" (2.15)
S
OTKyJia
b log(R/S) (2.16)
log(aN)

rae H — nokazarens Xepcera;
S — cpeaHEKBaAPaTUIHOE OTKIOHEHHE Psiia HAOMIOIEHUH X;
N — 4ncio nepruo0B HAOIIOACHUN;

a - 3aJ1aHHasA KOHCTAHTA, MOJOKUTEIIBHOE YN CIIO.

1 N
S— =3 (x —x)2 (2.17)
N Z_l:( i —X)
X - cpennee apudmernueckoe pana Hadbmoaeruii X 3a N mepuomos
13 (2.18)
X=—3 X :
%

Pa3zMax HaKoOINIGHHOrO OTKJIOHEHHS R 5T1O Pa3HOCTb MCKAY MAaKCHMAJIbHBIM H

MHWHHMAJIbHBIM HAKOIINICHHBIMHU OTKJIOHCHHAMM

R=maxZ,-minZ, (2.19)

1<u<N 1<u<N

I'ne Z, - HaKOIUIEHHOE OTKJIOHEHHE psifia X OT CpefHero X :

z :Zu:(xi _ %) (2.20)



63

N3 popmyasl BUAHO, UTO HA POCT NOKa3aTelsl XepcTa BIUSIOT:

yBeJIMUeHUEe pazmaxa Kojaebanuii R;

YMEHBIIICHNE CPETHEKBAIPATUYHOTO OTKIOHEHUS S;

yMEHbILIEHUE KoJindecTBa HaOmoaeHui N.

ITpu 0,5 < H < 1,0 MBI HaOMIOAa€M MEPCUCTEHTHBIC, WU TPEHIOYCTOWYHBBIC
psanel. Ecnu psg Bo3pactaer (yObIBaeT) B MPEAbIAYIINI NEPUOI, TO BEPOATHO, YTO OH
OyAeT COXpaHATh 3Ty TEHACHLHUIO €Ille Kakoe-TO BpeMs B OyaymeMm. HaOmonenus He
ABJIAIOTCS He3aBUCMMBIMH. Kaxgoe HaOdrofeHne HeceT maMmsaTh 000 Bcex
npeauecTByomux coostusix. Ilponecc obnamaer IIUTENPHONW MaMsThiO. JTa MaMATh
JIOJITOBPEMEHHAs, TEOPETUYECKM OHA COXpaHSAETCs HaBcernaa. TpeHI0yCTOWYUBOCTh
NOBEACHUS, WIM CHJIa MEPCUCTEHTHOCTH, YBEIWYUBAETCA MNpU NpuOIMxeHun H
enunuiie. O0buHO TOT dakt, uto 0.5 < H < 1, cunrtaercst A0CTATOUYHBIM OCHOBAaHHEM
JUTSl IPU3HAHUS IPOLIECcca CaMONOI00HBIM.

IIpu H =05 psg saBasercs ciaydaiHbIM (TIOCJIEAYIONIME 3HAYEHUS BPEMEHHOIO
psiaa He CBA3aHbI C €0 MPEAbLAYIIMMH 3HAUCHUSIMU ).

IIpu 0 < H< 0.5 psg sBIS€TCS aHTUNEPCUCTEHTHBIM (ITOCIIEYIOIINE U3MEHEHUS
3HAYEHHUI BPEMEHHOIO Psi/ia IPOTUBOIIOJIOKHBI €r0 MPEABIYIIEMY TOBEACHUIO.

Jliist mpoBepku R/S copmMupoBaH garacet COCTOSIIMMA U3 JISTHTUMHOTO (puc 2.4.)
¥ aHOMAaJTBHOTO (pHC 2.6.) CeTeBBIX Tpa(hUKOB.

2500 -
2000 -

1500 -

1000 -

500 -

0 200 %0 &0 800 1000

Pucynox 2.4 — JlerutuMHBI# ceTeBo Tpaduk
[Tocne mnpumenenuss R/S amamusa ans JeruTUMHOrO Tpaduka, IOCTPOEHA

JorapudmMuyeckas perpeccust (puc. 2.5) v BBIYUCIICH MOKa3aTelb Xepcra paBHbIil 0.56.
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35 -

— R/S
30 -
25 -
20 -
15 -
10 - . L L . . L L .
25 3.0 a5 40 45 5.0 55 &0
Pucynok 2.5 — 3aBucumocthb R/S oT BpeMeHH B JiorapuMUIECKOM MIKajIe

(Xepcra = 0.56)

Hanee R/S npumMeHsics k aHOMaIbHOMY ceTeBoMy Tpaduky (puc. 2.6).

1610

Pucynoxk 2.6 — AHOMasnbHbIN ceTeBOM Tpaduk
[TpumenuB R/S ananu3 1is aHoMalbHOTO TpaduKa, IOCTPOeHa JJorapupMudIecKas

perpeccust (puc. 2.7) 1 BBIYUCIIEH MOKa3aTeNb Xepcera paBHblil 1.378.

— R/5

Pucynok 2.7 — 3aBucumocTb R/S oT BpeMeHu B orapudMuveckoil mkae
(Xepcra =1.378)

Kak BumHO M3 pucyHka 2.7 ToKaszarelb XepcTa IMPEBBINIAeT MaKCUMaIbHOE
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KOHCTAaHTHOC 3HA4YCHHUC 1, 4TO IMOATBCPIKAACT HAITNINC aHOMAaJIMH B CETEBOM Tpa(bm(e.

2.6 BoluuciieHde M olleHKA nmoKa3aTeJisi Xepcera ¢ nomombio DFA

Jlnis pacueTa mokazatenss Xepcra B HECTAllMOHAPHOM TpaduKe Ha 3allyMJICHHBIX
U OoJbIIMX O0bEMAax NaHHBIX, JUIsI 0OJi€€ TOUHBIX BBIYMCIIEHUH, MPEANOYTUTEIbHEE
ucnoisb3zoBaTe DFA ananms:

1. [IpeoGpasoBanue BpemenHoro psga X(t) B (QyHKUMIO KyMyJISTHBHBIX

cyMM (npoduiab GYHKIKUN) TyTEM CYMMHUPOBAHUs 3HAUEHUI BpPEMEHHOTO psija:

N
X(®) =Y (x{t)-x) (2.20)
i=1l
N
y:izxi(t) (2.21)
N =
y N
2. BpeMenHol psi, pa30uBaeTcsa Ha — HENEPECEKAIOIINXCS NHTEPBAJIOB.
n
3 . B Ipcaciax KaXJ101ro HHTCPpBAaJIa OCYHICCTBIIAICTCA JIMHEeHasa

anmpokcuManys psyia X(t) MeTo1oM HaMMEHBIUX KBAJAPATOB — BBIACISACTCS JTOKATbHBIHA
TpeHA: y (t)=ajt+b,,rae a; u b j - KOHCTaHTBI JIJIsl K&KI0TO HHTEPBAJIa.

4, JIns Ka)KIoro MHTEpBaJIa yCTPAHAETCA JOKAJIbHBIM TPEH/ IyTEM IIEpexoa

K pasHoctH X (t) —y,(t) 1 IPOBOAMTCS aHANIN3 CPEAHEKBAAPATHIHOTO OTKIOHEHHUS OT

JIOKaJIbHOTO TPEHJA, T.€. BBIUUCIISIETCS (PYHKIU:

(j+D)n 2

Ff(”)=% > (X®-y,0) (2.22)

t=jn+l

5) Jlasiee BBIUMCIISCTCS CPEIHEE 3HAUCHHE:

Ny

FZ(n):%i FjZ(n) (2.23)

Eciu wuccnegyemplii  ps  CBOOUTCS K CaMOIIOJOOHOMY  MHOKECTBY,
MPOSIBIISIIOLIEMY JAJIbHOACHCTBYIOIIUE KOPpeNIalud, TO (QuykryanmoHHas (QyHKIUS

F (n) IPEACTABIIAECTCA CTEIIEHHON 3aBUCHUMOCTBIO!

F(m ~ " (2.24)
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rne H — mnokazatenr Xepcra. H MoxeT ObITh BBIUMCIEH C TOMOIIBIO METOJA
HAaMMEHBIIIMX KBaJpPaTOB Kak YIVIOBOM KOI(PPUIMEHT MpsMOH, ompenaenstomei

3aBUCUMOCTH logF (n) OT log(n)-.

C nomompto anroputma DFA  mnpoegen pacuer mnokazarens Xepcra
HECTAllMOHApPHOTO TpaduKa, ONUCBIBAEMOIO MOJENIBIO C 3apaHee 3a/laHHbIM

nokasaresieM Xepcra = 0.5, YTO COOTBETCTBYET 3allyMJIEHHOMY BPEMEHHOMY PsiAy (puc
2.8).

Pucynox 2.8 — ®pakransHoe 6poyHoBckoe nBrkenue npu H = 0.5
C nomompto DFA, moctpoeHa morapudMuyeckas perpeccusi U HaijieH
nokasarenb Xepcra, paBHbld 0.49 (puc. 2.9). IlosydeHHBIH pe3yabTaT TOYTH
MOJIHOCTBIO COBIIAJAET C 3aJaHHOM BEJIMYUHOM, YTO MOATBEPKIAET 3(P(HEKTUBHOCTH

TCKYIICTO MCTO/JIa HA 3alIYMIJICHHBIX psAaax.

e data
© = regression line

og(F(n))

log(n)

Hurst=0.496
Pucynok 2.9 — 3aBucumMoctb F(N) oT BpeMeHH B Jiorapu(pMUUIECKOH IIIKaje

(Xepct = 0.496)
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Ananmu3 mokasan, uyro Meron DFA uckimoyaeT TMHEWHBIA TPEHA W3 KaKIOTro
aHAIM3UPyEeMOro (hparMeHTa BPEMEHHOTO Psifia, YTO MO3BOJISET MOBBICUTH TOYHOCThH B
YCJIOBHSIX HU3KOYACTOTHBIX MMOMEX WJIM Ha OOJBIINX 00beMax JaHHBIX. B Toxe Bpems
R/S sBisercss Ooyiee OBICTPHIM QJITOPUTMOM BBIYMCIICHUS TOKa3aTeds XepcTa, He
YCTYIAIONMM B TOYHOCTH Ha HEOONBIIMX oO0beMax JaHHbIX. [loatomy R/S sBnsercs
IPEIIOYTUTEIIBHBIM JIJIS TaibHeiIIero uccienopanus [118-120].

Takum 00pa3oM, O3KCIIEpUMEHTHI, TPOBEJACHHBIE Ha JTAJOHHBIX BHIOOpPKaX,
COCTOSIIUE U3 JISTUTUMHOTO M aHOMAJILHOTO TpaduKa, IpoAeMOHCTPUPOBAIHA HATTUIHE
camonoobust Tpaduka KC U BO3MOXKHOCTH JOCTAaTOYHO TOYHOTO OIpEAesiCHUs

II0KAa3aTCIIsL CaMOHOI[O6I/ISI Ha OCHOBC paCCMOTPCHHBIX aJITOPHUTMOB.

2.7 BbIBOJBI 10 BTOPOMY pa3jesy

1. Bo BTOpoM paznene MpPOBEACH AaHAINW3 CYIIECTBYIONIMX IOAXOA0B K
IIPOEKTUPOBAHUIO Mojeliel onuchiBaomux cereBod tpapuk CIIJ] u anroputMoB 1o
OLIEHKE CBOMCTB CamMoI10/1001sl B HecTaluoHapHOM ceTeBoM Tpaduke B CI1/I.

2. Pazpabotana Mojenb BBISIBJICHHS AaHOMAIMiA B CETEBOM TpaduKe CETU
Nepelauyr JaHHBIX B YCIOBHUSAX KOMIBIOTEPHBIX aTaK, OTIMYAOIIAACS OT M3BECTHBIX
BO3MOXKHOCTBIO ONMCHIBATh CTAllMOHApHBI M HECTALMOHAPHBIA CeTeBOM Tpaguk,
KJIacCU(UIIMPOBATh €ro U B 3aBHCHUMOCTH OT THUma Tpaduka OOOCHOBATH METOJ IO
BBISIBJICHUIO AaHOMAJIUH.

Mojiens OCHOBaHa Ha MCIOJIb30BAHUM OCHOBHBIX MOJIOKEHUH Teopuu (ppakTajioB
U TIpe/IaraeMbIX 3TOW TEOPHEH METOJOB OICHKH camoronoous, R/S -anamus n meton
DFA. TIlpu TtectupoBanuu (pakTaJbHBIX METOJIOB, IMO3BOJSIOMIUX MPOBOJIUTH
UCCIIEeI0OBaHUS JOATOBpEMEHHbIX 3aBucumoctel B Tpapuke KC, meton DFA oka3zancs
Oonee addextuBeH, yeM R/S -aHanM3 Ha 3aMIyMIICHHBIX JAHHBIX MM OOJBIIMX
BbIOOpKAaX, WH3-3a MCKJIIOUEHHS JMHEHHOro TpeHAa W3 KakJ0ro aHaJIu3UpyeMoro
dbparmenta BpeMenHoro psga. CnemoBarenbHo, DFA mo3Bossier oOHapyXHBaTh
KOppessiliui Ha OOJIbIIME PACCTOSHUS, BCTPOEHHBIE B HECTALIMOHAPHBIE PSJbI, YTO
xapaktepro mis KC, nzberas 10:KHOTO 0OHApYKEHUS SIBHBIX KOPPEISAIUNA Ha OOJIbIITHE

PACCTOSAHUA, KOTOPBLIC SABJIIAIOTCA apTe(i)aKTaMI/I HCCTAIMOHAPHOCTH. HGOCHOpI/IMBIM
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npeumyiectBoM R/S -aHanu3a sBisitoTCs Oosiee OBICTPBIC BBIUMCIICHUS TOKa3aTelst
Xepcra, a 3pheKTUBHOCTh aNropuT™Ma He ycrymnaer B TouHoctu DFA, Ha HeGombImx
o0bemMax JaHHBIX.

3. [loBereHbI 3KCTIEpUMEHTHI, KOTOPBIE MTOKa3ajH, YTO CYMIECTBYET XapaKTepHOe
BpEMs, TOCTIE KOTOPOTO TIOKa3aTellb XepcTa pe3K0 MEHSETCs. DTO BpeMsl yKa3bIBaeT Ha
00BEM CHCTEMHOU MaMSITH. DKCIIEPUMEHTAIBHBIC PE3yJIbTaThl TAK)KE CBUACTCIBCTBYIOT
O TOM, YTO CaMOINOJOOHBIC CBOWCTBA NPHUCYIIH JIOOOMY CeTeBOMY TpaduKy Ha
KaHaJIbHOM ypoBHE Mojenu tCp/ip. [Ipu mosBICHHHM CETEBBIX aHOMAJIHW, BHI3BAHHBIX,
Hanpumep, kuOeparakamu tuna DDOS u «ckaHWpoBaHHME CeTH W €€ YSI3BUMOCTE»,
XapaKTep ITUX CBOMCTB HAYMHAET CYIIECTBEHHO OTIMYATHCS OT HOPMAIBHOTO Tpaduka.
OcHOBBIBAsICH Ha pe3yJbTaTax JKCIEPUMEHTA, MOXKHO CIeJaTh BBIBOJ, YTO
MPEIIOKEHHAsT MOJIENb SIBJSIETCS JJOCTATOYHO aJIEKBATHOM.

4. Peann3oBaHbl MPOTPAMMHBIC MOIYJIH IS OMPEIACICHUS CTAIIMOHAPHOCTH
ceTeBOro Tpaduka ¢ TOMOIIBI0 pacmupeHHoro Tecta Jluku-dymmepa, a Takxke

BBIUKCJICHHS M OIICHKH MoKa3aTels Xepcera ¢ momoinbio R/S u DFA.

PA3JIEJ 3. METOJIUKA PAHHETO OBHAPYKEHUS AHOM AJIMI
B CETEBOM TPA®UKE CETHU IEPEJIAYU TAHHBIX

C 1enpl0 TOBBINIEHUS TOJTHOTHI U TOYHOCTH BBISIBIICHUS aHOMAJUil B CETEBOM
Tpaduke B YCIOBHUSIX KOMIIBIOTEPHBIX aTak paszpabotaHa metoauka (puc. 3.1),
no3BoJsifonas oOHapyxkuBaTh KA Ha paHHeM JTane WX MPOSBICHHUS C IMOMOIIBIO
METOJIOB MAIlIMHHOTO OOy4eHus misg cranumoHapHoro cereBoro Ttpaduka CIIJ] u

(bpakTaIbHOTO aHAIM3a I HecTannonapHoro |121-129].
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1 sTan. Chop ceTeBoTo
TpaduKa

—_ 2 yTan. Mpokepka Aa CTATMNMOHAPHOCTH I

HecTannonaperi J CrauuonapHelii

=

3 vram TMoAroToBKA HCXOINBIX 3 oran. ToaAroToBK: HCXOIILIX
JAHHBIX JIAWABIX
3.1 I'pynnupoka JaHHEIX 3.1 TIpenoGpaboTka JANEN 3.2 MopMHpORATHE aTaceTa

I [

4 oran. PpakTaaLubIL anaTm

4 sran. Odmapyaenne KA ¢ ncnofin30BaRmeM npe;IBapuTeILHO
00yueHHOH HelipOHHOIT ceT
4.1 Brruuciienue 4.2 OueHka croiicTBa
N o
ToKaszaTels XE]’JCT‘»I CAMOIIOLO0HA
4.1 ObvucHNE HElfpOHHOI ceTH

4.1.1 DopmupoBalne 4.1.2 Flunusamsamia

MOET ARTOKOIHPORBITIHKA mapaMeTpOB MOJICTIT

4.1.3 MopmympoBaHKe IaTaceTa ¢ CeTEREIM TPaPHKOM Des aHoMaTHi

J

4.1.4 OOy IeHIE aBTOKOHPOBIIIKA

o N o A1
OBmapy Kerme amoMatuii K‘ 4.2 O6y1eHHas HEHPOHHAA CCTh

Pucynok 3.1 — biiok-cxema MeTonuku paHHero ooHapyxenust KA

B cereBoM Tpaduke CI1J]

Meroanka COCTOMT M3 Cleayronmx 3TanoB: cOop cereBoro Tpaduka B CII/;
OCYLIECTBJISIETCS €r0 NPOBEPKAa HA CTALMOHAPHOCTH; MOJArOTOBKA MCXOJHBIX JIaHHBIX;
(dpakTanpHBI aHANM3 U1 HecTalMoHapHOro cereBoro Tpaduka B CIIJ[; mMammHHOE

oOydeHue JiJIsl CTalMoHapHoro cereBoro tpaduka B CIT/I.

3.1 O0Hapy:keHHe AHOMAJI™iI B HECTAIMOHAPHOM CeTeBOM Tpaduke ceTu
nepeaavyu JAHHBIX € MOMOIIbLIO PPAKTAIBLHOIO aHAIHU3A

JIist  BbIBIIGHHUSI aHOMalMii B HecTauumoHapHoM cereBoM Tpaduke CII/I,
npuMeHsieTcss (pakTalbHBI aHaJIW3, KOTOPBIA TJIABHBIM 00pa3oM Oa3upyeTrcss Ha
BBIUMCIICHUH W OIICHKM Toka3atenss Xepcta. C Ienbl0 OLIEGHKH aHOMAaJIbHOCTH

MNPCIIOKCHO HCIIOJIB30BATh HC IIOJIC3HOC COACPKHUMOC IMAKCTOB, 4 B34ATb 3a OCHOBY
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npemioxenre Yareposa J[.C. [130] o Tom, uto mH(pOpMannu U3 3aroJIOBKOB ITaKETOB
Oyamer nmocrarouHo. B kauectBe Takoi wmH(OpMmanmum OyaeM HCIOJBb30BaTh
KOJIMYECTBEHHBIC 3HAUCHUS TepeaaBaeMbiX (aaroB (METOK, YKa3bIBAIOIIMX HA THII
MaKkeTa).
Ha pHcyHKe%J.Z MpeIcTaBIeHa OJIOK-CXeMa METOIUKN OOHAPYKEHHsI aHOMAJIUN B

HecTanroHapHoM ceteBoM Tpaduxe CIT/.

X :{xl,xl,.",x)}}

Coop ceteroro
TpaduKa

\
/'ﬂmex qHCTa \\ X= {xl,xz,..., ~T334}

TAKETOR 33 &THHHITY
BPeMeHH

X =[x.5.0,]

X < {0 % X

Brraucnernne
Xepera

Hurst

RN
A
s ™~
) // [IpoBepxa Ha .
Hurst <0.5 HEeCTALHOHAPHOCTE

Hurst >1

—

AHoMaEHBIHA
TpadHx

Pucynok 3.2 — biiok-cxema METOIUKN OOHAPYKEHUSI aHOMAJIUK B HECTALIMOHAPHOM
ceteBoM Tpaduke CII
Anamm3 [131-137] Taxke mMOKa3bIBa€T, YTO JJIs BBIABJICHUS aHOMAJIbHOIO
NOBEACHUS B TpaduKe, JOCTATOYHO aHAJIM3UPOBATH €r0 OCHOBHBIE MApaMETPhl U HET
HEOOXOJMMOCTH H3y4aTh COJIEpPKUMOE Kaxaoro makerta. llpumepamu aHoMmamuii,
OOHapy’>KEHHbIX Ha OCHOBE aHaiM3a TeJeMEeTpuu Tpaduka, SBISETCS BHE3AMHOE
yBEJIMYEHHE NHTEHCUBHOCTH TpaduKka OT pabouel CTaHLUM WIIA U3MEHEHUE CTPYKTYPbI
B CPAaBHEHHUHU C OOBIYHBIMU €KETHEBHBIMU MOKA3aTeNIMU JJIs1 JAHHON CETH yCTPOMCTRA.
CeteBoii MOTOK JENUTCS HA TPYMIbl U PACCUUTHIBAETCA MOKa3aTelb XepcTa s

Ka)KI[OI‘/JI N3 T'PYIIII. CereBbie MaKeThl ITOMEUYAIOTCS aHOMAJIbHBIMH B TOM ciy4dac, Koraa
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HapyIlIaeTcss CBOMCTBO camMomojao0us B wHccieayemoi rpymme. s mpoBepku
3(QPEeKTUBHOCTH TPEMIOKEHHOTO IOAX0/a, CIliepBa OH OBLI MPOTECTUPOBAH Ha

JICSTUTHMHOM ceTeBoM Tpaduke (puc. 3.3).

Hurst = 0.732352279331711

log(F(n))

2 3 4 5 6
log(n)

Pucynok 3.3 — Breruncnenne H metogom ¢dpakransHoro ananusa gerutumaoro UDP

tpaduka. Pazouenue 10000 Touek Ha 19 rpymnmn

Cuneil npsiMol JIMHUEW 0003HAYEH IMOPOT, COOTBETCTBYIOUIUM TpaHUIle OEI0ro
myma (Hurst = 0,5). Touku Ha BTOpOM TpaduKe COOTBETCTBYIOT HOMEpAM TPy
nakeToB (Bcero 30 Touek). TOUKM Ha TPEThEM COOTBETCTBYIOT Scales (Bcero 12 Touek).
KonmuecTBo scales Biusier Ha TOYHOCTh M Ha JUIMTEIBHOCTh Pa0OTHI ayiroputMa. Yem
OoJbIlIe KOIMYECTBO scales, TeM BhIlIe TOYHOCTh, U, HA0OOPOT, MEHBIIIE JTUTEIHLHOCTh
€ro padoTHl.

Kak Buano u3 puc. 3.3, mepa (¢pakTaJbHOCTH [UJIsi BCEX TIpPyNN IAKETOB
MOJIHOCTBIO JISKUT BbIlle OTMETKH (.5. DTO yKa3pIBaeT Ha HaJIWYUE CaMOMOJIOOHBIX
CBOMCTB y Kaxkaoil rpymmbl. Kpome Toro, Ha Tperbem rpaduke (JiorapupmMuueckont
perpeccun) oTpaxxeH napamerp Xepcra ans Bcero DataFrame, kotopsiit moarBepxaaer
HajaM4ue (PpaKkTaJbHBIX CBOMCTB M MOBTOPSIOIIMXCS MpoleccoB. Jlanee mpoBOIUIIOCH

TECTUPOBAHUE AHOMAIBHOI'O CETEBOrO Tpaduka, MOJIYyYEHHOTO BO BpEMS MPOBEACHMUS
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DoS arakm u KOMOBIOTEPHO-TEXHUYECKOW pa3Benku. [Ipu 3ToMm mpecrnemoBanach 1eib
noadopa MaKCUMAJIbHOTO 4YHuCia Tpynn pa30ueHusi, NpU KOTOPOM OIIEHMBAEMBbIN

napameTp H OyneT BBIYUCISTHCS C BBICOKOW TOYHOCTBIO.

150 -

[
s B
A2 o

Package length
—
b

) i | i ) ;
4.6255 4.6256 4.6257 4.6258 46239 4.6260 4.6261
Time 1e10

Hurst
= o
e} .
& =1

=
w
S

Time

v o~

Hurst = 0.748888005557910

log(F(n))
=

e = N W

2 3 4 5 6 7 ] 9
log(n)

Pucynok 3.4 — Beruucinenue H metoom (pakTanpHOTO aHainuza anomaiasHoro UDP
tpaduka. Pazouenne 10000 Touek Ha 19 rpymnn

N3 pucynka 3.4 BUIHO, 4YTO CBOMCTBO CaMOIOAOOWS HapymiaeTcs, T.K.
MoKa3aTellb XepcTa, Ha KaXJIOM W3 MHTEPBAJIOB, MEHBIIE MOporoBoro 3HadeHus 0.5.
OTO CBHIETENHCTBYET O HAPYIICHUH (hpaKTaTIbHON CTPYKTYphl Tpaduka W HAJIUYUU B
HeM aHomanuil. ClieoBaTesibHO, MpeajaraeMblii MOJXOJl CIOCOOEH OOHAPYKHUBATh
aHOMAaJIMM B MHTEpBajiaX (TPYIIax), COCTOSIINUX U3 526 CeTeBhIX IMAKETOB.

YBenuuuB KOMMYECTBO Tpynmn 10 29, cokpamiaeTcss BpEeMEHHOW WHTEpBai 0e3

MIOTEPU TOYHOCTH OOHAPYKEHHUSI aHOMAIILHOW aKTUBHOCTH B ceTH (puc. 3.5).
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Pucynox 3.5 — Berancnenne H MmetogoMm dpakranbHOro aHaiausa anomanbHoro UDP
tpaduka. Pazouenue 10000 Touek Ha 29 rpymnm
[Tpu ananuze 39 rpynm, Kakaas U3 KOTOPBIX COCTOWUT M3 256 CETEBBIX MaKETOB,

Ha0JTI01aeTCs MPOSIBJICHHE CBOMCTB CaMOIO 00U Ha HEKOTOPBIX ydacTkax (puc. 3.6).
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Pucynox 3.6 — Beruncnenne H meronom dpakranbHoro anainnsa anomaibsHoro UDP
Tpaduka. Pazouenne 10000 Touek Ha 39 rpymnn
Takoe moBejeHUE yKa3bIBaeT Ha YXYAIICHHE TOYHOCTH W3-3a Majioil BBIOOpKHU
ceTeBbIX TakeToB. (CremoBaTeNbHO, TaKoe pa3OuMeHHEe SBIETCS HENpUueMJIeMbIM. B
KaueCTBE ONTHUMAILHOTO pa3OMeHMsI CleAyeT CYUTaTh TMpeAblayliee pa30oucHue,
cocrosiiiiee M3 256 CeTeBBIX MAKETOB Ha MHTEpPBaJ. Takoe KOJUYECTBO I1aKETOB
obpabarteiBaeTcs 3a 0.00125 ¢, 4TO SABIAAETCS CYLIECTBEHHBIM JIOCTOMHCTBOM JAHHOIO

moaxoaa.

3.2 O6Hapy:keHHe aHoMaTHii
B CTAIIHOHAPHOM CeTeBOM Tpa(uKe CeTH Mepeaadn JaHHBIX

3.2.1 O6Hapy:xeHre AaHOMAJIHI ¢ IOMOIIbI0 METO0B MAIIIMHHOTO 00YyUYeHUsl

Cy1iecTByeT MHOXKECTBO CIIOCOOOB, KOTOPHIE MTO3BOJISTIOT OMPEICITUTh AHOMAJTHH.
Ha pucynkax 3.7-3.9 mnpoaemoHcTpupoBaHa pabota Hauboyiee TMOMYJISPHBIX

AJIrOPUTMOB  MAIIMHHOTI'O O6y‘leHI/I$I, MNPOTCCTUPOBAHHBIX Ha BPEMCHHLBIX pPsAAaX,
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CT€HEpUPOBAHHBIX C TOMOIIBIO MOJEIN AaBTOPErPECCUOHHOTO WHTErPUPOBAHHOTO

CKOJIB3SIIIIETO CPETHETO.

Time series and detected changes (threshold= 4, drift= 15): N changes = 2
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Pucynok 3.7 — KymynsTuBHBIE CYyMMBI

Novelty Detection

= |earned frontier
O training observations
41 e new regular observations
© new abnormal observations

21

0 2 4
error train: 21/200 ; errors novel regular: 6/40 ; errors novel abnormal: 2/40

-4 -2

Pucynox 3.8 — Mertos OImOpHBIX BEKTOPOB
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—— Time Series
. ®  Anomaly

000

h / H‘,‘

LN
f o | L[ 1
l‘ i H“-{ “uj *.V’L‘f“(“h X r PJ’\{P !

AW 9 SV Ao L
o s Mg WA R AT IR (T S R T a WO LV, ARV Y 4

21507 201509 01511 21601 201603 21605 21607 201609 01611 01701

Pucynox 3.10 — U3onupoBaHHbIi Jiec

Kak BHJIHO W3 PUCYHKOB, aJlTOPUTMBI OTIIMYHO CIPABJIIOTCS C OOHApy)KCHHUEM
aHOMaJbHBIX BBIOpOCOB. B TakoM ciydae, aHOMaJus TPOSBISACTCS B BHJC
HECTAIIMOHAPHOCTH HEKOTOPBHIX HAOJIOJAEMBIX BPEMEHHBIX PSJIOB. DTO HE TOJBKO
MTI'HOBEHHBIC CKaUKHM aMILTUTY/IbI U3MEPEHUHN, HO U MEJICHHBIC TPCHJIbI, MPAKTHYCCKH
HEBUIMMBIC 3a BpeMms HaOmoaeHwid. OMHAKO, MPU TECTUPOBAHUHU BBINICYKAa3aHHBIX
aJITOPUTMOB Ha PEAJTLHOM CETeBOM TpaduKe, OKa3alloch, YTO HE BCEr/ia BBIOPOCHI
SIBIISIFOTCS. @aHOMAJIbHBIMH.

Ha pucynkax 3.10-3.13 wm300paxensr mpoTokonbl cereBoro Ttpaduka CIIJ.
AHOMaJIbHBIC TaKeThl MOMEYCHBI KPACHBIMH TOYKAMH, a JICTUTUMHBIC MAKeThl —
3eneHbIMA. Kak BHIHO W3 PHUCYHKOB MHOTHE BCIUICCKH SIBJISIFOTCSI JISTUTUMHBIMH, a

OTCYTCTBYIOIIHEC BCIINICCKHN — aHOMAJIbHBIC.

sloss

2000 -

00-00 05:33:20 11:06:40 16:40 22:13:20
Time (c)

Pucynok 3.10 — OtnpaBieHHbIC TAKETHI MOBTOPHO MEPeIaHbl UIN OTOPOIICHBI
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ct_dst_ltm
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Time (c)
Pucynoxk 3.11 — KonudecTBO NOAKIIOUEHUN K CEPBEPY
ct_state_ttl
ol
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Time (c)
Pucynox 3.12 — CocrosiHue mapameTpoB {CP 3aroioBka 3a BpeMs KU3HH

Ip-makera

1e9 sload

i

00:00 05:33:20 11:06:40 16:40 22:13:20
Time (c)

Pucynok 3.13 - CkopocTh mepenaun makeToB Dit/cex
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Pucynok 3.14 — Marpuiia Koppessiuu
OnHako, Ipu TECTHPOBAHUHU BBINIEYKA3aHHBIX aJITOPUTMOB Ha PEAIbHOM CETEBOM
TpaduKe OKa3aJoch, YTO HE BCEI/Ia BBIOPOCHI SIBISIOTCS aHOMAJIbHBIMU, MPOUCXOJSAT

JIO’KHBIE Cpa0aThHIBAHUSI.
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[ToaTOMy OCTPO CTOMT BOMPOC MO BEIOOPY MHOTO MOAXO0Ma K MPOTHO3UPOBAHUIO

daxta Bo3neicTBus KA u BoipaboTKe 3(PPEKTUBHBIX MEPONPUITHI TPOTUBOACHCTBUSI.

3.2.2 O0Hapy:xeHHe aHOMAJIMII B ceTeBOM Tpaduke ceTH nepeaavu IbIHHbIX
€ MOMOIIbIO KJIACCUPUKATOPOB

UYtoOs! o1ieHUTh 3((HEKTUBHOCTH MOIMYJISPHBIX KiIacCU(PUKATOPOB, (popMupyercs
HOBBIM J1aTaceT, COACPXKAIIUK KOppeIupyeMble TapaMeTpbl C aHOMAaJbHBIMU
3ampocamu. JlJist 3TOro cTpouTcs MaTpuila Koppensiuu (puc. 3.14).

[Tapametrp label — wunaukartop, mMoka3bIBarOIIMK HadUuuMe aHomanuit. Jlms
yno0ctBa BeiOpaHo 20 Hamboyiee KOPpPETUPYEMBbIX C aHOMAIHMSIMH TapaMeTpoB (puc.

3.15). Haubosbiemy Bo3neicTBHIO moaBepraetcs napametp Sttl (puc. 3.16).

sit- 0.027
it - 0.027

trans depth - 0.026

< fip_cmd - 0.017
response_body_len - 0.016
is ftp_login - 0.016

dur - 0.0011

sloss - 0.0064

sbytes - 0.021

o _dst_ltm
a sre_itm

<_dst_src_ltm

ot srv_dst
& _state_ttl

rate
«_src_dport_ftm
c_dst_sport_ftm

sl

Pucynok 3.15 — Camblie KoppenupyemMble apaMeTphl
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sttl
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Pucynok 3.16 — Bpewmst xu3HU makeTa OT UICTOYHUKA K OTIPABUTEIIO
B kadectBe Kiaccu(PUKATOPOB HCIOJIB30BAIMCH: JIOTUCTHYECKAs pPerpeccus,
MeToA K-Onmwkalimx cocened, OAITHHT, TPAJUCHTHBIAM OYCTHHT, CIy4YalHBIH JieC H
aIanTUBHBIA OyCTHHT. JIJIsl Ka)Xa0l MOJEIH MOAOMPATNCh THIIEPIIapaMETPhI BIUSIOIINAC

Ha TOYHOCTH Kiaccudukaimu (puc. 3.17).

In [49]: models = []
names = ['LogisticRegression','KNeighborsClassifier', 'BaggingClassifier','GradientBoostingClassifier', 'RandomForest

models.append((LogisticRegression(max_ iter=1000,n jobs=-1)))
models.append(KNeighborsClassifier(n_jobs=-1))
models.append(BaggingClassifier())
models.append(GradientBoostingClassifier())
models.append(RandomForestClassifier())
models.append(AdaBoostClassifier())

In [50]: params = {
models[0]:{'solver': ['sag', 'lbfgs'], 'penalty': ['l1', 'l12']},
models[1]:{'n neighbors': list(range(1, 31)),'weights': ['uniform', 'distance'l},
models[2]:{'n_estimators': list(range(10, 31))},
models[3]:{'loss': ['deviance','exponential'], 'learning rate': [0.1, 0.83, 0.5], 'max depth': list(range(3, 3@
models[4]:{'n_estimators':list(range(10, 3@)), 'max_depth': list(range(5, 31))},
models[5]:{'learning_rate': list(np.arange(0.0,2.0,0.1)), 'n_estimators':list(range(50, 100))},
}

In [51]: import warnings
warnings.filterwarnings('ignore')

for name, model in zip(names, models):
search = GridSearchCV(estimator=model, param grid=params[model], n_jobs=-1, cv=5)
search.fit(X_train, y train)

print(’ ')
print('Classificator: '+ str(search.best estimator_))
print('Best parametrs: '+ str(search.best_params_})
print('Best score: '+ str(search.best score_))

print(’ )

Pucynok 3.17 — ITon6op rumneprnapaMeTpoB
Ha pucynke 3.18 npeacraBieHsl HanOoiee 3HaYUMBbIC TTAPAMETPHhI, BIUSIONINE HA
TOYHOCTh KJacCU(pUKAUU M OleHKa 3(PPEKTUBHOCTH OOHApPYKEHUS aHOMaJHii

KJ1accupruKaTOpamH.
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Classificator: LogisticRegression{max iter=1000, n jobs=-1)
Best parametrs: {'penalty': '12', 'solver': 'lbfgs'}
Best score: 0.8961687849910088

Classificator: KNeighborsClassifier(n_jobs=-1, n_neighbors=1)
Best parametrs: {'n_neighbors': 1, 'weights': 'uniform'}
Best score: 0.999323288700103

Classificator: BaggingClassifier(n_estimators=15)
Best parametrs: {'n_estimators': 15}
Best score: 0.9995141569933788

Classificator: GradientBoostingClassifier(learning rate=0.5, max_depth=6)
Best parametrs: {'learning rate': 0.5, 'loss’': 'deviance', 'max_depth': 6}
Best score: 0.9999305932110504

Classificator: RandomForestClassifier(max_depth=23, n_estimators=13)
Best parametrs: {'max depth': 23, 'n estimators': 13}
Best score: 0.9991324294388775

Classificator: AdaBoostClassifier(learning rate=1.9000000000000001, n estimators=51)
Best parametrs: {'learning rate': 1.90000000000000081, 'n_estimators': 51}
Best score: 0.9999305932110504

Pucynok 3.18 - CpaBHeHHE TOYHOCTH KJIacCHU(PUKATOPOB
Hecmotrpss Ha BBICOKyI0O TOYHOCTh OOHapyxkeHuss KA, coBpeMeHHBbIE
KJIaCCU(UKATOPHI UMEIOT CYIIECTBEHHBI HEAOCTATOK - OOJBIIIOE KOJIUYECTBO JOKHBIX
cpabaTtpiBanuii. B aTOM 5erko yOeaWThCs, MOCTPOMB MAaTpPUIly OIIMOOK MEPBOTO U
BTOPOTO poja, MO KOTOPOH Ompeiensigach HE TOJbKO TOYHOCTb, HO U KOJMYECTBO

JIOXKHBIX cpabaTeiBaHuit (puc. 3.19).

LogisticRegression RandomForestClassifier

DecisionTreeClassifier

08
TRUE 07 TRUE 00 TRUE
- 06 -
3 3 06 3 06
: S :
4
04 o & 04
03
FALSE FALSE 044 . FALSE
02 02
01
& % 3 <
o & & &
Predicted label Predicted label

Predicted label

Pucynox 3.19 — Matpwuiia ommO0K IEpBOTO B BTOPOTO poja

JIOTUCTUYECKOU PErPeECCHUH, CIIyYanHOro Jieca U AepeBa pelIeHUN

[TosrydyeHHble  pe3ynabTaThl MOATBEPXKIAIOT TOT (akT, dYTo mpobiaemoi
COBPEMEHHBIX KJIACCU(UKATOPOB SBIAETCS IUIOXas CIOCOOHOCTh pacro3HaBaTh

HEU3BECTHBIC aHOMaINK (aTaku HyseBoro aus) [119-129].
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3.2.3 O0Hapy:KeHHe aHOMAJIUI B ceTeBOM Tpaduke ceTH nepeaavn JAHHBIX C
MOMOUIHI0 ABTOKOIUPOBIIHKA

ABTOKOIMPOBINUKA — HEHWPOHHBIE CETHU MPSIMOTO PAaCIpPOCTPAHEHHs, KOTOPHIC
BOCCTAHABIIMBAIOT BXO/JIHOM CHTHAJ Ha BBIXOJIe. BHYTpH y HIX UMEETCSI CKPBITBINA CIIOM,
KOTOPBIH TMPEACTaBIsET COOOW KOJ, OMHCHIBAIONINN MOCIb. ABTOKOIHPOBIIHK
COCTOWT U3 JIByX YacTel KOJUPOBIIHK U IEKOAUPOBIINK. KOITUPOBIINK MBITa€TCS CKATh
JaHHBIC, a 3aT€M BOCCTAaHOBHUTH C IOMOIIBIO JEKOJUPOBINUKA. ABTOKOIUPOBIIUKU
KOHCTPYHUPYIOTCS TaKUM 00Opa3oM, YTOObI MMETh BO3MOXXKHOCTH TOYHO CKOITUPOBATh
BX0J Ha Bbixojie (puc. 3.20).

Tem He MeHeEe, BXOJHOW CHTHAJ BOCCTAHABIMBACTCS C OMMOKAMH W3-3a MOTEPh
IPU KOJUPOBAHUM, U JIsl TOTO, YTOOBI KX MUHUMH3UPOBATh, CETh BHIHYXKICHA YUUTHCS

oTOMpaTh HauboJee BaXKHbIE MPU3HAKY.

BxopHoii cnoit BbixogHoit cnoi

CKpbITbIA CNOWA

Bhixop aToro cnos aaet
NPEeACTABNEHWNE MEHBLUEH PA3MEPHOCTH

Pucynoxk 3.20 — ABTOKOAMPOBIITUK

Wnest coctoutr B TOM, YTOOBI HAyYUTh CETh JEKOAUPOBATH 3HAUCHUS, KOTOPHIE
OHa BUJEJIA, WU, IPYTUMH CIIOBAMH, MPUOIMKATh TOXKAECTBEHHOE 0TOOpaxeHue. Ecnu
OOyuYeHHBI aBTOKOJMPOBIIMK BCTPEUaeT aHOMAJbHBI o00pasel, OH, BEPOSTHO,
BOCCO3/]a€T €ro C BBICOKOW CTENEHBIO OLIMOKH, IPOCTO MOTOMY, YTO HUKOTAA €ro He
BUJIEIL.

Ha pucynke 3.21 npencraBneHa OJ0K-CXeMa METOAMKHA OOHAPYKEHUSI aHOMAJIH
B cramuonapHom cereBoM Tpaduke CIIJ], koropbiii Oazupyercs Ha MOJEIU

ABTOKOIMPOBIIHKA.
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N ={x.xp, %}

CGop ceTeBoro IIpenoGpadorka
Tpaduka H HOPMATH3aIHA

]

X={x.%.x} > {x.%,....%}

O0y4eHHEe aBTOKOAHPOBIIHKA

Kopuposmuk
U nepeMell.lHBaHHe
HHITHATH3AIHA ‘ [ ~ o T—
napaMeTpoB : M flp)= T
aBTOKO/{HPOBIIHKA epohs CCE(y,p)= 72_}3 -log, p, JZzl e

loss =1 y= (j(h)

optimizer . J{eKOAHPOBIIHK

learning rate

vEPp
epohs =100 epohs <100

- \ epohs++
OGygeHHbIit pac /// MO:LeJ]L ‘\ H er
aBTOKOIHPOBIIHK TS DGWW

Pucynok 3.21 — biok-cxema MeToarKa 0OHApY>KEHUSI aHOMAJIUI B CTALMOHAPHOM
cereBoM Tpaduke CITJ]
OOyueHne aBTOKOJUPOBLIMKA OCYLIECTBIIIETCS M0 OJIOK-CXEMe, MPEACTABICHHOM

Ha pHCYyHKe 3.22.

O6HOBIEHRE BecOB

Ilar 5

3arpyaka JaEHLIX

L =|x—d(e(x))|— min

|::>
Illar 1 [lar 4
Kozuposamne Jexoamposanne
—— ——
h=e(x)=f,(W, -x+b,) y=d(h)=d(e(x))
Ilar 2 IMlar 3

Pucynok 3.22 — bnok-cxema o0yueHus] aBTOKOAUPOBIIIMKA
AnropuTM 00y4eHHsI aBTOKOIUPOBIIIHKA!

[Iar 1: BxogHele faHHbIE X ITOAAIOTCA HA BXOJ HEHPOHHOMU CETH.
[ar 2: KoxupoBmMK KOAUPYET BXOJHOM BEKTOP X, B BEKTOpP h MEHBIIEro

pa3Mepa, 4eM BXOIHOM:
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h=e(x)=f,(W, -x+b,) (3.1)

I'ne f,- ¢yskumm  axktuBanmu  (ReLU, curmompaneHas — QyHKOuA,

rUnepOoIMYECKUI TAHT€HC) TPOMEKYTOUYHOTO CJIOS;

b, - BekTop cMmemieHuil IpoMexKyTOYHOTO CII0s;
W, - Marpuna BeCOB IPOMEXYTOYHOI'O CIIO;

[Iar 3: Bextop h nexoaupyercsi, 4T0ObI BOCCO37aTh BBOJ:

y=d(h)=f.(W,-h+b) (3.2)

[lapametpsl f,, W, ,b COOTBETCTBYIOT BXOJHOMY CIIOO.

Brixoa Oyaer Takoro ke pazMepa, 4To U BXOJI.

[lar 4: PaccuurteiBaercs ommoOka L :

L =| x —d(e(x)) |~ min (3.3)

Omunbka 3TO pa3HUIlA MEXIYy BXOJHBIM M BBIXOJHBIM BekTOpoM. llenp —
MUHUMU3UPOBATH OITHOKY, YTOOBI BEIXOJHOM BEKTOP OBLIT MOXO0 HAa BXOIHOU BEKTOP.

[Mar 5: C moMomip0 alnropurMa 0OpaTHOrO PACHPOCTPAHEHUS OLIMOKU HY>KHO
O0OHOBHUTH Beca.

[Iar 6: [ToBTOpsrOTCS MIaru ¢ 1 mo 5 70 TexX Mmop, MoKa OMUOKa HE CHU3UTCS /10
PUEMIIEMOIO pe3yibTara.

[Tocne oOyueHuss aBTOKOJUPOBIIMK CMOXKET BOCCTAHOBUTH HAOMIONCHUS C
HEOO0JIBIION OITMOKON U Pa3HUIIEH MEXKy UCXOHBIMU TAHHBIMH.

Onnako, Korjga OH TBITACTCS TMPENCKa3aTh/peKOHCTPYUPOBATH aHOMAIBHOE
HaOJIIOICHUE, TO OOHAPYKUT, YTO HUKOT/IA HE BUJEI TaKWX IMOCJIEI0BATEILHOCTEH BO
BpeMsi oOydeHusa. TakuM 00pa3oM, omMOKa BOCCTAHOBIICHHMS MEXIY HCXOIHBIMU U
BOCCTAHOBJICHHBIMU JAHHBIMH OyJEeT BBINIC JJISI AHOMAJbHBIX JaHHBIX, YeM JJIS
OOBIUHBIX.

VY npemnoxennoro noaxozaa (puc. 3.23) B kauecTBe (QYHKIIUU MTOTEPh BHICTYMACT —
KareropuajibHasi (TepeKpecHasi) KpPOCCEHTPOIHMs, KOTOpash 4YacTO MCHOJb3YeTCsl B

3a/1ayax Kjiaccuukauu:
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M
CCE(y,p)=- v, -log, p, (3.4)
i=1

rie P nporHo3upyemasi BEpPOSTHOCTh BBIXOAHOM MeTkH Y, a M - KoiImuecTBo

KJIACCOB.

OyHKIMEH OIpenessoned BbIXOJHOE 3HAaY€HUWE HEMpoHAa B 3aBUCUMOCTU OT
pe3ysibTara B3BEHIEHHONW CyMMBI BXOJOB M TOPOTOBOIO 3Ha4yeHUs, sBIsETCs softmax.
Omna siBnsieTcs 0000IIEHHON JTOTUCTUYECKON (PYHKITUEH 111 MHOTOMEPHOIO CIIyYasi:

f(p)= Mepi (3.5)

e
2

HpOFpaMMHaH peaiu3anusa MOACIM aABTOKOAWMPOBIIMKA IIPCACTABJIICHA Ha

pucynke 3.23. Hefiponnas ceth mnpoektupoBanack Ha Framework Keras (API
TensorFlow). Jlns mondopa rHmeprnapaMeTpoB HEHPOHHOW CETH HE TOIXOIHT
UHCTpYMEHTOB MarmHHoro o0yuenust GridSearchCV (6ubauoteka scikit-learn), T.x. on
obpamraercs k KerasClassifier, xotopelii He paboTaeT ¢ TpPEXMEPHBIMH TCH30paMH

WCIIOJIb3YEMBIMU B IIPEIJIOKEHHON MOJEIH.

input: [(None, 1, 599)]
output: | [(None, 1, 599)]

}

input: | (None, 1, 599)
output: [ (None, 1, 299)

I

input: (None, 1, 299)
output: (None, 149)

)

repeat_vector_1: RepeatVector

)

input: | (None, 1, 149)
output: [ (None, 1, 149)

)

input: | (None, 1, 149)
output: | (None, 1, 299)

)

time_distributed_1(dense_1): TimeDistributed(Dense)

input_2: InputLayer

Layer2: LSTM

bottleneck: LSTM

input: (None, 149)
output: | (None, 1, 149)

Layer7: LSTM

Layer8: LSTM

input: (None, 1, 299)
output: | (None, 1, 599)

Pucynok 3.23 — ABTOKOIUPOBIIHUK C stueiikamu LSTM
[TostoMmy Ha s3pIke  mporpamMMupoBanust  Python 01 peannsoBaH

JIOTIOJTHUTEIBHBIN MOIYJIb, IPEAHA3HAYCHHBIH T moaoopa learning rate (puc. 3.24).



= Train
20250
20000
19750

19500

Loss

19250
19000

18750

0.000 0.002 0.004 0.006 0.008 0.010
learning rate

Pucynox 3.24 — 3aBUCHMOCTH CKOPOCTH 00YYEHUSI MOJIENIH OT 3HAYEHHSI OLTUOOK

N3 pucynka 3.24 mpociexuBaeTcs KOPPEAIUs MEXKITy CKOPOCThIO OOyUYEHUS W
3HAYCHUSIMU (QYHKIIUU TTOTEPb.
N3 npoBeneHHOTO AKCIepuMEeHTa Obljia BhIOpaHa CKOPOCTh OOYUEHHSI MOJIETHU C

caMbIM MUHUMAJIBHBIM CPEIHMM 3HaueHHUEM OImuOKH (puc. 3.25).

loss

Ir

3.181966e-08 18614.585938
1.006794¢-08 18614.590820
1.342392e-08 18614.592773
1.789856e-08 18614.592773

2.386475e-08 18614.593750

Pucynok 3.25 — [Ipumep ckopocT 00ydeHHUS MOACIH C CAMbIM MUHUMAJIbHBIM
CpPETHUM 3HAYCHUEM OITHOKH
J1J1st MpOTHO3MPOBAHUS HEOOXOIMMO MPOMYCTHTh YepPe3 aBTOKOIUPOBIIHUK PAHHEE
npeaoOpaboTaHHyI0 BBIOOPKY, W 00ydaThb MOJCHbL JI0 3HAYUTEIBLHOIO CHHKEHUS

OIIUOKHU BoccTaHOBIIEHUs (puc 3.26).

Model loss

26000 —— Train
24000

22000

Loss (CCE)

20000

18000

o 10 20 30 40 50
Epoch

Pucynok 3.26 — YMeHbIlIeHHEe OIIMOKH BOCCTAHOBIJICHHUS C YBEJTMUEHHUEM ATIOX

oOyueHus
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ITocne oOyueHusi, mepen TECTUPOBAHHEM MOJCIM HEOOXOAMMO OINPEIeTUTh
MOpPOroBO€ 3HAUYCHME, IIPEojoJieBas KOTOpOe, 3alpochl OyAYyT IOMEYaTbCs Kak
aHoMmasibHbIE. [ToporoBoe 3HaueHUE, MOKET OBITH BHIOPAHO MO MAKCUMAJILHOM OIIHMOKE,
BO3HHUKaIOIEeH mpu OOydeHWH aBTOKOJIWUPOBIIMKA, T.€. C KaKOM MaKCUMaJbHOU
OIMMOKON OH BOCCTaHABJIMBACT HOPMaJIbHBIC JaHHBIC U aHOMaJbHBIC. HO Takol pexum
paboThl OyleT SBISATHCA arpecCUBHbIM. [loaTOMy B KadecTBE Takoro 3HAYEHUS
BBIOMpaeM IepeceyeHre IOJMHOTHl M TOYHOCTH, YTOOBI MO MAaKCHUMYMY OXBaTHUTh
aHOMAJIMU U UCKJIIOUUTH JIOXKHBIE cpabaThiBaHus. [lepeceuenue (kpacHast BepTUKaIbHas
JIMHUS ) KPUBBIX TOUHOCTH Y MOJHOTHI MOKA3bIBAET ONTUMYM B O0OHAPYKEHUHU aHOMAJIUM

TaKUM 00pa3oM, 4YTOOBI He OJIOKMPOBAITH JISTUTUMHBIE 3ampockl (puc. 3.27).

10 variable
recall
precision

0.8

0.6

value

0.4

0.0

60000 62500 65000 67500 70000 72500 75000 77500 80000
threshold

Pucynok 3.27 — Be160p oporoBoro 3Ha4eHUs 110 EPECEUYSHUIO TOUHOCTH U TTOTHOTHI

OU3NYECKUM CMBICIIOM TOYHOCTH M TIOJIHOTHI SIBJISIFOTCSI OIMIMOKH TIEPBOTO M
Broporo poma. Ha pucynkax 3.28 wu 3.29 mnpomemoHcTpupoBaHa pabota
aBTOKOJMPOBIIMKA Ha BBIOOPKE, COCTOSIIEH U3 HEM3BECTHBIX MPH OOYYCHHH aTakax —
XSS. AHomanbHBIE (KpAacHBIM I[BETOM) W HEaHOMAaJIbHBIE (CHHHM IIBETOM) 3aIlpOCHI,
KOTOPBIE OT/ICJICHBI TIOPOTOBBIM 3HAYCHHUEM (TIpSMast JIMHUSA).

AHamu3 T1oOKa3aja, 4YTO METOJWKA XOpOIIO CIPABISETCS C BBISABICHHUEM
HEW3BECTHBIX paHHee KA, mpw 3TOM MOPOroBOoe 3HAYCHHE MOYKHO OTPETYJHUPOBATh,
YBEIUYHMB TOYHOCTh OOHapy>keHus. Jyig omieHKkn TouHOCTH anroputma noctpoeHa ROC

kpuBas (puc 3.30), u maTpuiia ommOOK MepBOro U BToporo poja (puc 3.31).
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threshold

Count

10°

0 20000 40000 60000 80000 100000
e

Pucynok 3.28 — Pe3ynbTaT paboThl METOJUKH paHHETo oOHapyxeHus KA

B cereBoM Tpaduke CII]]

actual

100000

60000

60000
40000

20000

0 50 100 150 200 250 300 350
index

Pucynok 3.29 — Pesynbtat paboThl METOAMKHN paHHero ooHapyxerust KA

B cereBoM Tpaduke CII]]

10 ~°° no classificate
’ encoder -~
08 .
i
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o -
[
= -~
= -
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o s
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= 04 -
£ 2
02 e
0.0 —
0.0 0.2 0.4 o0& 0.8 1.0

False Positive Rate

Pucynox 3.30 — ROC-kpuBas
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MNormalized Confusion Matrix

True label

0 1
Predicted label
Pucynox 3.31 — Matpuiia omm6ok

ROC-kpuBas mO03BOJSET OIEHUTh KAa4yeCTBO OWHApHOM Kiaccuukanuum W
OTOOpaXaeT COOTHOIIECHUE MEXAYy J0Jied OOBEKTOB OT OOIIEro KOJWYECTBa BEPHO
KJIaCCU(DUIIMPOBAHHBIX ~ AQHOMAJIWM, ¥  JICTUTUMHBIX  3alpOCOB,  OIIMOOYHO
KJIacCU(DUIIMPOBAHHBIX KaK aHOMalbHBIC. Marpuila OImMOOK HWHTEPIPETHPYETCS

cornacHo tabmmie 3.1.
Ha matpuiie ommbok neporo u Broporo poja (puc 3.31) BUIHO, YTO aJITOPUTM
pacnio3Han 82% HeusBecTHbIX paHHee KA (aTaku HyJeBOro IHs), U BEPHO ONPEAESITHII
> 5
410 95% JIETUTUMHBIX 3alPOCOB HE SBIISIIOTCS aHOMAJIbHBIMU. [Ipy 3TOM KOJIWYECTBO

JIO’KHBIX cpabaThIBaHUI cocTaBUIIO 5%.

Ta6nuna 3.1 — Omubku nepBoro U BTOPOro poja

IIporunos PeanbHoCTH
+ -
+ True Positive (uctunno-nonoxurensHoe | False  Positive  (moxHOMONMOXHTENEHOE
pernieHue): MPOTHO3 COBIIAJ c | pemenue): ommbOka 1-ro poma, MOAEHb
PeaTbHOCTHIO, pe3ynbTaT | MpeacKaszana MOJOKUTEIbHBIN pe3ybTar,

MOJIO)KUTEIBHBIA  TPOU30IIET, KaK M | a Ha CAaMOM JIeJI€ OH OTPULIATEIIbHBII
OBLIIO MPECKAa3aHO MOJIEITBIO

- False Negative (noxHooTpumarensHoe | True Negative (MCTHHHO-OTPUIIATEIHLHOE
penieHue): ommbka 2-ro poJa — MOJIENb | peUIeHHe): Ppe3yibTaT OTPHUIATENbHBIH,
Mpeicka3aia OTPULIATENbHBIN Pe3yabTaT, | MPOTHO3 COBMAJ C PEATBHOCTHIO

HO Ha caMOM JIeJI€ OH ITOJIOKUTEIbHBIN
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3.3 BbIBOABI 10 TPeTheMY pa3jeny

1. B TpeTheM pazpene pazpaboTaHa METOAMKA paHHETo OOHAPYKEHUsI aHOMAJIUN
B ceteBoM Tpaduke CIIJI, mo3Bonsromas oOHapyXMBaTh aHOMAJIMKA HA PaHHEM dTare
WX TPOSBICHUS C TOMOIIBIO METOJOB MAIIUHHOTO OOYYEHHUS ISl CTAIlMOHAPHOTO
cereBoro Tpaduka CIIJ u dpakrampHOrO aHanu3a i HectauuoHapHoro. [IpoBeneH
OKCIIEPUMEHT IO HAXOXXJIECHUIO DPAIlMOHAIBLHOTO YHCJIa TMAKETOB, HEOOXOIUMBIX IS
CBOEBPEMEHHOTO BBISIBJICHUS aHOMAJIMI C TTOMOLIBI0 (PPAKTAIBHOTO aHANIN3a, C LIEJIbIO
JOCTH)KEHHMSI CBOEBPEMEHHOCTH M TIOJHOTHI TMpU OOHApYyKEHUU aHOMaIud B
HECTaIlMOHapHOM TpaduKe. BBIYHCICHO ONTHMaNIbHOE YUCIIO MAKETOB HEOOXOIMMBIX
115 BbIsiBiieHUs: anoManuid B CI1/] 3a uHTEpBaI BpEMEHH.

2. [IpoBeeH aHamW3 aITOPUTMOB MAIIMHHOTO OOYYECHHS W KIACCH(DHKATOPOB,
MpPEAHA3HAYCHHBIX JUIsl BBISIBIICHHUS aHOMalui. BBIABIEHBI MX HEAOCTAaTKHU, KOTOPBIE
TJIaBHBIM 00Opa30M 3aKJIIOYaIOTCS B OOJIBIIOM KOJIMYECTBE JIOKHBIX CpaOaThbIBaHUM, a
TaKe OTCYTCTBUU BO3MOXKHOCTH OOHapyxkeHus KA «HylIeBOTO THS.

3. Pazpabotana Mmojenb aBTOKOJMUPOBIIMKA, TO3BOJIAIONIAS BBIBIATE KA
«HYJIEBOTO JHS» B CTAllMOHAPHOM CETEBOM TpaduKe, C MUHUMAJIbHBIM KOJUYECTBOM
JIOKHBIX cpadaThiBaHUM. [ TTaBHBIM JTOCTOMHCTBOM MOJEIM SIBJISETCS BO3MOXXHOCTh
paboThl B pPEXKHME PEaIbHOIO BPEMEHH, a TaK)XK€ BO3MOXKHOCTH PAOOTHI C JIHOOBIMH
BugaMu Tpaduka. BreiaBienue ¢akrta BoznencTBus KA mpou3BOAUTCS 3a HECKOJIBKO
MHKPOCEKYH/I B 3aBUCUMOCTH OT IMPOU3BOAUTEIBHOCTH BBIYUCIUTEIBHON TeXHUKH. K
YHUCIIy JIPYTUX JOCTOMHCTB ATOTO TMOJAXO0JA CJIEIYyeT OTHECTH HETpeOOBATENBHOCTh K

CHCTEMHBIM pecypcam.
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PA3JIEJ 4 METOAUKA KIIACCU®PUKAIINU KOMIIBIOTEPHBIX ATAK B
CETEBOM TPA®UKE CETU NIEPEJAYN JAHHBIX
4.1 Meroauka kaaccupukanum KOMIBIOTEPHBIX ATAK B CeTeBOM Tpa(uke ceTH
nepeaavu JaHHbIX

C wenpro NOCTOSHHOIO MOHHUTOPHHIA U OOHApyXEHUs aHOMaJIbHOW aKTUBHOCTU
tpaduka B CIIJ] mpu KA, a Takke yMEHbBIICHUS JIOKHBIX CpadaThIBaHU, HEOOXOAMMO
YUUTHIBaTh HaJU4ME OOJBIIOrO KOJIMYECTBA CETEBBIX MApUIPYTOB, Ha KOTOPBIX
NEPUOJIMYECKA BO3HUKAIOT pE3KHUE KoJieOaHUsl 3aJepKKA B Iepenade HaHHbIX |
OoJbllIME MOTEPU MAKETOB, IMOSBICHUE HOBBIX CBOWMCTB CETEBOro Tpaduka, a TaKke

HEO00XO0MMOCTh 00€CIIEYEHUsI BBICOKOTO KaUueCTBA OOCITYKMUBAHUSI IPUIIOKEHUM.
Bce 310 nmociyxuiio moBoioM ISl pa3paboTku Metoauku kinaccudukanuu KA B

cereBoM Tpaduke CI1J] (puc. 4.1).

Python3 COop naHHBIX IIpenopadorka
3amyck Web
runserver NPUJIOKCHUSA Hopwmanu3zanms
HHHULOHAJIU3a1us
cnos middleware ]

JloGaBienue ! Toxkenuzanus
aHoOMaJIui < ITepexBat >

HTTP-tpaduka

Pasmerka dopmMupoBaHue
KJIACCOB

DdunbTpanus CEeKBEHIMH

I'nopuanas HelipOHHAas ceTh

Knaccudukaro =
¢ P IToxcrpoiika
| ITporuosuposanue }—'| PacueT omnOku ’—> BECOBBIX
K03} huimeHTOB
ABTOKOJUPOBIIUK
IToncrpoiika
Boccranosnenune Pﬂ?;‘éi; BECOBBIX
° K02(h PUILIMEHTOB
ITepememmBanue
BBIOOPKH P

*
Nannnanmszanus oOy4deHus
rnmapaMeTpoB
accudukarop
o0yueH

Pucynok 4.1 — OcHOBHBIE ATaIlbl METOAUKH KilaccuuKamm

KA B cereBom Tpaduke CIIJI
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Metoauka mo3BoJisieT BhIABIATE KA ¢ MCMofb30BaHUEM THOPUIHONW HEUpPOHHOMU
CETH, COCTOAIICH W3 KiIacCU(pUKaTOpa U aBTOKOJIUPOBIIMKA, OOYYEHHOTO Ha OCHOBE
naHHBIX padoTel pyHkmonnpoBanus CIIJ[, yuuThIBaromero Bce OTKIOHEHHS OT €€
IITAaTHON PabOTHI.

B mpomecce paboThl KimaccupuKaTOp MOMOJHUTEIHRHO O00ydYaeTCs Ha CKPBITHIX

JIJATCHTHBIX  MPCACTABJICHUAX  IIOJIYUYCHHBIX aBTOKOJAWPOBIIMKOM, T.C. B HTOIC

MOJIy4aeTcsl TeHEPATUBHO-COCTSA3aTeNIbHAs CETh, B KOTOPOW HEUpPOHHBIE CETH ydaTcs
ApYr'y Apyra.

JanHast MmeTonuka 6a3upyercs Ha PacCCMOTPEHHOM B TPETbEM pasJielie METOJIUKE
C U3MEHEHHBIM 3TanioM oOHapykeHus KA B cranuonHapHom Ttpaduke. B kauectBe
METO/Ia MAIIMHHOTO OOYyYEHHMs NpPEAiaraeTcsi UCIOJIb30BaTh TMOPUIIHYI0 HEHMPOHHYIO

cetb (puc. 4.2).

CBop ceteBoro 7{161"‘-”'"’%1}
rpadHKa
AN
yd \\\

" Orenense ™

- .
- HOPMATLHEIX N
e >
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L

AHOMAIIbHEIE
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/' VIHHIIHAITH3AITHA
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ABTOKO/IHPOBIIHKA loss / H HOPMaJIH3aIIHY,
I‘. opfimizer
"\ leaming rare

N

OGy4eHHe ABTOKOIHPOBIITHKA

M
CCE(y,p)=—2. 3 -log, p,
i=l

¥

JeKOTHPOBIIHK
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f(Pf) =7
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Ha

-

- ~
Mogens -

~ o\ﬁy‘iﬂ:]ﬂu,/ e

Her

epohs++

............................... > KoaupoBmsk
P = h= e(x ) Oby1ienHe < IlepeMenmHBaHHE
§ . i) =+ KnaccH(HKaTOpa BEIGOPKH
i . P,
| CCE(y.p) = > ¥,-log, p, Jz=1 :
- i=1

~"

Pucynox 4.2 — I'nOpuanas HeipoHHAs CETh
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JUisi  BBIYMCIIGHHMsI BBIXOJHOTO 3HA4YECHMS CHTHAJIOB HEHWPOHHOW  CETH,
UCIOJIB3YETCS (PYHKIMSI aKTUBALIMH.
AKTHBallMOHHOW Ha3bIBaeTcs (YHKLUHA, apryMEHTOM KOTOpPOM SIBJseTCA
B3BEILIEHHAs CyMMa BXOJIOB MCKYCCTBEHHOIro HeipoHa (4.1), a 3Haue€HHMEM — BBIXOJ

HelipoHa (4.1):

pziwixi—b (4.1)

y=1(p) (42)

rIe P — B3BENICHHAas CyMMa BXOAOB HelipoHa, N — uncio BXoJoB HeifpoHa, X, —
BXOJIHO# CHrHAII, W, — BeC BXOJHOTO HEWpoHa, D — cMeleHne BRIXOJAHOTO 3HAYCHHS,
f (p) — akTuBaoHHAast PYHKIUS, Y — BBIXOJHOE 3HAUCHHE HEUpOHA.

B aBTOokomupoBIIMKE U Kilaccudukarope HCmoab3yercs QyHkiusa Softmax,
KOTOpasi MPUMEHSIETCSI Ha BBIXOJHOM CJIO€ HEWPOHHOM CeTH, A peuieHus 3anad
MHOKECTBEHHON KJlacCU(UKAIMU U TPEJCTABISET COOOW JIOTMCTHYECKYIO (DYHKIIMIO,

0000ILIEHHYO JIJIs MHOTOMEPHOIO CTydas:

fp)=w— (4.3)

rae M — KOJIMYeCTBO KJIaCCOB.

B Takom ciiyyae B kauecTBe (PYHKIUM MOTEPh HCIOJIB3YETCS KaTeropuaibHasl
KpOCC DJHTPONHS, KOTOpas, B Cllydae MYJIbTH-KIAcCOBOM Kiaccupukamuu (M>2),
pacCUMTHIBACTCS, KaK CyMMa 3HA4eHHH JorapudMuueckux (YHKIUN MOTeph s
Ka)XJIOr0 MPOTrHO3a HAOJII0/1aeMbIX KJIACCOB:

M
CCE(y,p)=->_y;-log, p (4.4)
i=1
rie Y — UCTUHHOE 3HAY€HUE Kilacca, P — Npe/icKa3aHHOE 3HAUYCHHE Kilacca

OOyueHre HEMPOHHOU CeTH, OCYIIECTBIIAETCS HA OCHOBE aJlTOPUTMA «OOPAaTHOTO

pacrnpocTpaHEHHUs»,  KOTOpPbIM  TO3BOJISIET  pacCuMTaTh  3HAYEHUS  BECOBBIX

K03 PUIIMeHTOB TakuM o00pa3oM, 4TOObl OIMOKA ceTh Oblla MUHUMAaibHA. Jls
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MUHUMHU3AIMM ~ OMMOKM  HEOOXOAMMO  W3MEHSATh Beca B HaNpaBJICHHUU
NPOTUBOMOJIOKHOM  TpaaueHTy. CoOTBETCTBEHHO sl Kiaccupukaropa U
aBTOKOJIUPOBIIMKA PACYET BECOB OYJIET MPOU3BOAUTHCS 1O Gopmylie (4.5):

a.dCCE (4.5)
dw

AW = —

rne CCE — ¢yukiust ommbok, AW — BeJHYHHA, HA KOTOPYIO HEOOXOAMMO M3MEHHUTH
3HaueHHe W, @@ — ckopocTh o0yuenus (learning rate).
Takum oOpa3zom, UII MHHHUMH3AIMKA OIIMOKH HEOOXOAMMO HU3MEHSITh W B

HaIpPaBJICHUH MPOTHBOIIOJIOKHOM Ipaauenty [125, 126].

4.2 IlporpammHasi MojeJib HEIPOHHOM CeTH

Mopenb HEHPOHHON CETH COCTOMT U3 peKyppeHTHbIX siueek — LSTM u GRU. Ha
BXOJI HEHPOHHOW CETH MOJAKTCS TEH30phl pa3MEepHOCTbI0O B 120 BEKTOPHBIX
IIPU3HAKOB. BBIXOOHBIX CIIOEB y HEWPOHHOM CETHM HECKOJBKO. BBIXOTHOM Cioul y
aBTOKOJAMPOBIIMKA UMEET TOYHO TAaKYK0 K€ Pa3MEPHOCTb, KAK U BXOJHOU. BhIXOqHOM
cioit kiaccudpukaropa 6. OH ompenensieT, SBISETCS JU 3alpoC aHOMAJIbHBIM HWIU
JIETUTUMHBIM.

VY HEMpOHHOH CeTH UMEETCs 1Ba BbIX0J1a, [IOATOMY OHA Ha3bIBAETCS THUOPHUIHOM.
Jleass BeTBb Ha pHCYHOK 4.3 COOTBETCTBYET AaBTOKOAUPOBIIMKY, a IpaBas —
kjnaccuukaropy. ['uOpuaHas ceTb UMEET pazIUYHbIE MO CBOEMY HA3HAYEHHIO CIIOM.
Haubosnee cneunuyuHbIMU CIOSMHU SBIISIOTCS CIEAYIOLIUE:

Dropout (oTrcenBaTh) — TO3BOJISIET PELIUTh MpoOiieMy mepeoOydYeHHus B
HEHUPOHHBIX CETAX;

Bidirectional (nByHamnpaBieHHBIM) — ¢ MOMOIIBIO TONH (OPMBI TEHEPATUBHOTO
rJIyOOKOro 0Oy4eHHS! BBIXOJIHOM CJIOM MOKET OJHOBPEMEHHO MOJydaTh MH(POPMAIIUIO
U3 MPOILIOTo (Ha3ad) U Oy Iymiero (BIepe1) COCTOSHUM;

Bottleneck (y3koe MecTo) — yMEHBIIAET KOJMYECTBO CBOMCTB, a 3HAYUT H
ornepauuii B KaXXJOM CJIO€, YTO MO3BOJISIET COXPAaHUTh HAa BBICOKOM YPOBHE CKOPOCTH

MOJIyYeHUS pe3yJIbTaTa.
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input 2 input: | [(None, 1, 120)]
InputlLayer | output: | [(None, 1, 120)]

y
bidirectional 2(Istm_2) | input: | (None, 1, 120)

Bidirectional(LSTM) | output: | (None, 1, 60)

dropout 2 | input: | (None, 1, 60)
Dropout | output: | (None, 1, 60)

bottleneck | input: | (None, 1, 60)
LSTM output: [ (None, 30)

repeat vector 1 | input: (None, 30) dense 1 | input: | (None, 30)

RepeatVector | output: | (None, 1, 30) Dense | output: | (None, 30)

l l

bidirectional 3(Istm 3) | input: | (None, 1, 30) dense 2 | input: | (None, 30)
Bidirectional(LSTM) | output: | (None, 1, 60) Dense | output: | (None, 20)

l |
dropout_3 | input: | (None, 1, 60) dense 3 | input: | (None, 20)
Dropout | output: | (None, 1, 60) Dense | output: | (None, 10)
decoder-output | input: (None, 1, 60) classificate-output | input: | (None, 10)
Dense output: | (None, 1, 120) Dense output: | (None, 6)

Pucynok 4.3 — I'pa¢ ruGpuaHoii HEHPOHHOMU ceTH

BxoaHoii cnoii ruOpuaHOM HeWpoHHOW cetu wumeeT 120  HEHpOHOB,
NPUMEHSIOIINECS KaK AJis aBTOKOJUPOBIINKA, TaK U s Kiaccudukaropa. B kadectBe
CJIOEB aBTOKOJIMPOBIIMKA UCTIOJIB3YIOTCSI peKyppeHTHBIC stueriku LSTM.

B kauecTBe Cll0€B aBTOKOIUPOBIIMKA, MCIONB3YIOTCS PEKYPPEHTHBIE SYCUKH C
JOJITOM KpatkocpouHoi namsatbio — LSTM u GRU.

CBOHCTBO PpPEKYPPEHTHOCTH TO3BOJISIET HWCKYCCTBEHHOW HEHUPOHHOM CETH
«oOpamarbcs» K pe3ylibTaTaM CBOEH pabOThl B MPOIUIOM, JeTaTh aHAIU3 MPEIUKIIHA.
Tem caMbIM KOHTEKCT pelieHuil B OyayiieM OyIeT 3aBUCETh HE TOJIbKO OT MEPBUYHOIO
riyookoro ooyuenust LSTM, Ho u e€ nanbHeiiel paboThl B HOTOKE.

Ceru LSTM sBasitorcs moaTumoM Ooliee OOIMUX PEKYPPEHTHBIX HEHUPOHHBIX

ceteil (RNN). KirroueBbiM aTprOyTOM MOBTOPSIIONIUXCS HEUPOHHBIX CETEH SBIAETCS UX
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CHOCOOHOCTh COXpaHATh MH(OPMALMIO WM COCTOSIHHE SIYEHKH JUIsl JajdbHEMIEero
UCIIOJIb30BAaHUSI B CETH. OTO JEJaeT MX OCOOEHHO MOAXOIALUIMMH Ul aHalIu3a
BPEMEHHBIX JAaHHBIX, KOTOpble MEHAIOTCI C TedeHuem Bpemenu. Cetu LSTM
UCHOJB3YIOTCA B TaKMX 3aJadax, KaK paclO3HABaHHME pPEYH, MEpPEeBOJ TEKCTa U, B
JAHHOM ciIy4ae, AJ1s OOHapy KeHHsI aHOMaJIUH CeTH.

LSTM moxeT ynamsaTh HH(POPMAIUIO W3 COCTOSIHHS SYEWKH; ITOT MpPOIecc
perynmupyercs CTpyKTypaMmu, Ha3biBaeMbIMU (uibTpamu (gates). dunbTpbl NO3BOJSAIOT
IpomnyckaTh HHPOPMAIUI0O HA OCHOBAHUM HEKOTOPHIX yCIOBUH. OHH COCTOST U3 CIOs
CUTMOHMJIAJIBHOTO CJIOSI HEHPOHHOW CETM U ONEepalud IMOTOYEUHOTO YMHOXKEHMS.
CurmouanbHbI ClI0H BO3BpalllaeT YKcia OT HyJIsl 10 €AMHULBI, KOTOpble 0003HAYaIOT,
KaKyIo JI0JII0 KaKA0ro 6J10Kka nH(pOpMaIiK CIeayeT NpOIyCTUTh Aajblie o cetu. Hoib
B JJAHHOM CJIy4ae 03HA4aEeT «HE MPOITyCKaTh HUUErO», €AUHUIIA — KIIPOILYCTUTh BCE».

Anroput™m paboTsl stuetiku LSTM:

Omnpenensiercs nHOpManys, KOTOPYIO MOXKHO YAQJIUTh U3 COCTOSHUS STYCUKH.

910 pCUICHUC IIPUHHUMACT CI/IFMOI/II[EUII)HHﬁ CJ'IOﬁ, Ha3bIBAEMbIH «CIIOEM (1)I/IJII>Tpa

3a6eBanms (forget gate layer). OH yuuThIBacT 3HaueHHs BXOAHOTO BekTopa X (x € R")

M
¥ BBIXOIHOTO BekTopah, ,(h_, € R" ) u Bo3Bpammaer yncio ot 0 10 1 ay1st KaXI0To Yrcia
W3 COCTOSTHMS SYCHKH C,,. | O3HAYaeT «IOJHOCTBIO COXPAaHHUTH», a 0 — IIOJTHOCTHIO
BeIOpOCUTHY |124, 125].

Pacder npousBoauTcs 110 cieayroiei hopmye:

fu=oWx +Uch o +bg) (4.6)

rae h_ (h_ € RM) — BeixoaHoit BekTop HeliporHoit cet Ha (t —1) mare; X (X, € R") —
BXOJIHOM BEKTOp HEUpOHHOM ceTu Ha U-M mare; o — GyHKOUS aKTUBAIUW;
W, (W, e R™") — marpuua Becos mis Bxoauoro Bekropa X,; U, (U, e R“™) — marpuia
BECOB ISl BBIXOAHOTO Bektopa N _,HelipoHHOW cetn Ha (t—1)mare; b, (b, eR") —

BEKTOP CMEIICHUS CI0s (PYHKINHN 3a0bIBaHUSI.
1. [IpuHumaeTcs pelnieHue O TOM, Kakas HoBas wuHdopManus Oyner

XPaHUTBHCS B COCTOSIHUU STYEUKHU. DTOT TAl COCTOUT U3 JBYX YaCTEil.
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a) CHagana CHUTMOWIANBHBIA CIIOM TIOJ HAa3BAaHUEM «CJIOH BXOJHOTO
duneTpay (input layer gate) onpenensier, kakue 3HaYCHUS CIeTyeT OOHOBUTS:

. 4.7

i = o(Wx, +Uih 4 +by) (4.7)

b) 3arem tanh-cioli CTPOUT BEKTOP HOBBIX 3HAYCHHI-KaHIUIATOB, KOTOPHIC

MOXHO ,IIO6aBI/ITI> B COCTOSIHUE STYCUKMU:

(+7Jt = tanh(Wox, +Ush_ + buC) (4.8)
2. OOHOBIEHHE CTApOro0 3HAYEHMs COCTOSAHUA C,, AYEHKH HA HOBOE
COCTOSIHHE C, .
A
C, = f,-Cq+ii-C (4.9)
3. ['eneparus BIXOAHBIX JAHHBIX:
a) C HOMOHIBIOFMOI/II[aJIBHOFO CJIOS ompeensieTcs, Kakasg uHpopmanus u3

COCTOSIHUS SSYCUKHU 6y,[[eT BBIBOAHUTBLCA.
o, = oW, +Ugh 4 +b,) (4.10)

b) 3HaYCHUST COCTOSIHHS STYCHKHU TPOXO0AT uepe3 tanh-cioit, 4ToOb! moay4YuTh
Ha BBIXOJI€ 3HAUYEHUSl U3 Juarna3zoHa oT -1 1o 1, U mepeMHOKarTCs C BBIXOJHBIMU

3HAYCHUAMHN CHUIMOKMOAJTIBbHOI'O CJI0A, 4YTO IIO3BOJISIET BBIBOAWTH TOJIBKO Tp€6yeMYIO

uHbOpMaITHIO:
h = o, *tanhE) (4.11)
ll' A
- (& ) c,
’2—(:)—(.*.; >
G@anhd
X X
s [0 | [tanh] [ O | h,
—
~

Pucynok 4.4 — Sueitka LSTM
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Anroputm padoTsl stueiiku GRU:
B ynpaBisiemMoM pekyppeHTHOM OJOKe HCIob3yeTcs (DyHKIHMS OOHOBICHHUS U
bynkus copoca. DyHKIMUSA OOHOBIEHUS OTOMpaeT WHGOPMAILMIO U3 MPEABLIYIIHMX
I1aroB, KOTOpast I0JKHA OBITh NepefaHa Jgaiblie, a QyHKIHS YAaJeHHUs pelIaeT, KaKyro

UHGOPMAIIUIO U3 MPEbIAYIINX I1aroB CAEAYET YAAIUTh.

1. BrixoaHoii BekTop Z,(z, € R*) QyHKIMM 0OHOBJICHHS ONpeenseT, KaKas

I/IHCI)OpMaI_[I/I}I NOJDKHA XPAaHUTCS B HOBOM COCTOSHUU STIEUKHU Ct (Ct € RK) .
Zt :o-(\Nth +Uzht—1+bz) (4'12)

rae h,(h,e RM) — BeIXOaHOI BEKTOP 3HAYCHUW HEWPOHHOW CETH HA MPEAbIAYIIEM
mare; X, — BXOJHOW BEKTOp 3HA4YEHUI HEHPOHHOM ceTH; o — (YHKIMs aKTUBALUH,
W, (W, e R™) — MaTpHIIa BECOB TUTST BXOJTHOTO BEKTOpa X,
U,(U, eR"") — marpuma BecoB IJIsI BBIXOJHOTO BekTopa N, , HeilpoHHO! ceTH Ha
(t—1) mare; b, (b, € R) — BEKTOp cMelIEeHUs €105 PYHKIMHY OOHOBJIECHUS.

2. Brixoanoii Bextop I (I € R) Qynxiuu cOpoca onpeenser, Kakyro 4acTh

uH(popMaIuu HEOOXOIUMO YIaJIUTh:
h=oWx +Uh,+b) (4.13)

rae h ,(h e RY) — BBIXOJAHOW BEKTOp 3HAUCHWUH HEHPOHHOW CETH Ha MPEIbLIyIIEM
mare; X, — BXOJHOW BEKTOp 3HAYEHUI HEUPOHHOM CeTH; O — (YHKIMsS aKTUBALWH,
W, (W. € R"®) — marpuua BecoB Juisi BXOJHOTO Bekropa X.; U (U, e R““) — marpuia
BECOB JUIsl BBIXOAHOTO BekTopa h,_, HelipoHHO# cetn Ha (t—1) mare; b (b, e R") —

BEKTOP CMEICHUS cJ10s1 QYHKIUU cOpoca.

3. JInst  BbIUMCIEHHMs BBIXOAHOrO BekTopa h(h e R")HelipoHHoll ceTH

HEO0XOIUMO:

a) HaWTH BBIXOJHOW BeKTOp h (h € R¥)MO3BOJSIOMMI ONPENeuTh KaKylo

uHpopmanuio Ha (t —1) mare ciiegyeT OTOPOCUTH:

h, =tanh(W, X, + 1, -U h_, +b,) (4.14)
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rae K(r e R) — BBIXOmHOH BekTOp (YHKIMH cOpoca; h.,(h,e R™) — BeIxomHOit
BEKTOp HEWpOHHO# cetr Ha (t —1) mare; W, (W, € R¥) — maTpuIia BecoB it BXOIHOTO
Bektopa X; U, (U, € R““) — marpumua Becos mis BeIxoaHoro Bekropa h,_, HeliponHoi

K
cetr Ha (t —1) mare; b, (b, € R™) — BexTop cmemenus cios tanh -cos.
b)  BBIXOAHOW BEKTOp HEHPOHHOW CETH OMPENENSIETCS Ha OCHOBE BEKTOPOB

h_(h_, €R™), h(h e R™)u Bexoanoro Bekropa Z,(z, € R") gpyHkumuu o6HOBIEHNS Kak:
h=(0-2)-h,+z- (4.15)

roe z,(z, € R") — BeIxomHOIA BekTOp (hyHkuuu oonosnenus; h ,(h , R™) — BeIXOmHOI
BeKkTOp HelfponHoii cetw Ha (t —1) mare; h(h € R™) — Brxommoit BexTop HeitponHoit

cetu Ha t-Mm mIare.

p

Sy

Pucynok 4.5 — Sueiika GRU

Hecmotpst Ha 1O, uT0o GRU-CceTh 3¢ hekTrBHEE B BRIUMCIUTEIBHOM IJIaHE W3-3a
MEHBIIIET0 Yucia (PyHKIUH, OH BCE paBHO CTOMT Ha BTOpoM MmecTe nociie LSTM B mane
ucrotHeHns. B cBsa3u ¢ atim GRU-ceth 1ienecoo0pa3Ho HCMOIB30BaTh TOT/A, KOTIA
HE00XO0AMMO OBICTPO OOYYHUTHh MOJENb MPHU HEXBATKE BBIYUCIUTEIHHBIX MOIIHOCTEH
[125, 138].

4.3 ApXHTEKTypa cHcTeMbl pAHHEr0 00HAPY:KeHHUs U Kjiaccupukanumn

KOMIILIOTEPHBIX ATAK B CETeBOM Tpa(uke ceTH nepeaadyu JaHHbIX
Ha  ocHOBaHMM  TIPOBEICHHOTO  HWCCIACAOBAHHWS  PCIICHUH  MHPOBBIX

MpOU3BOAMTENICH B 00JacTH pa3paboOTOK CHUCTEM paHHETO OOHApPYXKEHHS U
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kinaccupukanuu KA B cereBom Tpaduke, chopmupyem obOmme u cnenrduyeckue
tpedoBanus ais CII/I.

OO6mme TpeboBaHwMS:

1. JleneHnue Ha ypoBHU;

2. JleneHne Ha KOMITOHEHTHI,

3. BzaumoneiicTBre ¢ BHEIIHUMU CUCTEMaMHU.

Cnenududaeckue TpeOOBaHUS:

1. Bo3MOXXHOCTh (PYHKIIMOHUPOBAHUS Ipoliecca cOopa HHPOpMAIIIH;

2. BO3MOXHOCTB Mpoliecca aHajau3a CETEBOro Tpaduka 1 BBISBICHUS aHOMAJIH;

3. OyHKIIMOHHUPOBAHUE IIpoLiecca OOHapykeHus u kiaccuduranun KA;

4. Tlognepxkka mporeccoB (HOPMUPOBAHMUS HMCXOTHBIX JAHHBIX, PAHKUPOBAHUS
KOHTpPMEP;

5. Bo3M0XHOCTB BbIOOpA U peain3alii CPECTB MPOTUBOICHCTBHS.

Pa3paboTtanHpie METOOMKKA M QITOPUTMBI pPEaTU30BaHbl B paMKax CHCTEMBI
panHero oOHapyxeHust M kiaccupukanuun KA. Ilpeanmaraema apXutekTypa JaHHOM
CUCTEMBI BKJIIOYAET TPU YPOBHS U BOCEMb KOMIIOHEHTOB (pHcC. 4.6):

1. ypoBeHb yIpaBlIeHUS:

1.1. xomnoHeHT cOopa HHPpOpPMaLIUH,

1.2. KOMIIOHEHT yTIpaBJICHHUS,

1.3. KOMIIOHEHT OTOOPaKEHUS;

2. ypoBeHb OOHAPYKEHUS U KIIACCU(PUKALINN:

2.1. KOMIOHEHT Kiaccudukanuu Tpaduka,

2.2. KOMIIOHEHT BBIABJIEHUS aHOMAJINH,

2.3. KOMIIOHEHT OOHapy»)eHus u kiaccupukanuu KA;

3. YpOBEHb MPOTUBOACHCTBUSI:

3.1. KOMIIOHEHT BBIOOpA CPEACTB MPOTUBOACHCTBUS,

3.2. KOMIIOHEHT peaji3alun CPEICTB MPOTUBOCHCTBUS.

CTpyKTypa cUCTEMBI JEJIUTCS B COOTBETCTBUH C YPOBHSAMU U KOMIIOHEHTaMHU:

1. YpoBens ynpasneHusl.
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/ YposeHb ynpasneHms
KomnoHeHT cbopa KomnoHeHT KomnoHeHT
G MHpOpMaLMK 0106 paXkeHus "| ynpasnenua
external system
G
."ﬁ C LUnHa AaHHBIX )
/ YpoBeHb oﬁuapymeuuh
KomnoHeHT M KnaccupmKaumm
KnaccupuKaumum
Tpaduka
A 4 A 4
KomnoHeHT KomnoHeHT
BbiABNEHMUA o6HapyxeHUa
AHOMANTUIA Knaccudpukaumm KA
/ ! YposeHb npmuao.qeﬁcmun\\
KomnoHeHT BbiBOpa
CpPeAcTB NPOTUBO AGHCTBUA
y
KomnoHeHT peanusayunm
CpeAacTB NPOTUBO AGHCTBUA

PucyHnok 4.6 — ApXuTeKkTypa CUCTEMbI PAHHETO OOHAPYKEHHUS
u kinaccudukanun KA B cereBoMm tpaduxe CIT/]

Oynkuus coopa uHbopMaluu BKIOYaeT cOop, GUIbTpaluio U MpeaoOpadoTKy
cereBoro Ttpaduka ¢ mnomoinpo Oubnmoreku libpcap. Kommonent ympasieHus
OCYIIECTBJISIET YIIPABJICHUE U HACTPOUKY UYBCTBUTEIBLHOCTH KiacCU(pUKATOPA, a TAKKE
KOJIMYECTBO MAKETOB, aHAJIM3UPYEMBIX C MOMOIIBIO (hpakTanbHOrO aHaim3a. OyHKIUA
OTOOPaKEHUS OCYIIECTBIISIET MOHUTOPUHT U OTOOpakeHHEe MH(OPMAIIUU O CUCTEME U
METPUYECKUX XaPAKTEPUCTHUK BCEX KOMIIOHEHTOB CUCTEMBI (BKJIIOUAs MPEIYTIPEKACHUS
0 mpobyiemMax).

2. YpoBeHb OOHAPYKEHUS U KIIACCU(PUKAIIHH.

Komnonent knmaccuduxanum Tpaduka ompenenseT CTalMOHAPHOCTh CETEBOTO
Tpaduka. DyHKIMS BBISBICHUS aHOMaIui 00padaThIBaeT HECTAllMOHAPHBIA CETEBOM

Tpabuk ¢ TOMONIBIO (pakTalbHOro aHanu3a. KoMIOHEHT OOHapyXeHUs U
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kinaccudukanmu KA o00pabaThiBaeT CTallMOHAPHBIM CeTEBOM TpaduK C MOMOIIbIO
rUOpUTHON HEUPOHHOM CEeTH.

3. YpoBeHb MPOTUBOACHUCTBHUS.

B ¢yHKkuMio kKoMIOHEHTa BbIOOpa CPEACTB MPOTUBOJCHCTBUS BXOJAT 3aJaud
MOJIICPKKU MPUHATHS pelieHus, GOpMUPOBAHUE LI€NIEH U CPEICTB MPOTUBOACHCTBUS, a
yepe3 KOMIIOHEHT MOJACPKUBACTCS CBSI3b C BHEIIHUMH areHTaMud M CHCTeMaMu
peanu3anuu.

4.3.1 IlporpaMMHbIe IPOTOTUINBI KOMIIOHEHTOB
lIpoepammmusie npomomunvl KOMHOHEHMO8 CUCEMbL PAHHE20 OOHAPYHCEHUS

DJIEMEHTBI apXUTEKTYPhl PEaM30BaHbl B KAYECTBE MPOrPAMMHBIX MPOTOTUIIOB:
(1) mporpaMMHBIi MPOTOTHUI KOMIIOHEHTa cOopa uHGOpMaluu CETeBOTO Tpaduka,
KOTOPBI BKJIIOYAaET B Ce0S alNrOpUTM BBISIBJICHHUS CTENEHH CaMOMo00us;
(2) mporpaMMHBI MPOTOTUIT KOMITOHEHTa OOHAPYKCHUSI aHOMAJIUK CETEBOTO Tpaduka
CIIJl Ha ocHOBE MPUHIUIIOB (DPaKTATBLHOTO aHAIW3a JAHHBIX U METOJaX MAIIMHHOTO
oOyueHus.

IIpocpammusiti npomomun KOMHOHEHMA cOOpPA UHGoOpMayUuU cemesoeo mpagpuxka

KOMITOHEHT COCTOUT M3 HECKOJIBKUX CBSI3aHHBIX B KOMIUIEKC aITOPUTMOB:

1. AnropuTt™ BeluucieHus: GIyKTyanui.

2. AATOpUTM OLICHKH BIIMSHUS CTETICHH CaMOTIOA00MS Ha CUCTEMY PaHHETO
OoOHapy>KEeHHUSI.

Ha Bxon anroputma BBIYUCIEHHMS CTEIEHH CamMomnogoOHs MOJAETCS MAacCHB
BpeMeHHOro psga <data>, Ha BBIXOJAC — CpPEAHEKBAIPATUYHBIC OTKIOHEHHUS OT
JIOKAIBHOTO TpeHna ((IyKTyamnuu), MO KOTOPBIM Jajiee OICHUBACTCS CBOMCTBO
camonoo6us. dparMeHT Ko/ia aaropuTMa NpecTaBieH B JUCTHHIE HA PUCYHKE 4.7.

Ha Bxoj anroputMma OIEHKH BJIMUSHHS CTENEHU CaMOIIOJA00MS Ha CUCTEMY PAHHETO
06Hapy>1<eHH$I nogacTcsa JJUHA OKHa <scales>, B KOTOPOM 6y)1€T BBIUUCIATHCA
cpeaHeKBaapaTnuHoe 3HaueHue W (aykryanuu <fluctuations>, Ha BeIXOIE — OIICHKA
BIIMSHUS CTENeHW camoronaus <Coef>. ®dparmeHT Kkoma ajroputMma IPEACTaBICH B

JMCTUHTE Ha puc. 4.8.
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#lllaz 1 Co30aem npogpuns cucnana
def dfa(data, scales=None, [it_trend="poly"):
data = yp.asarray(data)
total N.= len(data)
if scales is None:
if total N > 70:
scales = logarithmic_n(4, 0.1 * total N, 1.2)
elif roral N> 10:
scales = [4, 5,6, 7,8, 9]
else:
scales = [fotal N-2, total N-1]
msg = "evibepume scales = {}, DFA"
warnings.warn(msgformai(scales), Runtime Warning)
if len(scales) < 2:

raise ("Heobxooumo xax murumym 2 scales ")
if up.min(scales) < 2:

raise ValyeError("scales oonscHo 6vims He menee 06yx ")
if up.angx(scales) >= total N:
raise ValyeError("scales ne moocem ovims doaviite, 4em pamep 6xo0Ho2o cueHana")

walk = np.cymsum/(data - np. mean(data))
fluctuations = []
for nin scales:
assertn == 2
#lllaz 2 Pa3zoenums oannsvie Ha ppazmeninst pasmepom n
if overilap:
d = np.array([walk[i:i + n] for i in range(0, len(walk) - n, n// 2)])
else:
d = walk[total N - (total N % n)]
d = d.reshape((total N/ n, n))

#llTaz 3 Beruuciams 10KaIbHbII IMPEHO KAK NOTUHOM

X = np.arange(n

1paly.= [pely.fittx, d[ij, order, fit=fii_trend)
Jor i in range(len(d))]

polyv.= np.arrav(ipoly)

trend = np.arrayv([np.polyval(tpoly[i], x) for i in range(len(d))])
#Illaz 4 Pacuém cmanoapmmnozo omki1oHeHus (Qaykmyanuu)
Jlucs = np.sqgrt(mp.sym/((d - trend) ** 2, axis=1) / n)

L= vpsumflucs) / len(flucs)

fluctuations = yp. qrray(fluctuations)

nonzero = np.where(fluctuations != 0)

scales = np.array(scales) [nonzero]

fluctuations = fluctuations[nonzero]

if len(fluctuations) == 0:
poly = [up.nan, np.nan/

else:
poly = poly_fit(mp.log(scales), np.log(fluctuations))

Pucynok 4.7 — ®parmMeHT K02 anropuTMa BbIUUCIECHUS CTEIIEHN CaMOo1001s
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# Illaz 1 unuyuanuzayus pezpeccuoOHHON Moodeu
def poly_fit(x, y):
model = skiin. RANSACRegressor(sklin. LinearRegression(fit_intercept=False))
xdat = np.asarray(x)
if len(xdat.shape) == 1.
xdat = xdat.reshape(-1, 1)
# Illaz 2 oyenueanue c ROMOUbIO NOJTUHOMUATBLHOIL pecpeccuu
polydat = PolynomialFeatures(degree=1).fit_transform(xdat)

try.
model.fit(polvdat, y)
coef = model.estimator .coef [::-1]

except ValueError:

warnings.warn(
"ownora RANSAC "
+ "ucnonvzoeamv numpy's polyfit”,
RuntimeWarning)
coef = np.polyfit(x, y)
return coef

PI/ICYHOK 4.8 — CDparMeHT KOJa aJIrOpuTMa OICHKH BJIMAHHA CTCIICHU CaMOHOIIO6Hﬂ Ha

CUCTEMY pPaHHETO OOHApyKEHUs

[TporpaMMHBIIi KOMIIOHEHT HamucaH Ha si3bike Python, Bepcus 3.8. B
KOMIIOHEHTE€  HUCHOJB3YIOTCS  BHEIIHME  MOAYJIM M3  OMONIMOTEK  sI3bIKa
nporpammupoBanus: SCikit-learn, numpy, a takke KOMIOHEHT peain30BaH C MOMOIIBIO
framework Django.

IIpoepammmbiti npomomun KOMROHEHMA OOHAPYHCEHUS AHOMATULL
cemegoco mpacghuxa CII/]

KOMNoHEHT COCTOMT M3 JOBYX HE3aBHCHMBIX aJIrOPUTMOB M pabOTaeT B JBYX
pexumax:

1. AaropuTt™m QpakTagbHOr0O aHaJIu3a JAaHHBIX U HEMPOHHOUM rMOpHUIHON CEeTH;

2. AIropuT™M paHXMpPOBAHUS AaHOMAJIMN IO CTENEHW ONAaCHOCTM Ha OCHOBE
MCKYCCTBEHHOI'O MHTEJUICKTA.

AJropuT™M (PpaKkTaTbHOTO aHaiM3a JaHHBIX W METOAAaX MAIIMHHOTO OOy4YeHHus
no3BoJIsIeT (POPMUPOBATH HAOOPHI UCXOAHBIX JAHHBIX JJISl UCCIEIOBAHUN U OOYyUECHUS
ruOpuIHON HEMpPOHHOU ceTu. PparMeHT KoJla alropuTMa MpeACcTaBieH B JIUCTUHIE Ha

pucynke 4.9.
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#llaz 1 Munumusauus pasnuyst 2paduennos

class Multidutoencoder(tf.keras, Model):
def train_step(inputs, targets):
loss. objects = ["categorical_crossentropy,”. "categorical. crossentropy]
with tf GradientTape() as tape:
outputs = model(inputs)
losses = [I(t, o) for 10,1 in zip(loss_objects, outputs, targets)]
gradients = tape.gradient(losses, model.rainable . variables)
print(gradients)

op.apply_gradients(=ip(gradients, model.trainable, variables))

return outputs

#lllaz 2 Cozc)aﬂue 6emKU AGMOKOOUPOEAUIUKA

def nch(encoder. GRU):
decoded &@gg@%{;@w 1ax._len name = 'bottleneck')(encoder. GRU)
decoder BLSTM = Bidirectional(LSTM(25, return._sequences=True, name="Decoder
BLSTM'))(decoded)

decoder. drop = Dropout(0.1)(decoder. BLSTM)

decoder. GRU = GRU(100, activation="tanh’, return_sequences=False,
name='Decoder-GRU') (decoder. drop)

decoder. output = Dense(max_len_str, activation="sgftmax/, name='decoder-
output’)(decoder. GRU)

return decoder_output
#lllaz 3 Co3oanue éemru Knaccuuxkamopa

def encoder. binary, branch(emb, norm):
en v = Bidirectional(LSTM(25, activation="tanh’,
return._sequences=1True, name="Encoder-LSTM))(emb._norm)
encoder. drop = Dropout(0.1)(encoder. BLSTM)
encoder. GRU = GRU(25, activation="tanh’, return_ sequences=False, name =

'bottleneck-1')(encoder. drop)

encoder dense 1 = Dense(20, activation="relu')(encoder_ GRU)
encoder dense 2 = Dense(10, activation="relu')(encoder dense_ 1)

encoder dense 3 = Dense(S8, activation="relu')(encoder dense 2)
encoder. output = Dense(6, activation='"sgftmayx, name = "encoder-

output')(encoder dense_3)

return encoder. GRU, encoder. output

#lllaz 4 o0veounenue 6emMOK HEelPOHHOI cemiu
def build():

encoder. inputs = Input(shape=(max_len_str,), name="Encoder-Input’)

emb. Ilaver = Embedding(input_dim=len(word_index)* 1, output. dim=100,
input length = max_len_ str, name="Embedding’, mask.zero=False)(encoder. .inputs)

emb_drop = SpatialDropout1D(0.1)(emb_laver)

emb_narm = BatchNormalization(l(emb,_.drop)

encoder. GRU, encoder. output =
Multidutoencoder.encoder. bingry. branch(emb. normy
decoder_output = Multidutoencoder.decoder. category. branch(encoder. GRU)
model = Model(inputs=encoder._inpuls, outputs=[encoder._ouiput, decoder. ouiput],
name="Multidutoencoder.")
return nodel

Pucynok 4.9 — @parMeHT Ko/1a anroputMa TuOpuIHON HEHPOHHOU CeTH
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AJITOPUTM paH>KUPOBAHWS aHOMAaJIMM BBIABIISICT U3BECTHBIE U Hen3BecTHhIE KA B
peallbHOM MaciiTade BpEeMEHH, BbIpAOaTHIBATh PEIICHHUS [0 peaTu3allui CPEJICTB
3alIUThI, YBEJIOMIIATh aJIMHHUCTpAaTOopa O creneHu omnacHocth KA. dparMeHT kojma

aIrOpUTMa MpeJCTaBlICH B JIMCTUHTE Ha pucyHke 4.10.

def my middleware(get response):
#Ilaz 1 unuyuanuzayusn cnosa nepexeamyuKd cooblmuil cCucmemsl
def middleware(request):
# Koo evinonnaemcs npu kasxcoom 3anpoce 00 nepedayi 6 06pabomuux.
if not hasattr(request, ‘ataked):
request.ataked = False
request_header = dict(request.headers)
request_middle = '<START>'"+ str(request.method) + "'+
str(request.path_info) + request.bodv.decode('utf-8') + '<STOP>'

if regex.search(r'\csrfmiddlewaretoken=.+? &', request middlie):
request_middle = regex.sub(r'\csrfmiddlewaretoken=.+?&" "
request_middle)

X = tokenizer.texts to sequences([urllib.parse.unquote(request middie)])

X _pad = pad_sequences(X, maxlen=max_len_str, padding='post’)
# Illaz 2: Panxcuposanue anomanui

model.predict(X_pad)[0].sort())

Pucynok 4.10 — @parmMeHT KoJia anropuTMa paHKUPOBAHUSI aHOMAJIUI 110 CTEIIEHH

OITaCHOCTH HAa OCHOBC MCKYCCTBCHHOT'O MHTCJIJICKTA

Takum oOpa3zoMm, MpoOrpaMMHBIN TPOTOTUIT KOMITOHEHTA OOHAPYKEHUST aHOMAJTUH
cereBoro Tpaduka CIIJ[, BkiIrovaronmii anroput™ (pakTagbHOTO aHAIW3a JAHHBIX U
METO/IaX MAIIMHHOTO OOYYEHHUS M aJrOpPUTM PaHKUPOBAHHUS aHOMAJUN MO CTENEHU
OMACHOCTU Ha OCHOBE MCKYCCTBEHHOT'O MHTEIUIEKTA, O3BOJISIET CPOPMUPOBATH CIIHUCOK
aHOMAJIUM MO0 CTENEHH OMACHOCTH, a TAK)KE BO3MOXKHBIX CPEJCTB MPOTUBOIECHCTBHUS.

[TporpaMMHBIF KOMIIOHEHT TaKke HamucaH Ha si3pike Python 3.8. B Hem
UCIIOJIB3YIOTCSl BHEIIHUE MOAYJM M3 OMONMOTEK s3blKa MPOTrpaMMHUpOBAHUsS: NUMPY,

tensorflow, keras, pandas [139].
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4.4 JkcnepuMeHTAIbHASI M TEOPETHYECKAS OLIEHKA METOAUK 00HAPYKEHHUS
AHOMAJIMH U KJIACCU(PUKAINMUA KOMIIBIOTEPHbIX aTaK
B ceTeBOM TpaduKe ceTH nmepeaayu JaHHbIX

Jns  dopmupoBaHus JaTtacera, KOTOPbIM Trofauics Obl st oOydeHus
MPEIJIOKEHHOW apXUTEKTYPbl HEUPOHHOM CE€TH M OLEHKM €€ BO3MOXKHOCTH
oOHapyXHBaTh aHOMAJINU, HEOOXOAMMO OBUIO CHauaja cMmopaenupoBath KA o0xona
WAF.

OObmas uaess HaxoxaeHus: cnocoboB ooxoga WAF 3akirodaercss B IpUBEICHUN
3amnpoca K BUJly, B KOTOPOM OH OCTAeTCsl MOHSATHBIM ISl aTaKyeMOTO BeO-TIPUIIOKEHNUS,
HO TIPU 3TOM SIBJIAETCSI HE TOHATHBIM WM KaxkeTcs: 6e300unubimM miis WAF. Jlns stoi
I[EJTM MOTYT HCIOJIb30BAThCSl PA3IUYHBIC CIICIICHMBOJIBI, KOTOPhIE MOTYT HapyliaTh
joruky pabotel WAF 1 nipu 5TOM OBITh IOHATHBIMU CEPBEPY.

Ha puc. 4.11 npencraiieH npuMep 0OBIYHOTO 3alpoca U OTBETA HAa HETO CEepBEpa.
3ampoc mpeacraBisieT coO0ol MOMBITKY mepenath mMetogom POST mapamerp «selecty.
[lepexBaT 3ampocoB OCYHISCTBISUICS C IOMOINBIO Iporpammbl  Burp — Suite,
IpeIHA3HAYCHHOMW JJIs BBITIOJTHEHHSI TECTOB IO 0€30ITaCHOCTH BeO-TpuiiokeHui [124].

Kak Buano u3 puc. 4.11 mapametp «select» 3abnoxuposan WAF. Ha puc 4.12
NpEACTaBICH Jpyroil 3ampoc, B KOTOpoM mapamerp «Selecty 3akomupoBan

CICIICMMBOJIaMH, B3 TBIMU U3 KOJIUPOBOUHOM Tabmmibl Unicode.

Q#qnpq: ?QQanﬁﬂ
retty n  Actions v AWl Raw  Render \n Actions v

1 POST J HITR/1.1

2 Host: 64,.227.43.192:31491

% User-Agent: Mozilla/5.0 (X11; Linux x86_84; rv:78.0)
Gecko/20100101 Firefox/78.0

4 Accept:

text/html, application/xhtml+xml,application/xml;g=0.9, inage,/web

p.¥/*;q=0.8

Accept-Language: en-US,en;g=0.5

Accept -Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

10 Content-Length: &

HTTP/1.1 200 OK

Server: nginx

Date: Sat, 06 Feb 2021 13:18:28 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

Content-Length: 42

[ S R W B TV N ]

arrayll) {

[O]==

0 string( &) "select"
}

=
N - oW

12 select

Pucynox 4.11 — [lonbITKa OTIIPaBUTH 3ampoc 6€3 mpeoOdpa3zoBaHus mapameTpa
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Request Response
Pretty In  Actions v CIEGM Raw  Render  \no Actions »
1 POST / HTTR/1.1 1 HTTRf1.1 200 OK
2 Host: £4,227.43,152:31491 2 Server: nginx
3 User-Agent: Mozilla/5.0 (X¥11; Linux xB6_64; rv:78.0) = Date: Sat, 06 Feb 2021 13:19:39 GMT
Gecko/20100101 Firefox/78.0 4 Content-Type: text/html; charset=UTF-8
4 Accept: S Connection: close
textshtml,application/xhtml+xml,application/xml;g=0.9,image/webh & Content-Length: O
p.*¥/¥:q=0.8 7
5 Accept-Language: en-US,en;g=0.5 8
& Accept-Encoding: gzip, deflate
7 Connection: close
& Upgrade-Insecure-Requests: 1
9 Cache-Control: max-age=0
10 Content-Length: 36
11

12 \uBO73uB065 WEEEC\ UDE65\uODE3\ uCe74
Pucynok 4.12 — [1onpITKa OTIPABUTH 3aMpoOC C KOAUPOBAHUEM MapaMeTpa

Kak BugHo u3 puc. 4.12, ecnm mepemarh mapamerp «Selecty B KommpoBke
Unicode, To WAF ero He oOHapy»KHBaeT.

[lepenamum Temepb Ha CEPBEP TAKMM XKe CIIOCOOOM (TO €CTh C MCIOJb30BaHHEM
xoaupoBku Unicode) mapamerp «union select sleep(10)#» (puc. 4.13). 3anpoc Takxke

ycnemHo obomen WAF 1 noctynun Ha o0paboTKy Ha cepBep.

Request Response
= Raw  \n Actions v

1 POST / HTTR/1.1

2 Host: 167.99.88, 216:30105

3 User-Agent: Mozilla/5.0 (¥11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, inage /webp,*/+;q=0 8
S Accept-Language: en-US, en:q=0.5

& Accept-Encoding: gzip, deflate

7 Connection: close

& Upgrade-Insecure-Requests: 1

9 Cache-Control: max-age=0. no-cache

10 Origin: http://167.99.88.216: 30105

11 Pragma: no-cache

12 Content-Length: 169

13
14
15 4

18 "user": "\u0027\u0075\ u006e\ uODES uBOOET\LODE: \LUOD20\UOO7 3, UBOES ) LOBEC \UDDES\ UOOESY,
i’

Pucynox 4.13 — [Ipumep o6xona WAF 3amudpoBaHHBIM 3aIIpOCOM

3anpoc, KOTOpbIM ObUI HampaBlieH Ha OOpabOTKy Ha CEepBEpP, BBIMISAUT
CJICTYIOIIM 00pa3oMm:
SELECT note FROM notes WHERE assignee = «union select sleep(10)#».

CepBep BepHyJ OTBET Ha 3arpoc ¢ 3aaepxkoi B 10 cexyna. Tem cambiM Obuia
peanu3oBana >¢¢ekTuBHas kuOepataka Buma «time base sqgl injectiony». Ilpumep
peanuzanuu  3ToM KubOepartaku, ocyiecTisitome o6xon WAF, mnpencrasieH

Ha puc. 4.14.
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POST / HTTP/

; Linux x86_64; rv:78
ml+xml,applicati

deflate
HE |

t-1 application/json
length: 1176
Connection: close

seconds

tion_schema
*] mysqgl
*] performance_schema
*] sys

Pucynok 4.14 — [Ipumep kubeparaku ooxona WAF

CymectBytoT uHTe/uiekTyanbHble WAF, ocHOBaHHBIE Ha METOJaX MAalIMHHOTO
OoOy4eHHMs, OJIHAKO Y HHX arpecCHUBHBIM pPEXHUM pabOThl M OOJIBIIOE KOJIMYECTBO
JIOXKHBIX cpabaThiBanuii [23].

[IporpammHas peanu3anusi METOIUKU paHHEro oOHapyxkeHuss KA B cereBoMm
TpaduKe ceTeil mepeaaun JaHHBIX pa3paboTaHa Ha s3bIKe IporpammupoBanus Python c
UCTOIb30BaHWeM OubOauoTekn Pandas, ¢ moMoIpio KOTOPOW —OCYIIECTBIISIMCH
o0paboTka W aHanmM3a [JaHHbIX. buOanmoreka Pandas wnamucana Ha — s3bIKax
nporpammupoBanus Cu, Cython, u Python. Ona nemaer Python MormHbIM
WHCTPYMEHTOM [IJISi aHaliM3a JaHHBIX W JAeT BO3MOXKHOCTh Ha BBICOKOM YPOBHE
CTPOUTH CBOJIHBIC TAONHIIBI, BBIMONHATH TPYIIIUPOBKH, TMPEIOCTABIATh YAOOHBIH
JOCTYIT K TAOJTMYHBIM JaHHBIM.

Kpome Toro, kpome Oubmmorexku Pandas mcmonb3oBanacs 6udmmorexka NumPy,
KOTOpasi TPEJICTABIIICT COO0OM MHCTPYMEHT 0oJiee HM3KOTO YPOBHS, 00CCIICUNBAIOITHI
paboTy ¢ BBICOKOYPOBHEBBIMH MAaTE€MaTUYECKUMH (YHKIHMSIMH, a TaKkKe C

MHOTOMEPHBIMH MacCHUBaMU (TEH30PaMM ).
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I'paduku crpomnuck ¢ momoinpo moxyias Matplotlib na ocHoBe momydeHnHorO
Habopa naHHBIX. Bee pacueTsl mpoM3BOIMINCE B MHTETPUPOBAHHOW Cpefie pa3padoTKu
Jupiter notebook.
Ha pucynke 4.15 uzo6pakeHa OJI0K-CXxema OTpakaroias 3Tamnbl (OpMUPOBAHUS

JaHHBIX U 00y4YeHUs THOPUIAHON MOJICITN HEHPOHHOM CeTH.

I'nOpuanas HeiipoHHAas ceTh
Coop naHHBIX

Knaccuduxarop

python3

manage.py
runserver

amyck Web nprnoxeris

Wnnmmamisanms
crost middleware

[Tepexsar HTTP-
Tpacuka

TloGasnenne
aHOMATHit

Host: 195.133.10.197

x-www-form-urlencoded

8 Content-Length: 13
<usemame>'--

" union select 1, '<user-
fieldname>', ‘<pass-
fieldname>" 1--

‘OR 11~

title=Hi&text=firest+text

Dunbrpauus

ye(03

TIpornosuposanue

ePl

F(pi) =

Ser

M
j=1

Pacuer omnbkn

M
™ CCE(y, p)=-)_¥; log, N
il

Toscrpoiika BecoBbIX
Kodpdpuuenton

dCCE
0"
dw

Aw=-

POST /post/new HTTP/1.1

Content-Type: application/

ABTOKOJHPOBIIHK

Obyuaromas Pacuer ommbKn Toacrpoiika BecoBbIX
BhIOOpKA ko3 puuenToB
e L ]
CCE(y,p)=-Y.y,-log, B, Aw= g 3CCE
= dw
[lepememmBanne
BBIOOPKH

IIpenodpadorka

POST /post/new/
title=Hi&text=first+text

POST /post/new/title='OR 1=1--
&text=first+text<username>'--

Hopmamisamus
<START>POST |
post/newltitle=Hié&
Toxenuzauus

text=first+text<STO
[244.2,56...,1,2]

P>

[44241.87] [244,256...,1,2,0,0,0]

[244,24,1...8,7,0,0,0]

Hunuua n3anus napaMeTpos

X_train, y_train,
X_test, Y_test

Co3natores TecToBast

Tenepanms
11a/1aCeKBEHLIHI

Epochs=100

NPOBEPOYHAs BBIGOPK!

HMununamsauus Koanyecrsa
IMO0X 06yyeHus

Batch=64
HMununammsanus pasvepa

0.10k0B 00yyeHHst

|

Learning_rate=0.0001
HMnnunannsauus ckopocTi

o0yueHns

!

Muuuanmzauus Optimizer=Adam

ONTHMH3ATOPA BECOB

Pnmunanmsanus gynkmm  Loss=CategoryCrossEntropy
ToTeph ABTOKOMPOBILHKA

Loss=CategoryCrossEntroj
Hunmammanus GpyHKmHn oo P

MoTepb KIACCHPHKATOPA

HMunumnammsanus BecoB
ABTOKOHPOBLIHKA

i

HMununanmsauns Beco
KJIacCHQHKATOPA

Hununammsanus yHKunn et
AKTHBALMH BBIXOTHOTO C1051 =
ABTOKOMPOBIINKA o
f(p)==5
Munumansauis Gynkumn e

AKTHBAIHH BBIXOAHOT'0 CJI0SI
KJIacCH(HKATOpa

Jnoxa ofyuenns

y#p /

epohs <15 Epohs=[0...15]

epohs =15

Knaccudukarop
o0yueH

Pucynok 4.15 — brnok-cxema 3tanoB 00yueHus: THOpUIHON HEHPOHHOM CeTH
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Hns Toro, 4roObl chOpMHUPOBATH JaTaceT MaHHBIX MpEeIHA3HAYEHHBIX IS
00y4YeHHsT HEWPOHHOW CETH, Ha s3bIKe MporpamMmupoBanus python peamuszosano web-
MPWIOKEHUE CIOCOOHOE TepeXBaThIBATh JIFOOBIE TIOJIb30BATEIIBCKUE 3aMpOChl  C
IOMOIIBI0  MpoMekyTouHoro cios Middleware. Takoit moaxoa — MO3BOJSCT
oOpabaTpiBaTh 3ampockl W3 Opaysepa, MPEeXIe YeM OHH, JOCTUTHYT IPEICTABICHHUS
Django (cepBepa), a TakKe OTBETHI OT MPEACTABIICHUH 0 TOTO, KAK OHW BO3BPAIIAIOTCS
B Opay3sep.

Crnenyrommii dTan oOydeHUs] THOPUIHON HEWPOHHOW CETH BKIIOYAaeT B ceOs
HOpMaJTU3aIuio JaHHbIX (puc. 4.16, 4.17). 3anpockl 000pavnBarOTCs CICHUATBHBIMH
tokeHaMu <START> m <STOP>, uto 3amaét BepHOE BEPOSITHOCTHOE pPACIpPEICIICHHE

HaJI ITOCJICIOBATEILHOCTSMH pa3Hou JutiHbI [124, 140-146].

o Hopmanusauwu:

987

988

989

Pucynok 4.16 — Pactipeaenenus rnociaeaoBaTeIbHOCTEN pa3sHBIX JJIMH J10

HOpMaJIM3aluu

Nocne HopMmanusaumm

Pucynok 4.17 — PacnipesesieHust OCIe10BaTEIbHOCTEN pa3HbIX JJIMH MOCTIE

HOpMaJu3aluu
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B [126] wm3ywanoch pacmpeieiieHHE PacCTOSHUN (T.e KOJIMYECTBO CHMBOJIOB)
MEXIy OJMHAKOBBIMM OykBamMH B TekcTe. OKkaszanoch, 4TO 3TO KBa3UCTAIMOHAPHBIN
psia, OAWMHAKOBO paCIpeaeNICHHbIN (10 raMMa-paclpeiesiCHu0) sl JI000H OyKBBI
andaButa, W Onu3kuil k Oenomy Mmymy. Mcxoas w3 a3Toro, s MpPOBEPKHU
crarmonapuoctd HTTP-tpaduka, mpoBemeH 3KCHMEPUMEHT, KOTOPHIA 3aKIIOYalcs B
MOCTpOeHUHU rpaduKa pacupeneeHusl IJIUH MEXKITYy TBYMS OJWHAKOBHIMA CHMBOJIAMHU
(puc. 4.18) u OLICHKM CTAIIMOHAPHOCTH MOJYUYUBIIETOCS Psijia C MOMOIIbIO TecTa J(uKu-

dymepa.
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Pucynox 4.18 — Pacnipenienenue IjIMH JIESTUTUMHBIX 3aIIPOCOB

Jlanee mpou3sBeaeHa npeaoOpadOoTKa U HOpMaK3alus MOJyYUBIIEHCS BRIOOPKH.
[Tockonbky mpotokon HTTP — TEKCTOBBIM MPOTOKOJ, HCIOJIB30BAJIOCH BEKTOPHOE
NpE/CTaBICHUEe CUMBOJIOB. [[s1 3TOro cmepBa OCYIIECTBIISIETCS 3aMEHa CHMBOJIOB,
BCTPEYAIONIMXCSI B JaTaceTe Ha YWCIOBOM OKBUBAJIEHT, KOTOPBIA HE WMEET
CaMOCTOSATEILHOTO CMbICTIA/3HAYCHUS 1JIsi BHEITHETO UM BHYTPEHHETO MCIIOIb30BaHMUS
(TOKeHM3HpOBaTh), a 3aTeM IMEPEBOMATCS CIIOBa B TIOCIEIOBATEIBHOCTh CEKBEHIIMIA

(puc. 4.19), ¢ mOMOIIIBI0 TOKCHU3AIIUH.

data_train = pad sequences(X_ train_sequences, maxlen=max_len str, padding='post')
data _test = pad sequences(X test sequences, maxlen=max_len str, padding='post')

data train

array([[24, 4, 2, , 0, 0, 0],
[24, 4, 2, , 0, o0, 0],
[24, 4, 2, , 0, 0, 0],
[24J 4l 2] r B! Bl e]!
[24, 4, 2, , 0, 0, 0],
[24, 4, 2, , 0, 0, 0]], dtype=int32)

Pucynox 4.19 — CexBennuu
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HpI/I 9TOM, Ba’KHBIM 00CTOSTEIIECTBOM SIBJISICTCS TO, YTO BCE€ CCKBCHIINHN AOJIXKHBI

OBITH O,HHOﬁ JJINHEBI. Ecau 3a1rpoC MECHbIIC AJTMHBI CCKBCHIIMH, TO OCTABIINECA CUMBOJIbI

3aIIOJIHAIOTCA HYJIAMU.

Jlamee CEKBEHIIMM TIOAAIOTCS HA BXOJ THOPUAHOM HEHPOHHOM CeTH,

nonouparotrcs runepnapaMmerpsl. Ho mepen 3TuM, HEOOXOAMMO HACTPOUTH CPEIY

BBITIOJIHGHUST TaKUM 00pa3oM, 4ToObl Bce BhruuciaeHus npoucxomwnn Ha GPU. [lns

ITOU OCJIN JOCTAaTOYHO YCTAHOBUTD 6I/I6J'II/IOT€KI/I, CTpOro onpcaciIICHHbIX BGpCI/If;Ii
conda create --name tf python=3.8
conda activate tf
conda install cudatoolkit=10.0.130
conda install cudnn=7.6.0=cudal10.0 0
pip install --upgrade tensorflow-gpu

sudo apt install libcudnn8

[TonOop mapamMeTpoB OCYIIECTBISAECTCA TAKUM 00pa3oM, 4TOObI (DYHKIMS NOTEPh

IIpu O6Y‘I€HI/II/I ABTOKOAUPOBIIMKA YMCHbIIAIACh, IIPXU 3TOM TOYHOCTD KJIaCCI/I(i)HKaTOpa

pocna.

Trial 27 Complete [08h 27m 58s]
decoder-output loss: 19800.93359375

Best decoder-output loss So Far: 19800.93359375
Total elapsed time: 05h ©0m 36s

Search: Running Trial #28

Hyperparameter |Value |Best Value So Far

decoder-output |0.0014 |6.06039

encoder-output | 9@ | 45

learning rate |le-06 |1e-05

tuner/epochs |10 |10

tuner/initial e...|0 |@

tuner/bracket |0 |@

tuner/round |0 |@

Epoch 1/10

1351/1351 [ ======] - 218s 156ms/step - loss: 92.7079 - encoder-
Epoch 2/10

1351/1351 [ ] - 208s 154ms/step - loss: 92.4347 - encoder-
Epoch 3/10

1026/1351 [========== I ] - ETA: 43s - loss: 92.1161 - encoder-output_

Pucynox 4.20 — [Tog6op runepnapamMeTpoB HEHPOHHOMN CETH

B mporecce oOydenust ruOpuaHON HEHPOHHON CETH HA BXOHOM CIION MOCTYMAOT

BekTopa (puc. 4.21) (magaceKBeHINM, CEKBEHIIUN WM SMOSIMHTH) B 3aBUCUMOCTH OT

peanu3alum.
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CekBeHLUS — MPOHYMEPOBAaHHBIN HA0Op OOBEKTOB, CPEAN KOTOPBIX JOMYCKAIOTCS
HOBTOpPEHUS], MPUYEM TMOPSII0K OOBEKTOB MMeeT 3HaueHue. Hymepamnus mpoucxonut
HaTypainbHBIMH uuciamMu. [lamacexBeHmmst — Qynkus Oubmmoreku Tensorflow,
KOTOpasi MCIOJB3YeTCs Ui TOTO, YTOOBI BCE IOCIIEAOBATENILHOCTH B CIIMCKE WMENU

OJIMHAKOBYIO JIJIUHY.

no anomaly

sql injection

traversal

encoding traversal

xe

server side template injection

08

Pucynok 4.21 — BusyanbHo€ NpecTaBIeHUE BEKTOPHOTO OTOOpaKEHUs TAHHBIX,

MoJaBaeMbIX Ha BXOJ THOpUIHON HEUPOHHOM CeTH

[To ymomyanuto 5TO nenmaercs myTeM pgoOaBieHus (0 B Hayajgo Kaxkaou
NOCJIEIOBATEIbHOCTH, IMOKAa KaXJas MOCIeAOBATEIbHOCTh HE OyIeT HMMETh Ty XK€
JUIMHY, YTO ¥ caMas JJIMHHAs TOCJIeIOBAaTebHOCTh. A ansi  mpeoOpa3oBaHUs
MOJIOXKHUTEIbHBIX ~ IENBIX  4ucel (MHAEKCh) B  IUIOTHbIe  (dense)  BeKTOphI
(bUKCHPOBAHHOTO pa3Mepa MPUMEHSIETCS TIEPBBIN CIIOl HelipoHHO# cetn - Embedding.

DKCTepUMEHTHI TTOKA3aJIH, YTO HAWTYYIINHN pe3yabTaT JaloT IMOSIMHTH, HO OHU
CWJIBHO HArpy>kKarT DJIEKTPOHHBIC BBIUMUCIUTEIbHBIC MAIIUHBI, TTOITOMY I OBICTPBIX
BBIUMCIICHUH B UCCIIEIOBAHUSIX MPUMEHSIIMCH TTaJIOCEKBEHIINU JITMHOU 120 CHMBOJIOB.

B cepenune ruGpumaHON HEHPOHHON CETH YMCIIO HEUPOHOB yMeHbIaeTcs a0 30.
OT0 npUBOIUT K ToTepe uHbOpManuK, Tak Kak u3 120 HEHPOHOB HE BCs MHGOPMAITUS
nonanaetr Ha 30 HelipoHOB. [lo3TOMY HEMpOHHAs CEThb YYUTCS OTOPACHIBATH JIMLIHIOKO

(130BITOUYHYI0) HHPOPMAITHIO (LITyM), COXPaHS, TI0 €€ MHCHHIO, CAMYI0 BaXKHYIO.
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VY knaccudukaropa (mpaBas BETBb) Ha IIOCIEOHEM CJO€ MMEETCS IIECThb
HeHpOHOB. OHU COOTBETCTBYIOT LIECTH PAa3MEUYECHHBIM KilaccaM, yIOMSHYTHIM Bbllle. B
cllydae eciii KiacCu(UKaTop HE MOXKET OTHECTH JaHHbIE HU K OJTHOMY M3 KIJIACCOB C
BEPOATHOCTHIO O0JIbIe 0.6, TO TAaKOM 3aIIpoC MOMEYAETCS OI03PUTENBHBIM (CUUTAETCS
aTaKko! HyJIEBOTO JHS).

V¥ aBTO3HKOMEpa (JieBasg BETBb) Ha mocyieaHeM cioe 120 HelpoHOB (CTOJIBKO XK€,
CKOJIbKO M Ha BXOAHOM). OH mbITaeTcsi Bocco3aarh mHpopManuio u3 30 HEHPOHOB K
nepBoHaYalIbHOMY BUIy (Ty, 4uTo Obuta Ha 120 BXxonmHbIX HeipoHax). Kaxnmerii pa3 B
npouecce 00yYeHHs y aBTOKOUPOBIIMKA IIOJYy4YaeTCs IeJaTh 3TO BCE JIyUlle U JTy4llle.

Takum oOpa3om, ymeHbllaercss ommuOKa, a B cepeauHe ciost (tam, rue 30
HEHPOHOB) COXpaHSETCS TOJBKO caMas BakHasd MHMOpManus, U3 KOTOPOH MOXKHO
BOCCTAHOBUTh MH(OpPMAlLMI0O B HCXOJAHOM BHJI€ — «CKpBITbIE JIATCHTHBIC

npeacTaBieHus» (puc. 4.22).

no anomaly
-0.6 sql injection
traversal
encoding traversal
xxe
-0.8 server side template injection

Pucynox 4.22 — CkpbITbI€ JJATEHTHBIE TIPEICTABIICHUS MTOJTyYECHHBIE B PE3yJIbTaTe

cXXaTtusa I/IH(l)OpMaLII/II/I ABTOKOAWPOBIIMKOM

Takue MMpEACTAaBJICHUS IMO3BOJIAIOT KJ'IaCCI/I(l)I/IKaTOpy HAaXOOAUTh OOITOJIHUTCIIBHBIC
3aKOHOMCPHOCTH B AAHHBIX, YTO CYIICCTBCHHO YMCHLIIACT JIOXKHBIC Cpa6aTBIBaHI/I$I u
IMOBBIIIACT BEPOATHOCTD O6Hapy}KGHI/IH daTaK HYJICBOI'O IHA.

JIns  SMIOUPUYECKOrO0  OLICHWBaHUS — 00O0OIIaronield  CrOCOOHOCTH — MOJIENH
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HEUPOHHON CeTH, WUCHoJab30Baiach 10-KpaTHbI

Bagugarop K-Folds Ha He3aBUCHMBIX JaHHBIX C

UCIIOJIb30BaHUEM MMEIOIIMXCS TaHHBIX (puc. 4.23).

HauboJiee

CTpaTU(PUIIMPOBAHHBIA  KpoOCC-

Encoder loss

Value
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Pucynoxk 4.23 — O6Gyuenue aexojaepa u kiaccuduraropa Ha 15 snoxax B 10 utepanmii

C IICPCMCIINMBAHNCM JaHHBIX

[Tocne oOyueHus HEHPOHHOM ceTH, ObUIa MPOBEIEHA IKCIIEPUMEHTAIbHASI OLIEHKA
TOYHOCTH W TONMHOTHI (puc. 4.24) c npumenennem ROC-kpuBOil Ha JaHHBIX, HE
y4acTBYIOUIMX B OOyYe€HUM MOJENU. BusyaibHbIl aHaau3 MNOATBEPAUI BBICOKYIO

TOYHOCTSB IIPCATOKCHHOI'O ITOAX0da, C MUHHUMAJIbHBIM YU CJIOM JIOZKHBIX Cpa6aTBIBaHHﬁ.
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Pucynox 4.24 — ROC-kpuBas Aji1 MyJIbTHKIACCOBOM KIacCU(PUKAIINH

Jlns Gojee KauyeCTBEHHOM OIGHKH BBIJICIICHBI TVIABHBIC METPHKHU KIacCH(pUKAITUN

(puc 4.25).
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N3 pucynka 4.25 BUAHO, YTO alNrOPUTM HE TOJBKO CIPABISETCS C
kiaccudukanmein KA, HO Takke ¢ BBICOKOH JOJIEH BEPOSATHOCTH OOHAPY)KHUBACT
JIETUTHMHBIE 3aIpOCkI «NO anomalyy.

precision recall fl-score support

Xxe 0.83 0.95 0.88 1292

no anomaly 0.99 1.00 0.99 9266

server side template injection 1.00 0.99 0.99 1265
sgl injection 0.96 0.93 0.95 1271

traversal 0.94 0.80 0.86 1263

encoding traversal 0.99 0.99 0.99 1305

accuracy 0.97 15662

macro avg 0.95 0.94 0.94 15662

weighted avg 0.97 0.97 0.97 15662

Pucynok 4.25 — I'naBHbIe METPUKH KJIacCU(pUKAITUN

D10 camo mo cede SBISETCS MUHUMHU3ALMUEN JIOKHBIX cpadaTbiBaHUU (OIIMOOK
IIEPBOIO POJia), CBA3AHHBIX C OTHECEHUEM JIETUTUMHBIX 3apocoB K KA 1 Hao060poT.

Takum o6pa3zom knaccudukanus KA mnoaTBepkIaeT OTCYTCTBHE JIOKHBIX
cpabaThIBaHUN TTPU MYJIBTUKIACCOBOM KiacCU(pUKAIIMN aHOMAJTUH.

Kpome toro, nmns oueHkn 3((EKTUBHOCTHM TEKYIIEro I0AXO0/Aa IPOBEIEH
CPaBHUTEIIbHBIA aHAIN3 TUOPUIHON HEUPOHHOM CETHU C METOJaMU MAaIIMHHOTO
oOy4eHMs], OCHOBAHHBIMH Ha MYJBTHUKIACCOBOM KIacCU(DUKAIIMU: JIOTHCTHYECKAs
perpeccusi, JAEpeBO TMPUHATUS PEIICHUM, TPAJTUCHTHBIM OYCTUHT, JIMHEHHBIN
JTUCKPUMUHAHTHBIA ~aHAJIN3, WUCKYCCTBEHHbICE HEUPOHHBIE CETH, KBaJpaTUUHBIN
JUCKPUMUHAHTHBIN aHAJIN3.

OueHka >(@EeKTUBHOCTH METOJOB MAUIMHHOTO OO0Y4Y€HHsS MPOU3BOAMIACH C
MIOMOILBIO TPEX METPUK:

Tounocts — OnpeaensieT 070 MPAaBWIBHO MPEACKAa3aHHBIX MMOJOKHUTEIbHBIX
OOBEKTOB cpeau BceX OOBEKTOB, MPEACKA3aHHBIX MOJIOKHUTEIBHBIM KiaccoM. Yem
MEHBIIIE JIO)KHOTIOJIOKUTEIBHBIX cpabaThiBaHUM (OommOKa TepBOTO pojaa) Oyner
JIOMyCKaTh MOJIEJb, TeM 00JibIlle OyJIeT TOYHOCTD.

[Tomaora — Iloka3piBaeT JOJNKO TMPABUIIBHO HAWJIEHHBIX IOJIOKUATEIBHBIX
OOBEKTOB CpeAM BCEX OOBEKTOB TMOJOKHUTEIBHOrO Kiacca. YeM MeHbIe JIOXKHO

OTpHULATEIbHBIX CpadaThIBaHUM (OIIMOKA BTOPOTO PO/a), TEM BBIIIE MOJTHOTA MOIEIIH.
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F-mepa — cpeiHee TapMOHMYHOE CKOMIIOHOBAHHOW Naphl TOYHOCTh-TIOJIHOTA.
Jloructuueckass perpeccusi HE CIpPaBIseTCs C paclioO3HABaHMEM WHBEKLIUN
BHemHUX cymHocted XML u ys3Bumoctsamu Path Traversal, 06 3To cBUaeTenbCcTByeT

Hu3kas orenka fl-score (pucyHok 4.26).

precision recall fl-score support classifiers

xxe 0.579972 0.444089 0.503016 939.000000 Logistic Regression

no anomaly 0.903699 0.999436 0.949159 7089.000000 Logistic Regression

server side template injection 0.986715 0.857293 0.917462 953.000000 Logistic Regression
sql injection 0.923077 0.581498 0.713514 908.000000 Logistic Regression

traversal 0.552239 0.558190 0.555198 928.000000 Logistic Regression

encoding traversal 0.980000 0.895699 0.935955 930.000000 Logistic Regression

accuracy 0.868137 0.868137 0.868137 0.868137 Logistic Regression

macro avg 0.820950 0.722701 0.762384 11747.000000 Logistic Regression

weighted avg 0.864330 0.868137 0.860543 11747.000000 Logistic Regression

Pucynox 4.26 — Ouenka 3(p¢peKTUBHOCTH METO/]a MAIIIMHHOTO 00y4YeHuUs
«JlorucTdeckast perpeccusd» IpH paclo3HaBaHUH pa3TuIHbIX KA

Kpome Toro, mpu oOHapyxeHuu aTak Tuna sql injection, y JIOTHCTHYECKOM
perpeccu  OOJBIIOE KOJUYECTBO JIOKHO-OTPUIIATEIBHBIX CpaldaThiBaHUN (M3-32
MaJICHBKOTO 3HAYCHUS TIOJTHOTHI).

HepeBo mpuHATHS  pemieHuil  aBisercss  A((PEKTUBHBIM  MUHCTPYMEHTOM
WHTEJUICKTYaJIbHOTO aHanW3a JaHHBIX H MPeACKa3aTeIbHOW aHAIUTHKUA. Moaenb
MaITMHHOTO 00YUYEHUs TOPa30 JIydllle CIPaBUIach C PACIIO3HABAHHUEM KOMITHIOTEPHBIX

atak (puc 4.27), 4eM JOTHCTUYECKAst PErPeccHs.

precision recall fl-score support classifiers

xxe 0.800439 0.777423 0.788763 939.000000 Decision Tree

no anomaly 0987484 0.990549 0.989014 7089.000000 Decision Tree

server side template injection 0.975967 0.980063 0.978010 953.000000 Decision Tree
sql injection 0.913930 0.888767 0.901173 908.000000 Decision Tree

traversal 0.778714 0.796336 0.787427 928.000000 Decision Tree

encoding traversal 0.970053 0.975269 0.972654 930.000000 Decision Tree

accuracy 0948242 0.948242 0.948242 0.948242 Decision Tree

macro avg 0.904431 0.901401 0.902840 11747.000000 Decision Tree

weighted avg 0.948040 0.948242 0.948104 11747.000000 Decision Tree

Pucynok 4.27 — Ouenka 3¢p¢GpeKTUBHOCTH METO/]a MAaIlIMHHOTO 00yueHus «JlepesBo
MPUHATHS PEIICHUI» MPU paclo3HaBaHUU pa3inuHbix KA
OnHako y JAHHOTO MOJXO0/a COXPAHAETCS BBICOKMM YPOBEHb BO3HMKHOBEHHS

omboOK BTOpOro pozaa mpu oOHapyxkeHnn XXE u ysssumoctsmu Path Traversal.
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Cnegyer OTMETUTBH, YTO JIEPEBO MPUHATUS PEUICHUN YYBCTBUTEIBHBI K ILIymMaM BO
BXOJIHBIX JAHHBIX U HEOOJIbIIME U3MEHEHUs1 00yuaroiield BEIOOPKHM MOTYT MPUBECTH K
MIO0ANBHBIM ~ KOPPEKTHPOBKAM  MOJENM, YTO CKaXETCSs Ha CMEHE MPaBUi
KJ1acCU(UKAIMK U UHTEPIPETUPYEMOCTH MOJenH. [103ToMy 11Jisi TOJTydeHHsI XOPOIIIETO
pe3ynbTaTta, CileayeT yIelsaTh 0co0oe BHUMaHHE (POPMHPOBAHHIO OOYYAIOIIETO
JaTaceTa.

['papuenTtHbIil OycTUHT (puc. 4.28) okazaics caMblM HEMPUTOAHBIM aJTOPUTMOM
MaITUHHOTO O0YYEHUs IS MYJBTUKIACCOBOM KiIacCHU(UKAIMN KOMITBIOTEPHBIX aTaK

U3-3a KpailHell 4yBCTBUTEIILHOCTH K BHIOpOCAM.

precision recall fl-score support classifiers

xxe 0.498494 0.352503 0.412976 939.000000 Gradient Boosting

no anomaly 0.791183 1.000000 0.883420 7089.000000 Gradient Boosting

server side template injection 0.409712 0.911857 0.565387 953.000000 Gradient Boosting
sql injection 0.000000 0.000000 0.000000 908.000000 Gradient Boosting

traversal 0.500000 0.001078 0.002151 928.000000 Gradient Boosting

encoding traversal 0.000000 0.000000 0.000000 930.000000 Gradient Boosting

accuracy 0.705712 0.705712 0.705712 0.705712 Gradient Boosting

macro avg 0.366565 0.377573 0.310655 11747.000000 Gradient Boosting

weighted avg  0.590043 0.705712 0.612169 11747.000000 Gradient Boosting

Pucynok 4.28 — Onenka 3¢ ¢GeKTHBHOCTH METO/Ia MAITMHHOTO 00yYeHUs
«I'pagueHTHBIN OyCTUHI» NPU pacliO3HABaHUU pa3InyHbIX KA
[ToaTromy mnepen oOydeHHEM NaHHOM MOJEIM NPUMEHSJICS aJrOpPUTM IIOWCKA
HanOoJIee MOAXOASIINX TUIIEpIIapaMeTPOB MO CETKE U MoAOOp aHcaMOJIsi MOIEIIEH.
JIMHENHBI JUCKPUMHUHAHTHBIA aHAIU3 CIPABUWIICS TOJIBKO C PacliO3HABaHUEM HE

aHOMaJIbHBIX 00pa3oB, pucyHOK 4.29.

precision recall fl-score support classifiers

xxe 0457529 0.252396 0.325326 939.000000 Linear DA

no anomaly 0.959525 0.979828 0.969570  7089.000000 Linear DA

server side template injection 0.834297 0.908709 0.869915 953.000000 Linear DA
sql injection  0.803077 0.574890 0.670090 908.000000 Linear DA

traversal 0.478916 0.685345 0.563830 928.000000 Linear DA

encoding traversal 0.839836 0.879570 0.859244 930.000000 Linear DA

accuracy 0.853409 0.853409 0.853409 0.853409 Linear DA

macro avg 0.728863 0.713456 0.709662 11747.000000 Linear DA

weighted avg 0.849702 0.853409 0.846051 11747.000000 Linear DA

Pucynox 4.29 — Ouenka 3¢p¢eKTHBHOCTH METO/Ia MAIIMHHOTO 00yueHus «JIMHeHHbIH

JVUCKPUMUHAHTHBIN aHAJIA3» MPU PACIIO3HABAHUM pa3in4HbIX KA
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[Toaromy B naHHOM ciydyae, HauOosiee MOAXOJALIEE NMPUMEHEHHE JIMHEWHOTO
JTUCKPUMHHAHTHOTO aHaNM3a SBJsieTcsl — OMHapHas Kiaccupukanus, oToOpakaromas
€CThb B BBIOOPKE aHOMAJIUS WU €€ HET.

MHOrOoCIONHBIN NEPCENTPOH, XYK€ BCEX CHPABUIICS € 3a4a4€ MYJIbTUKIACCOBOU

knaccupukanuu KA (puc. 4.30).

precision recall fl-score support classifiers

xxe 0.498462 0.172524 0.256329 939.000000 Neural Net
no anomaly 1.000000 0.080971 0.149811 7089.000000 Neural Net
server side template injection 0.552133 0.733473 0.630014 953.000000 Neural Net
sql injection 0.116336 1.000000 0.208424 908.000000 Neural Net
traversal 0.496416 0.298491 0.372813 928.000000 Neural Net
encoding traversal 0.484003 0.634409 0.549093 930.000000 MNeural Net
accuracy 0.273261 0.273261 0.273261 0.273261 Neural Net
macro avg 0.524558 0.486645 0.361081 11747.000000 Neural Net
weighted avg 0.774638 0.273261 0.251041 11747.000000 Neural Net
Pucynok 4.30 — Orenka 3¢ (heKTUBHOCTH METO/1a MAIIIMHHOTO 00Yy4YeHUS
«McKkyccTBEHHBIE HEHPOHHBIE CETU» MPH PACIIO3HABAHUM pa3InIHbIX KA
DTO HEYIUBHUTEIBHO, T.K TMEPCENTPOH KIACCUDHUIIUPYET TOJIBKO JUHEHHO
pazaenuMbie 00BEKTHI (TO €CTh TOJIBKO TaKME MHOXECTBA BEKTOPOB, MEXKTY KOTOPHIMH
MOYHO MPOBECTHU Pa3CISIONIYI0 TUIEPIIOCKOCTH).
KBagpaTuuHblii AUCKPUMHHAHTHBIM aHamu3 (puc. 4.31), kKak W JIUHEHHBIN

JVCKPUMUHAHTHBIN aHaJINU3 TJI0X0 crpaBuiics ¢ BeisiBieHueM KA tuna Path Traversal.

precision recall fl-score support classifiers

no anomaly 0.882097 0.999436 0.937107 7089.000000 Quadratic DA

server side template injection 0.988462 0.809024 0.889786 953.000000 Quadratic DA
sql injection 0.929066 0.591410 0.722746 908.000000 Quadratic DA

traversal 0.548456 0.554957 0.551687 928.000000 Quadratic DA

encoding traversal 0.997382 0.819355 0.899646 930.000000 Quadratic DA

accuracy 0.855538 0.855538 0.855538 0.855538 Quadratic DA

macro avg 0.821084 0.696478 0.746343 11747.000000 Quadratic DA

weighted avg 0.853061 0.855538 0.846514 11747.000000 Quadratic DA

Pucynox 4.31 — Ouenka 3eKTUBHOCTH METO/]a MAILIMHHOTO 00y4Y€eHUs
«KBagpaTuuHbIii JUCKPUMUHAHTHBIA aHAJIU3Y» MPH PACIO3HABAHUU pa3auyHbiX KA
Bonbiioe KonMuecTBO JI0KHO-OTPUIIATENBHBIX cpabaThIBaHUM IpU OOHAPYKEHUU

sql injection (MaJieHbKas TIOJHOTA).
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ANTOPUTMBI IUIOXO CHpaBisioTcs ¢ oOHapyxeHueM KA Tumna: uHBEKIHMA
BHEIIIHUX CYIIHOCTEH xxe M traversal. Kpome Toro, y MeTo0B MalluHHOTO OOy4YeHUS
00JbIIOE KOJMYECTBO JIOKHBIX CpadaThiBaHUM, OCOOEHHO Yy KIAcCU(UKATOPOB:

KBaIpaTUYHBIM JUCKPUMUHAHTHBIA aHalIU3, MCKYCCTBEHHbIE HEWPOHHBIE CETH,
JUHENHBI JUCKPUMUHAHTHBIA AaHAIA3, TPAJUECHTHBIA OYCTUHI M JIOTUCTHUYECKas
perpeccus.

Kpome »sToro, cpaBHuTenbHasi oOlEHKA d3(PGEKTUBHOCTH paccMaTpuBaeMon
CUCTEMBI OblJJa TPOBEJIECHA HAa OCHOBE €ro CpPaBHEHUS C JAPYIMMH HW3BECTHBIMH
cucremamu, Hanpumep, IDS u IPS, kotopeie nipu oOHapyXKeHUN KOMIIBIOTEPHBIX aTak
UCITOJIB3YIOT CUTHATYPHBIM METOJ, CTATUCTHYECKH METOX W METOAbl MAIMHHOTO

oOyueHus. Pe3ynbpTaThl TAKOr0 CpaBHEHUS MPEICTaBICHBI B Tadimile 4.1.

Ta6HI/IHa 4.1 - P€3YJII>T3TI>I CPAaBHHUTCIBHOI'O aHaln3a M3BCCTHBIX MCTOJO0B
oOHapy»eHus KubepaTak
Haumenosan | Ckopoctb TouHOCTB JloxxHbie cpabaThIBaHUS Tun Tpaduka
ue MeToioB | oOHapyxeHH | oOHapyxeHus: KA
s (CeK) WzBectH | Henssec | bunapnas | Mynbstukiac | Craunnona | Hecranmona
BIX THBIX | KIaccudpu coBas PHBII PHBII
Kamusi | Kiaccupuka
s
CurnarypHsl 5 0,99 0,5 - - + -
€ METObI
Crartuctuuec 30 0,92 0,6 - - + -
KHE METOIBI
MeTto s 28 0,72- 0,6 0,39-0,56 | 0,06-0,92 + -
MAaIITUHHOTO 0,97
00y4eHus
Pa3zpaborann 5 0,96 0,8 0,05 0-0,20 + +
BIC METOJTUKH

B kauyecTBe OCHOBHBIX YYHMTBHIBAEMBIX MMapaMETPOB CPABHUBAEMBIX METOJIOB
paccMaTpHUBAIUCh CKOPOCTh M TOYHOCTh OOHAPYKEHUsI KuOepaTak, Kak U3BECTHBIX, TaK
U HEU3BECTHBIX, BO3MOXXHOCTh pPabOTHl CO CTallMOHAPHBIM U HECTAllMOHAPHBIM
TpadHuKOM, a TaK)Ke TO, HACKOJIBKO YacTO MPOUCXOISIT JIOKHBIC CpabaThIBaHUS.

N3 Tabnumer 4.1 BUAHO, 4YTO pa3paOOTaHHBIE METOJUKH II0 CKOPOCTH HE
YCTYyHalT CaMbIM JIy4YIlIUM HW3BECTHBIM TOAXOJaM (CHUTHAaTYpHBIM MeETOJlaM), IO

TOYHOCTH IIPCBBIIIAKOT BCC HM3BCCTHBIC MCTOAbI, a4 TAKXKC HMCIOT Ooiee IMHAPOKYIO
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00JacTh MPUMEHEHHUs (OXBaThIBAIOT HECTAI[MOHAPHBIN TpaduK), T.€. MOXKHO ClIeNaTh
BBIBOJI, UTO 3(ppekTuBHOCTH 0OHapyxkeHUs1 KA moBbicuiIach.

CursatypHble METOJIbl HCIOJB3YIOT 3apaHee COCTaBJICHHbIEC MpaBuia. [losTomy
OHM UMEIOT BBICOKYIO TOYHOCTh OOHApy>KeHMsI M3BECTHBIX THUIOB KuOepaTtak. OmHaKo
OHM HE CIOCOOHBI OOHApYXMBaThb HOBBIE, HEU3BECTHBIC THIIBI aTaK, BKIIOYas
TapreTUPOBAHHBIC aTaKU U SBISAIOTCS MEIJTUTEIbHBIMH HM3-32 OTPAaHUYCHHUN UYTEHUS
uH(popMaIMU C KEeCTKoro nucka. Kpome TOro, oHM UMEIOT HM3KHE IOKA3aTeNH I10
OTCYTCTBHIO JIO)KHOTO OOHAPYKECHHSI.

Cratuctuyeckre METOAbl HMCIOJIb3YIOT HAKOIUIEHHYIO CTaTUCTUKY. I[lo sToi
IPUYMHE OHU HE OTJIMYAIOTCSA OT CUTHATYPHBIX METOJIOB IO CKOPOCTU OOHAPYKEHUSI, HO
SBIISIIOTCA MEHEe TOYHBIMH B OOHApy>KCHHWU M3BECTHBIX aTak. B To ke BpeMs B psie
CllydaeB OHHM CIIOCOOHBI OOHapyXHUBaThb HEW3BECTHbIE araku. [lo JoxxHOMY
OoOHapyKEHHUIO OHU TEPCIIEKTUBHEE, YeM CUTHATYPHBIE METO/BI.

MeToapl MamMHHOTO OOYYEeHHS B HACTOSINEE BpEMS SIBISIOTCS JOCTATOYHO
Pa3HOOOpa3HBIMU U XOPOIIO pPa3BUTHIMU. HecMoTpst Ha TO, YTO B ATHX MeETOAaX
MpoIeccy OOHApYyKEHHUs aTak oO0s3aTeIbHO MPEAIIECTBYET Mpolecc OOydeHUsl Ha
KOHTPOJILHOM BBIOOPKE, MBI CYUTAEM, YTO MO CKOPOCTU OOHAPYKEHHUS aTaK ATH METOJIbI
UMEIOT BBICOKHE TMOKa3arenu. Kpome TOro, 5TM MeETOIbl MMEIOT 00Jiee BBICOKYIO
TOYHOCTh OOHApPYKEHHS W3BECTHBIX aTaKk M XOPOIIYI0 TOYHOCTh OOHApPYKECHHS
HEU3BECTHBIX arak. [Ipu 5TOM 107 JOXKHBIX CpaOaThIBAHUW B METOJAX MAIIMHHOTO
oOyueHusl SBISETCS CPEAHEH.

B Toxe Bpemsi kak mokazanu 3KCIepuMeHThI, cereBod Tpaduk CIIJl obnamaer
dbpakranbHBIMU cBoOMcTBaMU. MHBIMU ciioBamMH, Ha OOJBIIMX OOBEMax 3TOT Tpaduk
o0JazaeT CBOMCTBOM CaMOIOA0OUS.

Kpome TOro, »sKkcrnepuMeHTBl MpPOIAEMOHCTPUPOBAIM, YTO IMpeajaraeMas
npoaktuBHasg cucrtema 3amuTthl CIIJ[ mpu oOnapyxkenmn KA Ha OCHOBE OIlEHKH
caMorogo0usi  mapamMeTpoB  (PYHKIIMOHUPOBAHUS CHUCTEMBI C  HCIIOJIb30BaHHUEM
(dbpakTaTpbHBIX TTOKa3aTeleld U MPOTHO3UPOBaHUS (paKTa BO3JAEHCTBUSA KHOEpaTak MmyTemM
NPUMEHEHUs MPEAJIOKEHHON CTPYKTYpbl HEHpOHHOU ceTu ¢ siueiikamu LSTM oGmamaer

JIOCTaTOYHO BBICOKOW 3((HEKTUBHOCTHIO MPU OOHAPYKEHUM KaK H3BECTHBIX, TaK U
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Hen3BecTHBIX KA. BepostHocTh 0OHapyskeHus u3BecTHbIX KA paBHa 0,96, a ataku
«HyJieporo aasm» - 0,8.

['1aBHBIM JTOCTOMHCTBOM MPEAJIaraeMoro MoAxXoja SIBJISIETCS BBICOKAs CKOPOCTh
JETEKTUPOBAHUSI aHOMAJIUW, BBI3bIBaEMBIX KA, BO3MOKHOCTH pPabOTHI C JIFOOBIMU
BUJIaMU TpaduKa, a TAaK)Ke HU3KAs BEPOSTHOCTH JOKHOTO cpabarpiBanms. OnpenencHue
koaddumumenTa Xepcra MPOU3BOIUTCS 3a HECKOJIBKO MUKPOCEKYH]] B 3aBUCUMOCTH OT
MPOU3BOJAUTEIILHOCTH BBIUUCIUTEIBHOM TEXHUKH, a OOHapyKeHHUE aHOMaluid C
MOMOIIBI0 TUOPHIHOW HEHPOHHOW CETH TMO3BOJIIET MAaKCUMAaJbHOCTh CHH3UTH
BEPOSITHOCTD JIO)KHOTO CpabaThIBAHMUS.

B TOo xe BpeMms, OSKCIEPUMEHTHI TMOKa3ad, YTO Hauboyiee TOIMyJIsipHbIC
QITOPUTMBl  MAIIMHHOTO OOY4Y€HMs, TPOTECTUPOBAHHBIE HA CTEHEPUPOBAHHBIX
BPEMEHHBIX pAJIaX, OTJIUYHO CIPABISIOTCS C OOHAPYKEHHEM aHOMAJIbHBIX BRIOpOCOB. B
TaKkoM clly4ae, aHOMaJiusl TMPOSIBIAETCS B BHJE HECTAIIMOHAPHOCTH HEKOTOPBIX
HaOJII0/IaeMbIX BPEMEHHBIX PSAOB. JTO HE TOJIbKO MTHOBEHHBIE CKAUYKU aMILIUTYIbI
U3MEPEHUN, HO W MEMJICHHBbIE TPEH/bI, IPAKTUYECKHM HEBUIUMBIE 3a BpeMs

HAOJIFOIEHMIA.

4.5 BbIBOABI 10 YETBEPTOMY pa3jesry

1. Pazpabotana meronuka kinaccudukanuu KA B cereBoMm tpaduxe CIIJI, koTopas
MO3BOJIET BHIBIATH KA ¢ MCTOIB30BaHUEM TMOPUTHOM HEHPOHHOM CETH, COCTOSIIIEH U3
Kiaccuukaropa M aBTOKOAMPOBIIMKA, OOYYEHHOIO Ha OCHOBE JIaHHBIX PaOOTHI
dbynkumonnpoBanus CIT/I, yuuTeIBaroniero Bce OTKJIOHEHHUS OT €€ IITaTHOW pabOoThl.

Crneuuduka mnpeIoKeHHOW METOIUKH SIBISIETCA TO, 4TOo OOHapyxkeHue KA
MPOU3BOAUTCS C UCIOJIB30BAHWEM aBTOKOJUPOBIINMKA, OOYYEHHOTO Ha OCHOBE
TAMIOHHBIX  AaHHbIX pabdoTtel  CIIJl, wuHpOpManmmoHHoro oOMeHa B HeH U
KJIacCU(UKATOPA, YUUTHIBAIOIIETO BCE OTKJIOHEHHWS OT INTaTHOM paboThl ceTtu. B
npoiiecce paboThl aBTOKOJIUPOBIIMK JOMOJHUTEIBHO 00ydaeT kiaccudukarop, T.e. B
UTOT€ MOJYy4YaeTCsl T€HEPATUBHO-COCTS3aTeIbHAsl CE€Th, B KOTOPOW HEUPOHHBIE CETH

y4arcs Ipyr y Apyra.

2. llpennoxena apXWTeKTypa W MpPOTpaMMHBIE MPOTOTUIIBI KOMIIOHEHTOB
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CUCTeMbl paHHero oOHapyxeHus u kinaccupukanmu KA B cereBom tpaduke CIIJL,
KOTOpbIE€ OPHEHTHPOBAHBI HAa MIHOBEHHOE OOHApPY)KEHHWE KaK M3BECTHBIX, TaK H
Heu3BeCTHBIX KA, ¢ MHUHUMaJIBHBIM KOJHMYECTBOM JIOKHBIX CpadaThIBaHUM, WX
KJacCU(PUKALMIO U  BBIOOP JOCTYNHBIX KOHTPMEpP. ApPXUTEKTypa COAEPIKUT
OPUTHHAJILHBIC KOMITOHEHTHI BBHISBJICHHS aHOMAaJIMi B CETEBOM Tpaduke W oOydeHUs
pa3paboTaHHON HEHWPOHHOW ceTw, 0a3y maHHbIX ¢ mHpopmarmeirr o KA ¢ mempo ux
kinaccupukauud. B cuily 3TOro apxurekrypa Mo3BojsieT (OpMHpPOBATH HaOOPHI
WCXOHBIX JAHHBIX JJISI UCCIIEIOBAHUHN 1 pa3pabOTOK B 00JACTH PAaHHETO OOHAPY KCHHUS
u npotuBozeiicteus KA B CIIJI, a Takke s uccieqoBaHuil U pa3pabOTOK pelIeHUi
JUISL CUCTEM MOJIEPKKU NPUHSITHUS PELICHUSI.

3. IIpoBenmena SKcCepUMEHTAIbHAS OIICHKA MPEIJIOKEHHOTO ITOAX0/a, KOTOopas
MoKa3aja, 4To, 0 CPAaBHEHUIO CO MHOTMMH JPYTUMHU MOJAXOJAMH, OJHUM W3 TJIaBHBIX
MPEUMYIIECTB (PpaKTAIbHOTO aHajdu3a SBISETCSd CKOPOCTh €ro paldoThl, a Takxke
BO3MOKHOCTh OOHApy>KE€HUsI aHOMaJuil B HecTallMoHapHOM Tpaduke. K yBennueHuro
BPEMEHM pacyeTa TMPUBOAUT TOJIBKO YBEJIMYEHHE KOJMYECTBA 00padaThiBaeMbIX
napamMeTpoB 3arojioBKa MPOTOKOJIA Mepeavn TaHHbIX (IJIMHa nakeTa, dhaard u T.1.). [lpu
ATOM IPEMIOKEHHAs! CUCTEMA MPOAEMOHCTPUPOBAIA JOCTATOYHO BBICOKYIO BEPOSITHOCTD
obHapyxxenusi KA, mocturayB 3nauenust 0.97 mns msBectHoix atak u 0.99 mns panee
HEW3BECTHBIX aTaK.

[IpemioxeHHble MPOrpaMMHBIE KOMIIOHEHTBI MOTYT SIBJISITBCA  DJIEMEHTOM
UCTIONIb3yeMbIX B HacTosmee Bpems IDS u IPS, ocHOBHOI 3amadueii KOTOPBIX SBISICTCS
aHalW3  [epellaBaéMbIX  BHYTPEHHHE MOTOKM  JaHHBIX, HaxoAs B  HHUX
MOCJIEZIOBATEIILHOCTH OWUTOB, KOTOpPHIE MOTYT TMPEACTaBISATh U3 Ce0S BPEIOHOCHBIC
JIEUCTBUSI UJIM COOBITHS, a TAKXKE OCYIICCTBIISIFOT MOHUTOPUHT CUCTEMHBIX KYPHAJIOB U
npyrux (aiaoB perucTpaiuu ACSITELHOCTU ToJib30BaTenei. OHa MO3BOJIUT MOBHICUTH
BEPOSITHOCTh OOHapyKeHUsi Hen3BeCTHhIX KA 3a cueT rubOpumHoi HEHpOHHOHN ceTH,
YMEHBIIIUTh BEPOSITHOCTh JIOKHOTO cpadaThiBaHUs, BpeMsi U OO0BbEM OIepaTUBHOMN
nmaMsITH, 3aJCHCTBOBAHHBIX [UUIsI aHalM3a CETEBOTO TpaduKa, UYTO HUBEIHPYET
HepocTaTku cymecTByrommx IDS u IPS, ocHOBaHHBIX Ha KECTKHX IMpaBUiIaX, a TaKKe

CUTHATypPHOU M AHOMAJIbHOM TEXHOJIOTUSIX.
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Kpome ToOro, ciemyer OTMETUTb, 4YTO IPOBEACHHBIE  HCCIEIOBAaHUSA
JEMOHCTPUPYIOT MOKa €IIE TOJBKO MOTEHLUUAIbHYI BO3MOXHOCTh U 3()P(PEKTUBHOCTD
NPEUIOKEHHOM CHUCTEMBbI K TMPOTrHO3upoBaHUIO M oOHapyxkeHuio KA B cerm CII/.
IIpakTnueckas peayM3anyss M JajbHEMIIEEe COBEPIICHCTBOBAHUE 3TOM CHUCTEMBI, €€
pacnpocTpaHeHue Ha pasinuHble BuAbl KA, a Takke ee B3aMMOIEHUCTBUE C APYTUMU

METOAaMU ABJIAIOTCA I[ElJ'IBH@fIIHHMH HaIIpaBJICHUSIMU I/ICCJ'IGI[OBaHI/II\/'I.
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3AK/IIOYEHUE

HNToru BBINOJHEHHOT0 HMcciaeAoBaHus. B aucceprannoHHOi paboTe pelieHa
HayyHas 3a/aya, 3aKJIIoYaromascs B pa3paboTKe MOJEIM U METOAWK BBISBICHUS
aHOMAaJIUW U KiacCU(pUKAIIMU KOMIBIOTEPHBIX aTaK B CETEBOM TpaduKe CETU Neperadn
JTAaHHBIX Ha OCHOBE NPHUMEHEHHs (PaKTaJbHOTO aHalu3a U METOAOB MAIMHHOTO
oOy4JeHHS.

Pemennas 3ajiaya ¥MeeT BaKHOE 3HAYEHUE JIJISi COBEPIICHCTBOBAHUSI MOJIEIIEH,
METOJIMK U CPEJICTB PAaHHETO BBISBICHHS aHOMAJIUN B CETEBOM TpaduKke ceTeil nmepeaadn
JAHHBIX, HAXOJALIUXCS TOJI BO3JIEUCTBUEM KaK H3BECTHBIX, TaK U HEU3BECTHBIX
KOMITBIOTEPHBIX aTaK, a TAKKE MPOrHO3UPOBaHUS (PaKTa UX BO3JACHCTBUS.

OcHOBHBIE Hay4yHBIE pPE3YJIbTAThl, COCTABIIAIONINE MTOTH BBIIOJIHEHHOTO
UCCIIEIOBAHMUS:

1) TlpoaHanu3upoBaHbl CYMIECTBYIOIIME MOJIETH BO3JCHCTBUS KOMIBIOTEPHBIX
aTak Ha CETH Mepeaun JaHHBIX.

2) TIpoaHanu3upoBaHbl CYNIECTBYIOIINE AITOPUTMBI BBIABICHHUS KOMIIBIOTEPHBIX
aTak, CYLIECTBYIOIIUX CHUCTEM MOHUTOPMHIA W METOJUK IPOTUBOAEUCTBUS
KOMIBIOTEPHBIM aTakaM B CETSIX Nepeaun JaHHBIX.

3) Paspaborana aHamuTHYECKass MOJCNb BBISIBJICHUS AHOMAIMHA B CETEBOM
TpaduKe ceTeil nmepeaadn JaHHBIX B YCIOBHUSIX KOMIBIOTEPHBIX aTak.

4) Pa3zpaboTaHa METOJMKA pAaHHETO OOHAPYI)KEHUS aHOMAJIUH B CETCBOM TpadHKe
ceTel mepeaayr JaHHbIX.

5) PaspaboraHa MeTojuKa KiacCH(pHUKAIMA KOMITBIOTEPHBIX aTak B CETEBOM
Tpaduke ceTeil nepenayn JaHHbBIX.

6) PaspaboTaHbl apXUTEKTypbl W MPOrPaMMHBIC MPOTOTUIBI KOMIIOHCHTOB
CUCTEMBI PaHHETO OOHAPYKEHUS M KJIacCHU(UKAIIMM KOMITBIOTEPHBIX aTaK B CETEBOM
TpaduKe ceTei mepenayn JaHHBIX.

7) TlpoBeneHa SKCIIEpUMEHTANBHAS W TEOPETUYECKas OIEeHKa d(PPEKTUBHOCTH
NPEMIOKEHHBIX  MOJIEIM, METOJUK U AapXUTEKTYphl, a TaKXKe CpPaBHEHHE C

CYyHIECTBYIOIIUMHU METOIUKAMMU.
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Hayunasi HOBH3HA pe3yJIbTaTOB MCCIIEIOBAHMS 3aKITIOYAETCS B TOM, UTO:

pa3paboTaHHasi aHAIUTUYECKAs MOJIENb BBISBICHHUS aHOMAJIM B CETEBOM Tpaduke
ceTed nepefayd JAHHBIX B YCIOBUSIX KOMIIBIOTEPHBIX aTaK, B OTIMYME OT U3BECTHBIX,
OIKCBHIBAET HE TOJBKO CTAlIMOHAPHBIA, HO U HECTAIMOHAPHBIN ceTeBOM TpahuKk H
00OCHOBBIBaE€T BBIOOP (PAKTAILHOTO METOJA BBISBICHHS AHOMAIMN B HWHTEpecax
JanbHENIIeN Kinaccu(uKaui KOMIBbIOTEPHBIX aTakK B 3aBUCUMOCTH OT TUMA TpaduKa;

pa3paboTaHHasi METOJMKA paHHEro OOHAPYXKEHHsI aHOMAJMi B CETeBOM Tpaduke
ceTeil mepemayd JaHHBIX, B OTJIMYME OT W3BECTHBIX, CIOCOOHA MPOBOJIUTH
NPOrHO3UPOBAaHUE M OOHApY>KEHUE HE TOJBKO W3BECTHBIX, HO M HEU3BECTHBIX
KOMIIBIOTEPHBIX aTaK Ha paHHEM »JTale UuX TMPOsBICHUS Olarogapss COBMECTHOMY
MIPUMEHEHHUIO METOIOB (PpaKTaIbHOTO aHaIM3a M UCKYCCTBEHHON HelpoHHOM cetn LSTM-
THIA (PEKYPPEHTHBIC HEMPOHHBIC CETH C JIOJTON KPATKOCPOUHOM MaMSTHIO), B pe3yJIbTaTe
Yero CyIIECTBEHHO COKpallaeTcss BpeMsl BBbIABICHUS AaHOMAIMH W yMEHbLIAETCS
KOJIMYECTBO JIOKHBIX cpabaThIBAHUM;

pa3paboTaHHas MeETOAMKAa KiIacCU(UKAIMU KOMIIBIOTEPHBIX aTak B CETEBOM
Tpaduke ceTeil nepeadn IaHHbIX OTJIMYAETCS OT U3BECTHBIX TEM, UTO B HEMl OOHApYXEHHE
KOMIIBIOTEPHBIX aTaK IPOU3BOJUTCA C HCIOJIb30BAHMEM TI'€HEPATHUBHO-COCTI3ATEIBbHON
CeTH, KOTOpas MpPOM3BOAMT J000ydeHHE Kiaccu(puKaropa Ha CKPBITBIX JIATEHTHBIX
NPEICTABNICHUSIX, IMOJyYEHHBIX AaBTOKOJUPOBIIMKOM, MCXOJS M3 aHAJIM3a JaHHBIX O
(YHKLIMOHUPOBAHUM CETEeH Nepeiaur TaHHbIX;

MPEJIOKEHHAs! apXUTEKTypa U MPOrpaMMHBIE TPOTOTUIBI KOMIIOHEHTOB CHCTEMBI
paHHEro oOHApY>KEHHUS U KITaCCU(PHUKAIIMKA KOMIIBIOTEPHBIX aTaK B CETSIX Mepeadn JaHHBIX
OTJIMYAIOTCSI OT U3BECTHBIX TEM, YTO OHM OPUEHTHPOBAHbI Ha paHHEE OOHAPYXKEHHE KaK
W3BECTHBIX, TAK M HEU3BECTHBIX KOMIIBIOTEPHBIX aTaK C MHUHUMAJIbHBIM KOJMYECTBOM
JOXKHBIX cpaOaTbIBaHUM 3a CHYET peaju3allid METOJO0B (PaKTAILHOIO aHalu3a M|
MCKYCCTBEHHOM HeWponHoil cetn LSTM-Tumna.

Bce BbIHOCHMMBIE Ha 3alIUTy pPE3yabTaTbl SIBISIOTCS HOBBIMM M TOJTYYEHBI
couckarenemM camocTosiTesibHo. COBOKYNHOE NMPUMEHEHHE pa3pabOTaHHBIX MOJENIU U
METOJMK, MO CPaBHEHUIO CO MHOTMMHU JIPYTMMH MOJIXOJaMH, IO3BOJUT YBEIUYUTH

CKOPOCTb OOHApYKEHHSI KOMIBIOTEPHBIX aTak B 14 pa3 myTeM BBISABJICHHUS] aHOMaUi B



128
Tpapuke mgr0boro Buzpa. Takxke NpeUIOKEHHAsE CHUCTEMa IPOJEMOHCTpUpOBaja
JIOCTaTOYHO BBICOKYIO BEPOSITHOCTh OOHAPYXEHUs] KOMIBIOTEPHBIX aTakK, JOCTUTHYB
3HaueHust 0.96 ans um3BectHhix atak M 0.8 s paHee HEW3BECTHHIX arTak. JlaHbI
PEKOMEHJALMK 110 HCIIOJIb30BAHUIO PE3YNbTATOB MCCIEIOBAaHUS I IOBBILICHUS
3AIIMILEHHOCTH CETEN NEpEeNayu JaHHBIX OT KOMIIBIOTEPHBIX aTakK.

Pa3paboTanHple METOAMKMA M MOJEIb HANPABIECHbl HA COKpAIICHUE BPEMEHH
BBISIBJICHUSI QHOMAJIMN M KIAcCU(UKALUU KOMIIBIOTEPHBIX aTaK B CETAX Iepeaayu
JaHHBIX, ¥ MOTYT OBITh NPUMEHEHBl Ha NPEANPUATUAX MPOMBIIIICHHOCTH TPU
BBIIIOJIHEHUH HAYYHBIX MCCIIEIOBAHUN.

Pexomenganum. Pa3paboTaHHble aJiropuTMbl MOTYT OBITh HCIOJIb30BAHBI B
CYIISCTBYIOIIUX CHCTeMax TiyOokoro aHaimmsa cereBoro tpaduka (IDS u [IPS),
cucTeMax OOHapyX EHHsl aTak, MOCKOJbKY OHHU MpPEJICTaBISIOT COOOM HMHCTPYMEHT
MOMEHTAIBHOTO BBISIBJICHUS aHOMAJIUN B CETEBOM TpaduKe.

IlepcnekTuBbI AajbHeEHIEeH pa3padOTKM TeMbl. B KadyecTBe IEpCIIEKTUB
JNanbHENIIe pa3pabOTKUM TeMbl MOXHO YyKa3aTh HCCJIEIOBAaHUS, CBS3aHHBIE C
MHTErpalyen npeajgaraéMoi CUCTEMbl C APYTMMH U3BECTHBIMH CUCTEMAaMH 3alIUThl U
UMEIOUIMMHCST B apceHalle CHUCTEM KOMIIBIOTEpHOW 0O€30MacHOCTH  METOJaMHU
JIETEKTUPOBAHUS aTak, a Takke anpoOanuio pa3pabOTaHHOTO MPOTPAMMHOIO
KOMIIOHEHTa OOHAapy’>KE€HHsS aHOMaJIMil B CETeBOM TpauKe Ha OCHOBE MNPUHIUIIOB
(dpakTaJbHOTO aHalIM3a JAAHHBIX Ha NPUHLMIIMAIBHO JPYTMX TUIAX CeTell mepenadyu
JTAHHBIX.

CoorBercTrBHe crnenuajbHOCTH. lloydeHHBIE pe3yibTaThl COOTBETCTBYIOT
nacrnopty cnenuaibHoct 2.3.6 — «MeToasl M CUCTEMBI 3alluThl HUH(OpPMAIUH,

uH(popManmoHHas 6€30MacHOCTbY.
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CIIMCOK UCMOJIb3YEMbBIX COKPAIIIEHUI

OC — onepanliOHHAs CUCTEMA;

I1O — nporpamMMHOE 0O€CTIEUEHNUE;

KA — komnbloTepHas aTaka;

CIIJI — cetu nepenauu JaHHbIX;

[I9BM — nepcoHanbHast 3JI€KTPOHHO-BBIUUCIUTEIbHAS MAIIIMHA,
JIBC — nokanbHbIEe BRIUUCIUTEIBLHBIC CETH;

Y C —y3en cBsi3uy;

APM — aBTomMaTH3upOBaHHOE pabouee MecTo;

ATC — aBromatnueckas TeaedoHHas CTaHIIUS,

NC — undopmanmonHas cucrema,

OMBOC — sTanoHHas MoJiejib B3aUMOJICHCTBUS OTKPBITHIX CUCTEM;
CCOII — cetn cBs13u O0IIETO MOJIH30BAHUS,

MCD — MexkceTeBOil SKpaH;

CYB/l — cuctema ynpaiieHus 0a3amMu TaHHbIX.
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DkchuabTpanys yepes HHbIE IOPTHI IIPOKCHPOBaHKE SSH
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Y4YETHBIX
CHJIbI UJIH 3a1a4
OO6Hapy:xeHne JTAaHHBIX .
MOJTHBIH TIepe6op
OOIIMX CETEBBIX
pecypcos
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OnepaTuBHasi NaMATH

EWM-unsekuynn

AMITHHT
A . cold boot attack
YYETHBIX Urenne (aiiioB ¢ MOMOIIBI0
OO6Hapy:xeHne N N
JTAHHBIX 2 JIOTHYECKHUX CMelIeHUH (aitoBoii : : E =
HPOLIECCOB YA3BUMOCTh
CHCTEMBI
Rowhammer
3axBar BBOJA
Process Doppelganging
OnepanuoHHasi cucTeMa
Buemnnue
Bash History yIaJICHHBIC
CEPBHCHI.
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KITIOYH TIOMOIIIBIO MIOMOIIBIO
OKCIUIOUTOB. JIOKaJBbHOTO
OGHapyKeHHE Windows Remote TUIAHUPOBAHHUSI
Y4ETHBIX Management. 3a1a4
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3ammmcen . AnmnaparHsie
YUYETHBIX DKCIIONTHI st
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JTAHHBIX HOJTyYEeHUs] yIETHBIX . N CkpbiThIe (aiiasl 1
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KaTaJloroB Mopndukarms pabodero cTona Logon-ckpuntsr .
JTaHHBIC B ayTeHTU(UKALINS . CTOPOHHS . Port Knocking
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Peectpe OtpaBnenue MO nns
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. LLMNR/NBT-NS aJIMHHUCTPHUP - OTkiroveHme
MapoIbHOI . ~/.bashrc. Management CEePBHUCHI
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MO THKH Windows Remote ABTO3aITyCK C
TU3UPOBAHHBI DLL-6ubmrorexu Ilepemennas
. . Management. . CBs13b yepe3 TIOMOIIBIO KITF0Ya .
it coop (GUIBTPOB Mapoei [poaiineps HISTCONTRC
OO0HapyxeHHe [epexBat CHEMHBIE HOCUTEIH Run
ABTOMAaTH3MPOBaHHAs BpEMEHHU Mackapauar
TPy J0CTyna BBI30BOB
JlanHble U3 IKCHUIBTPALNS
(byHKL Keys n manku
XPaHMITHIL] .
OO0HapyxeHne P Windows API. «ABTO3arpysKa»
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Windows. DLL
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pasperieHuit
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IIporpamMmmHoe o0ecnieueHune

OKCIIIONTHI
1y OJIMYHBIX
MIPUIIOKEHUM.
Brinonnenue uepes
HO/ITMCAHHBIE l[eo6(byc1<a1;mﬂ/uemm1)
poBKa (hailioB miu
OMHApHHKH,
CKpUNTHHT nabopManun
JlamruHr CLICHAPUHL.
CekpeTHbIe KII04n - Beoimonnex
YUYETHBIX InstallUtil. N
Web Shell ue yepes O6dyckauust Qaiinos
JIAHHBIX BsInonsenue ¢
ObHapyxeHne . JIOBEPEHHBI i HHGOPMALUI
OKCILTOUTHI ATt MIOMOILIBIO Ynanennoe
MIPOrpaMMHbIX YnakoBka € YTHIIMTBI - . PytkuTb!
Ilepexsar MOJIyYEHHMS! IAHHBIX croponHero [10 st KomupoBaHue (HailioB
CpelcTB | codra paspaborun IIpoGen mocie uMeHH
nByX(akTOpHOi1 aIMHHUCTPHPOBAHHI .
obecreueHust KOB cota (aitna
ayTeHTH(UKALN S CeTH.
0€e30macHOCTH Oobwenocryr
u Brinonuenue uepes . -
APL it Webroot Timestomp
Co3nanue 3a1aHuii
BITS. Web-cepuc
DKcIuTyaTanus
YSA3BUMOCTEH
CPEJICTB 3ALIKThI
AnnapatHas coCTaBJsIOIAs
CETIEpANEEE T'unepsuzop JoBepuren
3aKJIa K1 . N
CexpeTHbIe KII0YH = J ? bHBIE Rootkit ByTkuts ° PesepBHbIit goctyi
KOMIIPOMETALIHsI e ———
LIENH TI0CTABOK
Tabauma b 2 - Mogens yrpo3 KpunToMappyTH3aTopy.
Pa3Beaka ITIpoHuKHOBEHHE Bruinosinenue 3akpenJieHue |
OO0HapyKeHHe oy DrchunbTparus DKcruTyaTamus LT ComuankHag KomannoBanue VYpasnenue PacnipocTpanenue CkpbITHE
JIAHHBIX KOJ HHXEHEPUsI
ArnmapatHsle 3aKIa/Ku, .
JloBepuTenbHbIe BuyTtpennnit
CekpeTHbIC KITI0YH - - KOMIIPOMETAI| ~ elu - - - -
OTHOLICHHUSI HapyLIUTENb
OCTaBOK
Tabmuna b 3 — Mogenb yrpo3 MeKCeTeBOMY IKpaHy
Pa3Beaka ITpoHuKHOBEHHE Belinmosinenune 3akpenienne
B 7 P
OO6Hapy:xeHne CO6op maHHBIX OkchuabTpanus OKCIITyaTamnus PeNOHOCHEIH | ConuATbHAT Komangosanue VYnpasnenue acnipoctpa CkpeoiTHE
KOJ WHXEHEPUsI HEHUe
IlopThI ceTeBBIX CIYKD MEKCETEBOI0 IKPAHA
TTpociyimuBane OkchubTparms qfip63 [TopTsl ceTeBbIX PacnipocTpaneHH Ionkmouenue yepes TpoGpoc CKpbITHE KOHEYHOT
CKaHHpOBaHHE ANbTEPHATUB A Ccity K0 - MPOKCH azpeca COeIMHCHHUSI
cetn BIE CEPBHCHI HOPTOB
CETEeBBIX POTOKOJ Buerunne MapuIpyTH3aTop
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CEpPBUCOB
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KoHGHTY] - HH
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OO0HapyxeHue
uHpOpMAITF )
cHCTEMe.
OO0HapyxeHne
CHCTEMHBIX
CEpPBHCOB
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JTAHHBIX
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ABTOMaTH3MPOBaH
HBII cOop

DKCIUIOUTHI JJIs
MOJTyYIEHHUS YICTHBIX
JTAHHBIX

ABTOMaTHU3UPOBAH . [
IKCHUITBTPAIHS

DKCIUIONTBI JJIst
MOBBIIIEHUS
MPUBUIIETHH

BeinonHenue ¢
TIOMOIIBI0
cToponH¢ - [10
JUISE
aJIMHHHICTPHPOB
aHHUS CeTH

TTY

Y aneHHble CEPBUCHI

Brimonaenne
C TIOMOUIBIO
JIOKQJIbHOTO
TJIAHUPOBAHHU
s 3a71a4

Co3znanne
YYESTHBIX
3amnuceit

CkpbiTbie (ailabl 1
IEIINS

Port Knocking

IIporpamMmmHoe o0ecneueHue

CexpetH
KIIIOYN

Oo6HapyxeHne
YUETHBL
3anmceit

JlaMmuHT yu( - bIX
JIaHHBIX

DkchunbTpany
u3 [10

AHHBIX

DxcronTsl s [10

CKpUNTHHT

YnaneHHoe
KOnHUpoBaHue (Ghaiion

Inject 8 [1O

JleoOdyckarus/penm
¢dpoBka ¢aityioB HiIm
nHpopMauu

AnnapatHasi COCTaBJSIIOIIAS

CekpeTHble
KITIOYH

AnmnapaTHble
3aKJIaJIKH,
KOMIpOMETaIUsl

T'unepsusop

JloBepurensH
BIC
OTHOLICHHUS

Rootkit

ByTtkuTs

PesepBublit noctyn
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LCIH MOCTaBOK

Ta6muma b 4 — Mognens yrpos [IDBM

Pa3Benka ITpoHUKHOBEHHE BbinosiHeHune 3akpenJieHue
C6o Okcrutyaranu | Bpemono | ConuanbHas PacmipocTpanen
OO6HapyxeHHe P Okchunprpanys Jyatatt e KomannoBanue VYnpasnenue pocTp CkpbiTHE
JIAHHBIX ki CHBIM KOJI | WHYKCHEpUs ne
IopThl ceTeBbIX Cayxk0 [IIBM
Ioaxmntouenue uepes
DkchunpTpanus yepes A e P
CkaHMpoBaHue aJIbTePHATUBHbII P
CETEBBIX CEPBHCOB IIPOTOKOJT .
P P Bremnue CoOCTBEHHBIH N —
y/aJeHHBIC KpHUNTOrpaduyeckuii
OOHapyxeHue DkchuipTpanus yepes CEeTEBBIM pecypcam
o CEpBUCHI UYepsu, TIPOTOKOJI
nepudepuitHbIx KaHal ynpasierus C2
. Tpocmym TPOSIHBI, Tloxmena
YCTpOiicTB . PacnipocTpanenn 3amacHble KaHabl
HMBaHUE Merton rpy6oit MaTpeIKu CETEBBIX MHorokpatHoe IIpobpoc noproB
DkchuipTpanus yepes b€ IOPThHI CKpbITHE KOHEYHOTO ajjpeca
cern CHUIBI MITH ciyx0 MIPOKCHPOBAHHE
OGHapyxeHue QIBTEPHATUBHYO HOHL COCIMHCHUS
rapaMeTpoB CETEeBYIO cpejy
nepe6o; MsuoroypoBHeBOe
KOH(pUTypauuu ceTu peoop yp MHorocTyneHuaTble KaHaJIbl
muppoBaHue
OkchumbTpanus yepes
AIBTEPHATUBHYO
CpencrBa y1aleHHOTO
(usnueckyro cpeny
JocTyna
OnepaTuBHasi naMATH
EWM-unbexuuun
OobHapyx
Py JlaMIiHT y9eTHBIX . Cold boot attack
OOHapyxeH eHue e Yrenue (HaillioB ¢ MOMOMIBIO
MPOLIECCOB HPOLIECCO JIOTHYECKHUX CMEIICHUH - - - -
ot ’ 1]13 (aitnoBoit CMC’?;MBI e T
3axBar BBOJA Rowhammer
Process Doppelganging
OnepanuonHas cucrema
CekpeTHbIe KII04n JlamnuHr DKCIUIONTBI JJ1st Buemrnue IleneBbie Pacnipoctpanenune Crprare dafimst u mams
YUYETHBIX MOJTYYCeHHS yIETHBIX y/IaJIleHHBIC (uMHrOBEIE C OMOII[BIO P
JTAHHBIX JTAHHBIX CEPBHCHI. Untepdeit BIIOXKCHHSI, CHEMHBIX
. eobdyckanus/nenmdpos
OGHapyKeHHE yIeTHBIX Bsinonxenue ¢ c CCBUIKH H IIpoTokoI yaaneHHOro MEANayCTPOHCTB A Q)aﬁ(flr)(})ls u:n m}{lq)o ]\(g;m“
3anmcei YueTHble DopcupoBaHHas, MOMOUILIO KOMaHJIHO CEPBUCHI pabodero cromna P
JIaHHBIC ayTeHTU( UKL 9KCILIONUTOB. i CTpOKH BsinonHexue ¢
Peectpe CMSTP. Windows Remote V naneHHble CepBUCHI IIOMOILBIO OTKITIOHEHHE CPECTB
O6napy»xeHune paition Ortpasrenue Y naneHHsbIit PowerShel Bamausie Management JIOKaJIbHOTO 3amm'1>1p
¥ KaTajoroB LLMNR/NBT-NS cearc. 1, y4eTHbIE CBs13b 4epe3 Cb  Ible TUTAHUPOBAHHUS
3axBar Windows Tposaiine 3aIUCU HOCHUTENN 3a7a4
BBOJIA Kerberoasting Management pBI Mackapar
PackpeiTie maponbHON Instrumentation. BpPEMEHHU Cosznanue P
TIOJIUTUKHI DLL-6ubanorexu DIEeMEHTBI Brinonnenue YUETHBIX 3amucen
ABTomar (buIbTpOB Maposei NaHeI 0JIb30BaTele
OOHapyKeHHe TPy HM3MPOBaH ABTOMaTU3MpOBaHHAS YIpaBJICHUSL. M/ L0goNn-cKpunThI



https://attack.mitre.org/wiki/Technique/T1028
https://attack.mitre.org/wiki/Technique/T1028

156

Pa3Beaka

IIpoHnKHOBEHHE

Broinoanenne

3akpenienue

OO6HapyxeHHe

Co6op
JIAHHBIX

Okchunprpanys

OKcIulyaranu
s

Bpenono
CHBIH KOJT

CoruansHas
HWHXCHEPHSI

KomannoBanue

Vpasnenue

Pacnpoctpanen
ue

CkpriTHE

JIOCTyTa

O6HapyxeHne
uHdopManuu o
cHcTeMe
OOHapyKeHHEe CETEeBbIX
MO IKJIFOYEHU I

O6HapyxeHne
CHCTEMHBIX CEPBHCOB

HBII cOop

JlanHbIC
co
CHEMHBIX
HOCHTEJe

u

IKCHUIbTpALHS

Brimonnenue
yepes
3arpy3unK
MoJyeit
Windows.
[paiisep
LSASS.
Regsvcs/Regas
m.
Regsvr32.
RundlI32.
Brinonnenune
yepes
MIOATIMCAHHbIS
OMHAPHUKI
CIICHAPUH.
Windows
Remote
Management.
Mopuduxarnms
HCTIOHSEMBIX
(haiioB
TIPUIIOKEHHH
«cHeuaabHbIe
BO3MOXKHOC"
Windows».
Momduranus
kmoga AppCert
DLLs.
Windows
Remote
Management.
Mshta.
IlepexBat
BBEI30BOB
¢yHKIHMH
Windows API.
3noynorpedieH
ne
MOJCUCTEMON
COBMECTHMOCTHU
MPHUIIOKEHHH.
Momuxanus
KOMIIOHEHTOB
Windows
Authenticat
Package.

MoaupuKaLx
sI SIPJIBIKOB

Hogsle citysx0b1

ABTO3aIyCK €
TIOMOIIBIO KITI0Ya
Run Keys u
Manku
«ABTO3arpy3Ka»

Winlogon Helper
DLL

Ipoxcu-
BBITIOJIHEHHE KOJIa
yepes
HO/ITICAHHBIC
OUHapHHUKH/CIIeHa
pun




157

Pa3Benka

ITpoHUKHOBEHHE

Broinoanenne

3akpenJieHue

OO6HapyxeHHe

C6op

JaHHBIX

OkchunbTpanus

OKcIulyaranu
s

Bpenono
CHBIN KOJT

CoruansHas
HWHXCHEPHSI

KomannoBanue

Vpasnenue

Pacnpoctpanen

CkpriTHE

Ilepexsar
CCBUIOK U
cBs3ei
Component
Object Model
Hijacking.
Ilepexsar
noricka DLL.
IFEO-
HUHBEKIIMU.
Mopuduxarnms
CYLIECTBYK ~ IX
CIy)0.
Bcenomorarensu
bie DLL
yrunuthl Netsh.
Moupukanus
Port Monitors B
Jucnetyepe
reyaTy.
3axsar SIP u
Trust Provider.
Security
Support
Provider.
Cnaboctn
paspereHnit
rapameTpoB
ciryx0 B
peectpe.
Windows
Management
Instrumentation
Event
Subscription.
Masnurnynsnuu
¢ MapKepamu
JIOCTYTIA.
Momduranms
UCTIOJTHSIEMBIX
(aiinos
TIPUIIOKEHHUH
«crienanbHbIe
BO3MOXKHOCTH
Windows».
Hemnpsimoe

BBIIIOJITHCHUAC

nue




158

Pa3Beaka

IIpoHnKHOBEHHE

Broinoanenne

3akpenienue

OO6HapyxeHHe

Co6op
JIAHHBIX

Okchunprpanys

OKcIulyaranu
s

Bpenono
CHBIH KOJT

CoruansHas
HWHXCHEPHSI

KomannoBanue

Vpasnenue

Pacnpoctpanen
ue

CkpsiTHE

KOMaHJI.
YcraHoBKa
KOPHEBOT'O

cepTudukara.
Mopuduxarnms
peectpa.
NTFS-
aTpudy1
(aiina.
Beinan6iauBanu
e mporecca.
Hooking.
Pass the Hash.
Pass the Ticket

IIporpammuoe o6ec

IneYyeHue

CekpeTHbIe KIII04n

OOHapyX eHHE |
3anucen

THBIX

OOHapyxeHue
MPOrPaMMHBIX CPEICTB
obecrieueHns
0e30macHOCTH

JlammuHr
YYETHBI
JTAaHHBIX

OKCOUIBTpans TaHHBIX
m3 [10

OKCIUTOUTEI
Iy OJIMYHBIX
TIPUIIOKECHUMH.
TeneBas
3arpysKa.
IIporokon
Dynamic Data
Exchange.
Beinonuenue
gepes AP
InstallUtil.
Brinonnenne
gepes
TIO/TIMCAHHbIS

OMHAPHUKI
CIICHApUH.
Co3znanue

3aganuii BITS.

Pacmmpenns
Opay3epoB.

Brinonnenune
yepe3 API.

OkcmtyaTanus
ySI3BUMOCTEH
CpencTB
3aIIUTHI

Ckpunrtux
r

VYmnakoBka
codra

BeInonHenne
qepe3
JIOBEpEHHBIE
YTUIUTHI
pazpaboTuux
oB cora

PowerShell

Y nanennoe
KOIMpOBaHKe (ainos

ABTO3amycK B
oucHBIX
TIPHITOKESHHAX

TupaxupoBanue
4yepes ChbeMHBIE
HOCUTENHN

Timestomp
O6padoTka XSL-ckpunToB

AnmnapaTtHasi COCTABJISIIOLIASA

CkaHMpOBaHUE
TapOIbHON MOJTUTUKU

C6op
uHpOpMa
LU O

Kelese,

ArnnapaTHsle
3aKJIaJK0

KoMIIpoMeTanu

T'unepsus
op

JloBeputensH
bIe
OTHOILCHHUS

ByTkuTs

ITogmena mac-
anapecoB

PesepaHbIii 1ocTyn

Rootkit




159

Pa3Benka ITpoHUKHOBEHHE BelinmosiHenune 3akpenJieHue
OOHapykeHue el OkchunbTpanus Sxemnyataun | Bp eAoHo Colmaimnag KomannoBanue VYnpasnenue Pacnipocrpasien CkpeiTHE
JIaHHBIX s CHBIIl KOJI | HMH)XCHepHs ue
(aiinax, SI LenH
KIIKo4Yax IIOCTaBOK
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Ipunoxenue B. Konusi cBUaETEILCTBA 0 TOCYAS ™ ~TBEHHOH PerucTpanuu
nporpammasl 1 IBM

POCCHACKAL SEAFPATL RU2021680188

MENEFANTBHAR CTYNEA
[I0 HHTENNEKTYANBHOM COBCTBEHHOCTH

TOCY JAPCTBEHHAA FETHCTPALIM A TTPOTPAMMEI OJ14 3BM

Homep perucTpaumn (CBHASTEIBCTRA): ATop(BEL):
2021680188 Korsaro Hrope Butageesns R,
Hata perncrpaunn: 07.12.2021 Cazaro Hrope boprooses (RU),
Hosep n 2212 D0CTY ICIEHAE 38 EEKH: Javra Oaer Cepresee (RU),
2021669850 07.12.2021 Kpubeae Ansrcanap Muxafzosas (R1LU)
Hata myBankeunn 0 HoMep BOOIeTEHS: [Mpasoctasasreasin):
07122021 Broz. Ka 12 Qe aspaIeHos rOCYIAPC TECHHO S QH TR THOS

vupeEasHAs HavER "CageTt-[letepbvprosni
Qe aepatermil Boc I8 0BATE IRCERRA BEHT D
Pococrficrol agazesmn qave " (RLU)

Haagaune nporpasse 315 JBM:
[Mporpa MMEEIR EOMOOHSHT O0HADVEASHARE AHOMATHA CETZE0rD TpadHEa Ha OCHOBS IPHHUKIOE
dpasTatemoro aparIa JaHERX

Pedzpar:

"pﬂl‘pi.‘.[!‘.[i MPEAHEIHA Y HE A8 ofuHa PVEEHHE SHOMLTHA B S28TEEOM TFIH.-Zl:IHI’!tC TECAOL b KD
-:l:lp!.ETH.'th.El'E HHETHIE H HEAPOHH BLX O2TER

Haus Oporpa MMHPOBLHEE! Pythan

Ofpem nporpasyer 1182 JBM: 59 Kb
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IIpuno:xenue I'. Konuu akToB 0 peajn3zanuu pe3ybTaTOB HCCIeI0BAHUSA

MHTEATEX INTELTECH

My6nuyHoe akumoHepHoe ob6uecTso «MHE(OPMaLMOHHbBIE TEJIEKOMMYHUKALMOHHbIE TexHonoruu» (MAO «UHTenrex»)

— e ————

yn. Kautemuposckas a. 8, CaHkT-MeTepbypr,

Poccusa, 197342 Ten. (812) 295-50-69,
dakc (812) 542-18-49

Yr1Bepxaaro

www.inteltech.ru E-mail: intelteh@inteltech.ru

OKMNO 07503490, OFPH 1027801525608,

MHH/KMNMN 7802030605/781401001

NQ
Ha N oT
peanu3anuu
pe3yJbTaToB HAYYHBIX UCCIIEI0BaHHMN
KpubGenst Anekcanapa MuxaiioBnia
Komuccusi B cocraBe: Ipeacenareis — 3aMeCTUTENsl TICHEepajbHOIo

xoHcTpykTopa Xapuenko O.B., KBH, nouenra, 4ieHOB KOMHUCCHH: HadalbHHKA
ornena Mamkuna WM.B., KBH, noueHnra; HayaibHHKa OTAENA Jlanmunikoro B.@.,
KTH, noueHTa, COCTaBHJa HACTOSLIMH aKT O TOM, YTO HAyYHO-TEXHHICCKHE
NpeNJIOKEHUT 0 pa3paboTKe CHUCTEMbl pAaHHEr0 OOHAPYKEHUS U kinaccupukamm KA

B cereBoM Tpaduke ceTel mepeaudl JaHHBIX, pa3spabOTaHHbIC Kpubenmem A.M.,

OBLTH peain30BaHbl B paMKax OHBITHO-KOHCprKTOpCKOﬁ pa6OTLI ((OHOpHI/IK)).

KomMmuccusi ormeuaet MNPaKTHYECKYIO0 3Ha4MMOCTh H HOBHU3HY YKa3aHHBIX

pe3yIbTaToB.

[Ipencenarenb KOMUCCHH:
i/~ 0O.B. XapueHko

YieHbl KOMHUCCHUU:

//é‘ jr/ W.B.Mauikux

B.®. Jlanunukui
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MI/IHI/ICVTEPCIBO OBOPOHBI VTBEP ’ ;AIO
POCCHUUCKOU ®EJEPALIUA P AT "
(MUHOBOPOHBI POCCHUH) Hauapsruik Boenkoit akajieMuy CBA3H

(DCJ_ICpaJ]bHOC rocy1apCTBCHHOC Ka3CHHOC reHéi‘.‘aJI"DCﬁTeHaHT\" 4
BOCHHOE 00pa30BaTe/IbHOE yUpeKICHUE | 58 2220
BBICIIICTO 00pa30BaHus p o A | ﬂ/{{
BOEHHASI OPJIEHOB Y ONGR IV N
KYKOBA U JIEHUHA N, S
KPACHO3HAMEHHASL 22> anpens 2007 ©7
AKAJIEMUS CBA3HU T——
HUMEHHU MAPIHIAJIA
COBETCKOI'O COIO3A
C.M.BYJIEHHOTI'O
r. Cankr-Ilerepbypr

Tuxopeukwuit np. 3, 194064
Ten.247-98-63

C.Kocrapes

AxT
O BHEJIPEHHUHU pe3yJIbTaToOB
auccepraoHHol pabotel Kpubens Anexcanipa MuxaiiioBuda
Ha TeMy «BbIsiBIeHHe aHOMaIMi U Ki1accH(UKal¥sl KOMITBIOTEPHBIX aTak B CETH
rnepeayy JaHHBIX Ha OCHOBE NPUMEHEHHUS (PpaKTaIbHOTO aHAlIM3a U METO/IOB
MAaILIUHHOTO 00y4YeHHs»
Mel, HIKenoAmucaBIIMECs, IpejceaTe]b KOMHCCHH -  HayallbHUK
32 xadeapsl, K.T.H, goneHT MurpodanoB M.B., uneHbl KoMmMHCCHU: JOIEHT
32 xadenps, k.T.H BaciokoB JI.IO; crapmmii mnpenogaBarens 32 kadenpsl,
n.tH Jlayra O.C. cocraBumu Hactosumid AKT o ToMmM, uTo pe3yibTarhl
nuccepraionHoi  pabotel  Kpubenss Anekcanapa MuxaiioBuda Ha Temy
«BpisiBeHne aHOMaIMil M KIaccH(HUKAlUs KOMIIBIOTEPHBIX aTak B CETH IepeJadyn
JIaHHBIX Ha OCHOBE NpPHMEHEHMs (PpaKTaJIbHOIO aHaIW3a M METOJIOB MAIIHHHOIO
oOyueHus’» ObUIM BHEJPEHBI B NMPAKTHUECKYIO JesATeNbHOCTh BoeHHON akamemuu

cBsi3u 1 HHPBI 1o cretyromym HarnpaBieHUsM:

Ne .. Pe3ynpTaThl AMCCEPTALIOHHOM PaboThI
1 2
| 8 Monens BbIsiBICHHS aHOMalIuii B ceTeBOM TpaduKe CeTH Iepeaadu
JIAHHBIX B YCJIOBHSX KOMIIBIOTEPHBIX aTak.




163

2. Metonuka paHHero oOHapy:KEHUsI aHOMAJIMH B ceTeBOM TpadHKe CeTH

Inepeaaiyn JaHHbIX

3. Metonnka kinaccupUKauyd KOMOBIOTCPHBIX aTaK B CETEBOM Tpaduke

CCTH IICpCaadn JaHHBIX

4. ApXHTEKTYpa CHUCTEMBl paHHEro OOHapyKeHUs M KilaccHpUKALUU

KOMITBHOTEPHBIX aTaK B CETCBOM Ipa(pm{e CCTH 1I€peayin NaHHbIX

HaCTOHH_II/Iﬁ aKT COCTaBJIEH B 3-X IK3CMILIApaX.

INPEJCEIATEJIb KOMHUCCHU:

M. Mutpocdanon

YJIEHBI KOMUCCHMU:

/1. Baciokos

O. Jlayra



