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BBEAEHUE

AKTYaJIbHOCTb TeMbI HCCJIEI0BAHUSA

B nacrosiiiee Bpemsi pacteT BaXHOCTb MH(POPMAIIMOHHON 0€30MacHOCTH, U
BMECTE€ C OTHUM, PacTeT KOJUYECTBO 00pabaThIBAEMBIX TAHHBIX, CJIOXKHOCTh HX
00pabOTKH U CIOKHOCTh YNPABIICHUS UHIIUIEHTAMHU.

[Tpu 3TOM, MHOTHE OTIepaIiy (TaKue Kak aHAIUTHKA, MOHUTOPHHT, Pa3BeIKa
U TPOYME) BBIMOJHSIIOTCS TPEUMYIIECTBEHHO BpPYYHYIO, HECMOTpS Ha
aBTOMATHU3AIIUIO IPUHSATHUS PEIICHUI, B TOM YHUCJIEe U B 001acTh HHGOPMAIIMOHHON
U KOMIIBIOTEpPHOM OE€30MacHOCTH, a OKOHYATENbHOE pEIICHHUE 3a4acTylo
NPUHUMAETCS  ONEPATOPOM-dKCIepTOoM. Takum o00pa3oM, YTOOBI YNPOCTHUTH
BocmpusiTue  uHPopManuu,  oOpabaTbiBaeMble  JIaHHbIE  4Yalle  BCETO
MPECTaBISIIOTCS B BUJE BH3yalU3allid, C KOTOPOM HYHO B3aMMOJICHCTBOBATS.
[To sToit mpuunHe TpeOyeTCsl CO3/laHUE YETOBEKO-KOMITBIOTEPHBIX MHTEP(ENCOB,
KOTOpBIC MO3BOJMIN OBl B3aMMOJICHCTBOBATh C MOJEISIMH BH3yalu3aluu Oolee
3¢ dexTuBHO.

YenoBeKo-KOMITbIOTEPHBIE HMHTEP(ENCH HCTOIB3YIOTCS BO BCEX 00JIACTAX
YEJIOBEUCCKOW JEATEIBbHOCTH, TJI€ MPUMEHSIOTCS KOMIBIOTEPHBIE CHCTEMBI:
uHpopmalmoHHas 0e30macHOCTh, OaHKOBCKHE TMPUJIOKEHHUS, O00pa3oBaHUE,
MEPCOHANIbHBIE KOMMBIOTEPHl M T.1. TakuM 00pa3oM, NMpPUMEHEHUE YEIOBEKO-
KOMITBIOTEPHBIX UHTEP(HEHCOB ABISETCS OBCEMECTHBIM. [Ipu 3TOM mosb30BaTenn
MOTYT OOMEHHMBATHCS C KOMITBIOTEPHOW CHCTEMOW YYBCTBUTEIHHBIMH JIAHHBIMH,
colepkamuMK  KoH(puaeHnmuanpayo uHpopMamnuio. OIHAKO B COBPEMEHHBIX
UCCJICMOBAHMSIX  MaJO BHUMAHUA  yNENSETCS  3alluTe  B3aUMOJACHCTBUS
MIOJIB30BATEINSI C KOMIBIOTEPHOW CUCTEMOM.

B Hacrosmiee BpeMst BCE dHalie MPUMEHSIOTCS YETOBEKO-KOMITBIOTCPHBIE
uHTep(ENChl, OCHOBAHHBIE HA TEXHOJOTHUSX CEHCOPHBIX SKPAHOB M BUPTYAJIbHOMN
peanbHOCTU. MHOTHE TepCOHaNbHBIE YCTPOMCTBA IMOJb30BaTEIEH (Takue Kak
CMapTQOHbI, TJIAHIIETHl WJIM MOHHUTOPBI NMEPCOHAIBHBIX KOMIIBIOTEPOB) HMMEIOT

CEHCOPHBIM JKpaH. TakKe CTPEMUTENBHO Pa3BUBAETCS TEXHOJOTHs BUPTYaJbHOM
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peaNnbHOCTH, KOTOpas HAYMHAET BHEAPATHCS B pa3lIMyHble 00JIACTH, TaKHWE Kak
oOpa3oBaHMe, MEIUIIMHA U BOeHHOE neo. CrnenoBareiabHO, JaHHbIE UHTEP(HENCH
TpeOyIOT MpPOBEAEHUS HCCIENOBAaHUN C TOYKM 3peHUs MH(POPMALMOHHOM U
KOMITBIOTEPHON O€30IaCHOCTH.

CoBpeMEHHbIE HCCIIEIOBAaHUS TEPCHEKTUBHBIX HHTEPPEHCOB (CEHCOPHbIE
JKpaHbl U BHPTYyalbHAsl PEaJbHOCTh) COCPENOTOUYEHBI HA MU3YYEHHH KOHKPETHBIX
TUIIOB ysi3BUMOCTed W yrpo3. HeOosbiioe komnuecTBO 0030pOB MNPUBOJIUT
KJIACCU(UKALMIO HAaWJCHHBIX YSA3BUMOCTEH, OONblIas 4acThb KOTOPBIX CBs3aHa B
OOJBIICH CTENEHUW C SPrOHOMHUKOM, 4eM C HMH(POPMALHUOHHOW O€30MacHOCTHIO.
OpHako A TOro, YTOoOBbl ONPEAENINTh, HACKOIBKO 3AIIUIIEH JAHHBINA YEIOBEKO-
KOMIIBIOTEpHBINH HHTEp(deiic, TpeOyeTcsl co31aTh METOAUKY OLCHUBAHUS YpPOBHS
3aIUIIEHHOCTH UHTEpderica.

CymiecTByronme CUCTEMBl OLEHKH YSI3BUMOCTEH IPUMEHUMBI K OLIEHKE
ySA3BUMOCTEM CETH M MPOrPaMMHOr0 OOECHEYEHHs, OJIHAKO B HUX OTCYTCTBYIOT
MOKa3aTelld, XapakTepHbIE ISl YEeJIOBEKO-KOMIBIOTEPHBIX HHTEp(deicoB, Takue
KaKk KaHal BoOCHpusTHS W ypoH omeparopy. [lo srToil mpuumne Tpelyetcs
pa3paboTaTh METOAUKY CO3[aHUsl MOAOOHBIX CHCTEM OLICHUBAHUS YS3BUMOCTEM,
OPUTOAHBIX JUISl  OLICHUBAHUS  3aLIUINEHHOCTU  YEJOBEKO-KOMIIBIOTEPHOIO
uHTepdeiica.

Crenenb pa3padloTaHHOCTH TEMbI

HccnenoBanust BompocoB (OPMUPOBAaHUS 3aAlIMIIEHHBIX UHTEP(PENcoB,
OCHOBAHHBIX HAa CEHCOPHBIX 3KpaHaX W BUPTYAIbHOW PEAIIbHOCTH, CYIIECTBYIOT,
OJHAKO uX KpaitHe Maino. Ilpum sTOM wHccnepoBaHus B oOnacTh 0€30MaCHOCTH
uHTep(ericoB MoIpa3AesaoTCcs Ha JBE TPYNIbl: PEIIEHUs KOHKPETHBIX BOIIPOCOB
0€30MacHOCTH C TOMOIIbIO YEJIOBEKO-KOMIBIOTEPHBIX HHTEP(PEHCOB M MOUCKHU
METOJIOB 3alIUThl OT KOHKPETHBIX Yyrpo3 O€30MacHOCTH [UIsl YeJOBEKO-
KOMITbIOTEpHBIX HHTep(deiicoB. Takue poccuiickue yuénwsie kak IOcymo P.M.,
Powxun A.JL, KapnoB A.A., B. JI. ApepOyx, baitmanun A.JO. 3anumanucek
npobiieMaMy  4eTOBEKO-KOMITBIOTEPHOTO B3aUMOJEHUCTBUA. Psn  3apyOeskHbIX

yuénbix (Hampumep, Roesner F., Gulhane A., George C., Khamis M.) peman
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po6JIeMbl 3alUIIEHHOCTH HHTEPHENHCOB OT KOHKPETHBIX ysa3BUMOcTel. Taxxke co
CTOPOHBI MHOCTPAHHBIX YUEHBIX OBLIU MOMBITKA KIACCU(PHUIIMPOBATH YyTPO3bI IS
YeJIOBEKO-KOMITBIOTEPHBIX HHTEpP(ENrcoB (MCCIEeIOBaHUs TaKUX aBTOPOB, Kak
Kohno T., Thalmann D., Azuma R., Behringer R.). OnHako He OBUIO BBISBIICHO
paboT, TOCBSIIEHHBIX OLICHUBAHUIO YS3BUMOCTEH YEIOBEKO-KOMITBIOTEPHBIX
uHTep(ercoB.

Takum 00pa3oM, HECMOTps Ha CHEIaHHBIA YYEHBIMH HAy4YHBIA 3aed,
npobyieMa OLIEHMBaHUS YPOBHsS 3alllMIIEHHOCTH HHTepdeiicoB B obnactu
MH(OPMAIIMOHHOW 0O€30IaCHOCTH Ha JAaHHBII MOMEHT HE pa3pelieHa, MO3TOMY
TpeOyeTcsl MPOBEICHNE HOBBIX MCCIIEI0BAaHUM.

Henab AuccepranMoOHHONM pPadOTHI: IMOBHIIICHUE 3AIMILEHHOCTH YEJIOBEKO-
KOMITBIOTEPHBIX UHTEP(DEICOB.

Pemaemas HayuyHas 3ajiaya: pa3paboTka KOMIUIEKCA MOJIEJIeH, aiTOPUTMOB U
METOJIMKH OLICHHBAHUSl YEJIOBEKO-KOMITBIOTEPHBIX HHTEP(ENCOB, MOBBIIIAIOIINX
WX  3alMIIEHHOCTh.  Pemienwe  copMynMpOBaHHOM  HAy4yHOM  3aj1ayu
IIpELyCMaTpPUBaJIO:

1) pa3pa®oTKy MOJENM  YEJIOBEKO-KOMIBIOTEPHBIX  HHTEp(Eicos,
OCHOBAHHBIX Ha TEXHOJIOTHSIX CEHCOPHBIX SKPAHOB M BUPTYaJIbHOU pEATIbHOCTH U
MOJIETHN YSI3BUMOCTEH YelI0BEKO-KOMIBIOTEPHBIX HHTEP(ENHCOB, OCHOBAHHBIX Ha
TEXHOJIOTUSIX CEHCOPHBIX 3KPAHOB U BUPTYaJIbHOW PEATIbHOCTH.

2) pa3palbOTKy aJropuT™Ma OILICHMBAHHUS OOIIET0 YPOBHS 3alIUIIEHHOCTU
UHTEp(ENCOB, OCHOBAHHBIX HA TEXHOJIOTUAX CEHCOPHBIX SKPAHOB U BUPTYaJIbHOMN
pPEaNbHOCTH.

3) pa3pabOTKy METOAMKMA OIICHUBAHUS 3alUIIEHHOCTH WHTEP(HENCoB,
OCHOBAHHBIX Ha TEXHOJIOTHSIX CEHCOPHBIX YKPAHOB U BUPTYaIbHOU PEATbHOCTH.

4)  pa3pabOTKy  apXUTEKTyphl CHCTEMbl  OIICHUBAHUS  YEJIOBEKO-
KOMITBIOTEPHOTO HMHTepdeiica u e€ mporpaMMHOr0 MPOTOTHUIA, PEATU3YIOIIErO
pa3paboTaHHbIE MOJEIU M AITOPUTMbI C MOMOIIBIO Pa3pabOTaHHOM METOJIUKU

OLIEHMBAHUS 3aIUIIEHHOCTH UHTEP(EICOB.



OO0beKT HCCaeN0BAHMSA: IEPCIEKTUBHBIE  YEIOBEKO-KOMIIBIOTEPHBIE
uHTep(deNchl U MPUCYIIHE UM ySI3BUMOCTH.

IIpeaMer ucciieoBaHus: MOJICNIN YEJIOBEKO-KOMIBIOTEPHBIX HHTEp(]eiicoB
U UX YA3BUMOCTEH, a TaKXe aJIrOpuTMbl W METOAMKA, HCIOJIb3yEeMbIE s
OLICHMBAHUS YPOBHSA 3alIMIIIEHHOCTH Y€JIOBEKO-KOMITBIOTEPHBIX HHTEP(PEICOB.

HayuyHnasi HOBH3HA pE3yJIbTATOB ONPEIEIAETCS TEM, UTO:

1) mpeyio)keHa HOBas aHAJIUTHYECKas MOJCIb YSI3BUMOCTEH YeJIIOBEKO-
KOMIIBIOTEPHBIX UHTEP(HENCOB, OCHOBAHHBIX HA TEXHOJIOTUAX CEHCOPHBIX 3KPaHOB
U BUPTYaJbHON peajbHOCTH, OTJIMYAIOIIAACS OT M3BECTHBIX MOJENEH
PaCIIMPEHHBIM MHOXECTBOM  YUYHUTBIBAEMBIX YSA3BHUMOCTEH JTHUX YEJIOBEKO-
KOMIIBIOTEPHBIX MHTEP(ENCOB U CBSA3aHHBIX C HUMH HOBBIX MapameTpoB (YpOH
oleparopy, KaHaJl BOCHPHUATHS W  B3aUMOJECHCTBUE), OOEcreurBaromas
BO3MOXXKHOCTb  pabOThl C  JaHHBIMH, HEOOXOJUMBIMU JJIsi  OLEHUBAHUS
3aIMIIEHHOCTH HHTep(deiica, U MO3BOJAIOMIAS yYECTh CIEHU(PUKY TEXHOJIOTUN
CEHCOPHBIX PKPAHOB U BUPTYAJIbHON PEAIbHOCTH;

2) pa3paboTaH OPWTHHAJBHBIA AJTOPUTM OIICHUBAHHS 3alIUIIEHHOCTH
YEJIOBEKO-KOMIMBIOTEPHBIX ~ MHTEP(PEHCOB, OCHOBAHHBIX HAa  TEXHOJIOTHSIX
CEHCOPHBIX 3KPaHOB ¥ BUPTYaIbHOW PEAILHOCTH, [0 KOMILUIEKCHOMY ITOKA3aTENIo,
OTJIMYAIOLIUICSA OT aHAJOrOB HOBBIMM IPaBUJIAMHU PACUETa OLIEHKH YSA3BUMOCTH,
YUHUTHIBAIOIIMI XapaKTePUCTUKH YYACTHUKOB 0OMeHa MH(pOpMAaILIMEl B YEIOBEKO-
KOMITBIOTEPHBIX ~HHTep(deiicax, oOecrneynBaomnii TMOBBIINICHUE T[OKa3aTelen
3aIUIIEHHOCTH 110 CPABHEHUIO C MPEAJIOKEHHBIMU PaHEE alrOpUTMaMHU,

3) nmpemioKkeHa METOAMKA OLCHHBAHWS — 3alIMIIEHHOCTH  YeJIOBEKO-
KOMIBIOTEPHBIX UHTEP(HEHCOB, OCHOBAHHBIX HA TEXHOJIOTUSX CEHCOPHBIX KPaHOB
U BUPTYaJbHOM pEAIbHOCTH, OTIMYAIOMIASCA OT AaHAJIOrOB KOMILJIEKCHBIM
NPUMEHEHUEM MPEUI0KEHHBIX MOJIETe U aNrOpUTMOB KaK Ha 3Tare pa3paboTKH,
TaK W Ha dTane SKCIulyatauuu HHTepdeiicoB, obOecrneunBaronias MOBBIIICHHUE
noKasarteliel 3alUIIEHHOCTH UHTeP(ECOB M0 CPABHEHUIO C aHAJIOTAMHU;

4) paspaboTaHbl apXHTEKTypa H MpOTrpaMMHAas peaju3alds CUCTEMBI

OLICHUBAHUA SaHlI/IHIéHHOCTI/I YCJIIOBCKO-KOMIIBIOTCPHBIX I/IHTep(i)GI\/'ICOB )



8

OCHOBAHHBIX HAa TEXHOJIOTHSX CEHCOPHBIX JKPAaHOB U BUPTYAJIbHOH PEATbHOCTH,
OTJIMYAIONTUECS OT aHAJIOTOB PACHIMPEHHOW (YHKIIMOHAIHLHOCTBIO IO PacCuETy
OILICHOK YSI3BUMOCTEH M YpOBHsSI 3alIUIIEHHOCTU HHTepdelica, obecrieunBaronme
OTIepaTopy WK pa3paboTYNKy BRIOOP MHTEpderica ¢ MUHUMAIBHOU ySI3BUMOCTHIO
Y TIOBBIIICHUE 3AIUIIEHHOCTH CUCTEMBI B 1IEJIOM.

Teoperuyeckasi M mnpakTUYecKass 3HAYMMOCTb PadoOTbl 00YCIOBICHA
JIOBEJICHUEM TIOJNYYCHHBIX PE3YyJIbTATOB JI0 YPOBHS MPOTPAMMHON peaau3aiuu 1
BO3MOXKHOCTBIO UX BHelpeHusi B HayuHble npoektbl, HUP u OKP, cBsizannbie C
pa3pabOTKOW HOBBIX H  COBEPIICHCTBOBAHHEM  CYIIECTBYIOIIUX  CHCTEM.
[Ipeamnonaraercs, 4TO KCIOJIB30BAHUE MOTYYEHHBIX B JAHHOM JUCCEPTAIIMOHHOM
UCCJICIOBAHUM PE3YJbTATOB IMO3BOJUT MOBBICUTH OOIIYIO 3alllMIIEHHOCTh Kak
pa3pabaThlBaéMbIX, TaK M  OJKCIUIyaTHPYEMBIX  CHCTEM, HCIOJB3YIOIIHX
BUPTYaJIbHYI0 PEAJIbHOCTh W/WJIM CEHCOpPHBIE SKpaHbl B KauecTBe WHTepderica
B3aMMOJICUCTBHS C TMOJB30BaTElIeM CHCTEMBl. KpoMe TOoro, moJydeHHbIE
pe3yabTaThl MOTYT OBITH IOJIC3HBI MCCIICIOBATEISAM B 00JacTH WH(DOPMAITMOHHON
0€30MacHOCTH 1 YeJIOBEKO-KOMITHIOTEPHOTO B3aUMOJICHCTBUSA.

Teopernyeckas 3HAYUMOCTH AWCCEPTAIMA COCTOUT B Pa3BUTHU TCOPHH
B3aMMOJICUCTBUS  OMEpaTopa U KOMIBIOTEPHBIX CHCTEM, HCIOJb3YIOIINX
TEXHOJIOTUM CEHCOPHBIX DSKPAaHOB U BHUPTYAJIbHOM pEaTbHOCTH, W pa3pabOTKe
QITOPUTMOB  OIICHUBAHUS YSA3BUMOCTEH ¥  OIICHUBAaHUA OOIIETO  YPOBHS
3aIUIEHHOCTH  YEJIOBEKO-KOMIBIOTEPHBIX HMHTEP(DENCOB, a TakKe METOIUK,
UCITOJTB3YFOTITUX aNTOPUTMBI OIICHUBAHUS YEIIOBEKO-KOMITBIOTEPHBIX
uHTepdeiicoB. B xauecTBe MpakTUYECKOW 3HAYUMOCTH BBICTYMAaeT TOT (hakT, UTO
pa3pabOTaHHBIE MOJIETH, AJTOPUTMBI, MPOTPAMMBI M METOJUKH MOTYT OBITh
WCITOJIB30BAaHbl TaK)Ke MPU pa3pabOTKE CHUCTEM OICHWUBAHUS 3alTUIIIEHHOCTH
YEJIOBEKO-KOMITBIOTEPHBIX UHTEP(EIHCOB.

[TonyyeHHble  pe3yJabTaThl  OPHCHTHPYIOTCS  Ha  PCIICHHWE  3ajad
nHpOpMaIIMOHHOW 0e30MacHOCTH W OyayT HOCUTh (YyHIAMEHTAIbHBIM U

I/ICCHGI[OBaTeHBCKI/Iﬁ XapakTep. KpOMe TOrIO, HCCJICA0OBAHHUC YUYUTBIBACT
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KOTHUTHUBHBIE OCOOCHHOCTH BOCTIPHSITHS OTrepaTopa mpu pabore ¢ uHTepdercom,
9YTO 00yCIIaBIUBACT MEKIUCITUINIMHAPHOCT UCCIIEIOBAHNUS.

beumn  momywensl cienytomue pe3yibrartel: (1) Monmenm  4denoBeko-
KOMIBIOTEPHBIX HMHTEP(PECOB, B TOM YHCIE TMOAXOASIIUX JUIS ONHUCAHUS
UHTEp(EicOB Ha OCHOBE TEXHOJOIMH CEHCOPHBIX HKPAaHOB M BUPTYyaJbHOU
peanibHOCTH; (2) MOJENH YSA3BHUMOCTEH YeNOBEKO-KOMIBIOTEPHBIX HHTEP(ECOB;
(3) ajgroput™Mbl  OLICHMBAHMS  YSI3BUMOCTEM  YEIOBEKO-KOMITBIOTEPHBIX
uHTep(ercoB, a TakKKe YpOBHSA HUX 3alUMUIEHHOCTH; (4) 3KCIEpUMEHTAJIbHBIHI
CTEHJl, pEaTU3YIOIIUA MOJeNu HUHTEepPErcoB M YHpaBiICHUS JTaHHBIMU
0€30I1aCHOCTH C UCMOJIb30BAaHUEM TEXHOJIOTUH CEHCOPHBIX 3KPaHOB; (5) alropuTMm
OLIEHUBAHUS 3aIUIIEHHOCTH HHTEP(PENCOB B3aUMOCHCTBUSL.

[Io pesynbraTaM  BBINOJHEHUS  JAMCCEPTAIIMOHHOTO  HCCIEIOBAHUS
OIyOJIMKOBAHO JIEBSITh CTAaTEH: MATh CTaTel B >KypHanax u3 nepeuds BAK, uetsipe
CTaTbU B TpyJax KOH(PEPEHIINH, HHACKCUPYEMbIX B CHCTEMax IUTHpoBaHUsI Web
of Science u Scopus. Kpome TOro, noisydeHHble pe3ysibTaThl NpeACTaBiIeHbI B 17
Te3MCax Ha MEXIYHApOJHBIX U BCEPOCCUICKUX HAYUYHO-TEXHUYECKHX M HAy4YHO-
npakTHUeCcKux KoHpepeHnusx, B Tom uucie “Parallel, Distributed, and Network-
Based Processing” (PDP 2020), «3aBamummnckue yrenus» (2020), “Intelligent
Information Technologies for Industry” (IITI 2021), «AxTyanbHble MPOOIEMBI
nHpOTENEKOMMYHUKAIMA B Hayke W obpazoBanum» (AIIMHO 2018, 2019, 2020,
2021).

Metongosiorust 1 MeToAbI HccJeqoBaHMsA. B paMkax auccepTallmoOHHOTO
WCCJIEIOBaHMs pa3pabaThIBAIMCh MOJIETU HUHTEP(DENCcOoB (BKIIOYAIOMUX B CeOs
MOJIEJIM YIPaBJICHUS U MOJETH BHU3yallM3alld JJIsl PEUICHUs] KOHKPETHBIX 3a/1a4
yIpaBleHUs TaHHBIMH 0€30MacHOCTH), allTOPUTMBI B3aUMOJCHCTBHSI ONepaTopa ¢
cucteMaMu  HUH(POpPMAIMOHHOW  0€30MacHOCTH,  AJITOPUTMBI  OLEHUBAHUS
yS3BUMOCTH ~ UHTEpPPEHCOB  B3aUMOACHCTBUS M  YpOBHSA  3aUIUIIEHHOCTU
uHTepdericoB. Huke nepeuncienbl UCIob3yeMble MOAX0Abl U METO/BI, KOTOPBIE
OPUMEHSIIUCh JUIsl  JOCTHIKEHHS] LEIH JUCCEPTAIlMOHHOTO HCCIIENOBaHUS U

pcain3anuu 1MOCTaBJICHHLBIX 3aaa4.
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1. Jlna pazpaboTku mojmenedt WHTEP(HEHCOB HCHOIB30BAINCH CIIEIYIONTHE
METO/IbI U TIOJIXOIbI:

- METOAbl M TOAXOJbl K BH3yalU3alliu OOJIBIIMX OOBEMOB MHOTOMEPHBIX
JTAHHBIX;

- METOIbl BU3YaJIbHOM 00pabOTKH MH(POpPMAILIMK TOCPEACTBOM KOTHUTUBHOMN
rpaduku;

- METO/IbI KJIACTEpU3AIMU U KIacCCU(DUKALINY TaHHBIX;

- METObI Teopuu rpadoB, TEOPUH MPHUHATUS PEUICHUHN, BBIYUCIUTEIILHON
T€OMETPHUH, U BBIYUCIUTEIHHON TOMOJOTHH.

2. Jlns pa3paboOTKH aarOpUTMOB B3aWMOJICHCTBUS OMepaTopa ¢ CUCTEMaMu
UHOOPMAITMOHHONW O€30MaCHOCTH  HUCIOJIb30BAIKNCH  CIEAYIONME METOAbl U
MOJAXO/IbI:

- METOJIbI ¥ TOAXO/bI K aHAJIU3Y F€TEPOTrCHHBIX JaHHBIX;

- METOJIbI ¥ TIOAXO/Ibl AHATUTUYECKOTO0 U UMUTAIIMOHHOT'O MOJICTUPOBAHUS;

- METOJIbl ¥ TIOAXO/IbI KOHTPOJIS U YIIPABJICHUS TOCTYIIOM;

- METOAl W TIONXOJbI OOHAPYXXEHUS W TMPEJOTBPAIICHUS  YTEUYEK
uH(popmanuu;

- METOZIbI M TIOAXOJbl BBISIBJICHUS U TPOTUBOACHCTBUS HH(POpMALUU B
WHTEPHET MPOCTPAHCTBE U COLIMAIIBHBIX CETAX;

- METOJIbl ¥ TIOJAXO/IbI KOMIIBIOTEPHON KPUMUHATUCTUKH;

- METOIbl ¥ TIOJIXOJIbI, HCTIONB3YIOIIUECS B paboTe ONEpariMOHHbIX IIEHTPOB
0€30MacHOCTH;- METOJIbI ¥ TIOJXO/IbI AaHAJIN3a PUCKOB U BBIPAOOTKH KOHTPMED;

- METO/IbI ¥ TIOIXO/Ibl aHATN3a BPEAOHOCHOTO TIPOTPAMMHOTO O0ECTICUCHHS;

- METO/IbI ¥ TIOIXO0/Ibl OOHAPYKEHUSI U TIPEJOTBPAIIEHHUST BTOPKCHHI;

- METOJIbl M TOJAXOJbl pa3rpaHUUYEHUs] TMOTOKOB JIAHHBIX KOMITHIOTEPHBIX
ceTel;

- METOJIbl U MOJXO0JIbl MOHUTOPUHTA TpaduKa U COCTOSHHUS KOMIBIOTEPHBIX
CETEH U CETEeW MHTEPHETA BEIIEH;

- METOABl W TIOAXOMABI ympaBieHus uWHopmarmeldn W  COOBITHIMU

nH(pOopMaIIMOHHOM 6€30MaCHOCTH.



11

3. nsg pa3paboTKu ajaroputMa OICHUBAHHUS YSI3BUMOCTH HHTEp(EHCcOoB
B3aMMOJICHCTBHS, a TaKXKe YypPOBHA WX 3alIUIIEHHOCTH, HCIIOJIb30BAUCH
CJICYFOIIAE METOJIBI U TIOIXOIBI:

- MeTO1bI (POpMaNIbHOI OlleHKU 3P (HEKTUBHOCTH;

- METOJIbI M TTOJIXOJTBI SKCIIEPTHOTO aHAIH3a IEHCTBUHN TOJIh30BATEIIA;

- METOJIbI  TICUXOJOTHYECKOW OLEHKH 3(P(EKTUBHOCTH  BHU3yaJbHOTO
BOCTIPUSATHUS YETIOBEKA;

- METOJIbl PKCIEPUMEHTAIbHON OLIEHKH pPe3yJbTaTOB HAa OCHOBE JIBOMHOIO
PaHIOMU3NPOBAHHOTO TECTUPOBAHMS.

4. Ina pa3paOOTKH METOAMKH OLEHUBAHUS 3alIMIIEHHOCTH YEJIOBEKO-
KOMIIBIOTEPHBIX UHTEP(PENCOB NCIOIB30BATKCH CIAEAYIOLUIUE METOABI U MTOAXO/IbI:

- METOJIbl CHCTEMHOTO aHaJIHN3a;

- METO/Ibl YIPABJICHUSI KOHTEKCTOM JJIsl OTCJIEKHUBAHUS TEKYIIEH CUTyalluu,
ee MOJCTHPOBAaHUS W BBICTPAUBAHUS MEXAaHW3MOB TIOBEJCHUS CHUCTEMBI B
3aBUCUMOCTH OT 3TOI MOJEIIH;

- IOAXOJlT K OHTOJIOTUYECKOMY MOJEIMPOBAHUIO I OINHCAaHUS 3HAHUM
peaMETHOM 00JIacTH.

Ilosioxkenns, BBIHOCMMBbIE Ha 3amuTy. B pesynbrare perieHus
c(OpMYyJIMPOBAHHON 3aJaud TOJY4YEeHbl CIEIYIOIIMEe Hay4Hble pPE3yJIbTaThl,
BBIHOCHMBIE Ha 3aIUTY:

1) Mofenb  yS3BUMOCTEH  YEIIOBCKO-KOMIBIOTEPHBIX  HHTEP(EICOB,
OCHOBAHHBIX Ha TEXHOJIOTHSIX CEHCOPHBIX YKPAHOB M BUPTYAIbHOHN peaibHOCTH;

2) aJlTOPUTM  OLICHUBAHUS  3AIUIIEHHOCTH  YEIOBEKO-KOMITBIOTEPHBIX
uHTep(ericoB, OCHOBAHHBIX Ha TEXHOJIOTUAX CEHCOPHBIX SKPAaHOB U BUPTYaJIbHOMN
PEANTBHOCTH, MO0 KOMITJIEKCHOMY TTOKa3aTeo;

3) MeTOJMKA  OIICHUBAHUS  3AINMUINEHHOCTH  YEIOBEKO-KOMITBIOTEPHBIX
uHTep(elicoB, OCHOBAHHBIX Ha TEXHOJIOTHSX CEHCOPHBIX SKPAHOB M BUPTYaIbHOU

PCaIbHOCTH,
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4) apXuUTeKTypa U IporpaMMHas peaan3alis CUCTEMbl OIICHUBAHUS YPOBHS
3aIUMEHHOCTH  YEJIOBEKO-KOMITBIOTEPHBIX ~ HHTEP(EHCOB, OCHOBAaHHBIX Ha
TEXHOJIOTHSIX CEHCOPHBIX 3KPAaHOB M BUPTYaJTbHOW PEATBHOCTH.

CTeneHb /J0CTOBEPHOCTH HAYYHBIX PE3yIbTaTOB, TPEICTABICHHBIX B
HACTOAIIEM JUCCEPTAIIMIOHHOM MCCIICJIOBAHUH, TOATBEPKAACTCS C IOMOIIBIO
MOoAPOOHOTO aHAIM3a COBPEMEHHBIX Pa0OT W MCCIIENOBAaHUA B pacCMaTpUBaeMOMN
obmactu. Takxe 000CHOBAaHHOCTH MOATBEPKICHA COTJIACOBAHHOCTBIO MOTYYEHHBIX
pEe3yJIbTAaTOB AKCIIEPUMEHTOB, PE3yJbTaTbl U OCHOBHBIC IMOJIOKEHUS YCIEIIHO
OPONUIM  ampoOariio Ha pa3IUYHBIX HAYYHBIX H  HAYYHO-TIPAKTHYECKHUX
KOH(EpEHIIUAX BCEPOCCUUCKOTO M MEXJIyHapogHOTO ypoBHA. Kpome Toro,
pe3yabTaThl MOATBEPKIAIOTCS PAIOM MyOJIMKAIlU, OMUCHIBAIOUIUX PE3YyJIbTaThI
HKCIIEPUMEHTOB 1 PACKPBIBAIOIITNX OCHOBHBIC MTOJI0KEHHUS NCCIICTOBAHMS.

AnpobGauusi pe3yabTaToB padoTbl. Pe3ynbrarhl HaydyHOM pabOTHl ObUIH
MOATBEPIKIACHBI HA CIACAYIOMNX HAYIHO-TIPAKTHICCKUX KOH(PEPEHITUIX .

1. 4th International Symposium on Mobile Internet Security (MobiSec
2019), (2019).

2. 28th Euromicro International Conference on Parallel, Distributed and
Network-Based Processing (PDP-2020), (2020).

3. XV  MexnaynapoaHas  KOHGEpeHIUsST 10  DJIEKTPOHHKE U
pobotoTexuuke "3apanumuackue ureHus"”, (2020).

4, 5th International Scientific Conference “Intelligent Information
Technologies for Industry”, Sochi, Russia, (2021).

d. Cankr-IletepOyprckas MEKlyHapOHast KoH(DepeH1us
«Pernonansuas nadopmatuka», r. Cankr-Ilerepoypr, CI16 ®UILL PAH, (2020).

6. Cankr-IleTepOyprckas MEKpErnoHaIbHas KoH(pepeHuus
«Muadopmanrontas 6e30mMacHOCTh PErHoHOB Poccumy», y4dacTHe € JOKIAIOM,
(2019, 2021).

7. MexnyHaponHas Hay4YHO-TEXHMYECKas ¥ HayYHO-METOJAMYEecKas

koHbepeHus "AkryanpHple OpoOsieMbl HH(GOTEIIEKOMMYHHUKAIMI B HAyKe H
y
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obpazoBannu" (AIIMHO), CIIGI'YT um. mpod. M.A. Bonu-Bpyesuua, (2018,
2019, 2020, 2021).

8. MexpernonanbHas Hay4YHO-IIPAKTAYECKAs KoH(pepeHus
«IlepcrieKTUBHBIC HAMPABICHUS PAa3BUTHS OTEYSCTBEHHBIX WH(OOPMAITMOHHBIX
TexHoorui», (2019, 2020).

Pe3ynbTarhl, moydeHHBIE B XOJI€ HMCCIEAOBAaHUSA, ObUIM HCIOIb30BaHBI B
CJIEIyIOIIUX IMPOEKTaX:

1. Pa3paboTka  MeTOJOB  mMOMCKa  YSI3BUMOCTEH  WHTepdencoB
B3aMMOJICUCTBHS YEJIOBEKA C UCKYCCTBEHHBIM MHTEIIEKTOM TPAHCIIOPTHOM Cpeibl
“ymaoro ropoma”, Ne 19-29-06099 wmk, pykoBogutens YeuynuH A.A., Tozbl
nposeaeHus 2019-2022 rr.

2. Mopgenu, aiaropuT™Mbl U  METOAMKHU  YEJIIOBEKO-KOMITHIOTEPHOIO
B3aUMOJICUCTBUS B oOsiacTh uH(opManmoHHoi Oe3omacHoctu, Ne 20-37-90130
AcnupaHntsl, pykoBoauTenb Yeuynnn A.A., rogsl npoBeaenus 2020-2022 rr.

3. Mopenu, MeTonbl, METOAUKH M QITOPUTMbI UYEJIOBEKO-MAITUHHOIO
B3aMMOJICUCTBUS JJI MOICPKKU BU3yaTbHOM aHAIMTUKH CETEBOM 0€30MacCHOCTH
KPUTHYECKUX UHPPACTPYKTYP C UCIOIB30BAaHUEM CEHCOPHBIX MYJIbTUTA4-IKPAHOB,
Ne 18-07-01488 A, pyxkoBoautens Korenko 1.B., roast nposenenus 2018-2020 rr.

Hyonaukanuu. CoriacHo pe3yibTaraM, MOJYYEHHBIM B JUCCEPTALHMOHHOM
UCCJIeIOBaHNM, ObUTO omyOMukoBaHO 9 crarel, 5 W3 HHMX OBUTM W3aHBI B
peleH3upyeMBIX KypHaiax, BXxomsumx B mnepeueHb BAK, 4 Obuin u3nanel B
COOpHHKAX TPYJIOB KOH(DEPEHIUN MEXITYHAPOIHOTO YPOBHS, MHACKCUPYEMBIX B
6azax WoS w/mumu SCOPUS. Kpome Ttoro, Obutn omy6iukoBaHbl 17 crareit B
u3nanusx, Bxomsamux B PUHIL. Takxe Ob110 3apeructpupoBano 9 mporpamm s
OBM.

Jlnunblii  Bkaag. Bce modydyeHHble pe3ysbTaThl, KOTOpPbIE ObLIM
MPEACTABICHbl B HACTOSIIEH JUCCEPTALIMOHHOM paboTe, MOJy4YeHbl JIUYHO
aBTOPOM B ITPOLIECCE BHITIOIHEHUS HAYYHO-UCCIEA0BATEIBCKON €SI TENbHOCTH.

CTpykTrypa m o00beM auccepTAMOHHOW PpadoThl. JluccepTannoOHHOE

HCCIICAO0OBAHUE BKIIOYACT B cebs BBCACHHUC M 3aKJIIOYCHUC, TPHU I''IaBbl OCHOBHOI'O
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TEKCTa, a TAKXKE CIMUCOK HCIIOIh30BAHHBIX UCTOYHUKOB (147 HamMeHOBaHUI) U 2
npunoxkenusi. O6veM pabotsl — 161 cTpaHuIla MAITUHONKUCHOTO TEKCTA; BKIIOYAs
37 pucyHKoB 1 16 Ta0muiI.

Kparkoe coaep:kanue padorsl crueayrouee. B mepBoit  riase
JUCCepTaIMM TPOBOAUTCS MOAPOOHBINM aHadu3 MpoOJieM COBPEMEHHBIX THUIIOB
YeJIOBEKO-KOMIBIOTEPHBIX ~ MHTEP(HEHCOB, OCHOBAHHBIX HAa  TEXHOJOTHSX
CEHCOPHBIX SKPAaHOB W BUPTyaJdbHOW peanbHOCTU. (OCHOBHBIMU TpoOIeMaMu
JAHHBIX ~ TUNOB  HMHTEep(deiicoB  sABIAIOTCS  mpoOsemsl (1) BU3yanuzaium,
(2) ynpapnenus, (3) 3amMmEHHOCTH. BBISIBICHO cClleayroliee IPOTHBOPCUHE:
HECMOTpPSI Ha HEoOXOOuMOCTh (OPMHUPOBAaHUS  3aIMUIEHHBIX  YEJIOBEKO-
KOMIIBIOTEPHBIX HHTEp(ENCcOB, B HACTOSIIEE BpPEMs HE CYILIECTBYET €AUHOMN
CUCTEMBbl OLEHUBAHMUS YPOBHS 3alMIIEHHOCTH HHTep(deiica. (OOocHOBaHA
aKTyaJIbHOCTb 1I€JIM MPOBEIEHUsI Hay4dHOH paOoThl. [IpeasioxkeHo Mcrosib30BaHue
METO/IMKHM OLICHHBAHUSl 4YEJIOBEKO-KOMITBIOTEPHOrO HHTEp(elica, coueTarolend B
cebe OLIEHWBaHUE YPOBHSA 3alIMIIEHHOCTH HWHTepdeica W ypoBHS yI00CTBa
ucrosnb3oBanus.  [IpoBeA€HHBI  aHAIM3  MO3BOJIMJI  IIOCTAaBUTh  3a7ady
UCCJIEIOBAHUS U ONIPEIEIIUTh KPUTEPUU YCTICIIHOCTH €€ BBIMOIHEHUSI.

Bo BTOpOIi riaaBe quccepTanuy OMMCHIBAETCS KOMIUIEKC Pa3pabOTaHHBIX
Mozenelr wuHTepdeiica u ys3BUMocTell uHTepderica. Mogaens uHTEpderica
BKJIIOYaeT B ce0s Tpu »daeMeHTta: (1) omucanue mnporpaMMHO-annapaTHOn
HACTPOWKH dJeMEHTOB uHTepdeiica; (2) omucaHue B3aUMOCBS3EH  MEXKIY
aneMeHTamMu uHTepdeiica; (3) onmucaHue CHUCTEMBI 3alllUThl, KOTOpas MOKET
MPUCYTCTBOBATh Ha PA3JIMYHBIX dJeMeHTax uHTepderica. Mojens ysa3BUMOCTEH
OTIpENENseT, HACKOJIBbKO YSA3BUM TOT WJIM HHOW 3JIEMEHT uHTepdeiica, a Takxke
BO3MOXXHOCTh 3JIOYMBIIIUICHHUKA aTaKOBaTh JIAaHHBIM AieMeHT uHTepderica. Takxke
B JAHHOW TIJIaBe JaHbl OMNHUCaHUS pa3pabOTaHHBIX AJTOPUTMOB OLEHUBAHUS
ysI3BUMOCTeN HHTep(eiica, a Takke OLEHUBAHUS OOILIEro YpOBHS 3alIUIIEHHOCTH
uHTepdeiica. B kauecTBe 0COOEHHOCTH ONMUCHIBAEMBIX aJTOPUTMOB BBICTYIAET MX
HAIpPaBJIEHHOCTb HA MOBBIIIEHNE OCBEAOMIICHHOCTH OlepaTopa WK pa3padoTyrKa

00 ypOBHE 3alIMIIEHHOCTH MCHOJIb3YEMOIo WM pa3zpadaThiBaeMoro MHTepdeiica.
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Takum 00pa3oM, JaHHBIE ANTOPUTMBI BO3MOXHO HCIIONB30BaTh KaK Ha JTare
NPOEKTUPOBAHMUSA, TAK U Ha TaIe SKCIUTyaTalluu.

B rTperbeii riaBe uccepTalMd  NPUBEACHO OMHCAHUE METOJUKH
OLICHMBAHUS YEJIOBEKO-KOMIBIOTEPHOTO MHTEp(eiica, KOTopas BKIOYAET B ceOs
OLICHMBAHUE KaK 3alIUMIIEHHOCTH, TaKk W yOoOcTBa wucmHolsib3oBaHus. B rmase
BBIICJICHBI TPU dTalla BRIMOJHEHUST MeToauku: (1) cOop mHbOpMAaK 0 YEITOBEKO-
KOMITBIOTEpHOM uHTepdeiice; (2) ananu3 3anuiiéHHocTu natepdeiica; (3) anamms
y100cTBa uCnojb30BaHusl uHTEepdeiica. IlepBbie 1Ba 3Tana OTHOCATCS K MPOLECCY
OLICHWBAHWS YPOBHS 3aIMIIEHHOCTH YEJIOBEKO-KOMIBIOTEPHOTO HHTepderica u
OCHOBaHbl Ha pa3pabOTaHHBIX aJIrOPUTMaX OILICHUBAHUS YA3BUMOCTEH W
3alUMIIEHHOCTH MHTepdeiica, TPeTU 3Tal ONUCHIBAET MPOLIECC OLIEHWBAHUSA
yno0cTBa UCHONB30BaHWsl MHTepdeica. Takke [maHHas TJaBa OIMUCHIBACT
ApPXUTEKTYpy MPOTrPpaMMHOIO  MPOTOTHUIA, PEATU3YIOUIETO  MpPEeIaracMyro
meToauKy. IIpoBeseHa skcriepuMeHTaNbHas OIEHKa BBITIOJHEHUs TpeOOBaHUM K
OTIEPaTHUBHOCTHU U PECYPCONOTPEOICHUIO pa3pabOTaHHOTO MPOTOTHUIIA. Pe3ynbTatThl
OpOJENaHHBIX AKCIEPUMEHTOB C ydacTHEeM MPOTOTUIIA  JOKa3zajh, uYTO
pa3zpaboTaHHass METOJWKA TMIO3BOJISIET BBIMOJHUTH 3a/lady WCCIEIOBAaHHUS U
YAOBIIETBOPSIET MPEIBSBISIEMbIM K Hell TpeOoBaHusM. Takke B JaHHYIO TJIaBy

BKJIIFOYCHBI IIPCAJIOKCHHUA 110 BHCAPCHUIO U UCITOJIb30BAHUIO MCTOIUKH.
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I'/TABA 1 CUCTEMHBII AHAJIAN3 3AJAYN
OLHEHUBAHMUA SAHIMIIEHHOCTH YEJIOBEKO-
KOMITIbIOTEPHOI'O UHTEP®EMCA

1.1 Yesn0BeKO-KOMNBIOTEPHBbIE HHTEP(eEHChI

[Tonb3oBaTenn mnepeaaroT OTPOMHOE KOJIMYECTBO WHGOPMAIMU IO CETH.
MHuorue nepenaBaeMble JaHHbIE MOTYT ObITb KOHGUIEHIMATBHBIMU, HAMPUMED,
NapoJiv, KOJIbI JOCTYIa U MPOYHE JAaHHBIE, KOTOPHIE HYHO 3aIUTUTh OT TPETHHX
mul. CyIIecTBYIOT pa3JINuHbIE METOBI U aJITOPUTMBI 3AIIMIIEHHON NIEpeIayl 3THX
naHHbIX. OJHAKO Mpoliecc Mepeaayd 3THUX JAaHHBIX OT YeJOBEeKa K YCTPOWCTBY H,
Ha00OpOT, OT YCTPOUCTBA K YEJIOBEKY, 3alUIIEH caab0. DTa npobdiaeMa 0COOCHHO
aKTyaJlbHa, KOTJa peyb UAET O IPUIIOKEHUSAX UHPOPMAIIMOHHON U KOMITBIOTEPHOU
0e30MacHOCTH, TJ€  MOXET  BO3HUKHYTh  HEOOXOJUMOCTh  YIPABISTH
KOHQUIACHIMATBHBIMA JaHHbIMU. [lo »TOl mnpuumHe paboTa omepaTopa ¢
uHTepdheiicoM TPHIoKeHUsT HHPOPMAIMOHHOM O€30MacHOCTH JIOJDKHA OBITh
3aIlMILIEHA.

Oneparop B3aUMOJEHCTBYET C KOMIBIOTEPHOW CHUCTEMON C TOMOILBIO
YEJIOBEKO-KOMIMBIOTEPHBIX ~ MHTepdelicoB. B 3aBucumoctn  or  obnactu
YEJIOBEUECKOW JIeITEeNIbHOCTH, WHTEppeicy MOryT OBITb JaHbl pa3IU4HbIC
ompenenenus. Jlaxxe B OJHOM 00JacTM KOMIBIOTEPHBIX HAayK ONpEICIICHUs
uHTepdeiica MoryT paznuuathes. bonpmas Poccuiickas DHIMKIONENS pa3aeser
uHTeppeics Ha «UHTEPPEHChl TOIB30BATENA», «HHTEPPEHCH MmporpaMmy,
«uHTEep(deichl TNporpaMMm €  almapaTHBIMH  CPEACTBAMU», «UHTEPQEHCHI
anmapaTHbIX CpeAcTB». B manHOW paboTe wuccieayrorcss HUHTEphEnch
MOJIb30BATENs, KOTOphIE NPEICTaBISIIOT  COOOM  «crmocod U CpelcTBa
B3aMMOJICHCTBHSI MOJIb30BaTels ¢ mporpammamuy [1]. Dtot uaTepdetic mo3pomser
ONEepaTopy B3aUMOJICHCTBOBATh C MNPWIOKEHUSAMHU. lIpm 3TOM JaHHBIM THIT
uHTep(delica MMeeT anmapaTHyl0 W MPOrpaMMHYIO0 YacTb. AMMapaTHas 4YacTh
BKJIIOYAET B c€0sl yCTPOICTBA, C MOMOIIbI0 KOTOPBHIX OCYLIECTBISETCS Iepenaya

JAaHHBIX OT YCJIOBCKA K MAIIMHC U OT MAIIMHBI K YCJIOBCKY. HpOFpaMMHaﬂ qaCTb —
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rpau4ecKuii  BBIBOJ, OOpaOOTaHHBIX JAaHHBIX H TpaduuecKue dIEMEHTHI
YIPABJICHUS dTUMH TaHHBIMHU.

B nmanHoit pabore moa  uHTEepdelicoM  MOHUMAETCA  YEJIOBEKO-
KOMIBIOTEPHBI  WHTEp(deiic, KOTOpbIii  sBIseTcss  HAOOpPOM  CPEACTB,
00CCIeYMBAIOIINX B3aUMOJICHCTBHE OMEpaTopa M KOMIBbIOTEPHOU cucTeMbl [1].
Takum o6pa3zoM, uaTepdeiic oTodpaxkaeT AaHHbIE TPUIIOKEHUS U TaET ONepaTopy
BO3MOYKHOCTH YIIPABJISATh STUMHU JTaHHBIMH, BHOCUTh U3MECHECHHS U HOBBIC JaHHBIC.
OfHUM U3 OCHOBHBIX MHCTPYMEHTOB MH(POPMAIMOHHON 0€30MacHOCTU SIBISETCS
BU3yaJbHAs AHAIWTHKA. 3ajJayd BU3yajdbHOU aHanmuTuku: (1) mpeseHtarus, (2)
MOHUTOPHHT, (3) paccienoBanue u (4) ympaeienue [2]. Tlo 3Tol mpuuuHEe
uHTepdeic npuioxKeHnid nHPOpMaIMOHHOM 0E30MaCHOCTU COIEPKUT B cede JBe
Oospive coctapisitomue: (1) Habop Mojened Bu3yalu3alud, OTOOpa))arolux
JaHHBIC (MTPE3CHTAalMA), B IEJISIX OTCICKUBAHUS UX ONEPATOPOM (MOHUTOPHHT), U
(2) Momeneit ympaBieHHs, KOTOpBIC TMO3BOJSIOT 3TUMHU JIaHHBIMH YTIPABISATH

(paccienoBanue u ynpasieHue). OnpeaeneHust 3TUX ABYX COCTABJISIIOIUX.

- ——————————————————————— -~ - —————————— - - —— -
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Pucynoxk 1 — Cxema B3aMMOICHCTBUS YeIoBeKa U KoMmbioTepa [3]

1. Moaeab Bu3yajau3anuu — 0a30Basi MOJICIb, ONMCHIBAIOIIAS CTPYKTYPY U
CBOICTBa Iepefavyn JaHHBIX OT YelIoBeKa K MalimHe. Vcrmoms3yercs Kak 4acTh
Mojenu naTepderica u BKII0YaeT B €0 COBOKYITHOCTh rpadyUueCKUX MPUMHUTHBOB
(OKpYXHOCTH, JIMHUM, TOYKH, ILIBETA, aHUMAIMK U T.A.), KOTopas (GOpMHUpYET

n300pakeHne M SBJsieTCsl TpaduyeckKuM oOTOoOpakeHHeM MAaHHbIX. Hampumep,
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MOJieJb CTONOYaToro rpaduka SBISETCS COBOKYIHOCTBIO TPSMOYTOJbHUKOB
pa3sHOW IJIMHBI W SIBISIETCS OTOOpaKEHUEM JIBYMEPHOW TaOJHUIIBI YHCIICHHBIX
JTaHHBIX.

CoBpeMeHHbIe HHTEPPEHCHI CUCTEM 0€30MaCHOCTH UMEIOT PSJT OOIIHNX YepT.
Kak npaBuno, kimaccuueckue MHTEpQEHCH BKIIOYAIOT B ceOsl OKHA ISl BBOJAA U
JUTSL IEMOHCTpAITUU KaKUX-TMOO JaHHBIX, MAaHETH C KHOMKaMH (YHKIIUN, TaKKe

4acTo B MHTEp(deiicax cucTeM OE30MaCHOCTH MPUCYTCTBYET BU3YyaTN3aIlNs.

a) rpag 0) reo-kapta

J1) MaTpHIb! €) napaje/ibHbie KOOPIHHATHI

"

R iR | SAEL
: '-.\\k"ﬂ i
' 9 _l'-" *.J

E_ '-‘.& .; > :..‘ o .

v/ A dEe

7K) TEILIOBBIE KApTh 3) rpaduK paccesHus i) rpa K noToKa
Pucynok 2 — Monenu Bu3yanuzauuu

Mopenu Bu3yanu3alud M MX pealu3aius MOTYyT ObITh pa3HbIMU B

PA3JINYHBIX IIPUIIOKCHUAX, TAK KAK PACCYUTAHBI HA PA3HBIC 3a1d4X 0e301acHOCTH.
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Hamnpumep, rpadsl mo3BoOISIOT BH3yaIM3UPOBATh KOMITBIOTEPHYIO CeTh [4], ¢ uX
MTOMOIIIBI0 MOXKHO OTOOpa3uTh Pe3ysIbTaT CKAaHUPOBAHUS MOPTOB [5], oTOOpa3uTh
aTakd M TMPOCIEIUTh HUX MapuipyTel [6, 7, 8], Takke MOXHO MPOBECTH
MojaenupoBaHue creHapueB atak [9]. OmHako B3aMMOJEWUCTBHE C MOJIEISIMU
BU3yaJlM3allii, B OCHOBHOM CBOJUTCS K B3aMMOJICUCTBHIO 4Yepe3 HakaThe Ha
KHOIIKM M TIPOYXe CTaHIAapTHBIE MHCTPYMEHTHI yIipaBieHus. Kpome Toro, MHOTHE
uHTepdEerCch 00X0aATCs BOOOIIe Oe3 B3aUMOJICHCTBHUS C BU3YyaIU3alUeH, U TOTIa
BU3YyaJIM3aIlMs UMEET UCKITIOUUTENBHO JEMOHCTPAIIMOHHYIO POJIb.

2. Monenb ynpaBJjieHusi — 0a30Basi MOJI€b, ONKCHIBAIONIASL CTPYKTYpPY H
CBOMCTBa mepeayu JaHHBIX OT YesoBeKa K MamnuHe. Mcronb3yeTcs Kak 4acTh
Mozenu uHTepdelrica U BKIIOYAeT B ce0s KOHKPETHBIC JCHCTBUS, COBEpIIAaeMbIe
OTIEpaTOpOM JIJIsT OTHpaBKM KoMaHA. Hampwmep, HakaThe KHOMKY, J>KECT B

BO3YyXC, IOJIOCOBAaA KOMaHJA4d U T.M.
a) tap 6) pinch 8) 2 finger swipe r) 3 finger press

A i

n) 4 finger pinchout ¢) 4 finger pinchin %) 4 finger swipe  3) 4 finger swipe
left-night up-down

Pucynok 3 — Monenu ynpaiieHust Ha npumepe Tadrnaza [10]
HeoOxomumo Takke OTMETHTh TO, YTO KOJUYECTBO 0OOpabaThIBaeMbIX
JAHHBIX BCE BpeMs BO3pAcTaeT, M OTH JIaHHBIE CTaHOBATCS BCE Ooree
pPa3sHOOOpa3HBIMM W CJIOKHBIMH, YTO TPHUBOJUT K YCIOKHCHHUIO MOJCIICH

BU3yaJIn3allnu. Takumm MOACIIIMH Kpaf/iHe CJIOKHO YIPaBJIAAThb, OCYIICCTBIIATH
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HAaBUralMIi0 B JaHHBIX W MPOM3BOAUTH UX aHanmu3. IloaTroMy Takoil moaxonm K
BU3YyaJIM3allMd MOXXET BECTH JHO0 K HEAOCTaTKy HWH(GOpMalUHU, KOTOPYIO
O0TOOpa)kaeT MOJENb, JIMOO K TEPEerpy>KeHHOCTH BHU3yalld3alluu HH(OpMaiuen.
Takum oOpa3zoMm, TpeOyroTcs Oojiee COBEPIICHHBIC MOJEIN B3aMMOJCUCTBHS U
aNbTEpHATUBHBIE METOJbI ympaBieHus. CylIeCTBYIOT HHCTPYMEHTBI, KOTOpBIE
MO3BOJISIIOT  B3aMMOJICHCTBOBATh C BH3yalM3alMedl Tak, YToOBl HE OBLIO
HEOOXOMMOCTH €€ TeperpykaTh: HalpUMep, «pbIOUN Tia3y», «CeMaHTHUYECKOe
MacIITabMpOBaHUE», «MHOKECTBEHHBbIM B3Msim» W T.1. [11]. lomomHuTEnsHO
MOBBICUTh YA00CTBO HUCIOJIb30BAHUS MHTEPPEHCOB MOKET MO3BOJIUTH peain3alus
B3aMMOJICHCTBHS ¢ CUCTEMOI KakK ¢ peajbHbIM 00BEKTOM (HampuMep, C MOMOIIBIO
«JITMCTaHUs» TIPU TIEPEX0/ie OT OJTHOW BU3yalIU3alluK K apyroit) [12].

Opnnako, NOOOOHBIE  yHOOHBIE  MHCTPYMEHTBHI  JUIsl  YIpaBIEHUS
BU3yaJIM3allM€l 4acTO CJI0O)KHO peaju30BaTb M  HCIIONb30BaThb BMECTE C
«TPAJUIUOHHBIM» HMHTEpPECOM, YIpPaBIIEMbIM IOCPEICTBOM KIABUATYPbl M
Mbi. C moMomibio 0osiee HOBBIX HMHTEp(ENHCOB, HalpUMEP, OCHOBAHHBIX Ha
CEHCOPHBIX OJKpaHaX W BUPTYaJbHON/JOMOJHEHHON pEallbHOCTH, MOKHO
UCIIOJIB30BaTh JIOMOJIHUTENbHbIE MHCTPYMEHTHI C OONbIIEeH JErKOCTHIO, 3a CUET
HAJIMYMS Y MHOTHX CEHCOPHBIX ycTpoicTB ¢GyHkimu Multi-touch [13], [14], a B
cllydae BUPTYaJbHOI/JAOMOIHEHHOW pEaJbHOCTH — 3a CUET BO3MOXHOCTH
pacro3HaBaTh JKecThl pPyk B Bosmyxe [15]. Tak kak sgaHHble HHTEpEHCHI B
HACTOSAIIEE BPEMsl SIBJISIOTCSI aKTUBHO pa3BHUBAIOIIEHCS 00J1aCThIO, OCTAHOBUMCS
Ha CEHCOpHbIX HMHTep(deiicax u BUPTYyaIbHOW/TOMOJHEHHON pPEabHOCTH
noapoOHee.

CoBpemMeHHbIE TUIIBI MHTEP(eiicoB.

WNurepdelickl, OCHOBaHHbIE Ha TEXHOJIOTMM CEHCOPHBIX JKPaHOB,
NPEANOIaraloT B3aMMOJCIHCTBUE TIOJB30BATENsI C CHCTEMOW IOCPEACTBOM
MPUKOCHOBEHUSI K DKpaHy ycTpoWcTBa. Takum o0pa3oM, 3JI€MEHThl yIpaBiIeHHs
COEJIMHEHbI C DJIEMEHTaMU BBIBOJA BU3yalu3allMM HHPOpMaLUU. YIpaBieHHUE
MOJKET OBITh PeaM30BaHO KaK C MOMOIIBIO MTPOCTOr0 KAaCaHUs, TaK U C TIOMOIIIbIO

PA3JIMYHBIX KECTOB HAa CCHCOPHOM JKpaHC. Kectel — 31O Pa3INYHBIC JABHXKCHU
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OJJHUM WJIM HECKOJIBKHUMHU TaJbIIlaMA 110 CEHCOPHOMY 3JKpaHy, K KOTOPBIM
MPUBS3aHBl KakKue-TMO00 (DYHKIMH, BBITIOJHSIEMbIC TPUIOKCHHEM B OTBET Ha
COOTBETCTBYIOIIMI kecT. B Hacrosiiee BpeMsi TEXHOJOTUIO CEHCOPHBIX IKPAHOB
MOJICP)KMBAIOT MHOTHE YCTPOMCTBA: CMapT(hOHBI, IUIAHIIETHI, CEHCOPHBIE
MOHUTOPBI JIJIs1 KOMITBIOTEPOB U HOYTOYKOB.

Mopenu Bu3yan3alnnuy Ha JUCIUIEE CEHCOPHOTO YCTPOMCTBA HE OTIIMYAOTCS
OT MOJIeJIE BU3yaIM3allMM, UCIOJb3YEMbIX ISl «TPAJAUIMOHHBIX» KHOMOYHBIX
rpadguueckux  uHTepdericoB. Yaime Bcero - UCHONB3YETCS  JABYXMEpHas
BU3yalIM3alisl JaHHBIX, TaK KaK MPUMEHEHUE TPETHEro HU3MEPEHUs] OOBIYHO HE
HECET TOJIE3HOW HH(POpPMAlUU M, BMECTE C TeM, MEPEerpy’kaeT BHU3yaIHU3aIHIo,
3aTpylHsAsE €€ BOCHpUATHE [ TMOJb30BaTenss. B cioydyae uUCHOIb30BaHUsA
TPEXMEPHOM BU3YAIM3AllMK, Yy T[IOJb30BATENSl HE BO3HUKAET OIIYILICHUS
MPUCYTCTBHUS, XapaKTEPHOTO /I MHTEPHEHCOB BUPTYATIbHOMN pealbHOCTH.

KiroueBast 0cOOEHHOCTD BU3YaJIM3alli B BUPTYaIbHON peaIbHOCTH COCTOUT
B TOM, YTO TIOJb30BATENIb IMOJYYAET OLIYUIEHHE MNPUCYTCTBUSA. Bo Bpems
B3aMMOJICUCTBUSL C OOBEKTaMH BUPTYaJbHOM pPEaTbHOCTH Y TMOJIb30BaTENs
co3ga€Tcs BIEYATIICHHE, OYyATO HaXOASAIIMICS Tepel HUM OOBEKT peajieH.
BzaumopeiictBue ¢ o0OBEKTaMH BUPTYaJIbHONW peaTbHOCTH NPUOTIHKEHO K
B3aMMOJICUCTBUIO ¢ (U3MUECKUMHU OOBEKTaAMU: IOJh30BATEIh MOXET CXBaTUTh
OOBEKT C MOMOIIBI0 KOHTpOJUIEpa, MepeMeNiaTh BUPTYyaIbHbIE OOBEKTHI BOKPYT
ce0s, moBOpayMBaTh MX, OTOPOCUTH B CTOPOHY W T.A. llpu 3TOM momp3oBaresns
BUJUT Ce0S HAXOIAUIMMCS B OJIHOM BHUPTYyaJIbHOM IIPOCTPAHCTBE C TEMU
o0OBeKTaMH, C KOTOPBIMH  B3aUMOJCHCTBYET. YTpaBJlCHHE OObEKTaMU
BUPTYaJbHOM PEAIBHOCTH MOMKET OCYIIECTBISATHCS C TMOMOILIBIO Pa3TUYHBIX
KOHTPOJUIEPOB WJIM C TMOMOIIBbI0 OECKOHTAKTHBIX JKECTOB B CJydae HaIu4us
KaMephbl, PaCIO3HAIOLIEH TAKUE KECTHI.

Mogenu Buzyanu3aluyd JJisi BUPTYQIbHOM PEATbHOCTH Yallle BCEro
o0NaatoT TpeMs HW3MEPEHUSIMH, KaK U OOBEKTHl (PU3UYECKOW pPEaIbHOCTH.
WNutepdeiic Ha OCHOBE CEHCOPHBIX OKpPAaHOB HE 00JafaeT TaKUMHU Ke

BO3MOXHOCTAIMHU BBaHMOﬂeﬁCTBHH, 4yTO W BHUpTyajdbHasd pPCalbHOCTL, IIO 9TOH
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IPUYUHE WCIOJIb30BaHUE 00bEMa sl Mepeayd KOJIMYECTBEHHBIX NAaHHBIX OBLIO
Obl Hu30bITOYHBIM. OpHAKO B cioydae BUPTYAJIbHOM pEaNbHOCTH, BBHUIY
BO3MOXKHOCTH OCMOTPETh OOBEKT CO BCEX CTOPOH, MPUOJIU3UB €ro K cede, Wiy,
HA000POT, CAMOCTOSITEIPHO MPUOIU3UBIINACH, 00BEM MOXKET MPUMEHSATHCS IS
nepesaym KOJIMYECTBEHHBIX JAaHHBIX.

Ob0sacte naHHOW pPadoTHl B 4acTH MHTep(deicoB — 3TO COBPEMEHHBIE
BUIBl WHTEp(]ECOB, OCHOBAHHBICE HA CEHCOPHBIX OKPAHAX W BUPMYAIbHOU
peanvrHocmu. CEHCOPHBIE 3KpaHbl B HACTOSIIEE BPEeMsl OYEHb PaCIPOCTPAHEHBI
(uta"IeTsl, cMapT(@OHBI), TMOJB30BATEIM 4Yallle BCETO YCTAHABIMBAIOT Ha
cMapTHOH MHOXKECTBO NPUIIOKEHUH, COAEpKAIlUX YYyBCTBUTEJbHBIE JaHHBIC,
KOTOPBIMU MOTJM OBl BOCIOJIB30BATbCS TPETbH JUIA. OJTO OaHKOBCKHE
npunioxenus, ['ocYcnyru u 1.0 Takxke 11l yCTPOKUCTB ¢ CEHCOPHBIMHM JKpaHAMHU
pa3pabarbIBalOTC MOOWJIBHBIE BEPCUU NPUIIOKEHUN Oe3omacHocTH. [l
BUPTYaJIbHOM PpPEAbHOCTH TAaK)K€ HAYMHAIOT pa3padaTbiBaTh MPUIOKEHUS
uH(popManmoHHOW Oe3zomacHocTH. TakuM 00pa3oM, COBPEMEHHBIE THIIbI
uHTep(ericoB (CEHCOpHBIE HKpaHbl M BUPTyalbHas pPEabHOCTb) SBISIOTCS
NEPCHEKTUBHBIM HAIIPaBJICHUEM JJI JaTbHEHIIINX UCCIEA0OBAHUM.

1.2 MecTo M poJib 4€J10BEKO-KOMIILIOTEPHbIX HHTepPdeiicoB B 00J1acTH
HHPOPMALIMOHHOIT 0€30MACHOCTH

Tak Kak COBpeMEHHbIE THUIBI  HUHTEP(ENUCOB  SIBISIIOTCA  HOBOWU
pa3BUBaroIIelics 00JIaCThIO, OHHM OO0JIAAIOT PSIOM HEPEHmEHHBIX IPoOIIeM,
KacalolMxXcsd  BU3yaJdW3allud  JIaHHBIX,  YIpPaBJICHUS  BU3yalIM3aluud U
3aIuUIEHHOCTH HHTEpdeiica.

1.2.1 OOmue mnpodgeMbl BH3YAJbHBIX YeJOBEKO-KOMIBIOTEPHBIX
uHTepdeicon

[Tockonbky wHTEpdeic BKIIOYaeT B ceOS JABAa OCHOBHBIX KOMIIOHEHTA —
BU3yallM3allisl JaHHBIX W yIOpaBiI€HUE HTUMU  JaHHBIMH, IPOBOJSATCSA
MHOT'OYHCIICHHBIE UCCIEA0BAHU, Kacaroumecs 3TUX HarpasiieHuil. Hanpuwmep, B
HACTOsIIIIee BPEMS TPOBOJUTCS MHOXKECTBO MCCIIEIOBAHUN BU3YyaIbHON aHAIIMTUKU

B 00JacTH KOMHBIOTGpHOﬁ 0e301acHOCTH. HpI/I 9TOM BBIABJIICHHBIC MCCICOOBAHNA
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npo0ieM BH3yalM3allMKM JEIATCS Ha JBa THMNA. H3YYEHHUE CYIIECTBYIOIIMX
MOAXOJ0B K BU3YyaJIM3allMd U pa3pabOTKa HOBBIX MOAX0A0B. OHAKO €lIé OJTHOU
aKTyaJIbHOM MPoOJIeMOM ocTaércst mpobiemMa 3aluIIEHHOCTH MpuéMa U Iepeaadu
9TUX JMaHHbIX. C TOYKH 3PEHHS YeIOBEKO-KOMITBIOTEPHOTO MHTEp(deiica, mpuém u
nepejaaya JaHHBIX MPOUCXOIUT MPU B3aUMOJCUCTBUU oliepaTopa ¢ UHTepdeicoM.
Takum  oOpa3oMm, wucCcienoBaHUS B  OOJACTH  YEJOBEKO-KOMITBIOTEPHOTO
B3aUMOJICUCTBUS € TPUIOKEHUSIMH HWH(OOPMALMOHHOW M  KOMIIBIOTEPHOMN
0€30MacHOCTH JIEATCS Ha YEThIPE OCHOBHBIC TPYIIIbI:

(1) uccnemoBaHuss ~ HOBBIX ~ IMOAXOAOB K  BHU3yaJM3allMd  JaHHBIX,
UCITIOJIB3YIOIIUECS I Pa3pabOTKU HOBBIX CIIOCOOOB BU3YaJIbHOTO OTOOpaKEHUS
JTAHHBIX 0€30MacHOCTH (MOJIeNIel BU3yallh3allim);

(2) uccnenoBaHus CyIIECTBYIOMIMX ITOAXOJOB K BH3YyadW3allud JIaHHBIX,
KOTOPbIE MOKHO IPUMEHUTH JIJIs1 PEIICHUs] Pa3INYHBIX 3a/1ay O€301aCHOCTH;

(3) uccinemoBanus B 00JIaCTH yIPABICHHS JaHHBIMUA OC30ITaCHOCTH,

(4) uccmemoBanuss  BO3MOXKHBIX ~ CIIOCOOOB  3alllUThI  B3aMMOJEHCTBHS
orneparopa ¢ JaHHBIMU BU3yalu3aluu.

Jlns  pa3pabOTKM yCHEHIHBIX MOJeNied W METOJOB B3aWMOJICUCTBUS
ormeparopa ¢ wuHTepdericom mpuaokeHu HHHOPMAIMOHHONW 0€30macHOCTH
HEO0OXOJMMO YUYUTHIBATh BCE 3TU HAIIPABICHUS UCCIICTOBAHMIM.

IIpoGaembl Bu3yaamzanum. MccnenoBanusi mnpoOsieM BU3YaTU3ALMU
MO3BOJISIIOT OTBETUTH HA CJEAYIONIME BOTPOCHL: () KAKUMHU CTPYKTYpaMH JaHHBIX
NpPUXOAUTCS omepupoBaTh, (0) Kakue MOAENM BHU3yaIU3aUUU  SBISIOTCS
MPUMEHUMBIMH K 33]]a4aM KOMIIBIOTEPHOIN 0€30MacHOCTH.

(a) B obOmactu 0€30macHOCTH KOMIIBIOTEPHBIX CETEH JaHHBIE MOYKHO
pa3lenuTh Ha KouuecmeeHHvle U kamezopuaibHvle. Konuuecmeennvie 0anHvie —
TO TakWe JaHHBbIE, KOTOPhIE MOTYT OBITh BBIPAXKEHBI YHCJIOM, HAMpPUMED,
KOJIMYECTBO TMepeaBaeMbIX MaKETOB B CETH, KOJIMYECTBO 3aIyIIEHHBIX MPOIIECCOB
Ha OJJHOM MamuHe, 00b€M Tpaduka, nepesaBaeMoro oT 0JJHOr0 XOCTa Ipyromy,
T.11. KameeopuanvHvie 0anHble HENb3s BBIPA3UTh KOJIMYECTBEHHO, OHU OTPaKaroT

MPUHAIIIEAKHOCTh 00BEKTA K KaKON-I100 Tpynie, HapuMep, TUIIBI TepeIaBaeMbIX
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MAaKEeTOB, THUIBl YCTPOWCTB B CETH, HA0Op TMOJUTUK JIOKATBHOW CETH, THIIbI
YSA3BAUMOCTEU U T.II.

(6) BriOupaemas Mojenb BHU3yaJdu3allMyd 3aBUCUT OT TUIMA JIaHHBIX,
KOTOPhIMU ~ OyJeT OIepHpoBaTh CIECHHUATUCT B O0JACTH  KOMIIBIOTEPHOU
6e3onacHocTu. [1o 3TOM MpuYKMHE MOAEIH BU3YaU3AlMK TaK)Ke UMEIOT JBa BUA:
TaKhe MOJIENH, KOTOPbIE MOTYT OTOOpa)xxaThb KOJMYECTBEHHBIC JaHHBIC, U TaKue
MOJIETH, KOTOphle  OTOOpakaroT  KaTeropuaibHble  JaHHBIe.  Mogenu,
OoTOOpaXkarolMe  KOJMYECTBEHHbIE  CTPYKTYphl:  IpocTedne  rpaguku
(rucrorpaMMbl, KpYroBbl€ TUArpaMmmbl), rpaduKu paccesHus, rpapuKh IMOTOKA.
Mogenu, oToOpaxaroliye KaTeropuaibHble CTPYKTYpBI: rpadbl, 1€peBbsi U KapThl
JIepEeBbEB, MapajuieabHble KOOpAUHAThI, MaTpulbl [11]. XapakTepHbM IpUMeEpOM
UCTIONB30BaHUsl BU3yallM3allid B CETEBOW 0€30MacHOCTH SIBIAIOTCS Tpadbl aTak
[16], xOTOpBIE TO3BOJIAIOT MPOCIEAUTh MApUIPYTHI aTakyromero cyowbekra. C
MOMOIIBIO JIEPEBBEB M KapT JEPEBbEB MOXKHO PEATM30BaTh BU3YATH3AIHIO
JPEBOBUHOW CTPYKTYPHI, HANpHUMEp, BU3YAIM3HPOBaTh (HANIOBYIO CHCTEMY.
Matpuibl MO3BOJISIIOT MPOAHATU3UPOBATh YSI3BUMOCTh IOPTOB, NPU 3TOM, €CIU
00BbeNUHUT, MX C TpadaMu aTrak, TO C HUX IOMOIIBGI0 MOXXHO TPOCICIUTH
BO3MOXKHBIC MapIIPYyThl aTaKyOIIEro ¢ Y4ETOM W3BECTHBIX ysi3BuMocten [17].
Kpome Toro, CyIIecTBYIONIME MOJACIIH BU3YaIH3aIl[id MOYKHO KOMOHHHpOBaTh [ 18],
HaIpuUMep, MOSABJISIOTCS MOJEIH, COBMEIIEHHBIE ¢ kapTamu Bopownoro [19, 20],
TaK)K€ Pa3IMYHbIE MOJIEIM YacTO COBMEILIAIOTCA C Te€0-KapTaMU U XOPJOBBIMU
nuarpammami [21].

IIpodaembl ynpaBiaenusi. lccnenoBanus, Kacarolmyecs KOMIIOHEHTa
yIOpaBIEHUST UYeJIOBEKO-KOMITBIOTEPHOr0 HHTEep(eiica, MO3BOJSAIOT OLICHUTH, (B)
KaKhe TMOAXOAbl K YeIOBEKO-KOMITBIOTEPHOMY B3aMMOJCHCTBHIO B 00JacTd
KOMIBIOTEPHOM Oe30MmacHOoCTH Oy 1yT HauboJjee aJeKBaTHbIMH.

(B8) [dns mnpoakTUBHOTO MOHUTOPUHIA COCTOSIHUS CHUCTEM CETEeBOM
O0e3omacHOCTH TpeOyeTcs IMOCTOSTHHO B3aUMOJIEHCTBOBATh C OTOOpa)kaeMbIMU
uHPOPMAIlMOHHBIMU O00BbeKTaMu. B mocneanee BpeMss NOIYYWIIO pa3BUTHE

MHOKECTBO aIllapaTHbIX UHTEPPEHCOB (CEHCOPHBIE SKpaHbl, HEUPOUHTEPPEICHI,
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OYKM BHUPTYAJIbHOW pEaJbHOCTH), a TaK¥KE€ MHOXECTBO METOJIOB, KOTOpbIC
MO3BOJIAIOT YIPABJIATH BHU3yalM3allied, UCIONB3Yys TOT WJIM HWHOM UHTepderc.
[IpocTetinue mpuMepbl TaKUX METOJOB — MepeTsAruBaHue oObekToB (drag-and-
drop) wim yBenmuueHue OOBEKTOB «pbIOMU THa3» [1l] B ciaydae CEHCOPHBIX
HKpaHOB. TEeXHOJIOTHUSI OTCJIECKMBAHUS B3IJISIa BO3MOXHA JIJIi BUPTYaJbHOM
peanbHOCTH. HevpounTtepdeiic ynpaBiasieTcss HMITyJIbCaMHd MO3Ta, KOTOpPBIC
YJIaBIUBAIOTCS 3JICKTPOIAMH.

HecmoTpss Ha Oobllioe KOJUYECTBO OTKPBIBIIUXCS BO3MOXKHOCTEH B
VIOpaBJICHUU JTaHHBIMM BU3yaJIM3allid, B OOJIBIIUHCTBE CIy4aeB yIpaBJiCHUE
MPOUCXOIUT MPHU MOMOIIM TPATUIIMOHHBIX 3JIEMEHTOB Tpaduueckoro uHTepdeiica:
KHOIIKH, BBITIAJIAIOIINE CIIUCKH, paJualibHble KHOMKU U T.A. [22, 23, 24]. Ilo aToi
MPUYUHE YNPABJICHUE JIaHHBIMU OTJEJICHO OT HEMOCPEICTBEHHO BH3YaJIM3allWU.
OmnepaTop Mo-npeKHEMY B3aUMOJCHCTBYET C JIaHHBIMHU, a HE C O0TOOpaKaeMbIMU
o0BbEeKTaMM, COJEpXKaIllMMU B ce0e ATU JaHHble. TakuM 00pa3oM, JaHHbBIE U
MOJIEIb BHU3yalM3alluk BCE eII€ CYHIECTBYIOT OTACIBHO Jpyr OT Jpyra.
[IpunoxkeHusi, peaqu30BaHHbIE HAa OCHOBE CEHCOPHBIX 3KPAaHOB, B OCHOBHOM,
MOBTOPSIIOT TPATULUOHHBIE METOJbl B3aUMOJICUCTBUSA, TA€ MNPUKOCHOBEHHE K
PKpaHy 3aMEHseT HaKaThe Ha KHOMNKY YKa3zareleM MbId. Takoil cmnocob
YIPABJICHUS CIIOKHBIMA MOJIEJISIMU BU3YaJIU3allUU SABJISIETCS MPOOJIEMATUYHBIM.

3aKOHOMEPHO, UTO Y€M CJIOKHEE MOJIEbh BU3YyAIM3allMd, TEM CJIOXXKHEe el
yOpaBJsITh. TakuM 00pa3oM, MPEUMyIIeCTBO OTOOpaKeHUsI OOJIBIIIOTO KOJUYECTBA
Pa3HOPOJHBIX JAHHBIX TMPEBpAIlACTCsl B HEIOCTATOK ISl YIIPABJICHUS STUMHU
naHHeiMU. [Ipu 5TOM [JaHHBIE KOMITBIOTEPHON O€30MacCHOCTH dalle BCEro
SIBJITFOTCSL PA3HOPOJHBIMU U 00s1afatoT Oonbimumu o0béMamu. [1o 3Toil mpuunne
TpeOYIOTCS TaKME METOJIbl YeJIOBEKO-KOMITBIOTEPHOTO B3aMMOJICHCTBUS, KOTOPHIC
CMOTYT 00€CTeUNUTh yMPAaBJICHUE JOCTATOYHO CIIOKHOW MOJEIBI0 BU3yaJIU3alIluH,
OolHako 0e3 HeoOXOAMMOCTH 3alOMHUHATh OOJIbIIOE KOJIMYECTBO KOMAaHJ
YIOpPAaBJICHUS, TTPH 3TOM KOMAaHbl JOHKHBI COOTBETCTBOBATH MPUHIUITY MPSMOIO

BSaHMOHCﬁCTBHH H PCaIM30BbIBATHCS C ITIOMOIIBIO JKECTOB HA CCHCOPHBIX DKPaHaX.
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B3auMozeiicTBue ¢ MPUIIOKEHHEM KOMITBIOTEPHON O€30MaCHOCTH JOJIKHO
BKIIIOYaTh B ce0S  METOAbl, MO3BOJISIIOIIME  peajdn3oBaTh  I1a0JIOH
MH(OPMAIMOHHOTO MOUCKA [25], 3aKII0YAIOIIUICS B TPEX MyHKTaX:

1) Bu3yanuzaius J0JKHA COJEpKaTh OOIIYI0 KApTUHY CUTYyalluu;

2) TOJKHBI MOJAEP>KUBATHCS MaclITaOupoBaHue U GUIbTPALIKS;

3) IOJKEH OCYIIECTBIISITHCS 3aIIPOC JIETalIel 10 TPEOOBAHUIO.

Takum 00pa3oM, Ha OCHOBAaHMHM W3YYEHHBIX pPabOT, MOXKHO BBIICITUTH
CJIEIYIOLIME BHUJIbI YEJIOBEKO-KOMIBIOTEPHOTO B3aUMOJICHCTBUS I BU3YaJIbHOTO
aHanu3a B 00JIaCTU CETEBOM OE30MaCHOCTHU:

1) ynpaBiieHH€e MOJI0KEHUEM 3JIEMEHTOB MOJIEIN BU3YyaIU3alluu;

2) ynpaBieHHe MaclITadbom;

3) ynpaBieHue QuibTpamMu;

4) ynpaBieHHUe IeTaIsiMU 10 TpeOOBAHUIO;

5) ynpaBieHue YPOBHSIMH BU3YaJIU3AIUU.

bormee moapoOHO TUMBI KIAcCU(PUKAIIMU  YEJIOBEKO-KOMITHIOTEPHOIO
B3aMMOJICHCTBUS TPEICTABIICHBI HIKE.

(1) Campiif mpocToil mpuMep B3aUMOICHCTBHUS IO THUIY «YIPABJICHUE
MOJIOKEHUEM DJIEMEHTOB MOJCIM BU3YyaIU3alun» — (PYHKIUS MepeTacCKUBaHUS
a5ieMeHTOB Busyanusanuu drag-and-drop. C €€ mNOMOIIBI0 ONepaTop MOXKET
MOJY4YUTh OOIIYI0 KapTUHY MNPOUCXOASIIETO B CHUCTEME MyTEM MEpPEeMEICHUS U
CpaBHEHUS PA3JIMYHBIX JIEMEHTOB, HAIIPUMEP, CPABHUTH 110 pa3Mepy JiBa CTOJIOIA
JarpaMMbl WIH JIBE BEPITUHBI rpada.

(2) MacmtabupoBaHue MOXKET OCYIIECTBISATHCS PA3THMYHBIMU CIIOCOOAMH.
Hampumep, sddext ppiObero rinaza Mo3BOJUT PACCMOTPETh OTACIBHBIE MEIKUE
JeTand OOJbIION MOJENnW BHU3yanu3anuu. Takke oJHa M Ta ke HHpopmanus
MOKET UMETh pa3HO€ MPE/CTABICHHE: B 3aBUCHMOCTH OT CUTYyalluu, JAHHBIE C
HepapXUUYECKON CTPYKTypOl MOTyT OBITh MPEACTABICHBI KakK JAEpeBO, KapTa
JIEPEBbEB WM Tpad, MPU 3TOM MEXIY JaHHBIMU MPEICTABICHUSIMH MOKHO

MEPCKIOYATHCA.
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(3) ®unpTpanys MO3BOISET IPYNIUPOBATh 3JIEMEHTHI MO ONPENEIEHHOMY
IPU3HAKY, C BO3MOXXHOCTBIO CKPBIBaTh (WIMIIHHUE» 3JEMEHTHI U OTOOpaXKaTh HX
3aHOBO. Takke BO3MOKHA TPYNMIHUPOBKA C I[BETOBBIM BBIJCICHUEM, OOBOIKOMN IO
KOHTYPY, CBEUEHHUEM, YIIPABJIECHUE MMPO3PAYHOCTHIO, TPYIIUPOBKA B IPOCTPAHCTBE
u T1.n. Hampumep, B MaTpule MOXKHO CIrpYIHIHPOBATH MOPTHI IO KPUTEPHIO
ySI3BUMOCTH: OT 00Jiee ysI3BUMBIX K MEHEE YSI3BUMBIM.

(4) Jleramu mo TpeboBaHMIO — 3TO UH(POPMAIKS, KOTOpas He 0OTOOpaKaeTCs
Ha OOIIeM BHJAE MOJEIM BU3YyalIM3allMHM, OAHAKO MOXET OBITh BbI3BaHA IpHU
HeoOxonumoctu. Hampumep, Takum oOpa3zom MoryT ObITh BbI3BaHbl [P-aapeca
YCTPOMCTB CETHU, KOTOpBhIE HE OTOOpa)karoTcsi Ha oOumieM BHUae rpada cetu u3
CO00paXeHU SKOHOMHHU MTPOCTPAHCTBA.

(5) Hexotoprie Moaenu Bu3yald3allid OTOOpa)KarOT JaHHBIC, CBS3aHHBIC
Mexay coboi. g Takux BUJOB BU3YaJU3alMU MOXHO NMPUMEHSTH YIPaBJICHUE
YPOBHSIMH, KOTOPOE€ BBIPAKAECTCS B H3MEHEHUHU CBA3EH MEXKIY 3JIEMEHTaMHU.
Hampumep, rpad KOMIbIOTEpHOW CE€THM OTOOpa)kaeT (PU3MYECKHE U JIOTHYECKUE
CBSI3U MEXIY YCTPOWCTBaAMHM, MOJKIIOYEHHBIMA K ATOW CETH, W HAHHBIM THII
B3aMMOJICUCTBUS TIO3BOJIMT MEPEKIIOUATHCA MEKY 3TUMHU CBSI3SIMHU.

Jlis Toro 4toObl HE OTAENATH JAaHHbIE M BU3YyaIM3alMIO Pyl OT ApYyra,
naHHble (YHKUUU JOJDKHBI  OBITh  pealu30BaHbl C  IMOMOILIBIO  METOOB
B3aMMOJICUCTBUS YEJIOBEKAa M KOMIIBIOTEpA. DTO CTAHOBUTCS BO3MOKHBIM IpHU
UCIIOJIb30BaHUU CEHCOPHBIX IKPAaHOB Kak MHTep(elica yrnpaBieHus BU3yaln3aluen
JAaHHBIX ceTh. B KkadecTBe mpuMepa MOXHO pPacCMOTPETb BO3MOXKHOE
B3aUMOJECUCTBUE C BHU3yallM3alMENd KOpHopaTuBHOW ceTth. [Ipu moHuTOpHHIE
COOBITHIT 0€30MacHOCTH TpeOyeTCs MePexXoIuTh OT oAHOro ypoBHs Moaenu OSI k
Ipyromy — 3TOT  MEpexoJ  MOXHO  OCYIIECTBISTh C  TOMOUIBIO
CBEJICHUS/pa3Be/IeHNs] HECKOJIbKMX TMasiblieB OAHON pyku. IIpm HEoOXxoaumocTH
CMEHBI (PM3MYECKUX CBSA3EH BHYTPH CETH Ha JIOTHUECKHME MOXXHO HMCIOJb30BaTh
KECT JHMCTaHWs BIEBO/BNpaBo. [Ipu ATOM KOMaHAbI BBOASTCS C IOMOIIBIO

CCHCOPHBIX 9KPAaHOB, HOJACPKNBAOIINX MHOXKXCCTBCHHOC KaCaHHUC.
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[IpuHuun pacro3HaBaHUs KOMaHIbl MHTEP(ENCOM HAa OCHOBE CEHCOPHBIX
HKPAHOB COCTOHUT B CIIEAYIOIIEM: MOJb30BaTENb KacaeTcsl dKpaHa, MPHIOKEHHE
pacno3HaéT KOJUYECTBO MAaJIbLIEB, PACIO3HAET KOOPAMHATHI IMPUKOCHOBEHUS
NanblieB K dKpaHy, IpU Hayale IBMKCHHS MallbllaMHU PACHO3HAET HaIpaBJICHUS
JBIKEHUS, J1ajiee cpabaThiBaeT HYKHAsl (QYHKIIMS, TPUBS3aHHAS K BBITIOJIHIEMOMY
xecTty. OCHOBHBIMM JKECTaMU SIBJISIIOTCS tap (KOPOTKOE KacaHMe), press (101roe
KacaHue), swipe (JIMCTaHWE  BIPaBO-BIEBO WM  BBEpPX-BHM3), pinch
(cBeneHue/pa3BeicHHEe HECKOJIbKUX MaJbLEB Ha 3KkpaHe). OJIHAKO MCHOJIb30BaHUE
KECTOBOro HWHTep(deiica Ha CEHCOPHBIX HSKpaHax [JIsi MPUIIOKEHUNU CETEeBOU
0e30macHOCTU TPeOyeT AOMOTHUTEIIBHOTO 3YUCHUSI.

IIpo6yeMbl 3aIMIIEHHOCTH.

B Hacrosimiee BpeMsi aKTHBHO HW3Yy4YalOTCSl YS3BUMOCTH CETH U
IPOrpaMMHOr0 OOECHEeYEHHUs, OJIHAKO YSI3BUMOCTSIM HHTEPPEHCOB YyIensercs
oueHb Mano BHuUMaHus. [loaToMy naHHas 007IacTh OCTa€Tcs HENPUKPBITOW H
MOJKET TPEACTABIATH OMNACHOCTh Ui KOHQUACHIMAIBHOW WHGOpMAIUU
noJyib3oBaresieil. [IpUBBIUHBIM THIIOM aTak SBJISETCS MepexBaT JAAHHBIX MO CETH
au00 BPEIOHOCHOE MPOrpaMMHOE OO0ECIEeUeHHe, KOTOpOE€ COOMpaceT JlaHHbIC
NPUIIOKEHUH, TApOJIM U APYTUE YyBCTBUTENbHBIE NaHHble. OHAKO €CTh pAJl aTak,
TUIUYHBIX UMEHHO 1Js uHTepdelicoB. Hampumep, 3TH aTaku CBS3aHBI C TEM,
YTOOBI HAPYIIUTH KOH(DHUIECHIIMAIBHOCTh HAOIIOJEHUEM CO CTOPOHBI MM KaKUM-
nbo o0pa3oM 3adUKCHUpOBATh IOJIL30BATENBCKUE JaHHBbIC (Hampumep, ¢
NOMOIIbI0 (OTO- U BUIEOKAMEPHI), & TAKXKE HAPYLIUTh KOH(PHUICHIMAIBHOCTD,
LEJIOCTHOCTh WJIM JIOCTYITHOCTb, BMEIIMBASICh B MPOLIECC MEpeAayd NaHHBIX OT
OJTHOTO 3JIeMEeHTa uHTepdeiica K Jpyromy.

Kak Bm3yanuzainusi, Tak W yOpaBIEHUE MOTYT OBITh YSA3BUMBI IS
MHOXecTBa arak [26]. Hampumep, araku mocpeacTBOM HaOMIOAEHUS 3a
JIEHCTBUSIMU OTepaTopa CO CTOPOHBI, aTaKW, HAMpaBJICHHbIE Ha BpPEMEHHOE
YXYIIIEHHEe CaMOYYBCTBUS oOIeparopa [Jjsi TOro, 4ToObl 3aCTaBUTh €ro Yaile

OIUOaTHCH.
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1.2.2 IIpodJembl COBpeMEeHHbBIX YeJI0BeKO-KOMIIbIOTEPHBIX
uHTepdeicon

[IpoOneMbl COBpeMEHHBIX THUIIOB HHTEp(EcoB Takxke JiexaT B 00JacTH
BU3yaJIM3al[iH, YIMPAaBICHUS M 3alIUIIEHHOCTH B3aUMOJACUCTBUS oOIepaTopa C
JTAHHBIMU TUIIAaMU UHTEp(eiicoB.

IIpobaembl CEHCOPHBIX  JKPaHOB.  Busyamuzayus. [Tpo6nemsl
BU3YyaJIM3allMd COOTBETCTBYIOT OOIIMM mpobiemMaM HHTEpQeiicoB, TaKk Kak
BU3YaJIM3alis Yalle BCEro IByXMepHasl.

Vnpasnenue. llenenamnpaBieHHOE W3y4YeHHE pPa3HOOOpPA3HBIX MOeEINei
B3aMMOJIEHCTBHS C CUCTEMaMU 0€30IaCHOCTH MOCPEACTBOM KECTOB Ha CEHCOPHBIX
9KpaHaxX TOJbKO HauuWHAeT pa3BuBaThca. Tak, B [13], [14] npemnararoTcs
onpenenéHHble JKECThl Ha CEHCOPHBIX OJKpaHaX IO KOHKPETHBIC 3ajadu
0€30I1aCHOCTH.

OpHako  CymIecTBYIOT  palboTHI, MOCBSIIEHHBIE  HMCCIEAOBAHUIO
B3aMMOJIEUCTBUS C CEHCOPHbIMU HHTep(ericamu. 110CKOIbKY CEHCOpHBIE 3KpaHbI
UCIOJIB3YIOTCS B TOM YHCIIE JJIsl IPUIJIOKEHUH IO YIIPaBJICHUIO UH(POPMAIIMOHHON
U KOMIBIOTEPHOW O€30MacHOCThIO, OBLIM HMCCIEAOBaHBI HAmMbOOJee YacTo
BCTPEUAIOLIUECS MOJIENIN YIIPABICHUS] CEHCOPHBIM UHTEP(EHCOM.

beut paccmotpeH psn paboT, B KOTOPBIX MPOBOAUTCS OIEHKA PA3IUYHBIX
TUTIOB B3aWMOJICUCTBUS TMOJb30BaTEIeH C CEHCOpHBIM HUHTEepdeiicom. B paborax
UCCJIEIOBAaHbI CJIETYIOIINE MOJIEIN B3aUMOJICHCTBUS:

1) mepetsiruBaHue ykaszarens Ha dkpaHe (drag), yBeIMYEHHE C TIOMOIIBIO
BoIIeeHus obsactu (tap and drag) [27];

2) cBeneHue/pa3Be/icHHE IBYX MayblieB Ha dKpaHe (pinch), mcmonb3yercs
JUTST I3MEHEHUST pa3Mepa 00bEKTa, YBEIWYCHHE C TIOMOIIBIO BBIICTCHHs 00JIacTu
(tap and drag), B paboTe Tak)e HCIOJIB3yeTCS TaKXe U1 yBEJIUYEHHUS 00beKTa
[28];

3) neuath Ha 3KpaHHOH KiaBuarype (type on a keyboard) [29];
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4) Haxxatue Ha 0O0BEKT (tap), 3aXBaT M IEpEeMEIICHHE O0BEKTa W3 OIHOU
obmactu B gnpyryto (drag and drop), ciemoBaHme mNamblleM Ha DKpaHE II0
omnpenenéuHoi 3aganHon tpaekropuu (path following) [30];

5) cBeneHme/pa3BeieHre ABYX MalbIIeB HA 3KpaHe (pinch) B Mccie0BaHUM
Tak)Ke TPUMEHSCTCS I yBEJIWYCHHsS] 00bEKTa, JTUCTAHUE CBEPXY BHHU3 U CHH3Y
BBepx (scroll) [31];

6) Haxkatue Ha O0OBEKT (tap) HCIOJNB3yeTCs JUIA BbIOOpa OOBEKTA,
nepeTsAruBaHue ykasatens Ha skpane (drag), moBopot (rotate) mcmosb3yercs st
IIOBOPOTa OOBEKTa BOKPYT CBOCH OCH, CBEICHHE/pa3BelICHUE JBYX MaJbICB Ha
sKpane (pinch) ucmonb3yeTcs Isl HACTPOWKHM BETUUHMHBI 00beKTa [32].

Takum 006pa3om, BBISBIICH CIEAYIONMINI HA0Op B3aUMOICUCTBUI:

1) naxkarue (tap) — HaxxaTUE HA OOBEKT UM 00J1aCTh;

2) meuyaTh Ha SKpaHHOW kKiaBuatype (type on a keyboard) — meuath Ha
SKpPaHHOM KJIaBHAType IUIAHIIeTa WK cMapT(oHa;

3) Beigenenue obactu (tap and drag) — HaXkaTHe W TPOBEACHHUE MAJIbLIEM B
JPYTYIO 9acTh dKpaHa JIJIsl BBIJICIICHHS 00JIACTH WIT YBEIUICHHS 00JIaCTH;

4) 3axBat u nepetrsaruBanue oobekTa (drag and drop) — pacnpocTtpanéHHoe
B3aMMOJICHCTBHE, KOTOPOE BBIPAXKACTCS «3aXBaTOM» OOBEKTAa HAa DKpPaHE IMyTEM
Ha)kKaThsg Ha OOBEKT W TEPETaCKMBAHWEM €T0 B JIPYTYHO O0JIACTh dKpaHa MyTEM
TIPOBEICHUS MAJIBIIEM 110 SKPaHYy;

5) nepersruBanue ykaszaress (drag) — mpoBeeHHE TaJbIEM 0 SKPaHy IS
NepeMeICHHS YKa3aTells U3 OJIHOTO YIJIa dKpaHa B IPYIrOM;

6) cBeneHue/pa3BeicHNE TAIbIEB Ha SKpaHe (Pinch) — cBenenue/pa3BeicHe
JBYX WK 00Jiee MaJIbIIeB, KaK MPABHIIO, UCIIOJIb3YEeMOE JIJIsl YIIPABJICHHS pa3MEpOM
00BbEKTa Ha PKPAHE;

7) moBopotr (rotation) — moBOpOT 00BEKTa BOKPYr CBOEH OCH JABYMs
najbllaMy Ha KPaHe;

8) cnenoBanue Ttpacktopuu (path following) — cimemoBanue kakoi-muO0
TPACKTOPHH ITAJIBIIEM Ha SKpaHe;

9) nucranue (Scroll) — nucranue cHU3Y BBEPX WM CBEPXY BHU3;
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ABTOpEI paboT omneHWBaIM S(P(PEKTUBHOCTH TEX WM HHBIX JKECTOB, B
OCHOBHOM, C ITOMOIIBIO TTOKAa3aTeje TOYHOCTH (accuracy) u ckopoctu (Speed).
Takxe MOTJIH paccCMaTpUBATHCS JIPYTHE TOKA3aTeNH, TaKUe KaK YCTaJIOCTh PYKH,
yCTAJIOCTh TJIa3, yJI00CTBO, KOTOPHIC OICHUBAINCH UCIBITYEMBIMU CYOBEKTHBHO,
o mkajie ot 1 g0 5 [27].

B [27] »ecThl OIEHMBAIMCH IO IEJIOMY POy IOKa3aTeIe: CKOPOCTH,
TOYHOCTh, YCTAIOCTh PYKH, YCTAJIOCTh TJIa3, yJI00CTBO MCIOJIB30BaHUs, IIPOCTOTA
ucnonb3oBanusa. OueHuBaincs MmeTon «drag» aias MepeTacKUBaHUs Kypcopa H
BBIOOpa 00BeKTa, a Takke MeTon «tap and drag» mns yBeIWYEeHHS BBIIACICHHON
o0mnacTu.

B [28] cpaBHMBaeTcs yBenuueHHE 00bEKTa ¢ IOMOIIBIO «PINchy u «tap and
drag» B COOTBETCTBHH C IOKA3aTEIAMH CKOPOCTH W TouHOCTH. [Ipeamonaranocs,
YTO MOJIB30BATEIb BBIMOJIHSI ICHCTBHSI OHOM pykoi. «Tap and drag» okasbiBajcs
Oonee ObIcTpeIM MeTonOM. «Tap and drag» Menee TounbId (86%), yem «pinchy
(88,3%), ogHako pa3HuIla He OblIa 3HAYUTEIBHON U COCTaBIIsLIa 0Kojio 2%. Takxke
YYUTHIBAIOCH KOJUYECTBO MPEAINPUHUMAEMBIX TOIBITOK, IPH YCIOBUH, YTO YeM
MEHBIIIE TIOTBITOK, TeM OoJiee A PeKTUBEH METOSI.

B [29] ouenuBanach 3(PQPEKTHBHOCTh B3aUMOJCHCTBUS C OSKpPaHHOM
KJIABUATYPOW, ONTHUMHU3UPOBAHHOM JUISl JIIOJEHM C PACCTPOMCTBAMHU YTECHUS.
O (HEeKTUBHOCTh B3aUMOJICUCTBUS TaK)Xe OIEHUBATAch C MOMOIIBIO TTOKa3aTenen
CKOPOCTH ¥ TOYHOCTH. OIIEHUBAJIaCh CKOPOCTh TIeUaTH Ha YKPAHHOHW KIIaBUAType U
KOJIMYECTBO OIIMOOK.

B [30] wu3ywamach BiusSHME TAKTWIBLHOTO OTKJIMKa (BHOpaiusi) Ha
1oKa3aTel TOYHOCTH U CKOPOCTH TUIIOB B3anMojencTBuil «tap», «drag and drop»
u «path following». TakTHIbHBIM OTKJIMK HE MOBJIHSJI Ha TOYHOCTH M CKOPOCTh
Npy KacaHWH, YBEIMUYWJI TOYHOCTh M CKOPOCTh I B3aMMOJAEHCTBUI Tuma «drag
and dropy, yBenuums TOYHOCTH Ut B3aumMoxericTBus tuma «path following» mpu
CHIDKEHUHU CKOPOCTH.

B [31] uaér cpaBHeHHE METO/a YBEIIMYCHHS C IIOMOIIBIO kecTa «Pinchy Ha

CCHCOPHOM 3KpaHE€ M C IIOMOIIBIO ITOBOPOTA 5KpaHa (I/ICHOJIBSOBaHI/IC I‘I/IpOCKOHa).
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ToyHOCTh W CKOpPOCTH KecTa «PINchy Oblua HIDKE, HO TPH 3TOM pa3HHUIla Oblia
HE3HAUNUTEIHHON. OHAKO KOJMYECTBO IOMBITOK MPHU HCIIOJIH30BAHUHA THPOCKOIA
OBLJIO HAMHOT'O HIKE.

Taxoke B [31] cpaBHUBaIOCH TIeYaTaHWE HAa CEHCOPHOW KJIaBHATypE U BBOJ
TEKCTa C TOMONIBIO KECTOB PYyK B BO3ayXe. MeTon BBOJa Ha CEHCOPHOMU
KJIaBHAType OKa3ajcs OBICTpee, YeM BBIBOJUTH OYKBHI B BO3AyXe. Takke METO[
KJIaBUATYpHOTO BBOAa Oojiee TOYHBIM. OgHAKO IMOJIB30BATENN YKa3ajld BBOJ
JTAHHBIX KECTaMU PYK B BO3AyXe Kak 0osee yJ0OHbIN.

B [31] Takxke oneHmBayics THII B3ammojercTtBus «SCroll». CpaBHuBamoch
JUCTaHUE C MOMOIIBI0 CEHCOPHOTO dKpaHa U ¢ MOMOIIIbIO HaXKaTusl Ha KHONKHU. [1o
CKOPOCTH 3TH JBa METOJa MPAKTUYECKH HE OTIMYaroTcs. JluctaHue ¢ momoIbio
JK€CTa Ha CEHCOPHOM HKpaHe 00Jiaianio 0ojiee BBICOKOM TOYHOCTHIO. Y T00CTBO
JUCTaHUSl HA CEHCOPHOM JKpaHe MOJIb30BATENN TAKXKE OI[CHUIIH BBIIIIE.

B [32] um3Mmepsiochk cpemHee BpeMs W TOYHOCTH BBITTOJIHCHHS 3aaHHM,

BKJIFOUABIIIMX KECThI «tapy», «dragy», «rotatex, «pinchy.

Tabmuma 1 — Vcmonp3oBaHue pa3iIMYHBIX —IOKaszaTelned Juisi  Mojenei
B3aMMOJICHCTBHS B pacCMaTPUBAEMbIX paboTax

Tun TouHOCTH Cxopocts  [KommuecTtBo |Ya00cTBO  |YcTanocTs |YcranocTh

BSaI/IMO)IGfICTBHﬂ ITIOIIBITOK pYKI/I a3

tap [30][32] [30][32]

type on a |[29][31] [29][31] [31]

keyboard

tap and drag [27][28] [27][28] [27][28] [27] [27] [27]

drag and drop [30][32] [30][32]

drag [27][32] [27][32] [27] [27] [27] [27]

pinch [28][31][32] [[28][31][32]|[28][31]

rotation [32] [32]

path following  |[30] [30]

scroll [31] [31] [31]

B coorBeTrcTBHMM ¢ TaOMUIICH, MOXKHO BHAETH, YTO Majoe KOJIUYECTBO
uccienoBareyieil OIEHUWBAaeT Takue (U3MYECKUE TOKa3aTeld, Kak YI00CTBO
HCIIOJIB30BAHUS U YCTAJIOCTh PYK WJIH IJ1a3.

Sawuwennocmo. WcciienoBanus, MNOCBSMIEHHBIE TPOOJIeMEe CEHCOPHBIX

HKPaHOB B 00JaCTH KOMITBIOTEPHOU OE30MaCHOCTH, MPAKTHUECKU HE 3aTParuBaioT
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npobiieMy  3alMIIEHHOCTH  B3aMMOJCHCTBHUS ~ omeparopa €  MOJACISAMHU
BU3YaJIM3al[Ml CUCTEMBI O€30MaCHOCTH, W, B OCHOBHOM, MOCBAIIEHBI MpodiIeMam
Oe3zomacHocTM Kak TakoBodM. Tak, B [33] paccMmarpuBaercs cCUCTEMaA
IpEeIOTBpPAIICHHs JIOKHBIX CpabaThlBaHUN KJIaBUATyphl Ipu Habope mapois. B
[34] npennaraeTcss MeTOn OTCICKHUBAHUS JIMHAMUKHA HAXKATHS KIABHUII IS
yBEeIWYCHHUS  Han&xkHOCTH  ayTeHTHukanmmu. B [35]  mpemmaraercs
MaTeMaTHYECKUN aHAIIN3 HAXKATHsl KIIABHILL

IIpo6JieMbl BUPTYaJIbHOM peasbHOCTH. HecMOTps Ha TO, YTO TEXHOJIOTUU
VR/AR nosiBUIMCh OTHOCHTEIBHO HENABHO, OHU HENPEPBIBHO Pa3BUBAIOTCS, U
nepes pa3pabOTUMKaMU BCTAlOT HOBBIE MMpoOsieMbl. B nanHoM pasnene OyayT
pPacCMOTpPEHbl HEKOTOphIE MpeAblAylIue 0030pbl, B KOTOPBIX OCBEIIAINCH
npobisiemsbl nuTepdeiicoB VR/AR.

Yacte paboT mnpennaraer KiacCU(PUKAIMIO yPOBHEM  MOTPYKEHHUS
nosib3oBatenst B VR (mampumep, [36] u [37]). B atux paborax wusydarorcs
pOOJIEMBI TIEPECEUCHUsT «PEATHbHOCTHY U «BUPTYATbHOCTH» U BBOJAUTCS TOHSTHE
«CMEIIIaHHAsl peajbHOCThY» JuIsl obmacted wux mepecedenus. [lpu  sToMm
KJ1accuduKalys OpUeHTUPYETCS Ha TPU OCHOBHBIX Moka3zarens: (1) oObém 3HaHuUM
NOJIb30BaTENsl O BUPTYyalbHOM cpene, (2) pealuCTUYHOCTh MPOMCXOIAIIETO B
BUPTYaJIbHOU cpenie, (3) cTeneHb BOBJICUEHHOCTH TOJIb30BATENSI B BUPTYAIbHYIO
cpeny [36]. Takum oOpa3oMm, maHHBIE pabOTHI pPAacCMATPUBAIOT B OCHOBHOM
npoOJeMbl  pa3iuuusl pEaTbHOT0O W BUPTYaJbHOTO, a TakXKe MpoOJIeMbl
BU3yalIM3allMd W B3auMoJeucTBUsA. Takxke B [37] pa3pabarThiBaloTCs METOIBI,
9TOOBI ¢ MOMOIIBI0 AR Bu3yanu3upoBaTh OOBEKTHI U SIBJICHUS, KOTOPHIE YEIOBEK
HE CrMOCOOCH BOCTPUHUMATh CBOMMH OpraHaMu 4yBCTB. Habop Takux MeTos0B
Obur HazBan «multimediated reality» kak BO3MOXHOCTH «MOIUPUIIMPOBATH
peaIbHOCTDHY.

Buzyanusayus. Bxirodaer B cebs  mpoOiieMbl NOpU  pa3MEUIEHUU
BUPTYaJIbHBIX OOBEKTOB B MPOCTPAHCTBE: CUUTHIBAHUE MOBEPXHOCTEH peasibHON
cpensr ([38], [39], [40]) , 3anepxkka [38], pacu€t HeoOXxoaumoro paccrosaus ([39],

[40]), mpaBuibHOE pacHOJOKEHHE BHUPTYyalIbHBIX 00BeKkTOB [41], mpobiema
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IJIABHOTO MEPEKIIIOUCHUSI MEXK]Ty TTOMEIICHUsIMUA U Hapy>KHOU cpenoit [41] u T.4.
[TpoGneMbl corjacoBaHus peHIArOTCS Oyiarogapss MHUKPOIJICKTPOMEXaHUUECKUM
cencopam (MEMS), a Taxxke A0CTaTOYHO MOIIHBIE MPOILIECCOpPaM, KOTOPBIMU
o0namaloT COBpeMEHHbIe MOOWIbHBIE ycTpoiicTBa [42]. Taxke mpoOraeMbl
00pabOTKM JIlaHHBIX 00 OKpYyXKalollel cpefe pemarwTcs pa3BUBAIOIIUMUCS
MIPOrPaMMHBIMH METOJIaMH, HAITPUMED, MAITUHHOE O0yUYCHHUE.

Taxke B JaHHYIO TpyHImy  BXOAST  TPOOJEMBI, CBSI3aHHBIE  C
HeperpyKeHHOCThIO BU3yaibHOTro nHTepderica ([38], [39]), nepekpriTHEM OIHOTO
oobekTa apyrum ([38], [40]), mepekpbITHEM BUPTYAIbHBIX OOBEKTOB pealbHBIMU U
HaoOopot ([38], [41]). [Ipobiiema Bu3yanu3anuu BcE emé akTyaibHa.

Bszaumooeiicmeue. BripaxkaeTcss B CII0KHOCTH MOA00pa yAO0OHBIX CITOCOOOB
B3aMMOJICHCTBHS C BUPTyaIbHBIMU 00BbekTaMu [40] 1 OTCyTCTBHM OOpaTHOM CBSI3U
B OTBET Ha JeiicTBus moiib3oBatens [41]. IlpoGnema B3auMOACHCTBUS peliaeTcs
pasTUYHBIMA HHTEp(dEHcaMu: TaKTUIHHBIMH, JKECTOBBIMH, THOPUIHBIMA W T.I.,
4TO BepHO Kak st AR, tak u juyis VR [42].

K mnpobGremam B3auMOJCUCTBUS TaKK€ MOXXHO OTHECTH MPOOJIEMBI,
CBSI3aHHBIC HETIOCPEICTBEHHO C yCTPOWCTBAMHU, C KOTOPHIMH paboTaeT omeparop.
Cpenu Takux mpo0JIeM yKa3bIBaIOTCS MPO3PAYHOCTh JUCIUIEEB B clydae 04koB AR
[38], HempuBBIUHBIH 0030p HM3-3a paCMONOKEHUs Kamepbl Baanud oT Tia3 [38],
OTpaHUYCHHSI IPKOCTH M KOHTPACTHOCTH TakuX auctuieeB [40], orpanudenus yria
0630pa aucrieeB [86], mopraruBHocTh 1uieMoB VR ([39], [40]) u aucmneer [86],
u T.1. Pemenue st mpo6sieM MOPTATUBHOCTU OTMEYEHO B [42], COBpEMEHHbIC
MOOWJIbHBIE YCTPOMCTBA JOCTATOYHO MOIIHBIE, YTOOBI 00Ja/aTh HEOOJIBITUMU
pasmepamu. Kpome TOro, COBpeMEHHBIE yCTPONCTBAa 00a/al0T KauyeCTBEHHBIMU
JTUCTIICSIMU, TIpH 3ToM 1t AR dacto mpumeHstoTcss cMapT(OHBI U TJIAHIICTH, YTO
MO3BOJISIET PEIIUTh MPOOJEMYy HEMPUBBIYHOTO 0030pa H3-3a PACIIOIOKEHUS
kamepsl. J{ns VR npobnema mopTatuBHOCTH BCE €€ OCTAETCS aKTyaJIbHOM.

3awuwénnocms.  Cpeaum  npoOiieM  KOMIBIOTEpHOM  0€30MacHOCTH,
cBsizaHHbIX ¢ VR/AR, MOXHO BbIIenuTh aBe Kareropuu: (1) mpoGiembl, KOTOpbIE

pemaroTcs ¢ moMoIbio uaTepdericoB VR/AR; (2) nmpoGiaeMbl 6€301acHOCTA CaMUX
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untepdeirico VR/AR. B nmanHom paszzene mpeacTaBieHbl NPUMEPHI PELICHHUS
3aJ1ay KOMIIBIOTEPHOI 0€30MaCHOCTH U3 NEPBOM KaTETOPHUHU.

BuptyanbHas/nonoaHeHHass peajbHOCTh Yallle HCHOJb3YIOTCS B BOCHHOM
chepe u Mmemunuue [43], oOpa3oBaHWU W WTPOBOU WHAyCTpuu [44], ogHAKO B
ob0nactTu MHGOPMAIIMOHHON U KOMITBIOTEPHOM O€30MacHOCTH MPAKTHUYECKH He
U3y4anach. Wccnenosarenu U pa3paboTUnKH uHTep(dericoB
BUPTYaJIbHON/JIOTIOTHEHHON PEeaTbHOCTH pellaii KOHKPETHBIC 3a1auu, OOBIYHO HE
CBSI3aHHbIE C HH(OPMALIMOHHOW OE€30MaCHOCTHIO, OJHAKO pPe3yJbTaThl 3THUX
UCCJIEIOBAHUIM MOKHO JIOTOJHUTHh M M3YYUTh HX HPUMEHUMOCTh K 3aJadam
0€30I1aCHOCTH.

Tax, nHanpumep, B [45] onrcan nuHTEepdeiic 171 MOHUTOPUHTA U YIIPABICHHUS
poboramu. B xoHTEeKcTEe MH(POPMAIMOHHON 0€30MacHOCTH MOAOOHBIA HHTEpdEc
MOKHO OBUIO OBl HCHOJB30BaTh JIsi YIPaBJIECHUS pPOEM JIPOHOB, KOTOpbIE
MOHUTOPAT MOMEIIEHWE Ha MpeAMET OOHAPYKEHHS] MHIHMJIEHTOB O€30MacHOCTH,
TaKUX KaK MPOHUKHOBEHHE IMOCTOPOHHUX B 3aKpPBIThIE TToMenieHus. B padote [46]
u3ydaercs B3aumozeiictue ¢ 3D-rpagomM, olHaKO B KOHTEKCTE O€30MacHOCTU
rpadbl MOTYT MCHOJIB30BAThCS JJII MOHUTOPUHIA COCTOSIHUSI CETH, a TaKXe IS
U3Yy4YEHHs B3aUMOCBSI3€H B COLMAJbHBIX CETAX. TakuM o00pa3oM, BO3MOXKHO
UCCJIEJOBAaHUE BOCHPUSITHS ONEPATOPOM T'POMO3IKUX TpadoB COLMATBHON CETH B
BUPTYaJIbHOM PEAIbHOCTH, a Takke pa3paboTka yAOOHBIX IS BHPTyalbHOU
peaNbHOCTH MOJIIel B3aUMOICUCTBUS C 3TUMH rpadaMu.

WccnenoBanusi BUPTyalIbHON pEabHOCTH, KOTOPBIE BCE K€ ObUIM CBSI3aHbI C
0€30MacHOCThI0, JMOO HCHOJB30BAJIM TEXHOJOTMH BUPTYAIbHON pPEaJbHOCTH
(IIEM BHPTYaJIbHOM PEANBbHOCTH M PA3JIMYHbIE KOHTPOJUIEPHI) JIJII MOHUTOPUHTA
pealbHbIX (PU3NUECKUX OOBEKTOB C MOMOIIBIO Kamep [47], 4TO MO CBOEW CYyTH
BUPTYaJIbHON PEATBbHOCTHIO HE SIBISIETCS, JTMOO pelliaid BOMPOCH O€30MacHOCTU
KaHAJIOB MepeAauyd JaHHBIX MOJIb30BaTelsl BUPTYyabHOM peanibHOCTU [48], uTO
CBS3aHO C O€30MaCHOCTHIO, HO HE CBSI3AHO C BUPTYaJIbHON PEaIbHOCTHIO CAMOM 110

ceoe.
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Taxke B HaydyHOM CcOOOIIECTBE H3ydajgach BO3MOXKHOCTH aJanTalllu
uHTepdeiica cucteM 0€30MacHOCTH K (PU3WYECKOMY COCTOSIHHIO —OIepaTopa.
Hampumep, B [49], no aHanoruu ¢ OTCIEKUBAHUEM YPOBHS YCTaJIOCTH BOJUTENS
[50, 51], Ha ocHOBE HOAHHBIX O CKOPOCTH COBEPIIAEMBIX JCHCTBUH, CKOPOCTH
OTBETHOW PEAKIMU TMOJIb30BATENSI U TOUHOCTH €r0 KOMaH/] BBIYUCIISIICS YPOBEHb
yCTaJlocTh omeparopa. Yem BbIlIEe ypOBEHb YCTaJOCTH, TEM OOJbIIE pa3Mep
AJIEMEHTOB HHTep(eiica, MEHbIIe KOHTPACTHOCTH IIBETOBOM TaMMbI, MEHBIIE
aJeMeHTOB aHuManuu. OJHAKO BO3MOXKHOCTH aJIallTallud >KECTOB B HOBBIX
uHTep(delicax HMMEHHO K 3amadyaM Oe30MacHOCTH TOXKE TPAKTHUYECKH HE
UCCIIEIOBAJIACK.

MHOXeCcTBO pabOT MOCBSIICHO PEHICHUIO 3a1aul KOHTpoJisi goctymna ([52],
[53], [54], [55], [56], [57]). IIpu >ToM wHale BCEro MCCICIYIOTCS BO3MOXKHOCTH
ayTeHTUQUKaUM B BUPTyalbHOM cpene. Tak, B [52] paccmaTpuBaercs
BO3MOYKHOCTh MCIIOJIb30BaHUS TIPUBBIYHBIX CIIOCOOOB ayTEHTH(HUKAITNHN, TAKUX KaK
naponu U PIN-xoapl. Taxke mnpuBblYHBIE CINOCOOBI  ayTeHTU(DUKAIUU
paccMmarpuBaroTcss B [53], rTIe aBTOphl pa3padaThIBAalOT METOJBI  OICHKH
3¢ (}EeKTUBHOCTH HMX HCIIOJIb30BaHUS B BHUpTyalbHON cpene. B [54] u [55]
U3y4yaeTcsi ayTeHTHU(PUKalUs, OCHOBAaHHAs Ha TIOBEJCHUU TIOJIb30BATENS, U
BKJIIOYAeT B ce0s Takue OMOMETpUYECKHE JaHHbIE KaK JBUKEHUE pPYyKaMu,
roJIOBOM, JBIXKEHME TJIa3 W T.I. Takxke OHOMETpUYECKHE CIIOCOOBI
ayTeHTUPUKaUU u3y4yaroTcs B [56]. ABTOpbl paccMaTpuBarOT MO3TOBBIE
UMITYJbChl KaK MIaOJoH I OnoMeTpuuyeckoil ayTeHTtHdukaruu. Pabora [57]
nocesieHa TpéxmepHoi paszHoBUIHOCTH Tecta CAPTCHA, KOTOpbhIi MOXKET
WCITOJI30BATHCS B BUPTYAIBHOM Cpejie.

PaGotsr [58], [59] MOryT Cily>KUTh pUMEpaMH PEIICHUsI TPOOJIEM CETEBOM
6e3onacHocTu. OOHApyKEHUE W MIPEAOTBPAIICHUE BTOPKEHUN — BayKHAsI 3a/1a4a B
JaHHOW o0nacTtu, W el mocesamieHa pabora [58], B KOTOPHIX aBTOPHI
pa3pabaThiBalOT NPOTOTUN (paepBojia AJii TPEHUPOBOK B BHUPTYAIbHOW Cpeje.

UccnenoBatenu [59] paspabotain BHpPTyalbHYIO cpeay Uisi  oOydeHus
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B3aMMOJICHCTBUIO C CETEBOM amIapaTrypou, KOTOpas 3aKIaAblBA€T OCHOBHBIC
MPUHIIUIIBI CETEBOM 0€30MaCHOCTH.

CymecTtByloT palOThl, HCCIEAyOIME MpoOJeMbl Kpunrorpapuu u
m@poBaHus, CBSI3aHHBIE ¢ BUPTyajbHOU cpemoil. Hampumep, B [60] mzyuaercs
JICKOAMPOBAaHHE TEKCTa C TMOMOINBI0 BH3yanbHOW Kpunrorpadguu. B [61]
UCCIIEyeTCA BIUSHUE 3aepXKKU TMpH MmudpoBaHUH Tpapuka € MOMOIIBIO
npotokosioB TCP u TLS Ha xauecTBO ceaHCOB B BUPTYaJIbHOU CpeEJIE.

Taxke VR wucnonwsdyercs minsg  paborel B obOnactd  mUGpOBOU
KpUMHUHAIUCTUKH. B [62] Bocco3maroTes yauku B BUPTYAIBHOUM cpesie, a TakKe U3
Tpaduka 1 camoit cucreMbl VR u3BieKkaroTcs HeoOX0JUMbIE JaHHbIE.

Pabora [63] mocBsamieHa pemieHHI0O  MmpoOiaeM  KuOephu3udYecKon
O0e3onacHocTu. 3aeck cucrema VR daBisercss uHTepdelicoM  yrnpaBieHUs
naTpyibHbIM poOoToM. Takke VR MOXeT CiyX UThb HHTEpQeiicoM yIpaBieHUs
s cetn MHTepHeTa Bemieit [64] m Ui KPUTHUECKHA BaKHBIX HMHQPPACTPYKTYD,
TaKUX KaK si/iepHasi SJHepreTuka [65].

HekoTtopsie paboTbl paccMaTpuBalOT (hU3MUECKUE 3aTPyJHEHHs omeparopa
npu HUcnoib3oBaHuu cpencts VR/AR, 4ro MoxHO OTHecTH K TmpoOsieme
3alUIIEHHOCTH oOllepaTopa BO BpeMsi pabOThl C BUPTYaJbHOW pPeaIbHOCTHIO.
Hampumep, yromieHnue rias3, a Takke Je30pUEHTAlus I0JIb30BaTENs B PEAILHOM
MIPOCTPAHCTBE MOCie paboThl B BUPTyalnbHOU cpenae [38]. Janubii Tum mpobdiieM
MOJKET PEIIaThCsl C MOMOIIBI0 pa3pabOTKU CHELMATU3UPOBAHHBIX HMHTEP(ENCOoB,
M3y4YeHUs TPOOIeM BOCHPUATHS TaHHBIX U UX BU3YyaJU3alUH M0JIb30BATEISIMU.

B HekoTopeix paboTax MOAHMMAIOTCS MPOOJIEeMbl KOH(MUIEHIIMATHLHOCTH
noss3oBarens [39]. Hanmpumep, mocTOpOHHMI YeIOBEK MOKET YBHUJIETh peajbHbIe
WIM BHUPTyallbHble OOBEKTHI omeparopa. JlanHas mnpoOieMa axkTyalbHa Ha
HACTOSIIIIMI MOMEHT, TaK KaK COBPEMEHHBIE MTPUIIOKEHUS PACIOIararoT OrPOMHBIM
KOJIMYECTBOM JIMYHBIX JAHHBIX TNoJib3oBaTens. Kpome toro, texnonoruu VR/AR

PacCIpoCTpaHArOTCA, M IMOJb30BATCIM HMCIOT BO3MOXXHOCTD BSaI/IMO,HeﬁCTBOBaTB

JpYT C APYTOM.
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Opnako, mpoOsemMbl OE30MacHOCTH, CBS3aHHBIE C 3aMUIIEHHOCTHIO
uHTep(delica BUPTyanbHOM peanbHOCTH, TaKke TpeOyroT pemieHus. be3omacHoCTh
uHTepdencoB OyIeT OTIMYAThCA OT 0E€30MacHOCTU CETH, MOCKOIbKY MHTEpdeiic
IpeanoiaraeT B3aUMOJICHCTBUE C YEJIOBEKOM, CJEIOBATEIbHO, MHOroe Oynaer
3aBUCETh OT (PU3MYECKUX BO3MOXKHOCTEH uenoBeka. COOTBETCTBEHHO, YIPO3bI
OyAyT AETUTHCS HAa TP OOJIBIINE TPYIIIBL:

(1) yrpo3sl cucreme;

(2) yrpo3sl oniepaTopy;

(3) yrpo3sI mporieccy B3auMOJICHCTBUS CHCTEMBI M OTIepaTopa.

OpnHako, HECMOTpPSI Ha BaXHOCTh yu€Ta BIMSHHUS Yrpo3 HMHTepdeiicaMm Ha
¢u3znyecKkoe COCTOSIHME OIeparopa, JaHHas padoTa CcOCpeloTauMBaeTcs Ha
TEXHUUYECKOH peannu3aiuy JaHHBIX YTpo3.

Takum 00pa3om, 00JIACTbIO JAHHOTO MCCIEIOBAHUS SIBISIOTCS MPOOJIEMBI,
CBSI3aHHBIC C OIICHWBAHHWEM YPOBHS 3AIIUIIEHHOCTH YEIOBEKO-KOMIIBIOTEPHOTO
unrepdeiica. Heo6xoaumMo oTMETUTh, UTO Tipoliecc popMupoBanusi uHTepPeiicon
HE BXOJMT 33/1a4y JaHHOW paboThl, U 3aa4 Moa00pa MOJENe BU3yalu3alud U
MoOJieJiell ympaBlieHUsI HE BXOAST B OOJACTh HACTOSAIIEro ucciemoBanus. Llenb
MCCJICIOBAHUS — B CO3JIaHUM METOJMKHN OLICHUBAHUS 3alMIIEHHOCTH UHTEpderica,
KOTOPYIO MOYXHO HCIOJB30BaTh KaK Ha dTale dKCIUTyaTallid, TaK W Ha JTare
npoekTrpoBanua. C MOMOIIBI0 ITOW METOIUKH MOXKHO Oy/IeT OILICHWUTh, KaKue
ciabble MeCTa €CTh B apXUTEKType UeJIOBEKO-KOMIBIOTEpHOTO HHTep(eiica, a
TaK)ke 001N ypOBEHb 3alIUIIEHHOCTH UHTEpdelica.

Takum o00pa3om, BXOAHBIC JaHHBIC IS PEMIAEMbIX 3a7a4  SIBISIOTCS
OTMCAHMS APXUTEKTYPhl UHTEpdeca U BOZMOKHBIX YIPO3, PEe3yJIbTaTOM PabOTHI
METOAMKHU OYyIyT SIBIATHCS clabble MecTa B apXUTEKType uHTepdeiica u oOmui
YPOBEHB €I0 3aIUIIEHHOCTH.

[Ipennaraemblii MOAX0/ YYUTHIBAET TPeOOBAHUS POCCHUUCKUX CTAH/IAPTOB,
takux kak ['OCT P UCO/MBK 15408-1-2008 [66] u TOCT P UCO/MBK 15408-
2-2008 [67], m npennonaraer, 4ro obecredeHre 0e30MacCHOCTH BKIIFOYAET B ceOs

3allIUTY aKTUBOB OT YI'PO3.
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[Ipennaraemas B AaHHOW pabOTe METOAMKA IO3BOJISIET, OCHOBBIBASACH HA
MOJENIN YS3BUMOCTEH sl mHTepdeiica, ONMEHUTh BO3MOXHBIN ymiepd JTaHHBIM
MOJIb30BaTENsl CO CTOpOHBI MHTepdeiica. Takum oOpa3oM, METOAMKA OLEHKH
3aIUIIEHHOCTH UHTEP(ENCOB MO3BOJISET MOBBICUTH OCBEAOMIIEHHOCTh OIlEpaTopa
O BO3MOJKHBIX PUCKAX JJis 0€30MaCHOCTH CUCTEMBI CO CTOPOHBI HHTEpdeica.

1.3 CoBpemeHHOE COCTOSTHHE

Korna peus 3axonut 06 OlleHKEe KauecTBa UHTEP(PEICOB, TO OIECHUBAIOTCS B
IEPBYI0 OYEpeIb IOKAa3aTelH, CBSI3aHHBIE C €r0 3PrOHOMUYHOCTBIO. OJHAKO
NPaKTUYECKH HE YIENseTCs BHHMAHHME BOIPOCaM, CBSA3aHHBIM C  €ro
0e3omnacHoCThiO0. CyIIECTBYET psiji paboT, MOCBAUIEHHBIX OTACIBHBIM YS3BUMOCTSIM
uHTEepENHCOB, OJIHAKO HE MPEAINPUHUMAIOCH MOMBITOK KOJIUYECTBEHHO OIICHUTh
yiiep0, HAHOCUMBIN ATUMU YSI3BUMOCTSAMH.

YenoBekO-KOMIIBIOTEPHBIN uHTepdeic - CJIOKHBIN KOMILIEKC
B3aMMOJICUCTBUS, BKIIIOYAIONIMI B ce0sl 4esloBEeKa-olepaTopa U KOMIBIOTEPHYIO
CUCTEMY, C KOTOPOH OH B3aUMOJEHCTBYET. Y I3BUMOCTHU YEJIOBEKO-KOMIIBIOTEPHBIX
uHTEepPPEHCOB MOXKHO PA3JCIUTh Ha TpU OoJbiue rpymmbl: (1) ys3BUMOCTH CO
CTOPOHBI OTepaTopa, (2) ysa3BUMOCTH CO CTOPOHBI CUCTEMBI U (3) yS3BUMOCTU MPU
IIEPECEUYEHUH JIBYX CPEJl, BUPTYAJIbHOU U PEATIBHOM.

Kpome Toro, kak 4enoBeK, TaKk M KOMIIBIOTEp HMEIOT CIIOCOOHOCTH
NpUHUMAaTh W TepeAaBaTh HH(OpPMAIMIO, a TaKKe XpPaHUTh U 00padaThIBaTh
MoJy4eHHble JaHHble. [10 3TOM mpuynHe, nepBble JBE IPYNIbI MOKHO Pa3AEIUTh
emé Ha TpU Kareropuu. s ysS3BUMOCTE CO CTOPOHBI OMNeparopa KaTeropuu
OymyT TakoBbI: (1) ySA3BUMOCTH JIJIsi OPTAHOB YYBCTB, (2) YSI3BUMOCTH JJIS ICUXUKH
u BocupusaTHS W (3) YA3BUMOCTM TIpH TMepefadye HMHPOpMalUd MaIlluHe.
VYA3BUMOCTH CO CTOPOHBI CUCTEMBI MOTYT OBITh Pa3/I€JIeHbI CAEAYIOINUM 00pa3oM:
(1) ys3BUMOCTH BBOJA, (2) YSI3BUMOCTH MPU XpaHEHUU U 00paboTKe JaHHBIX U (3)
ySI3BUMOCTH BBIBO/JIA.

Takke omneparop MOXKET B3aMMOJCHCTBOBAaThH C JPYTHMMHU JIOJbMH U

00BEKTaMH, HAXOISAIMMHUCS KaK B peasibHOM, Tak U B BUPTyainbHOU cpene. [1o atoit
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IPUYUHE MOTYT BO3HUKHYTh YSI3BUMOCTH, CBSI3AHHBIE C IIEPECECUCHUEM PEATTHON U
BUPTYaJIbHOM CPEN.

I{aHHaSI MOJCIIb BO3MOKHBIX YHSBHMOCTGﬁ MMpCaACTAaBJICHA Ha CXCMC HHIKC

(pucyHOK 4):
Yasaumoctwopradoe AL 1 YRagumocTy BelBoaa
J vyBcTa WHpopMaUMH
YAIBUMOCTH G

RIGMMOCTH
YA3BMMOCTH NPH NEPECE4ern ) w":‘a ;{gg bafx;.

NCAXUKH/BOCNPUATHR peantHoW u pa ; b ' 'pl
BUPTYansHo# cpen TEBaCMEIX AaMHEIX

YASEMMOCTH 88003 l
UHPOPMALMN

‘ YRIRAMOCTH NPH =
> Npouecce Nepenasm )
WRDOPMALNK MaNHE g

CuellanHan
pPeansHoOCTL

PeanbHoCTs Bupryanssocrs

Pucynok 4 — Cxema B3auMOCBSI3€i YA3BUMOCTEN pa3HbIX KOMIIOHEHTOB CUCTEMBI
B3anMojiercTBus «HenoBek — BupryanbsHas cpenay.

PaccmoTtpum Goniee moapoOHO MPUMEPHI YSI3BUMOCTEH I KaXKIOW U3
KaTEeropui MoJy4eHHON MOJICIIH.

1.3.1 3amuménHocTs MHTEP(eiica HA OCHOBE CEHCOPHBIX IKPAHOB

YA3BUMOCTH CO CTOPOHBI omeparopa. Yeposzwt opeanam uyscms. B
JJAHHYI0 00JIacTh yIpo3 BXOAST BCE T€ JKE€ CaMmble Yrpo3bl, YTO U s
«TPAIUIIMOHHBIX» BHU3yaJbHbIX UWHTEpP(DENCOB, Tak KaKk BHU3yaJlu3alus Ha
CEHCOPHBIX PKpaHaxX HE OTJIMYAETCS OT OObIYHOMN. Takke CymiecTByeT ps pador,
MOCBSIIEHHBIN aTakaMm, yTpOXKaoIIMM CaMOYyBCTBHUIO TMOJIb30BATENs, HAPUMED,
MUTAIONUE H300paKEHUS, BHI3BIBAIOIINE YCTAJIOCTh, Pa3ApaKeHHE U JUCKOMGBOPT
y 3I0POBBIX JIFOZICH U MPOBOIUPYIOIIKE MPUCTYI Y OOJIBHBIX dMuIerncucii [68, 69].

Yeposvl 6ocnpusmuio. B 1aHHYI0 KaTerOpui0 MOKHO BKJIIOUHUTH YSI3BUMOCTH
IpU BOCHPUSATUU OINEPATOPOM JAHHBIX BHU3yaju3allid, a TakXKe YSI3BUMOCTH,
CBSI3aHHBIC C yIpaBieHHWEM Bu3yanu3anuei. Hampumep, ¢ momorisio moadopa
COOTBETCTBYIOIIEH BU3YaJIM3allMUd 3JO0YMBIIIJIEHHUK MOXET CIPOBOLMPOBATH

OIMOKY  BOCHPHUATHS, TpPH KOTOPOW JaHHBIE MOTYT OBITh  HEBEpPHO
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unTepnperupoBansl [70]. JlanHast ommOKka BOCTIPUATHSI MOKET OBITh BRI3BaHA TEM,
4yTO rpadudecKrue MPUMHUTHUBBI, UCTIOJIB3YIOIIHECS TP TIOCTPOCHUH BU3YaIU3alllH,
HETPaBUILHO HOPMAJIN30BaHbI | 2].

Veposvl npu npoyecce nepeoauu ungopmayuu cucmeme. CymecTBYET psil
MPUYMH, 10 KOTOPBIM MPOIECC BBOAA MHGOPMAIIMH TOJIb30BATEIEM MOXKET OBbITh
HapyuieH. Hanpumep, npuauHON MOXKET MOCTY>KUTh HENIPUBBIYHOCTH UHTEpPeiica
Uil Tosib3oBaTensi. Tak, B pabote [71] ommchIBaeTCsl CIOKHOCTH B OCBOCHUU
CEHCOPHOTO HuHTepdeiica MOXKUIBIMU JIIOJAbMHU. JJEMEHThl HHTepderica MOryT
OBITh MaJICHBKOTO pa3Mepa, U C HUMH HEYTI00HO B3aUMOIEHCTBOBATh, TOBBIIIAETCS
MPOLICHT OMIMOOK MPHU B3aUMOICHCTBHH.

YA3BUMOCTH CO CTOPOHBI CHCTEMbI Ha OCHOBE CEHCOPHBIX JKPAHOB.
Veposvt npu 6600e ungopmayuu. MoxkeT BO3HUKATh yrposza oOMaHa
MOJIB30BATENS: MPUMEPOM MOTYT CIYXHUTh AKTHBHBIE JJIEMEHTHl HHTepderica,
BEIyIIME Ha MOIICHHUYECKUE CANThI U HEOKUIAHHO TMOSBJISIONIUECS B TEX MECTaX,
KyJa TOJb30BaTeNIb coOmpaics Haxarh [72]. Takke BO3MOXHBI CIICHApUH, TPH
KOTOPBIX TaKOW MOIICHHUYECKUH »JJIEMEHT WHTepdelica MacKupyeTcs Mo
JeruTUMHbBINA. Takke 370yMBINIIEHHUK MOXET CIeNiaTh €ro mpo3padyHbiM. MoryT
coOMpaThCsl pa3MUHbIe KOH(PHUIACHIIMAIbHBIC JIaHHBIE HA OCHOBE IMaTTEPHOB
’KECTOB MmoJib3oBarens [73], Takue kak mon [74, 75], Bo3pact [76, 77], cocrosiHue
310poBbst [78] u T.1. MOXET OCYIIECTBISIThCS TMEpeXBaT JAHHBIX C DKPAHHOU
KJIaBUATYPBL.

Veposwl npu evieooe ungopmayuu. Jlannas rpynmna yrpo3 COCTOUT B TOM,
YTO JIaHHBIE MOTYT OTOOpaKaThCsl HEKOPPEKTHO. DJIEMEHTHl MHTepderica MOTyT
nepeKkpbiBaTh KOHTEHT. [loyib30Baresib MOXKET CaMOCTOSITEIbHO IEPEKPHIBAThH
KOHTEHT TMaJIblieM, TMbITAsICh B3aUMOJICHCTBOBATh C JJEMEHTaMHu HHTepderica,
TaKUMHU KaK KHOIKH, BbINAJAAI0IINE CIIUCKU U T.1.

Veposvlr npu obpabomke/xpanenuu ungopmayuu. Ha stane obpaboTku u
XpaHEHMsI JTaHHBIX MOTYT BO3HUKAThb YIpO3bl THUIIMYHBIX CETEBBIX aTak,
MOBPEXJAOIINX JJAHHBIE, JENAaIOIIUX ATU JaHHbBIE HEJJOCTYIMHBIMU UM HAHOCAIIUX

yiiepd KOHGUIAECHIMATBHOCTH TMOoJib3oBaTens. [lpumepamMu Takux yrpo3 MOTYT
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OBITh MCIOJB30BaHUE BPEAOHOCHBIX MPUIOKEHUH, BUPYCOB M TPOSHOB, aTaku
TUna «4enoBek mocepeaure» (MITM) [79], u T.x.

Ilepeceuenue peajibHOWI W BUPTYaJbHOM cpen. [Ipu B3anMmomencTBUH
MOJIb30BATENsl C YCTPONMCTBOM MOJKET BO3HHKHYTH PSAJl YIpO3 CO CTOPOHBI
okpyxeHus. CeHCOpHBbIE YCTPOMCTBA YSA3BUMBI K aTakaM d4epe3 MOATrISAbIBaHHE
(shoulder-surfing attacks), Tak kak mpomecc pabOTHI TOJIL30BATEISA C
OPUJIOKEHHEM MOXET ObIThb 3aUKCHUpPOBaH KaMepod WM  CTOPOHHUM
HaOmonareinem [80]. Takxke mo ciegaM OT TAalbICB IOJIH30BATENSI MOXKHO
ONpEAENUTh KOMOMHALIMIO YHCEN WIA TpaQUUecKud KoY s pa30IOKHpPOBKH
[81]. B uccnenoBanuu [80] paccMOTpeH psia Mep, KOTOPbIE MOTYT OBITh MPHUHSTHI
JUTSL 3aIUTHI MIpoIlecca ayTeHTU(UKAIIUN OT aTaK JTaHHbBIX THUIIOB.

Meroabpl OMOMETPUYECKOM ayTEeHTH(PUKALMHU [JIi CEHCOPHBIX YCTPOWCTB
TaK)K€ MOTYT OBbITh YS3BUMBI, HAIIpUMEP, OTIEYATOK Majiblla MOXKHO IMOJENaTh
[82]. Taxxe BO3MOXKHO 0OMaHYTh CHCTEMY PACITO3HABAHUS JIHII C IIOMOIIBIO POTO,
TPEXMEPHOTO W300paKeHUs JIMIA, BHJCO, CHEeNUANIbHOTO Makwsbka [83] m T.n.
Metonbl GOpbOBI TPOTUB YSA3BUMOCTH OHOMETPUYECKON ayTeHTU(DUKAIUU:
WCTIONIb30BAaTh JJIs ayTeHTU(UKAINH MTaTTEPHBI ABIKEHUH TIOJIE30BATENS BO BpEMS
B3aMMOJICHCTBHSI C KHOTIOYHBIMU UHTEpdeiicamMmu 1 cMapTdonamu [84].

VS3BUMOCTH CEHCOPHOTO 3KpaHa, B OCHOBHOM, KacalTCs TOJbKO
DPTOHOMUKHA W HE CBS3BIBAIOTCA C KOMIBIOTEPHON WM WHGOPMAIMOHHON
0€30I1aCHOCTHIO.

1.3.2 3aUIEHHOCTD HHTepeiica Ha OCHOBeE
BHPTYAJIbHOI/I0TI0JTHEHHOH PeaibHOCTH

B ciiygae VR/AR, yenoBeko-KOMIBIOTEpHBIN HHTEp(]Eic BKIIOUYaeT B ceOsl
HE TOJIbKO KOMIIBIOTEPHYIO CUCTEMY U B3aUMOJIEHUCTBYIOIIETO C HEX OIlepaTopa, HO
TaKXKe cpey, KOTopasi X OKpy’kaeT. JTa cpefia 00s1afjaeT pa3HbIMU YPOBHSIMH IO
IIKaJIe «PeajbHOCTh — BUPTYAIBHOCTH» [36], MOCKOIBKY BO3MOXHBI Pa3THMYHBIC
CTENIEHU TMepeceyeHus] BUPTYaIbHOM U pEaNbHOW Cpel M paziuyHble CTENEHU

JOTIOJITHEHHOCTH PEAJIBHOU CPEJIBI.
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VYa3BUMOCTH €O CTOPOHBI oOmepaTopa. Yeposzwl opeanam uyecms.
MHoXecTBO pabOT TOCBSIIECHO W3Y4YEHWIO BIMSHHS VR Ha opransl 9yBCTB
orepaTopa W Ha ero (usmueckoe camouyBcTBue. Tak, padoter [85], [86], [87]
YIOMHUHAIOT CEHCOPHYIO Meperpy3Ky, KOTopasi MOXKET ObITh BbI3BaHa C IMOMOIIBIO
MUTaHHS dKpaHa, U3MEHEHUs SPKOCTH, TPOMKHX 3BYKOB. B HEKOTOpBIX paboTax
paccMaTpHUBaETCs BIMSHHUE HA OllepaTopa ¢ MoMoIbio ayanountepdetica [88], uto
BEpHO Takxke U sl VR, Tak Kak roJOBHBIE AUCILIEH YAaCTO MMEIOT BO3MOXKHOCTD
MOJKITIOYEHUS ayIMO-TapHUTYpHI. B paboTax yacto ynmoMuHaeTcs Tak Ha3bIBaeMast
kuOepHeTnyeckass Oonesnbp [89], koTopas BbIpakaeTcs B  OUIYLICHHIX
¢dusndeckoro HegoMoraHus omeparopa ot mpucytctBus B VR [90], [91], [92]
(TOmIHOTa, TOJIOBOKPYKEHHME, BpPEMEHHAs JE30pHUEHTAlMsI B MPOCTPAHCTBE),
oJHaKo B uccienoBanuu [91] cBsa3p Mexay mpucytcTBueM B VR u nuckomdoprom
orpuniaerca. B crarbe [93] Takke mnpesaraerca NpaBOBOE PETYIUPOBAHUE
TeXHOJNOTHH VR Ha OCHOBaHMM HENOCTATOYHOTO KOJMYECTBA HCCIIECIOBAHHUMA O
BIIMAHUM VR Ha opranusm 4enoBeka.

Veposvr ncuxuxe u e6ocnpusamuro. Psn paboT paccMaTpuBaeT Yrposbl
NICUXUKE W BOCHPHUATHIO, KOTOPBIE, MPEANOJI0KUATEILHO, MOTYT TOBIHATH Ha
MICUXUYECKOE 370POBhE TIOJIb30BATENII U 3aCTaBUTh €ro YyTPaTUTh CBSI3b C
dbuznyeckoit peanbHOCTHIO [93]. Takke ¢ MOMOIIBIO JTAHHOTO THUIIA YSI3BUMOCTEH
MOKHO OOMaHyTh BOCIPHITHE OIepaTopa M 3aCTaBUTh €ro HEKOPPEKTHO
BocripuHuUMaTh VR [94], HanpumMep, U3MEHUTh BHEIIHUI BUJT BUPTYaJIbHOUM Cpebl
TakK, YTO MOJIb30BaTEh OyAET HATHIKATHCS Ha PU3NYECKUE OOBEKTHI IIOMEIICHNUS, B
KOTOPOM HaXOJIUTCH.

Veposvl npu npoyecce nepeoauu ungpopmayuu cucmeme. Haiienol paboThl,
TIOCBSIIEHHBIC U3YUYCHHUIO CBS3H MEXKIY BUPTYaJbHBIMU aBaTapamMu MOJb30BaTENeH
u ux noseneHueM [95], [96]. Takas cBsA3b He paccMaTpUBajIach KakK YSI3BUMOCTD,
OJTHAKO OSTO MOXET OBITh HCTOYHHUKOM YIPO3bl TPH TPOIECCe TMepenayn
uHpopMaluu cucreme. Hampumep, B3aMMOCBSI3b MEXKAY BHEIIHUMU aTpuOyTaMu
aBaTrapa JIpyroro IOJIb30BaTeNsi U CONUAIBHBIM MMOBEICHUEM HCIBITyeMOro [95]

MOXET AaTb BO3MOXXHOCTD JJIsI COMMAJIbHOTO MHXKWHHUPHHIA. Tak:xe moJab30BaTEIb
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MOXET 0eCcCO3HaTeIbHO TIOBTOPITh JEUCTBUS CcBoero amartapa [96], dTO
MPEIOCTABIET BO3MOXHOCTh 3aCTaBUThb OIEpaTopa MOBTOPUTH KaKOM-IHOO
MPOCTOM KECT W TaKuM O0pa3oM BO3JIEWCTBOBATH Ha IKECTOBBIM HHTEpPEiic
HaXOJAIIETOCS PSIAOM yCTPOMCTBA.

YsazBumocTn co cToponbl cucteMbl VR/AR. Veposwur 6600a ungpopmayuu.
PaGoTpl, moOCBAmMEHHBIE yrpo3aM BBOoAa HWHGOpPMAIMH, paccMaTPUBAIOT
BO3MOXKHBIC HApyIICHUS KOH(MUICHIIMATLHOCTH BBUIY CaMOIPOW3BOIHHOTO
BKJIIIOYCHUs Kamepbl Ha ycrpoictBax VR ([94], [97]), naOmomenus 3a
noJjib3oBaresieM Bo Bpems pabothl ([98], [99]), a Taxke mepexBaTa BU3yalIbHBIX
naHHbIX [85] miam ronmocoBbIX naHHBIX [88] 0 BupTyansHOH cpeae. Kpome toro, B
pabote [99] nokazaHo, 4To 06a30BbIE CTAHIIUKA CUCTEMbI BUPTYaJIbHON peajbHOCTH
yS3BUMBI K aTake C IMOMOIIBI0 MCTOYHHMKA WH(PAKpaCHOTO H3IIyYCHHS, KOTOpas
MOXXET MPUYMHHUTH YHIEpO IEJOCTHOCTH U JOCTYIMHOCTH IOJIh30BATEIBCKUX
JTAHHBIX.

Veposvr 6visooa ungopmayuu. YTpo3bl BbIBOAA HHPOPMAIUM MOTYT
3aKJII0YAThCSl B cieayromeM. V3MeHeHne BHEIIHEro BHUAAa BUPTYAIbHOU Cpeibl
[94], npu koTOpOoM OymeT oTOOpaxkarbes JoxkHas mHpopMmarms (B ciaydae AR u
VR), mubo monb3oBaTenb OyJeT CTAIKUBAThCA C (U3UYECKUMU OOBEKTaMU
pealbHOM cpenbl, Haxoascb B VR, Moxer mnOpoucXoauTs MNOCPEACTBOM
BpenoHocHbIX mpuinokenudd [100], Hampumep, NPHIOKEHHE MOXET CKPBITh
JIOpOKHBIE 3HAKU WM JIpyrue peanbHble 00bekThl Ha gopore [101]. Takke
paccMmaTpuBaiIuch yrpo3bl koHbuaeHuuanibHocTH: B [102] aBTOphl mpennaranu
3aIUTUTh WHGOpMaIio ¢ moMombilo QR-KOMOB € 3aKOAMPOBAHHBIM B HHX
KOHTEHTOM Tpu BbIBOJIe naHHbIX AR, B [103] paccmarpuBaivch cTpateruu 1Mo
MCIIOJI30BaHUIO HOCUMBIX YCTPOUCTB, B [104] mpeasiaratoT aganTUBHBIN MOAXO K
pa3paboTKe MOJUTHK 0€30MacHOCTH BH3YyalbHOTO BBIBOJIA ycTpoicTB AR. B [97]
03BYy4YeHa IMpobJjieMa rmepexBara M MOAMEHBI JaHHBIX JIJIS BBIBOJIA HEIOBEPCHHBIMU
MPUIOKEHUSMHU.

Veposvr npu obpabomxe/xpanenuu ungopmayuu. Wccnenoanume [85]

OIIMCBhIBACT BMECIIATCIBCTBO B O6pa6aTBIBaCMLIC CHUCTEMOU JaHHBIC, HAIIpUMEpP, C
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IEIbI0 MallbHEUIeH MoAMEHbl WHGOPMAINK, KOTOpas BHIBOAWTCS Ha SKpPAHBHI.
Taxke BUPTyaJIbHBIE CHUCTEMBI IOJBEPKEHBI OOIIEU3BECTHBIM CETEBBIM aTaKaM
(Hanpumep, MpociIylnBaHue MnakeToB [87], pacnpocTpaHeHHe BPEAOHOCHOTO KOJia
[87] mmu DDoS [105]), mHapymarommm KOH()HISHIIUAIBHOCTh H IEIOCTHOCTD
JaHHBIX, OO HCKaxkaromuM 5T gaHHble [87]. HcciaemoBanme [97] Takxke
YIOMHHAET BO3MOXKHOCTh HCIIOJB30BaHUS COXPAaHEHHBIX JAHHBIX TpEThen
CTOPOHOM.

Ilepeceyenue peanbHOM U BUPTYyaJabHOM cpea. [Ipu B3anmonencTsuu ¢
JpYyTUMHM JIIOABMHU BO BpeMsi ceaHca VR/AR MoryT BO3HHMKHYTH yIpo3bl
HapyIleHus] KOH(QUICHIIMAILHOCTH M HECAaHKIIMOHHUPOBAHHOTO noctymna. B [97]
paccMaTpuBaeTcs BO3MOKHOCTh HEMPEIHAMEPEHHO IMOKa3aTh BUPTYAIbHBIA WA
peanbHBI OOBEKT, KOTOPHIM HE JOJDKCH OBITh BUACH JAPYTHM IIOJH30BATEIISIM.
Iensnit psg pador ([98], [106], [107], [108], [109], [110], [111]) wu3yuaer
BO3MOXXHOCTH  TPOBEJICHUS aTaku dYepe3 HaOMIoJeHHEe 3a  MPOIEecCoM
ayTeHTU(PUKALUM, a TaKXKe MpeasiaraeT MeToJbl OOpbObI C 3TOW aTakol yepes
MOBHIIIICHWE HAAEKHOCTH ayTeHTHUdUKanuu. ABTOpel [98] pemraror mpobiemy
yiiep6a KOHGUIESHIIMAIBHOCTH Ha MEPECECUCHUN BUPTYaIbHOW U peaqbHOM cpel ¢
MIOMOIIBI0 yIIpaBJeHUs TMOJIUTHKamMu Oe3onacHoctd. B uccnenoBanmu [106]
nmpo0semMa YTeuKH MapoJield Mpu ayTeHTU(UKAIIMU peliagach ¢ MOMOIIBI0 BEIOOpa
TPEXMEPHBIX OOBEKTOB B BUPTyalbHOU cpene. MccnegoBanue, mMpoBeIEHHOE B
paborax [107, 108], paccmaTpuBaeT BO3MOXHOCTh HCIOJB30BaHUS TPEXMEPHBIX
KyOOB C HaHECEHHBIMH Ha HHX 4YHCJIAMHU C IEJbI0 HEPACKPBITUS KOJIOBOM
KOMOHWHAITMK BO3MOXKHOMY HaOmtonatento. B padote [109] 3Hauenust Ha nudpoBoit
KJIABHATYpE TEPEMEIINBAIKNCH C IEIbI0 CHIDKCHUS pUCKAa TepexBaTa YHCIOBOTO
koma.  ABtopel  [110]  pemaror  mpoOGiaeMy ~— BO3MOXHOrO  yiiepOa
KOH(HICHIIMATEHOCTH C MOMOIIBIO BU3YalbHOUM KpunTorpadguu. B uccnenoBanum
[111] noka3aHo, 4TO JJIsi MOBBIIEHUSI HAAEKHOCTU ayTEHTU(PUKALUA MOTYT OBIThH
UCITI0JIb30BaHbl OMOMETPUYECKME METObl AyTeHTU(DUKAIMU, TaKHe KaK MaTTEPHbI

JNBUKEHUH pyK npu Habope PIN-koza.
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Ha ocHOBe paccMOTpEeHHBIX MPHUMEPOB YSA3BUMOCTEH HHTepdeiica U B

COOTBETCTBHH C ONMKUCAHHON MOJIEIIbIO YSI3BUMOCTEM Oblila cCocTaBjieHa Tabauia 2.

Ta6nuna 2 — Knaccudukanust BeIsIBICHHBIX TTpo0jieM nntepdeiica VR.

Tun VYA3BUMOCTB IIpumeps! yrpo3 IIpumepsl craTen
ySI3BUMOCTH | MHTepdeiica
Omneparop Oprasbl 4yBCTB Yrpo3bl camouyscTBHio| [85][86][87][89][90]
YeoBeKa [91][92][93]
AKYCTHUYCCKHE aTaKu [88]
ATaku Ha BU3yaJIbHBIN KaHAJ [86]
[Mcuxuka u| Uckaxenue Bocrpustus| [94]
BOCIIPUSATHE JeioBeKa
Yrpo3sl ncuxudeckomy | [93]
COCTOSIHHIO YE€JIOBEKa
[Tepenaua nmanHbIX| ATaku  depe3  mcuxonoruto| [95][96]
cucrteMe VR MOBEACHUS
Cucrema Beox VYrpossl koupuaeHnuanpaoctr | [85][88][94][97][98]
VR/AR [99]
O0paboTka u| Uckaxenue/moamena [85][87]
XpaHEHHE JaHHBIX |HHPOPMAIHH
[TpocmymmBanue JaHHBIX [87][97]
ATakd ~ THIA  «OTKa3 B| [105]
00CITy)KMBAaHUW»
BriBog W3menenne Busyanusaiuu yepes| [94][97][100][101]
BpPEIOHOCHBIN KOJI HIIN
TIPUIIOKEHHUS
OmmbKy BU3yaIu3auu [101]
VYrpossl korpuaenpaapaoctd | [102] [104]
Hecanknuonuposannsiii goctyt| [103]
K yCTpOMCTBaM BbIBOJIA
[epeceuenne | BzaumoneiictBue c| Ataku depe3 HaOIIOICHHE [98][106][107][108]
BUPTYaJIbHOU H|IPYTHUMH JFOJIbMHU [109][110][111]
peanpHOU cpex VYrpo3za konpuneHnuansHocT | [97]

3 HpOBCI[éHHOFO HCCIICAOBAaHNA BUJHO, YTO CaMbIC XOpPOIIO HU3YUYCHHBIC

yIPO3bl — 3TO aTaKU HA CUCTEMY, /i€ MPOUCXOIUT 00paboTKa U XpaHEHUE JAHHBIX.

DTHU aTakH SBIIAIOTCS HauboJiee IIPUBBIYHBIMHU OJIA KOMHBIOTGpHOfI 0e301acHOCTH.

YTrpo3sl IIpy B3aUMOACHUCTBUN C APYTUMU JIIOJIBMU HA IIEPECEUYCHUU BUPTYAIbHON

U pEeaIbHOW Cpel MOXHO pacCMaTpuBaTh Kak MpoOiemy, TunuyHyto st VR/AR.

OmHako »TOM MpoOieMe TMOCBAIICHO JOBOJBHO MHOTO HCCJICAOBAHUM, II0

CpaBHCHHIO C OCTAaJIbHBIMH. Haumenee I/IBYIICHHOI\/’I 00J1aCTBI0 OKAa3aJIOCh BIIMSIHUE

TCXHOJIOTINHU BHpTyaHLHOﬁ PCaJIbHOCTHU HA ICUXUKY W BOCHPUATHUC YCIIOBCKA. HpI/I

ATOM BJIHSIHUE 3TOM TEXHOJOTMH Ha TMCHXOJIOTHIO MMOBCACHMA, KOTOpas MOXKCT
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OKa3aThCs YSI3BHUMOCTBIO Ha JTale IMepelayd JaHHBIX CHCTEME BHUPTYaJIbHOM
peanbHOCTH, PaHEE HE PACCMATPHUBAIOCH KaK yrpo3a. Takum o0Opa3oM, yrpo3sl pu
nepeaaye JIaHHbIX CHUCTEME BHUPTYaJbHOW PEalbHOCTH MOKHO PACIIEHMBATh Kak
HOBYIO MpO0IEMYy.

CyuiecTByeT HEOOJIBIIIOE KOIMYECTBO 0030pHBIX paboT, paccMaTpUBAIOLIUX
YSI3BUMOCTH B3aWMOJICHCTBUS TIOJIL30BATEN C MHTEP(EHCOM BUPTYaIbHON WA
JIOTIOJIHEHHOM pEeaibHOCTH C TOYKU 3pEHUS HHPOPMALMOHHONW OE30MacHOCTH.
OnHako KOJMYECTBO palOT, MOCBAIMIEHHBIX CHUCTEMATH3allMd YIpo3 B ITOH
o0slacTi, C y4ETOM IMOCTENEHHOTO YCTapeBaHUsl HCCieIOBaHUM, BCE emié He
SIBJISIETCSI JIOCTATOYHBIM.

Takum  oOpa3oM, pPYKOBOJACTBYSICh HCCIEAOBAHUSIMU  COBPEMEHHBIX
uHTepdeiicoB (ceHcoprbie dkpanbl 1 VR/AR), MOXHO BBIIEIHTH TPU OCHOBHBIC
IPYIIBI YIPO3 JaHHBIM TUIIAM UHTEP(DENCOB:

(1) yrpo3sl camomy uHTEpDEHCY;

(2) yrpo3sl oniepaTopy nHTepdeiica;

(3) yrpo3bl, BO3HUKAIONIME TPU B3aUMOJCHCTBHMM Ha IEPECEUYCHUN
BUPTYaJIbHON U PEATBHOM CPEN.

[lepBbie n1Be TpYIIBI MOXHO TaKkXe pasfeiauTh Ha Tpu kateropuu. (1)
JIEUTCST HA BBOJI JTAHHBIX, 00pa0OTKy/XpaHEHUE NaHHBIX M BBIBOJ JaHHBIX; (2)
MOJKHO pa3/ieJIUTh Ha YrpO3bl CAMOYYBCTBHUIO, YTPO3bI NCUXHUKE U BOCIPHUSTHIO,
yTpO3bI NP TIepeaue JaHHBIX CUCTEME.

OpHako, CpaBHUTENBHBIA aHAIN3 HMMEIOIIMXCS HMCTOYHUKOB TI03BOJISET
CleNaTh CJEAYIONUNA BBIBOJ. B HACTOSIIMM MOMEHT BPEMEHU HE BBISBICHO
OOIIENPUHATON CUCTeMBbI KiaccHUUKauu ys3BuMocTei uHTepdeiicoB. 1o aTou
K€ TIpUYMHE HET U €JMHON CHCTEMBI OLICHUBAHUS YSI3BUMOCTEH HHTEp(dEicoB.
CymecTtByer oOmias cucrema orenku ys3umoct (CVSS [123]), xotopas
NPUMEHSETCS  MPEUMYIIECTBEHHO Ui OICHKHM  OE30MacHOCTH  XOCTOB
KOMITBIOTEPHBIX CETE€d M OLEHUBAET yIepd OT YA3BUMOCTEH MPOrpPaMMHOIO
o0OecIieueHuss U CETeBBIX MPOTOKOJOB. Takke M3BECTHBI OTKPBITHIE 0a3bl JaHHBIX

ysi3BUMocTe xocta, Takue kak CVE, OSVDB, NVD [144, 145], kortopsie
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cozepkaT UHPOpMaIHio 00 ySI3BUMOCTSIX U CCBUIKM Ha 3KCIUIONTHI, OJHAKO ITH
ySI3BUMOCTH HE CBsi3aHbl ¢ uHTepdeiicamu. [lo 3ToN mpuumMHe AaHHBIE THUIIBI
ySI3BUMOCTEN HE MOTYT OBbITh MPUMEHEHBI K MPOIECCY YETOBEKO-KOMITBIOTEPHOTO
B3aumozeiicTeus. Kpome Toro, cucrema onenku CVSS He yuyuThIBaeT psii BAXKHBIX
ocoOeHHOCTe HHTEep(dEelcoB, MOITOMY B HBIHEIIHEM BHUJIE HE MOXET OBITh
MpUMEHEHA K OICHKE 3amuIIEHHOCTH WHTepdeiicoB. Takum oOpa3om, cucreMa
CVSS orieHuBaeT ysa3BUMOCTH, OJHAKO HE OTOOpa)kaeT ypOBEHb 3AIIUIIEHHOCTH
4yeJIoBeKo-KoMIlbloTepHoro uHtepdeiica. Ilpu stom CVSS He yuuThIBaeT
napameTpbl, XapaKTEpHBIE IJIs1 YEIOBEKO-KOMIIBIOTEPHBIX MHTEPPENCOB, TAKUE KaK
YPOH CaMOMy OIepaTopy OT aTakh Ha UHTEpPeiic.

be3 mnonoOHON cucTeMbl A OLEHUBAHUS YeJIOBEKO-KOMIbIOTEPHBIX
UHTEPPEHCOB HEBO3MOXKHO OLEHUTH YIIEpPO, KOTOPBIA MOTYT HAHECTH aTakh C
IPUMEHEHUEM 3TUX ysA3BUMOCTE. [103TOMy 3amada aHHOTO HCCIIENOBAaHUS —
pa3paboTaTb METOJMKY OLICHHUBAaHUS YPOBHS KPUTHYHOCTH YSI3BUMOCTEU Y
COBPEMEHHBIX BHUJIOB UHTEP(ENCOB, TAKMX KaK CEHCOPHBIE SKPaHbl U BUPTYyaJIbHAS
PEaIbHOCTb.

1.4 TpeGoBanus K cUCTEMaM OLCHUBAHUA 3AIMUIIEHHOCTH MHTEepdeiica

AHanu3 COBPEMEHHBIX HCTOYHHMKOB B OOJACTH 4YEJIOBEKO-KOMIIBIOTEPHOTO
B3aMMOJICUCTBUS C CUCTEMaMHU HH()OPMAITMOHHONW U KOMITBIOTEPHOM 0€3011aCHOCTH
BBISIBWI cClieaytoulyo mnpobieMmy. CoBpeMeHHble HHTEep(eichl, OCHOBAHHbBIE Ha
CEHCOPHBIX JKpaHaX M BHUPTYAJIbHOW PEATBHOCTH — MOJIOAAs Pa3BUBAIOLIASCS
00J1acTh, MOITOMY OUYEHBH Maji0 padOT MOCBSIIACTCS WM3YUCHHUIO B3aWMOJICUCTBUS
MOJIb30BaTeNIe ¢ ATUMU uWHTepdeiicamu. J[aHHOE 00CTOATETHCTBO TMOPOXKIACT
HEJI0OCTATOK UCCIICIOBAaHUH ysI3BUMOCTEM 3TUX uHTEpdeiicon. [1o aToit mpuurHe Ha
HACTOSIIIMM MOMEHT BCE em€ OTCYTCTBYET oOIlas CUCTEMa OLICHKHM YpPOBHS
KPUTUYHOCTH 3THX YSA3BUMOCTEH, CIIEIOBAaTEIbHO, HEBO3MOXHO OLIEHUTH
3alMIIEHHOCTh MHTep(deiica B3aUMOACUCTBUSL oOlepaTtopa ¢ MNPHIOKEHUEM
nH(pOopMaIIMOHHOM 6€30MaCHOCTH.

B menax paspemieHuss 3TOr0 MPOTHUBOPEUHsS MPOBOAMIACH pa3paboTka

MCTOJUKH OLICHHBAHHA COBPEMCHHBLIX YCJIOBCKO-KOMIIBIOTCPHBIX HHTCp(I)efICOB,
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WCITOJIB3YIOIINX TEXHOJIOTHH CEHCOPHBIX DKPAHOB W BUPTYAJIbHOH PEATIbHOCTH,
KOTOpPBIE MOTYT HCIOJB30BaThCS, B TOM YHCJE, IS YNPABICHUS MOJCISIMU
BU3yaJIM3allMM B CUCTEMax KOMIBIOTEpHOU Oe3omacHocTU. OCHOBAaHHUEM JIaHHOM
METOJHMKH  SBISIETCS HMHTETPUPOBAHHAS MOJEIh  UYEJIOBEKO-KOMITBIOTEPHOTO
B3aUMOJICUCTBUS C pPa3IUYHBIMU CHCTEMaMH, B TOM 4YHCIIe, CHUCTEMaMu
Oe3omacHocTH. JlaHHas MoAeab BKIOYAeT B ceOA MOJCIM KOMIIOHCHTA
COOCTBEHHO B3aMMOJICHCTBHS OTEpaTopa C CHCTEMOW O€30MacHOCTH, MOJEIH
BU3YyaJIM3allMM JIaHHBIX, 00pabaThIBA€MbIX CUCTEMaMu O€30MacHOCTU, U CUCTEMY
OLICHMBaHUsl ys3BUMOCTe uHTep(deiica. Ilpu 3TOM uWHTErpupoBaHHAsT MOEINb
Oynet oOecreunBaTh Kak B3aMMOJIEUCTBHE CO CTOPOHBI CUCTEMBI (0OpaboTaHHBIC
JaHHBIE OyAyT BU3YaJIU3UPOBATHCS CUCTEMOM M TMOKAa3bIBATHCS MOJIB30BATEIIO),
TaK W  B3aUMOJICWCTBHE CO  CTOPOHBI  IOJNB30BaTelsl  (TOJB30BATEIb
B3aMMOJICUCTBYET C BU3YyallM3allMei, TaKUM 00pa3oM, CHCTEMa IMOJy4aeT HOBYIO
uH(popmaluoo, BHOBb OOpabarbiBaeT €€ W CHOBa BuU3yanusupyer). KiroueBoi
OCOOCHHOCTBIO PabOTHI TakKXKe SBISETCA TO, YTO OICHKa HHTepdelica OyaeT
MPOU3BOJUTHECS C TOUYKH 3PEHUS TOTO, Kak MHTepdeiic omepatopa BIMSET Ha
oOecrieyeHne 6e30NacHOCTH.

CpaBHUTENBHBIN aHAJIU3 KCCIENOBATEILCKUX pPA0O0T MO HAMpaBICHUIO
OIICHUBAHUS 3alTUIIEHHOCTH YE€IOBEKO-KOMIBIOTEPHBIX WHTEP(EHCOB MO3BOJIUI
OTIPEJICUTh TPEOOBAaHUS K KOMIIOHCHTAM CHCTEMBI OIICHUBAHUS 3aIIUIIEHHOCTH
YeJIOBEKO-KOMITHIOTEPHOTO MHTEpderica, 32 OCHOBY KOTOPOM JOJKHBI OBITh B3SIThI
paspabaThIBacMbIe MOJICIH, aJTOPUTMBI M METOJIWKa. TpeOoBaHUS K CHCTEME
OIICHUBAHUS 3AMUIEHHOCTH YEJIOBEKO-KOMITBIOTEPHOTO MHTEpdeiica MOTyT ObITh
KaK ()yHKIIMOHAJIbHBIC, TaK U HEPYHKITMOHAIBbHBIC. C MOMOIIBIO (hyHKIIMOHATBLHBIX
TpeOoBaHUM 3anaéTcsi HAOOp (PYHKIMM CUCTEMbl OILCHMBAHUS 3alIUIIEHHOCTH
unTepdeiica. B  kauectBe HeDyHKIMOHATBHBIX TPEOOBAaHWUM  BBICTYMAIOT
OTpPaHUYCHHMS 110 OTHOIIICHUIO K pecypcaM, KOTOPBIC JOJKHA IMOTPEOIIATh CUCTEMA
OLICHMBAHUS 3alMIIEHHOCTH uHTepdeiica. [lpu »TOM pecypchl MOryT OBITh

BPCMCHHBIMH, SOHCPICTUYCCKHUMHU U T.1.
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Huxe ompenenensl (yHKIMOHANBbHBIE TpeOOBaHUS K pa3zpabaTbiBacMOn
CHUCTEME OIEHMBAHUS 3alUIIEHHOCTH HHTepdeiica. [lpennoxeHHas MeToauka
JIOJI’KHA TIO3BOJISITH CO3aBaTh MO JJIS:

1) oOmieit apxuTeKTyphl HHTEpdeEiica;

2) XapaKTepPUCTUK OTICIIbHBIX 3JICMEHTOB HHTep(etica,

3) monuTUK 0E30MaCHOCTH, MPUMEHIEMBIX IS OllEHUBaeMOTo HHTep(detica,
a TaKk)kKe BO3MOXKHBIX KOHTpPMEp (Harpumep, ayTeHTUDUKALSA).

Taxke mnpeasnaraemas cucTeMa OLIEHHMBaHUS JOJDKHA OLCHUBATh OOIIMI
YpPOBEHb 3alMIIEHHOCTH HHTepdeiica. To ecTh, C MOMOIIBIO TaKOW CHUCTEMBI
OIlepaTop AOJDKEH MMETh BO3MOXHOCTh PACCUMTHIBATH ITOKA3aTENId YSI3BUMOCTU
uHTep(delica Ha OCHOBE pa3pabOTaHHOW MOJETH YSA3BUMOCTEN:

1) Ha sTane npoekTupoBaHus UHTEpdelica U Moad0pa €ro AIEMEHTOB;

2) B mpoliecce dKCIUTyaTalMu MHTepdeiica, B ciydae eciid ObUIM BHECEHbI
KaKue-mu00 HM3MEHEHUSI B €ro apXuTeKTypy (Mogdop 3JIEMEHTOB C JIPYTUMHU
XapaKTEePUCTHUKAMH, 3aMe€Ha OTHENbHBIX DJIIEMEHTOB, IOSIBJIEHUE  HOBBIX
ySI3BUMOCTEH U T.11.);

3) Bo BpeMsa BbIOOpa Mep MO MNPOTUBOACHCTBUIO yrpo3aM HHTEp(eiicy,
4yTOOBl OLEHUTh MX BIMSHHE Ha T[IOKa3aTelu 3allUIIEHHOCTH UHTepdeiica
(Hampumep, NpY MOBBIIIEHUH 3aIUIIEHHOCTH OJHOTO U3 3JIEMEHTOB MHTep(etica,
MOYHO YXYAIIMTH OOIIYIO OIEHKY 3allUIIEHHOCTH UHTEepdeiica);

4) BO BpeMs BbIOOpa Mep MO TMPOTUBOJEHCTBUIO yrpo3aM HUHTEpQEicy,
4YTOOBI OLIEHUTD UX BIMSHUE HA MIOKA3aTeNn y100CTBA UCIIOJIb30BaHUSI HHTEpdelica
(Hampumep, NpY NOBBIIIEHUH 3aLIUIIEHHOCTH OJHOTO M3 3JIEMEHTOB MHTep(erica,
MO’KHO YXYIIIUTh yI00CTBO UCTIOJIb30BAHUS).

Takxe CTOUT OTMETHTb, 4YTO, KpPOME TMOBBIIIEHUS 3AUIIEHHOCTH
uHTep(eiica, TpeOyercs MpuU STOM HE YXYIUIUTh WIM JHUIIb HE3HAYUTEIHHO
YXYIIIUTh €ro yA00CTBO UCHOJIb30BaHUs. Tak, mpeasioKeHHass METOAMKA OLEHKU
3aIMIIEHHOCTH HMHTEP(ENCOB MO3BOJUT 4Yepe3 MOBBILIEHUE OCBEIOMIIEHHOCTH

ormeparopa 00 YSI3BHUMOCTSX IIOBBICUTH 3aIUAMEHHOCTh CHUCTEMBI, a TaKKe
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OLICHUTh, TMOHU3WINCH JIU M HACKOJbKO TMOHM3WINCH TOKa3aTelu YI00CTBa
WCITOJIB30BaHUs HHTEpderica.

Hedynkimonaneaeie  TpeOOBaHHWS ~ MOXHO  pa3OUTh HA  TPYIIIH,
COOTBETCTBYIOIIIME JIBYM TOKa3aTelsiM 3aTpaT PECypCcOB BO BpeMsl MPUHITHS
perrenuii: (1) onmepaTMBHOCTD U (2) pecypconoTpebieHue.

Onepamugnocms — CBOHUCTBO CHCTEMbl OIICHMBAHMS  3al[UIIEHHOCTU
uHTep(deiica, mo3Bomstonee POPMUPOBATH PE3yIbTaT 32 MUHUMAJIBHBIA OTPE30K

BpPCMCHM. Tp€6OBaHI/Ie K OIICPATUBHOCTH MOJKHO 3a/1aTh B CJICAYIOIICM BU/JIC!:

TIME, < min TIME, (1)
SES
rne TIME, — Bpems, KOTOpPO€ HEOOXOIWMO JJisi TOJYy4YeHHUsI OICHKU

3alUIEHHOCTH HHTEep(deiica |, mpuMeHss mpeayiaraeMylo CUCTEMY OIICHUBAHUS,
S — MHOXECTBO CHCTEM OIECHMBaHHUS 3aluIIEHHOCTH, TIME ,5 — Bpewms,
3aTpadynBaEeMOE Ha aHaJIU3 3aIUIIEHHOCTH uHTepdeiica Iy CUCTEMBbI OIICHUBaHUS
3amuIEHHOCTH S € §. Takoke clefyeT yduThIBath, 4to Bpems TIME} moxer
3aBUCETh OT 3Tala )U3HEHHOTO IuKIiIa nHTepdeiica. OneHnBaHue 3alUIIIEHHOCTH
uHTep(deiica Ha FTame ero MPOEKTUPOBAHUS MOXKET 3aHMMAaTh OOJIbIIIE BPEMEHH,
YeM Ha JTalle dKCIUTyaTaly, TAK KaK BO3MOKHO HAJIMYWE€ MHOXECTBA BaPUAHTOB
apXUTEKTYphl ~OJIHOTO W  TOro Ke  HuHTepdeiica, KOTOpbIE  HYXHO
MPOAHAIN3UPOBATb.

[TockonpKy peub UAET 0 cucTeMax WHHOPMAITMOHHON O€30MaCHOCTH, aHAJN3
COCTOSIHUSI 3aIUIIEHHOCTH CUCTEMBI JOJDKEH MPOBOAUTHLCS 3a BpeMmsi, OJU3KOE K
peanbHOMY BpemeHH. [lo 93TOl mnpuymHE HEOOXOAUMO 3a/aTh HEKOTOPYIO
KOHCTaHTy, KOTOPYIO HEIOMYCTHMMO TMpeBbIaTh. JlaHHOEe TpeOoBaHUE MOXKHO

BBIPA3UTh B BUJIE CIICAYIONMICH (OPMYJIBI:
Jlo1 A011
Pon(TIME; < TIMESY™) = Py, (2)

rac POH — BCPOATHOCTb IIOJYUYCHHUSA PE3yJIibTaTa aHalln3a SaH_II/IH_IéHHOCTI/I B

E J1OIT

TCUCHUEC 3aJaHHOI'0 BPEMCHHU, TIM — J0oImyCTHMas BCIWMYHMHA BPCEMCHHBLIX
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(0)81
3aTpaT Ha ONCHHMBAHHC 3allIMIICHHOCTH, POILH — JA0IIyCTUMOC 3HA4YCHHUC

BCPOATHOCTHU ITIOJYUCHUS PC3YyJIbTAaTa aHaAJIN3ad BaHII/IHIéHHOCTI/I.

Ha ocHOBaHMM pe3ynpTaTOB JKCHEPTHOM OLIEHKH, a TAaKXE MPOBEIEHHBIX

skcriepuMenToB, 3Hadenne TIME”®" 6buto BBIOpaHO paBHBIM 3 MHHYTaM UL
OLICHUBAHHUS OJHON ySI3BUMOCTH (IIOCKOJIBKY JIaHHBIC BBOJMUT OIEpaTOp).
OCHOBBIBasICh Ha UCCIICIOBAaHHUSIX CHCTEM OICHUBAHUS 3amMIEHHOCTH ceth [112]
OBUTO Ompe/eliecH0 MaKCUMallbHOE 3HAYCHHWE BpPEMEHHU peakiuu cuctembl — 30
CEKYHI.

Pecypconompebaenue otpaxaer, Kakue pecypchl JOJDKHBI OBITh 3aTpadyeHbI
Ha pealm3alfio aHalu3a B3alUIICHHOCTH WHTepdeiica, B TOM  dHCIE
IpOrpaMMHBIE, allapaTHhIC U KaJPOBBIC PECYPChl, HEOOXOIUMBIC JaHHBIC, U T..,
a TaKXKe WX KOJM4YecTBO. TpeOOBaHUS K JAHHOMY CBOMCTBY MOTYT OBITH 3a/IaHBbI

cneayroieit GopMyIIoi:
on
Pprc(r < RAOM) > ppll, (3)

rae I — pecypchl, HEOOXOAUMBIC JJIsi OIICHUBAHUS 3alIMINEHHOCTH WHTEpdeiica,

RPN _ nomycTumoe 3HaueHMe 3aTpauMBaeMBIX PECYpPCOB, Pppc — BEpOSTHOCTB

Toro, uto I He mpesbimaer RAOT, Pp'%%n — JIOIYCTUMBIA MUHHMMAJIBHBI ITOPOT
Takol BeposATHOCTHU. [Ipu 3TOM Ha paboTy OomepalMoOHHON CHUCTEMBI KOMITbIOTEPA
TaK)K€ 3aTPAuyMBAIOTCS PECYPChI, OJHAKO paboTa ONepalMoOHHOM CHCTEMBl B
JJAaHHOM CJy4ae He yuuThiBaeTcsa. [lo 3ToOM mnpuumHE AomycTUMas 3aTrpara
pecypcoB RAOM 3amaéres pasmoit 30% (RA™ =0,3) or cymmaproro o6néma
3aTpavynBaEMbIX PECYPCOB.

PaccMmoTpeHHbIE BBIIIIE CBOWCTBA M COOTBETCTBYIOIIME WM TPEOOBaHUS
npejCTaBIeHbI B Ta0IuIIe 3.

Tabnuma 3 — TpeboBaHUS K CHCTEME OIICHUBAHMS 3aIUIIEHHOCTH HHTEpdeiica

CaolcTBO IHoka3arean TpebdoBanus
OrmepaTHBHOCTE | BeposITHOCTB TOTO, YTO BpeMs,
HEOOXO0IUMOE ISl TIOJTyYeHHUs! Pon(TIME; < TIMEAOT) > pJot
pE3yJjibTaTa ONCHKH 3allUMIIICHHOCTHU, HC
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CBoiicTBO IHoka3areaun TpedoBanus
OyJleT MPEBBIIIATH TOIYCTHMOE
3HA4YCHUC.
Pecypco- BepOHTHOCTb TOro, 4TO0 KOJIM4YCCTBO
noTpebIeHne | HCIONB30BAHHBIX PECYPCOB He Oy Pppc(r < RAOT) > ROOT
IMPCBBINIATH JOITYCTUMOC 3HAUYCHHC.

1.5 IlocTaHOBKA 32a4¥ UCCJIETOBAHUSA

[TocTaBneHHas 3a7ada AWCCEPTAMOHHOTO HWCCIEAOBAHUS 3aKIIOYACTCS B
CJIETyIOLIEM:

(1) pa3paboTaTh MOJIENIH YSI3BUMOCTEH HHTEP(HEHCOB;

(2) pa3zpaboTaTh alrOPUTMBI pacuéra MOKa3aTelIeH YA3BUMOCTEH YeIOBEKO-
KOMITBIOTEPHBIX HHTEP(PEICOoB;

(3) paspaboTaTh METOAMKY OIICHWBAHHS  3aIIMIIEHHOCTH  YEIOBEKO-
KOMITBIOTEPHBIX HHTEP(PEICOB;

(4) pa3paboTaTh apXWTEKTypy CHCTEMbl OICHHBAHHUSA 3alIMIIEHHOCTH
UHTEP(PENCOB.

IleneBoit (yHKIMEH METOAUKH OICHKH 3alUIIEHHOCTH HHTEpQEHcoB
SBJISIETCSI MUHUMU3AIINS YS3BUMOCTH YEJIOBEKO-KOMITBIOTEPHOTO MHTEpdeiica mpu
coONOIeHnn  TpeboBaHMM K  JpyruM  CBOWCTBaM  (ONMEpPAaTUBHOCTh U
pecypconoTpebieHue).  3amaya  HWCCICIOBaHUS — 3aKIOYaeTcs B ITOMCKE
1enecoodpasHoro nHrepderica ¢ MUHUMAaIbHON YSI3BUMOCTBIO MIPU ONPEIETEHHBIX
ycnoBusix. CyTh 3aJladyd COCTOUT B TOM, yTo umeeTcss N pa3nnyuHbix uHTEp(dEiicoB,
KOKJBI U3 KOTOPBIX XapaKTepU3yeTCs COOCTBEHHBIM MHOXKECTBOM YSI3BUMOCTEH
VULN,, co cBoumm puckamu BS;,(I,) . TpeOyercs HaliTh 11em€c000pa3HBIN
BapuaHT uHTepdeiica Iy, obecneunBarOMUii MUHUMHU3AIMIO BO3MOXKHBIX PHCKOB

nns 6esonacnoctu BSy (1) (4):

VULNy,

BS5 (o) = min > BSiy(l) )
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Tpe6oBarus k onepamugnocmu Pop(TIME; < TIMEROT) > P(flnon , Tae

Pcﬁlr?“ =0,99, nomycTUMOE BpeMs OLCHKH 3allUIIECHHOCTH TIMEAT = 1 MUHYTa

I 9Talla ITPOCKTUPOBAHUS CUCTCMBI BSaHMOIICfICTBHH.

phon

. ol
TpeboBanus k pecypconompebnenuro. Pppe(r < R” ) = B , rme

P =0,99, RAOT = 0,3 (30% OT cyMMapHOTrO KOJMYECTBA PECYpPCOB, KOTOPHIE

MOTYT OBITh HWCIOJB30BaHbI MPUWIOKCHHIMH). [IpeabABISIOTCS K CICTYIOIIAM
BUJIaM PECYPCOB: ONEpaTHBHAs MaMsTh KOMIIbIOTEPA, 00bEM >KECTKOro JIUCKa, a
TaK)K€ TPOLIECCOPHOE BpPEMs, HCIOIb3YEMOE CHUCTEMON OIlleHUBaHUs. Takum
o0Opa3zom, TpeOOBaHMS K CUCTEME MTPUHUMAIOT CeAyroui Bu (Tadnuna 4):

Tabnuma 4 — TpeboBaHUS K CHCTEME OLICHUBAHHMS 3aIUIIEHHOCTH HHTEpderica

CaoilicTBO IHoka3zaTeau TpedoBanus
OmnepaTtuBHOCTh | BeposTHOCTH TOTO, YTO BpeMs,
HeoOxoaumoe s nosyuenus pesyinbrata | Pop(TIME, < 1 Mun) = 0,99
OLICHKH 3alMIICHHOCTH.

Pecypco- BeposiTHOCTh TOTO, YTO KOJTHYECTBO
notpebiieHne | UCIOJIb30BAHHBIX PECYPCOB HE Oy Ppgc(r <0,3) > 0,99
IPEBBIIIATH JOMYCTHMOE 3HAUCHHE.

Takum 00paszom, 3a1auelt JUCCEPTAIMOHHON paOOTHI SIBISIETCS pa3padoTKa:

1) Monenu 4enoBeKO-KOMIIbIOTEpHOTO HHTepdeiica |, koTtopas poixKHa
comepkaTh  BCE€  JaHHbIE 00  d3JIeMEHTaX  aHAJIM3UPYEeMOTOo  YeJIOBEKO-
KOMITBIOTEPHOTO MHTEepdeiica, HeoOXoauMbIe JJIsl OIIEHUBaHUS UHTEpdeiica, B TOM
YHUCJIC: B3aMMOCBS3U MEXKIY SJIEMEHTAMH, CBEIACHUS O TPOrPaMMHOM YacTH,
CBeJIeHUsI 00 ammapaTHON YacTH, HACTPOWKU CHCTEMBbI 3alUTHI WH(OpMAIuu B
cucteme (Hampumep, ayTeHTU(PUKAIINS 110 TapOIo Wi OUOMETPHH ), U T.1.;

2) Mozenu ys3BUMOcCTeW uHTepdeiica M, koTopasi ompenensieT ys3BUMbIC
AJIEMEHTHI CHUCTEMBl M BO3MOXKHOCTH HCIIOJIH30BAHUS JTAHHBIX YSI3BUMOCTEH JIJIs
MIPOBEICHMSI PA3JIMYHBIX THUIIOB aTak;

3) anropuT™Ma OIICHUBAHUS 3aIIUIIEHHOCTH HWHTEp(eiica, MO3BOJISAIONIETO
OIICHMBATh PA3JIMYHBIE THIIBI YSI3BUMOCTEW wuHTepdeiica U oO0Iero ypoBHS

3aIUIIEHHOCTH Y€JI0BEKO-KOMITBIOTEPHBIX UHTEP(EHCOB;
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4) METONWKH OLCHUBAHMS 3alIUIIEHHOCTH HHTEP(EHCOB, UCIIOIB3YIOMICH
BCE pa3paboTaHHBIE MOJEIM U aNTOPUTMBI Ha COOTBETCTBYIOIIMX JTamax
YKU3HEHHOT'O IUKJIA CUCTEMBI YEJIOBEKO-KOMITBIOTEPHOT'O B3aNMOJCHCTBUS;

D) AapXUTEKTypbl CHCTEMBl OLIEHHBAHHUS 3alIUIICHHOCTH YEJIOBEKO-
KOMIIBIOTEPHBIX MHTEP(EHCOB HA OCHOBE MOJICIMPOBAHUS YSI3BUMOCTEN U pacuéra
MOKa3aTesen ya3BUMOCTEN, peanu3yolen NPeAIOKEHHY0 METOIUKY OLICHUBAHUS
YSA3BUMOCTEM.

Hanee cnenyer 60see JeTalbHO paCCMOTPETh AITOPUTMBI M METOAUKY.

B kayecTBe BXOJHBIX JIaHHBIX JJISl aJrOPUTMa OLICHUBAHUS 3AIUIIEHHOCTH
uHtepdeiica ncnoansyercs (I, M), rae | — monenp ananu3upyemoro uatepdetica, a
M =<mgy, My, ..., Mi> — MoJenu YA3BUMOCTEW, rae Mg, My, ..., M — OTIEIIbHbIC
ysI3BUMOCTH. Pe3ynprarom pa®oThl JaHHOTO airoputma sBisiercs (S), rme S-—
CYMMapHbIi  MOKa3zaTeidb  3alUIIEHHOCTH  HMHTepdeiica,  YUUTHIBAIOIUI
KPUTUYHOCTH BCEX YSI3BHUMOCTEM, OLICHUBAEMBIX B CUCTEME, T.€. KOJIMYECTBEHHBIN
MOKa3aTeslb TOro, HACKOJIbKO 3alluIleHa cucTema. Takum oOpa3oMm, pe3yJsbTar
paboTBHl aJaropuT™Ma OTpa)XaeT COCTOSHHUE 3allUIIEHHOCTH aHAJIU3UPYyEMOTo
uHTepderica OTHOCUTEIBHO CYIIECTBYIOUIUX YA3BUMOCTEN UHTEP(ECcoB.

1.6 BeiBoasl no raase 1

1. 3amumEéHHOCTh YeNOBEKO-KOMIBIOTEPHBIX HHTEP(HENCOB — BaXKHBIM
napameTp, OCOOEHHO MPUMEHUTEIBHO K CHUCTeMaM HWH()OPMAUMOHHOW U
KOMIBIOTEPHOM 0€30MacHOCTH, OJHAKO JIaHHOMY IapaMeTpy He YyJIensercs
noctatoyHo BHMMaHMs. [lo 3ToM mpuuymMHe NpH MPOEKTUPOBAHMM HHTEP(HEHCOB
MOTYT HE YUYWTBHIBATbCS BO3MOXHBIE YSI3BUMOCTH, KOTOpPbIE MOTYT INPUHECTH
yiep6 KOHPHUIEHIUAIBHOCTH, LIETIOCTHOCTH U IOCTYITHOCTH JTAHHBIX, C KOTOPBIMU
B3aMMOJICUCTBYET orepaTop. B Hacrosiiee BpeMsi HE BBISBIECHO CHUCTEM
OLICHMBAaHUS YPOBHS 3aIIUIIEHHOCTH YEJIOBEKO-KOMIIBIOTEPHBIX HHTEP(ECcoB.
[ToaToMy 3amaua pa3paOOTKM METOAMKM OICHUBAHUSA YPOBHS 3allUILIEHHOCTH
4eJI0BEKO-KOMITBIOTEPHBIX MHTEP(ENHCOB, YUUTHIBAIOLIEH BCE CYIIECTBYIOLIME Ha

JaHHBIA MOMEHT THMBI YSI3BUMOCTEH COBPEMEHHBIX BHIOB HHTEpQEiicoB
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(BUpTyanbpHasi peajbHOCTh U CEHCOPHBIE SKpPaHbI) SBIAETCS AKTyaJbHOU U He
PEIEHHOM B HACTOSILIEE BPEMSL.

2. B nanHO#l riaBe 0OOCHOBBIBaeTCS pa3pabOTKa METOAMKH OLICHUBAHUS
3amuIIéHHOCTH  uHTepdeiica. I[lokazaHo, 4TO [aHHAs METOAMKA JOJDKHA
OCHOBBIBATbCSI HA OLICHUBAHUM YSI3BUMOCTEH AJIEMEHTOB COBPEMEHHBIX THIIOB
uHTep(elicoB (BUpTyabHas PEabHOCTh U CEHCOPHBIE HKPaHbl) HA OCHOBE JIaHHBIX
00  aHaAIM3UPYEMOM  YEJIOBEKO-KOMIIBIOTEPHOM  HHTepdeiice  (3JIeMEHTHI
uHTep(delica, CBA3M MEXY dJIEMEHTaMH, HACTPOUKH 0€30MaCHOCTU MPU HAIUYUH),
ONpeNeNEHHBIX MOJENEN YSA3BUMOCTEN W OylneT NPUMEHATHCS Ha Pa3IMYHBIX
JTamax CyIllecTBOBaHUs HMHTepdeiica (IpOeKTUpPOBaHHWE M AKCIUTyaTanus). s
BO3MOXKHOCTH pa3paOOTKU TaHHOW METOJUKHU JIOJKHBI OBITH OIpeeIeHbl MOJENIN
UHTEpPENCOB, a TakKe MOJEIH HX YsI3BUMOCTeW. lcmonb3oBaHue JaHHOU
METOJUMKA B CYIIECTBYIOLIUMX CpEACTBaX HH(POPMAIMOHHON O€30MacHOCTH
MO3BOJIUT OLICHWBATh YPOBEHb 3alIUIIEHHOCTH HHTEp(elica MPOTUB OOIIMPHOTO
MHOKECTBA YSI3BUMOCTEW, TMOBBICUTh KAYECTBO MPOEKTUPOBAHUS YEJIOBEKO-
KOMITbIOTEPHBIX uHTepdencoB TS IIPUIIOKEHUN nH(MOPMAITMOHHON
0e3onacHOCTH; (3) MOBBICUTH 3AIIMIIEHHOCTh MHTEpdEca Ha ATarne IKCILTyaTaluu
C MOMOUIBIO OLIEHUBAHUS KOHTPMEP (3aKpbITh KaKyIO-TO YSI3BUMOCTb U 3aHOBO
OILICHUTh U3MEHEHHBIN HHTEP(DEIC).

3. OcHOBHBIE 3a/aud MPHU pa3padOTKe NAHHOW METOJIMKH 3aKJIOYArOTCS B
cienyromeM: (1) momenun wuHTepdeiicor |, (2) mogenu  ys3BuMocTerr  M;
(3) amropuT™Mbl  OLIGHHMBAaHUS  yA3BUMOCTEH;  (4) METOAMKA  MPUMCHCHHUS
QITOPUTMOB  OLEHWBAHUS  YSI3BUMOCTEW [UISl OLICHUBAHUS  3allMILEHHOCTH
uHTep(derica; (5) apXUTEKTypa CHUCTEMbI OIICHMBAHMS 3aUIUIIEHHOCTH YEJIOBEKO-
KOMITBIOTEPHBIX UHTEP(ECOB Ha OCHOBE OLICHUBAHUS UX YSA3BUMOCTEH.

4. CdopmynupoBaHHas 3a7ada OMpEAeseT IeJdb MPOCKTUPOBAHUS
METOJMKM KaK TIOMCK HuHTepdelca ¢ MUHUMAIBHON YSI3BUMOCTBIO Cpelu
MHOKECTBa OLICHMBAaeMbIX UHTep(delicoB. BrinmoaHenne 3Tol 3a1a4uu HEOOXOAUMO
JUISl IPABUJIBHOTO OLIEHWBAHMS YPOBHSI 3aIUIIEHHOCTH CUCTEMBI B3aUMOECHCTBUS

oreparopa ¢ HUHTEpPEHcOM B PpA3IUYHBIX MPUIIOKEHUSX, B TOM 4YHUCIE B
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OPUJIOKEHUAX  MHPOPMAIMOHHON  Oe30macHOCTH  Ha  pas3HbIX  dTamax
cymecTBoBanus uHTepdeiica. I[lpu 3ToM MOMKHBI COOMIOAATHCS TpeOOBaHUS K

OIICPATUBHOCTHU U pecprOHOTp€6JICHI/IIO IMPpOHCCCOB OUCHUBAHUA 3alIIUIIICHHOCTH.
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I'JIABA 2 MOJIEJIX U AJII'OPUTMbI OLHEHUBAHUA

SAIMINEHHOCTH YEJIOBEKO-KOMIIBIOTEPHOI'O
WUHTEP®ENCA
Artaku, 3aTparuBaroLIne YEJIOBEKO-KOMIBIOTEPHBIN uHTepdeiic,

nojpasnensorcs Ha jaBe kareropuu: (1) araku Ha uHTepdeiic u (2) araku Ha
noJib3oBaTeNsl yepe3 uHTepdeiic. HecmoTps Ha To, uto MHTEpdeich 00s1anaoT
OOJBIIMM pa3HOOOpA3UEM, OHH TAKXKE 001a/1al0T HAOOPOM OOIIKX XAPAKTEPUCTHUK.

Takum o00pazom, HEOOXOaUMO pa3padoTaTh MoOJENU OOBEKTa YIPO3bl
(4eI0BEKO-KOMITBIOTEPHOTO UHTEp(eiica) U MPUUMHBI YTPO3bI (YSA3BUMOCTEM ).

2.1 Mopesau unrepdeiico

B mpouecce uccienoBanusi ObLIO0 pa3paboOTaHO JBE MOJEIU YEIOBEKO-
KOMITBIOTEPHOT'O MHTEp(eiica: KOHIENTyalbHas MOJeNb, 0ToOpaxaromas MmoToK:
B3aUMOJICUCTBUS MEXy MHTEep(hEelicoM M KOTHUTUBHBIM ammaparoM 4YelioBeKa, U
MOJI€NIb JAHHBIX UWHTEpdeiica, HCIOIB3YIOMAs TEOPETUKO-MHOKECTBEHHBIN
noaxoJ. bonee moapoO6HO Moieu UHTEPPENHCOB PACCMOTPEHBI HUXKE.

2.1.1 KoHnenryajabHas MOJEJIb

KonmnentyanbsHas Mozesib B3auMOACHCTBUS BHYTpU HHTEpdelica «cucrtema-
oreparop» MpeanojiaraeT B3aWMOJCIHCTBUE omepaTopa ¢ HUHTepdercoM H
uHTepdeiica ¢ oneparopom. MHTEp(DEC COCTOUT M3 KOMIIOHEHTA BHU3yallU3aIluu
(koTopblii oTOOpaxaeT oOpabOTaHHBIE [aHHBIE) W KOMIIOHEHTa YIPABIICHUS
(KOTOpBI  TO3BOJIIET  B3aUMOJCMCTBOBaTH C OTHUMH  JIaHHBIMH  4epe3
BU3YyaJIN3aIIHIO).

JlanHas KOHIIETITyalbHast MOJENTb (PUCYHOK 5) YUYHTHIBAET KOTHUTHBHBIM
anmnapat omneparopa. [log KOTHUTUBHBIM amnmaparoM noHumaetcs (1) Bocmpusitue
orneparopa u (2) obpaboTka omepatopoM MoiaydeHHor uHbopmanuu. [Iporecc
B3aMMOJICUCTBUS BBITIIAIUT CIeAyImmMM oOpa3oM. OrepaTop BHUAWT JIaHHEBIE,
OoTOOpakaeMble Ha BHU3YaJIU3allMM, TO €CTh BOCIPUHUMAET JAaHHBIE OpPTaHAMH
YyBCTB (3pUTEbHBIM KaHal BOCIPUATUS B cCiyyae Bu3yanuszanuu). Jlanee

ornecparop TpPaKTyEeT IMOJYYCHHBIC HOAdHHBIC, HWHBIMHU CJIOBAMH, [IPOUCXOAUT
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00paboTKa JaHHBIX BU3YyaJIM3allUU. 3aTeM OlepaTop B3aUMOIECHCTBYET C MOAEIBIO
BU3yaJIM3allMM B COOTBETCTBUHM C TEM PEIICHHEM, KOTOPOE OH NPUHUMAET Ha

OCHOBC TPAKTOBKHU JAaHHBIX, KOTOPBIC OH ITOJIYYHIJI.

WHTepdeic :> KorHWTMBHLIA annapar
A
- ¥ L 4
BocnpwAtne OdpatoTka
A
v v
-
1 OpraHel YyBCTE 2
BuayanuaaumAa [aHHkI& W,

YrpaeneHwe €

Onepartop
Pucynok 5 — KonnenryaipHas MOJEIb Y€JIOBEKO-KOMITBIOTEPHOT'0 HHTEpdetica

MOXHO BBIICIUTh YETHIPE THUIIA B3aUMOJCUCTBUS MEXKIYy CHUCTEMOM U
OIEpPaToOPOM:

1) Komnonent Busyanuzamuu — OpranHbl 4yBCTB omneparopa. [laHHble,
coOpaHHBIC CUCTEMOM, OTOOpaKarOTCS B BHUAE MOJICIH BU3yalu3allud, KOTOPYIO
OmnepaTop BOCIPUHUMAET CBOUMU OPTaHAMH YYyBCTB.

2) Opranbl 4yBCTB omepaTtopa — Mo3sr omepatopa. OT OpraHoB 4yBCTB
uHdopmarusi mepenaércs MO3Ty oleparopa, mocie uero oOpabaTwiBaeTcs, U
OTepaTop NPUHUMAET PEIICHUE.

3) Onepatop — KommoneHT ynpasieHus. Ha ocHOBe MPUHATOrO pEIICHUs
ONEpPaTOpP BHOCUT M3MEHEHHUS B CHCTEMY C IOMOIIBK) KOMIIOHEHTA YIPaBJICHUS

uHrepdeiica.
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4) KomnoseHT ymnpaBieHuss — KoOMIOHEHT Bu3yanuzauud. BHecEHHbIE
WU3MEHEHUS OTOOPAKAIOTCS C MOMOIIBIO MOJIEIIN BU3YAJTU3ALINH.

Taxum oOpa3om, Mosrydaercsi KOJIbLO B3aUMOACHCTBUSI MEXKIY ONEPATOPOM
u cucreMoil. Ilpoueccet 00paboTkn WHGOPMAIMM MO3TOM 4YeJIOBEKa He
paccmaTpuBaroTCs B JaHHOM padoTe, Tak Kak HaXoAaTcs B 00JaCTH METULIMHCKUX,
a He TexHW4Yeckux Hayk. [lo 3Toif mpuynHe nanHas paboTa KOHIICHTpUpYeTcs Ha 3
MOTOKax W3 JaHHOW Mojaenu (pucyHok 6). (1) KOMIOHEHT BH3yaau3alud —
oreparop, (2) oneparop — KOMIIOHEHT yIpaBiieHus, (3) KOMIOHEHT yIpaBJICHUS

— KOMIIOHCHT BU3YyaJIN3allUN.

Buayanusaums /

Ynpasnexue @:

WHTepdenc

Onepartop
Pucynok 6 — Kosnb110 B3auMo1elicTBUS oniepaTopa ¢ uHTepdericom

2.1.2 TeopeTuKO-MHOKECTBEHHAS MO/ EJIb

Jlns  Toro 4TOOBI OMHUCATh YEJOBEKO-KOMIBIOTEPHBIE HUHTEPDEUCHI,
coJlepKallie pa3IMYHbIC 3JEMEHTHI, ObUTa pa3paboTaHa MoJelIb HHTEpdeiica.
JlaHHass MoJenb COACPKUT MOJEIU DJIEMEHTOB YEJIOBEKO-KOMITbIOTEPHBIX
nHTEep(]EiicoB Ha OCHOBE CEHCOPHBIX YKPAHOB U BUPTYaJIbHOW PEaTbHOCTH, U CBSI3U
MEXKy 3TUMU dnemeHTamu. [IpennaraeMyo MoJiesib MOYKHO OMKUCATh C MTOMOIIbIO
TEOpUU MHOXKeCTB. Ha pucyHke / ToOKa3aHbl OCHOBHBIE AJIEMEHTHI YeJIOBEKO-

KOMIIBIOTCPHOI'O PIHTCp(I)GﬁC&, KOTOPLIC A0JI’KHA OIIMChIBATE MOACIIb.
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WHTepdeic
h 4 h 4
SnNemMmeHTl MonWTEK
— . — CeA3b —
WHTepdenca Ge3onacHoCTH
AnNnapaTHLIE 3NEMEHTH, CeHcopHLle 3awmra o1
S “ﬂ:ﬂb AWCTnen, — MNposogHaA > IKCnnyaTauum
> BsauMogedicTEOR LLFEM BUPTYANEHOR YA3BAMOCTEN
C BH3yanuIaLMed
A peansHoCTH
Crunyc,
KOHTpONnep.! Jawura ot chopa
nig, —» BecnpoeogHan — AaHHBIX
MporpamMmHLle .
> INEMEHTHI > Ynpasnenme
- BcTpoeHHan
Buayanu3auwA

Pucynok 7 — Cxema OCHOBHBIX 3JIEMEHTOB YeJIOBEKO-KOMIIBIOTEPHOTO UHTEp(etica

JUis  TOoro 4TtoOBbl MPEACTABUTH DJEMEHTBl UEJIOBEKO-KOMIIBIOTEPHOIO
uHTepdeiica popManbHO, pazpadaTbiBajiach MOJENb, KOTOpas BKJIIOYAeT B cels
¢uznyeckue u MporpaMMHBIE 3JIEMEHTBI UHTEpdeiica, a TaKKe CBSI3U MEXIAYy HUMU
(Mpy HATTUYHHN).

CTpyKTypy TMOJYYEHHBIX MOJEIEH MOXKHO TIPEACTaBUTh C TOMOIIBIO
TEOPETUKO-MHOKECTBEHHOT0 Toaxona. Moxens uHTepdeiica 3agaéTcst B BHUIE
koprexa | =<E, L, S>, rze:

- E — MHO€eCTBO 3JIeMEHTOB HHTEpPeiica;

-L— MHOXecTBO cCBsi3eM MEXIy J3JieMeHTaMu HuHTep(deiica, KOTOpbIe
OIKCHIBAIOT BO3MOJKHBIE CIOCOOBI B3aWMOJCUCTBUs (MPOBOJIHAS CBSI3b MEXKIY
3JIEeMEHTaMH, OeclpoBOJHAs W BCTPOCHHAs, KOIJa OAMH 3JIeMEHT uHTepdelica

BCTPOEH B JIpyToi),



62

- S — BO3MOXHBIE HAaCTPOHKH O€30MacHOCTH MHTepdeiica mpyu UX HaJIUYWH,
OIKCHIBAIOT KAXKIBINA 3JIEMEHT UHTEpdeiica ¢ TOUKU 3pEHUS €ro 3alUIIEHHOCTH OT
peanu3alry aTak, UCIOIb3YIOIUX Pa3InYHbIC YA3BUMOCTH.

IIpu Gosiee neTanbHOM PACCMOTPEHHH, DJIEMEHT MOJENM € € E onuceiBaeT
OJIMH I-BIil DIIEMEHT MHOXKECTBa AJIEMEHTOB MHTep(delica E n nmeer cremyronimii
BuI: € = <elementType>, rae elementType € ElementTypes — s3To Tum snemenTa.

Monens B3auMOCBSI3e MEXAy 3JIeMEHTaMu HHTepdeiica 3agaeTcs B BHUIE
L =<ej, €j+1, CT>, roe CT = {wire, wireless, embedded} — tun coequneHus Mex Iy
eMEeHTaMu MHTepdeiica, a HMEHHO: MPOBOAHON (AleMeHThl uHTepderica
COCIUHSIOTCS MEX]Ty COOOM ¢ TTOMOIIBIO TIPOBOJIA), OECIIPOBOIHOM (OeCIIPOBOTHAS
ces3b: Bluetooth, undpakpacHoe uzmydeHue u T.11.), BCTPOCHHBIN (OJUH JICMEHT
uHTep(delica BCTpoeH B Jpyrod, HampuMep, dJIEMEHT BHU3yalW3allid W TMaMsTh
COEMHEHBl B OJHOM YCTPOMCTBE), COOTBETCTBEHHO. Vcronb3ys 3HaHMS O TUIIE
CBSI3EM MEXAY 3JIEMEHTaMH, HapyIIUTENb TaKKE€ MOXKET MPOM3BECTH aTaKy Ha
UHTEpPeENicC.

Mopenbs mapameTpoB 0€30MacHOCTH 3JIeMEHTOB uHTepdeiica P 3amaercs
cineayrommum odbpazom: P = <E, V>, rne E — MHOXKECTBO 371eMEeHTOB MHTepdelica,
JUTSL KOTOPBIX MOTYT OBITh OINPEENIeHbl HACTPOIKK 0€30MacHOCTH, V — MHOXKECTBO
3aKpBITHIX YSA3BUMOCTEH (MOJAENb YSI3BUMOCTEM ONHMCHIBaeTCs B paszzaene 2.2).
OTcroma ciemyeT, 4To 3JI€MEHT MHOKECTBa HacCTpoek Oe3omacHocTu Pi € P nmeer
crenyromuid Bua: P = <d,v>, rme d € D — 310 ycTpolicTBO, HA KOTOPOM 3a/1aHa
HAcTpoiika 0e30macHOCTH, V € V — ysI3BUMOCTb, 3KCIUIyaTallus KOTOPOH MJis
JAHHOTO D3JeMeHTa uHTepdeiica HeBO3MOXkHA. MojaenupoBaHuE MapaMeTpoB
0€30MacHOCTH TIO3BOJISIET OMKCATh TAaKWE METONBI 3alluThl HHTEpdeica, Kak
napoiu, AByxdakTopHas ayTeHTUUKAIM, OUOMETPHS U T.I1.

2.2 Mopeab ysi3BUMocCTeil

Nnoctpannbie  cranmaptel  [113, 114, 115] mnox  ysA3BUMOCTBIO
MO/Ipa3yMeBalOT clabble MecTa B OpraHW3alud  Oe30MaCHOCTH  CHCTEMBI,

APXUTCKTYPEC CHCTCMbI, YIIPABJICHUH, IICPCOHAJIC, ITPOTPaAMMHOM H allllapaTHOM
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00ecCreYeHnr, KOTOpble MOTYT OBITh HCIOJB30BaHBl 3J0YMBIIUIEHHUKOM IS
MOJyYEHHUs! HECAaHKUMOHHPOBAHHOIO JOCTyna K HH(OpManuu, Ui HapyIICHUS
00pabOTKH JaHHBIX, JJII NPUYMHEHUS Bpela KOMIBIOTEPHOM cucTeMe Win e
nesitenbHOCTH. Poccuiickue ctannaptsol [116] onpenensioT ys3BUMOCTh KaKk HEKOE
CBOMCTBO KOMIBIOTEPHOM CHUCTEMBI, KOTOpPO€ HaET BO3MOXKHOCTH pPEaIM30BaTh
yrpo3y Oe3omacHocTH HH(OpMaIuu, obpadbarbiBaemoit B cucreme. llpu stom
yrpo3a OIpPEAENsieTCs KaK COBOKYNHOCTb SIBJICHUW, JEUCTBHM WM IPOLECCOB,
CO3/IAIOIIMX pEAlbHYI0 WM TOTEHIHAIbHYI0 ONAacCHOCTh JUIsl  JIaHHBIX,
00pabaThIBa€MbIX CHUCTEMOM.

B nanHo#i paGoTe moja «ys3BUMOCTBIO» CJEIyeT MOHUMAaTh c1aboe MecTo B
CUCTEME, a TaKK€ IpPU B3aUMOAECHCTBUM IOJB30BATENsl C ATOM CHCTEMOH, MpH
UCITOJIb30BAaHUU KOTOPOTO 3JIOYMBIIUIEHHUK MOKET HaHECTU BPE] MOJIb30BATEIIO
wiu cucrteme. Ilpu 3ToM ysa3BUMOCTh cama Mo ce0e He HAHOCUT yuIiepO, OJHAKO
JenaeT HaHeceHHue yimiepOa Bo3MoxHbIM [115]. Tlox yrpo3oii B gaHHOM ciydae
MOHMMAETCSI COBOKYIHOCTh JACUCTBUIA, KOTOPHIE MOTYT IIPUBECTH K OTIACHOCTH JIJISt
oOpalaThIBa€MbIX JaHHBIX WJIU I oneparopa. B cooTBeTcTBUU ¢ MPUBEAEHHBIMU
BBIIIE  OMNpEACNICHUAMH 34eCh M JlaJee pacCMATPUBAIOTCS  YSI3BUMOCTH,
NO3BOJIAIOIIME OCYHIECTBIIATh YIPO3bl JUJISI COBPEMEHHBIX THUIIOB YEJIOBEKO-
KOMITBIOTEPHBIX HHTEP(DEHCOB.

B nactodiee BpeMs sl yS3BUMOCTEM MHTEp(]ECcOB €l€ He COCTaBIICHO
Takux ke 0a3 JaHHBIX, Kak oOmenpu3HaHHble 0a3bl  «PacmpocTpanéHHBIC
ysizBumoctd U puckm» (CVE) wmmm  «Ilepeuncienne u  kiaccudukamms
pacrpoctpanéHubix 1abiaoHoB atak» (CAPEC) [117, 118]. Oxnako asis onucaHust
MOJIETH YSI3BUMOCTEH OBLJIO MPUHATO PEIIEHHE B3ATh 32 OCHOBY OOIICTIPUHSTHIC
CTaHAApThI, MOA3TOMY IMpeyiaraeMas MOJENb COIAEPXKUT Psii  OOLIEHPUHSITHIX
napaMeTpoB, a TakXKe psAJ HOBBIX IapaMeTpOB, TUMHUYHBIX JISI YEJIOBEKO-
KOMITBIOTEpHBIX ~HHTepdeiicoB. Takum o0pa3oM, mapamerpbl YsI3BUMOCTEN
noAOHpaIUCh € YYETOM OCOOCHHOCTEH O0€30MacHOCTH, KOTOPBIMH 00JIaJaroT

YEJIOBEKO-KOMITBIOTEPHBIC HHTEP(EHUCHI.
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Jist  Toro, droOBI OIICHUTH CEPbE3HOCTh YA3BUMOCTH, HEOOXOIUMO
MOHUMATh, YTO JJI OTOTO HY)KHO 3JIOYMBIIIUICHHUKY, KAKUM 00pa3oM OH JOJDKEH
B3aMMOJICHICTBOBATh C CHCTEMOW, HACKOJBKO TIOJATOTOBJICHHBIM JIOJDKEH OBITh
3JIOYMBINIUICHHUK, W KaKOW yIepO MOMy4aroT JaHHBIC WM IOJIh30BaTelIbh. DTH
nmapaMeTpbl OIMpPENeSIOT, HACKOIBKO CIIOKHO TIPOBECTH aTaKy W KakoW OHa
HAHOCHT YPOH, T.€. TO3BOJITIOT CYJIUTh O KPUTHYHOCTH ySI3BUMOCTH.

[TapameTpsl, TO3BOJISAIONINE CYUTH O CIOKHOCTH aTaKH, CICAYIOUIHE.

(1) IIpaBa, KOTOPBHIMH JOJDKEH pacrojiarath 3JOYMBIIUICHHUK IS
COBEPIIICHUS aTaKH.

(2) domkeH M 3JI0YMBIIUICHHHK CaMOCTOSTEIIEHO B3aUMOJICHCTBOBATh C
CUCTEMOM.

(3) Kakoif kaHanm WCIONB3yeTCS JUIS B3aMMOJICHCTBHS, BH3YaJIbHBIA WIIH
3BYKOBOW.

(4) YpoBeHb MOATOTOBKH, KOTOPBIM JIOJDKEH 00JIaaTh 3JI0yMBIITUICHHUK IS
COBEPIIICHHUS aTaKH.

[TapameTpsl, omMCHIBAIONINE YIIEpO, MPEACTABICHBI HIDKE, NMPHYEM TpHU
MoKa3aTesis OTHOCATCSA K yliepOy NaHHbIM, U OAMH — ylepO ans Qu3nyeckoro
COCTOSIHUS U CAaMOYYBCTBUSI HEITOCPEJICTBEHHO OTepaTopa.

(1) Yiuep6 xoHpHIACHIMATHHOCTH.

(2) Yep6 1emocTHOCTH.

(3) Yiiep6 10CTYIMHOCTH.

(4) Yiiep6 ¢pusndeckoMy COCTOSHHIO OIepaTopa.

Takum obOpazom, mosydeHsl 8 mokazarteneit: (1) Tpedyembie TPUBUIICTHH,
(2) cnoxkHOCTh  DKCIUTyaTalk  ysi3BUuMocTH, (3) B3aumojeictBue, (4) kaHa
BocnipusTus;  (5) KOHPUAEHIMATBHOCTh, (6) HENOCTHOCTh,  (7) HOCTYHHOCTb,
(8) pusuueckoe cocTosIHIE OIIEPaTOPA.

Cpenu moaydeHHBIX MMOKa3aTeIeH OCTaloTCs HEM3MEHHBIMHU TI0 OTHOIIICHHUTO
Kk cucteme CVSS «mpebyemvie npusunecuuy» (kKakue TpaBa  HYKHBI
3JMOYMBIIUICHHUKY JJII  TPOBEACHUS aTaKu), «CAONCHOCMb  IKCNILyamayuu

yazeumocmuy (Kakod ypoBEHb MOATOTOBIEHHOCTH HY>KE€H 3JIOYMBIIUICHHUKY IS
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COBEpIICHUS aTaku), a TaKXe NoKa3aTeln
yimepba xougudenyuanrbHocms, yerocmuocms WM docmynHocms. Ilapametp
«83aumooeticmeuey  TIpETEpHe] W3MEHEHUS IO CpPaBHEHUID CO  CBOUM
OOIENPUHATEIM ~ 3HAYCHHWEM W TIOKa3bIBaeT, KTO HMEHHO  JOJIKEH
B3aMMOJICUCTBOBATh C WHTEpQEHcOM: orepaTop WIM 3JIOYMBINUICHHUK. Takxke
OBLJIO IPHUHATO PELICHHE HCKIIOYUTH NapaMeTp «8eKmop amakxuy, TaKk Kak B
Cllydae 4eJIOBEKO-KOMIBIOTEPHOTO HHTepdeiica 3TOT mapaMmerp Bcerna Oyner
uMeTh 3HaueHue «dusmueckuity (physical). Opnako ObUT 100aBICH OJMH
napameTp yuepoa «ypor onepamopy», KOTOPbIN XapaKTEpU3yeT CTENEHb TAKECTU
yiiep6a, HaHOCUMOTO (PU3MUYECKOMY COCTOSHHUIO YeJIOBEeKa, paboTaromero ¢
untepdeiicom. Taxke Obul 100aBIICH MapaMeTp «KAHAl 80CHPUSMUSL», KOTOPHIN
XapakTepu3yeT IMyTU MPOBEIACHUSI aTaku sl uHTepdeiica (BU3yaldbHBIM WIH
3BYKOBOW).

Takum o0pa3om, ObLT A00aBJ€H HOBBIM mapamerp yimiepOa, 100aBiieH
napaMeTp MCHOJIb3yeMOTO JIJIsi aTaKu KaHajla BOCHPUSITHS, UCKIIOYEH MapaMmeTp
«BEKTOpP aTakw», U3MEHEH MapameTp «B3aUMOJECHCTBHEY», OCTAJIbHBIC MapamMeTphl
ObUIM aJanTUPOBAHBI € YYETOM OCOOEHHOCTEW O€30MaCHOCTH YEIOBEKO-
KOMITBIOTEPHBIX HHTEep(deiicoB. PaccmMoTpuM 0a30oBble mMoKa3zaTenu Ys3BUMOCTEN
0oJee moapoOHO.

1. Tpedyembie npuBuieruu — Privileges Required (PR). DtoT nmokasarens
JNEHUCTBYET B ciiydae, eciim uHTepdeiic 3amumén. Hanmpumep, 3amumén napojieM

VI IPYTUMHU aJrOpUTMaMu ayTeHTU(PUKALIUH.

None,
PrivilegesRequired(v) = { Low,
High.

* Hem (None). J[laHHoe 3HaYeHHWE MapaMeTpa BBICTABISACTCS, €CIIH

uHTepdeic He 3aluIEH.
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* Huzkuz (Low). JlaHHOe 3HaYeHHWE TIapaMeTpa BBICTABJSCTCS, ©CIIH
3JIOYMBIIIJICHHUK pacriojiaraeT MPUBWICTUAMU TaKHMH Ke, KaK U y JIPYTHX
T10JIb30BATEIICH.

* Boicoxkuur (High). Qmst Toro, 49toObl BOCIOJIB30BATHCH YSI3BHUMOCTBIO,
TpeOyIOTCS aJIMHUHHACTPATUBHBIC MPUBHICTHHA IS JOCTyla K YSI3BUMOMY
KOMITOHCHTY.

2. CioxHOCThb IKcILTyaTanuu yszBumoctu — Complexity (C). [Mapametp
OIMCHIBACT, HACKOJIBKO CJIOKHO BOCITOJIb30BAThCS  YS3BUMOCTHIO.  J[aHHBINH

napaMceTp HC 3aBUCUT OT 3JIOYMBIIIIJICHHUKA.

Low,

Complexity(v) = {High

* Huskas (Low). He TpeOyercsi Kakux-a11M00 OCOOCHHBIX YCIOBHH ISl TOTO,
YTOOBI BOCIIOJIB30BATLCS YSI3BUMOCTBIO M ITPOU3BECTH aTaKy Ha HHTEPQEHC.

* Boicokass (High). us Toro, 4toObl BOCMOJIB30BATHCS YSI3BHUMOCTBIO,
TpeOyeTCst HEKOTOpas IMOATOTOBKA, a AKCITyaTaIus ysI3BUMOCTH MOXET TpeOOBaTh
PECYPCHBIX M BPEMEHHBIX 3aTparT.

3. BoBiaeuénnoctby moJn3oBarenss — User Interaction (Ul). ITapamerp
ONKCBHIBACT, TpeOyeTcs JM  y4aCcTHE€ CaMOro  IIOJIb30BaTeis,  YTOOBI

3JIOYMBIIIJICHHHUK CMOTI" BOCITOJIB30BATbLCA YA3BHUMOCTBIO.

Operator,

Criticality(v) = {AttackeT

* 3noymbiunennux (Attacker). 3710yMBINIIEHHUK MOXET BOCIOJb30BaThCS
YSI3BUMOCTBIO 0€3 y4acTHs I0JIb30BaTES.

* Onepamop (Operator). UtoObl 3JI0YMBIIUIEHHUK MOT BOCIOJb30BAThCS
ySI3BUMOCTBIO, I1OJIB30BATENIb JIOJUKEH COBEPIIATh Kakhe-TH00 JEHCTBUS ¢

uHTEpPErcoM.
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4. Kanan Bocnpusitusi — Perception Channel (CH). Ilapamerp,
OTOOpaKAIOMMK KaHal, MO0 KOTOPOMY NPOBOJUTCS aTaka — BHU3YaJbHBIM WIH

3BYKOBOM.

Video,

Channel(v) = {Audio

* Buzyanvroui (Visual) [119]. 3noyMbIieHHUKY TpeOyeTCsl YBUICTh KaKue-
TO JIaHHBIC, ¢ KOTOPBIMHU B3aMMOJICHCTBYeT moJib3oBarens (ecim Ul = Operator).
3MOYMBIIIJICHHUK JIOJDKEH TPOU3BOJUTh Kakue-Tu00 JeHCTBUS ¢ KaMepou
yCTpOICTBa, HAMpUMep, IOKa3aTh HW300paKeHHWE IHUIa TOJIh30BATENA, YTOOBI
000UTH OMOMETPUUECKYIO ayTeHTU(UKAIIUIO (MCTIONB3YETCs JUIsl TaKUX aTak, Kak
cry¢unr kamepsl) (ecau Ul = Attacker).

* 3gykosou (Audial) [120]. 3noymbIIUIeHHUKY TpeOyeTcsl yCIbIaTh
3BYKOBOU curHai ot uatepdeiica (ecim Ul = Operator). 3moyMbIIUICHHUK JTOJIKCH
nepeiaBaTh KaKOW-TO CHUTHAN ayAuonpuéMHUKY wuHTepdeiica. Hampumep,
nepeaada KOMaHJI B YJIbTPa3BYKOBOM JIMAMa30HE, KOTraa MPUEMHHUK CIIBIIINAT
KOMaH[y, a CTOpOHHHUH HaOmoaaTens — HeT (eciu Ul = Attacker).

5. ¥Ypon oneparopy — Physical Damage (PD). IToka3atenb, crieriuuIHbIH
JUISL  9EJIOBEKO-KOMITBIOTEPHBIX HMHTEp(hENcoB, 0oToOpaxaromui, HaCKOJIbKO

CEpbE3HBIN YPOH MOTYUYHII ONepaTop B Pe3ysIbTaTe aTaku Ha HHTEpdeiic.

None,
PhysicalDamage(v) =< Low,
High.

* Hem (None). Ataka ¢ MpUMEHEHHWEM JaHHOW YS3BUMOCTH HE BBI3BIBACT
(bu3MYecKoro ypoHa oneparopy, T0 €CTh, HE BO3JICHCTBYET Ha €r0 OPTraHbl YyBCTB,
MICUXUKY W/ WM BOCIIPUSITHE.

* Huskuii (LOW). ATaka BBI3bIBA€T HE3HAUYMUTEIBbHBIA (PU3UUECKUN YpPOH

BpO/I€ MOBBILIEHUS YCTAIOCTH y oneparopa (Hanmpumep, CMEHa 4acTOThl MEpIIaHus
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MOHHUTOpA, HE3aMETHass HEBOOPYKEHHBIM TJIa30M, HO YTOMIISIOIIAs MPH paboTe ¢
TUM MOHUTOPOM).

* Boicokuui (High). Ataka BbI3bIBa€T CHIbHBIA (PU3UUYECKHI YPOH BpPOEC
BO3HHUKHOBEHHS OIIYIIEHHUS TOLIHOTHI, TOJIOBOKPYKEHHS, MOTEPH OPHUEHTAINU B
IPOCTPAHCTBE, MPUCTYIIOB U T.II.

6. Konpuaenunaabraocts — Confidentiality (C). ITokazarens mo3BoJisieT
OLIEHHUTP yIIepO KOHMUACHIINAIBHOCTH JaHHBIX MOJIb30BATENs, KOTOPBI HAHOCHT

HCIIOJIb3yEMas yA3BUMOCTD.

Low,
Confidentiality(v) = { Medium,
High.

* Hem (None). Ymep6a KoH(pUACHINAILHOCTH HE IPOUCXOIUT.

* Huskuti  (Low). Hwuskuit ypoBeHb yiiepOa KOH(PHIACHIMAIBLHOCTH,
3JIOYMBIIIJICHHHK MOJTyYaeT JOCTYH K OFPaHUYCHHOMY 00bEMY MH(pOpPMAITUH.

* Boicoxuti (High). Bbicokuit ypoBeHb yIiiepOa KOH(PHIACHIMATBHOCTH,
3JIOYMBINIUICHHWK ~ TIOJIy9aeT TIONHBIA  JOCTYNl K  pecypcaM  3aTpOHYTOTO
KOMIIOHCHTa WHTepdelica WM IOJy4YeHHAs 3J0YMBIIUICHHUKOM HH(pOpMAaIUs
oOnamaeT 00JIBIIION BaXKHOCTHIO.

7. Henocrnocth — Integrity (I). ITokazarenb MO3BOJSET OLEHUTH YIIEPO
IIEJIOCTHOCTH  JIAaHHBIX  IIOJIB30BATEINIs, KOTOPBIH HAHOCHUT  HUCIOJb3yeMas

YSA3BUMOCTb.

Low,
Integrity(v) = { Medium,
High.

» Hem (None). Yep0a 1eIOCTHOCTH HE IPOUCXOIHUT.
* Husxuii (Low). Huskuii ypoBeHs yiep6a el0CTHOCTH, JaHHbIE H3MEHEHBI
HE3HAYMTENHLHO, M OTH W3MEHEHHUS HE OKa3biBAIOT CEPLE3HOrO BIHUAHMSA Ha

KOMITOHEHT UHTepdeiica.
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* Boicoxurr ~ (High).  Bpicokmii  ypoBeHp  ymiepba  IEIOCTHOCTH.
37I0yMBIIIICHHHUK MOKET HM3MEHUTh JIIOOBIC JaHHBIC, KAacaloIHecs MTaHHOTO
KOMITOHEHTA, 00 MOJU(HKAIINSA STHX JaHHBIX 3JIOYMBIIIJICHHUKOM OYJIeT HMETh
CEpbE3HBIE MOCIEACTBUS.

8. HocrymHocth — Availability (A). [Toka3atenb M03BOJISIET OLICHUTD yIIEPO
JOCTYITHOCTH  JAaHHBIX  IOJB30BAaTeIs, KOTOPbI HAHOCHT  HCIOJb3yeMas

YSA3BAMOCTb.

Low,
Availability(v) = { Medium,
High.

* Hem (None). Ymep0a JOCTYITHOCTH HE IPOUCXO/IHT.

* Huskuti (Low). Hwuskuii ypoBeHb ymiepOa JOCTYHMHOCTH, MPOUCXOIHT
CHIDKCHHE TPOU3BOJAUTEIBHOCTH WM  YAaCTUYHBII/BPEMEHHBI  OTKa3 B
00CITy’)KUBaHUM, OJIHAKO 3JIOYMBIIUICHHUK HE HMMEET BO3MOXXHOCTH MOJHOCTBIO
JHIIUTH JOCTYTIA K JAHHBIM.

* Boicoxuti (High). Beicokuii ypoBeHb ymiep0a JOCTYIMHOCTH, KOTOPBIM
O3HAYaeT IMOJIHYK MOTEPI0 JOCTYyIMa K pecypcaM 3aTpOHYTOTO KOMIIOHEHTA, JIN0O
CephE3HBbIC TOCIEACTBHS TMPH IMOTEPEe JOCTYIHOCTH K JaHHBIM 3aTPOHYTOTO
KOMITOHEHTA.

9. Cdepa pgeiictBusi ysizBUMocTH — Scope (S). B kauectBe
JOTIOTHUTEIFHOTO TIapaMeTpa, BIUSIONIETO Ha KPUTHYHOCTh YSI3BUMOCTH, IPUHSTO
pelieHnue OCTaBUTh MapaMmeTp «cdepa AedcTBUA ys3BUMoOcTW». [lapamerp
XapaKTEpU3yeT CTENEeHb PACIpPOCTPAHEHUS YS3BHUMOCTH Ha APYrue KOMIIOHEHTBI
uHTepdeiica, OKa3aHO JM BIMSHUEC HA JPYTHE KOMIIOHCHTBI, KPOME YS3BUMOTO.
3HaycHUE SCOPE 3aBHCUT OT KOJIMYECTBA KOMIIOHCHTOB, 3aTPOHYTBIX OJIHOW

YSA3BUMOCTBIO.

Unchanged,

Scope = { Changed.
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* be3 usmenenun (Unchanged). Mcnonp3oBaHue ysI3BUMOCTH BIIHSIET TOJIBKO
Ha YS3BUMBIA KOMIIOHCHT.

» Usmenénnas (Changed). HMcmonb3oBaHuEe YSA3BHMOCTH 3aTparuBacT HE
TOJBKO YS3BHUMBIA KOMIIOHEHT, a BIMSACT TaKKe M Ha JPYrHe€ KOMITOHEHTBI
unrepdeiica. Torma yiep6d KOHGUIACHIIUATBHOCTH, [EIOCTHOCTH M JOCTYITHOCTH
OLIEHUBACTCS IS 3aTPOHYTHIX KOMIIOHEHTOB.

JlaHHBIE TapaMEeTPhl CIPYIITHPOBAHBI B TabHIIE 5.

Tabnuna 5 — 3HaueHus mapaMeTpoB ysSI3BUMOCTEN

IToka3aresib 3Hauenue
Cno>XHOCTb IKCILTyaTalluK YA3BUMOCTH Low

High
TpeOyembie npuBUIIETUU None

Low

High
BzanmopeiicTBue None

Required
Kanan Bocripusitus Audial
Visual

KondunenunanbHOCTD/ None
[HemocTHOCTB/ Low
JlocTymHOCTB/ High
YpoH onieparopy

Mogeas yrpo3, B COOTBETCTBHH C ITOJyY€HHBIMH ITapaMeTPaMHM, BBITJISIIAT
cieayromuM odpasom: Vi =<pd, ec, pr, ui, ch, ¢, i, a>, rae pd — ypon oneparopy, eC
— CJIO)KHOCTh HCIIOJIb30BaHUS YSI3BUMOCTH, PIr — TpeOyeMble MpPUBWIECTHH, Ul —
B3aMMOJICHCTBHE, Ch — KaHaI BOCIPUATHS, C — PUCK /151 KOH(GUIEHINAILHOCTH, | —
PHCK ISl IEJIOCTHOCTH, & — PUCK IS JOCTYITHOCTH.

C uCroJIp30BaHNEM 3TOM MOJIEH OIICHUBAHUE YSI3BUMOCTH OCYIIECTBIIACTCS

AKCIIEPTaMU MIPU 3aN0JIHEHUU TAOJIMIIbI, IPUMEP KOTOPOM JaH HIKE.

Ta6nuna 6 — [Ipumep 3anoHEHUsT TaOIUIBI DKCIIEPTAMHU

IToka3aTenn 3Hauenue, 0aaa | Ikec.l Ike.2 | ...| IDxc.N

CI0XXHOCTh Huskas, 1

AKCILTyaTaluu Hwu3kas | Huskas | ... | Beicokas
Bricokas, 2

yS3BUMOCTH
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Iloka3aTenb 3Hauenue, 6a1 | IJkc.l Ikc.2 |...| Ike.N
TpeOyeMble Her, 0
peoy Huskne, 1 Her Hwuzkue | ... Her
MIPUBUIICTUN
Bricokwue, 2
Omnepatop, 1
. Omneparo
B3aumogeiictBue  |3noymeimuieHHuK, Onepatop|Onepatop| ... b
2
Aynuo, 1
Kanan Bocipusitus Buneo | Bugeo |...| Bwunueo
Buneo, 2
Kondunenunanpaocts/| Her ymepba, 0
[HemocTHOCTB/ Hwuzkwii, 1 . Her .
TToCTYTHOCTS/ Huskwmii enba | Huskmii
M Bricokwii, 2 ymep
YpoH oneparopy

Kaxnmomy kareropuajibHOMY 3HAUCHHIO I[IOKa3aTelsl PHCBAWBAETCA
IEJI0YNCIICHHBINA 0ajut. bayel 3HaUeHUH, BEIOpAHHBIX dKCIIEPTAMH, CYMMHPYIOTCS,
a 3aTeM cyMma JIeJIUTCS Ha KoiudecTBO skcreptoB [147]. B cayudae ecnu
MOJIYYEHO JIPOOHOE YHCIIO, PE3YJIbTaT OKPYIIISAETCA JI0 OJMKaWIero Iesoro.
[Iyctp yA3BUMOCTH oOuLEHHBAKOT 3 3kcmepra. CIOXHOCTh  AKCIUTyaTaluuu
ySI3BUMOCTH OHU oueHwin kak «Hwuskas» (1 Oamn), «Huskas» (1 Oamn) u
«Bpicokasy (2 6anna). [lomyyennas oneHka nokaszatens paBna (1+1+2)/3=1,33. B
pe3yiibTate OKpyrjeHus a0 Onwkaimiero uenoro naér 1. Takum oOpazowm,
CJIOHOCTH IKCIUTyaTalliy ySI3BUMOCTH CIEAYET OIICHUTh KaK HU3KYIO.

2.3 AJTropuTM OlleHMBAHMS 3aIMIIEHHOCTH HHTeP(deiica

JUiss  Toro  49roOBl  OIEHUTh  3ANIUIIEHHOCTh CUCTEMBI  YEJIOBEKO-
KOMITBIOTEPHOTO  B3aUMOJICUCTBHS, HCIOJIB3YIOTCS  aJTOPUTMBI  OIICHUBAHUS
KOKJIOW BBISIBJICHHOW YSA3BUMOCTH B OTICIBLHOCTH M aJTOPUTMBI OIICHHBAHUS
3aIUIEHHOCTH UHTEp(delica, yIUTHIBAIOIINE BCE BHISIBICHHBIC YSI3BUMOCTH.

OCHOBHBIMH TTapaMeTpaMH OOBEKTa, MO KOTOPBIM MOXKHO CYIUTh O TOM,
HACKOJIBKO YCIIEITHA pa3padoTka 00beKTa, SBISIOTCS KauecTBO, 3PPEKTUBHOCTD U
pe3yIbTaTUBHOCTH. JIaHHBIN pa3zen MOCBAMIEH OlNeHUBaHUIO UHTEepdeiica. UToOb!
OIICHUTh KaKOU-THOO OOBEKT, TpeOyeTcss U3MEpPUTh KauecTBO M A((PEKTUBHOCTH

paboThI 3TOr0 0OBEKTA.
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UtoOsl pa3paboTaTh KaKOW-TMO0 OOBEKT WIIM MOJEIb, Mepe] pa3padoTKOM
HEO0OXOMMO OTIPEICTUTH PSIJT TApaMETPOB:

(1) ¢ xako# 1enpro co37aéTcsa 0O0BEKT HIIM MOJICTb,

(2) xakue y Hero OCHOBHBIE XapaKTEPUCTUKH,

(3) xakue u3 ATUX XapaKTEPUCTHUK SBIIAIOTCS BAXXHBIMU JIJIsl U3YUCHHUS,

YTOoOBI OIIEHUTH TTOJTYICHHBIA 00BEKT WK MOJCIb, TPEOyeTCs:

(1) onucats ero B COOTBETCTBHH C €r0 UMEIOIIMMUCS TapaAMETPaAMHU,

(2) omeHuTh €ro COOTBETCTBHE OCHOBHBIM CBOMCTBaM, KOTOPBIMU OH
JIOJKEH 00J1a1aTh.

B cootBerctBum ¢ ISO 8402-2000, xauecmeo — 310 HAOOP XapaKTEPUCTUK
00BEKTa, N0 KOTOPHIM MOKHO OIPEACIUTh, CIOCOOEH JIM OOBEKT BBHITIOJIHATH
3a/laHHble QYHKIUHA W yAOBIETBOPITH MOTPEOHOCTSM IMOJIB30BaTENEH, TIPH ITOM
MOTPEOHOCTH MOTYT OBITH KaK peajibHble, TaK U Mpeanonaraemelie [124, 125, 126,
127, 128]. Tlox 00BEKTOM MOXKET MMOHUMATHCSA KaK MaTepuaibHas MPOMAYKIIHS, TaK
U Kakas-mioo yciyra [128].

[TockonpKky B JaHHOM paboTe paccMaTpUBAIOTCS MOJETH HHTEp]Eiicos,
CIIeIyeT TaKKe MPUBECTH ONPEICTICHUE OIICHUBAHUS KadecTBa Moaenu. CorjlacHO
OTEUECTBEHHBIM U MEXIYHApOIHBIM cTanmaptam [127, 129, 130], nox kauecTBoM
MOJICTH TIOHUMAETCSI CBOMCTBO MJIM HaOOp CBOMCTB KaKOW-IMOO MOJIENH, KOTOPHIS
MO3BOJISIFOT HAa3BaTh €€ MPUTOJHOW JJIsl UCTIOJIB30BAHUS MO Ha3HAYeHUIO. MHbIMHU
CJIOBaMH, Kau€CTBO MOJICTH, TaKKE€ KaK M KA4eCTBO OOBEKTa, OMpENesaeTcs Kak
CIIOCOOHOCTH BBITIOJIHATHL TPEOOBaHUS, TOCTABJICHHBIE MTOJIH30BATEIIEM.

B KkadecTBe OCHOBHBIX CBOMCTB MOJIeJIeli MOTYT OBITh BBIICICHBI
crneayromiue noustus [131]:

- aJICKBaTHOCTh, T.C. IMOKAa3aTeJIb TOTO, HACKOJBKO MOJEIb COOTBETCTBYET
OpUTHHAIY;

- POCTOTA, MOJXKET OIICHUBATHCA Yepe3 APYrod IOKas3aTellb, CI0KHOCTh
MOJIEJIH, T.€., Hal[PUMEP, HACKOJBKO CIOKHYIO CTPYKTYPY UMEET MOJIEb;

- OIITUMAJIBHOCTD,
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- THOKOCTh, T.€. HAaCKOJBKO JIETKO MOXKHO J0pa0do0TaTh MOJENh B CiIydae
HEOOXOTMMOCTH;

- aJIallTHBHOCTD, T.€. HACKOJBKO JIETKO MOXHO IPHCIIOCOOMTH MOJEIb K
MEHSFOIIMCS Y CIIOBUSIM;

- pa3BUBAaEMOCTh — 0oJjice 00IIee MOHATHE, BKIIFOYAOIICe B ¢e0s1 «THOKOCTHY
U «aJIallTUBHOCTHY;

- HHTEJUICKTyJIbBHOCTh — MOJKET II0-Pa3HOMY TPaKTOBAaThCS, OJHAKO B
WHOOPMAITMOHHBIX TEXHOJOTUSX HHTEIUIEKTYaJbHBIMH YacTO HAa3bIBAIOT TaKUE
MOJENIA, KOTOPBIC WCIONB3YIOT KaKHe-THOO MaTeMaTHYEeCKUE aJTOPUTMBI,
MOBBIMIAIONINE ATANTUBHOCTh MOJCIH, HANPUMEP, CTATUCTUYECKUE AITOPUTMbI
WJIM QJITOPUTMBI MAIlIMHHOTO 00YYEeHUSI;

- VHUBEPCAIBHOCTD, T.€. HACKOJIBKO JaHHAS MOJEIb MOIXOIUT, HaIPHUMED,
Pa3HBIM 00JIACTSM YEIOBEUECKOU JIeATeTLHOCTH;

- mpoOJieMHasT OpHEHTAIHS, T.€. OPUCHTUPOBAHHOCTh MOJICIN HA PEIICHUE
KAaKOM-TO onpeaenéHHon MpoOIeMbl UITH 33]1a4H;

- HAIEKHOCTh, T.€. CIOCOOHOCTh MOJICTH BBINOJHATH & (GyHKIHU 0e3
OTKa3a B ONPEACIIEHHBIN BPEMEHHON CPOK;

- 3O PEeKTUBHOCTh MAIIMHHON peanu3ali — T.€., HACKOJIBKO XOPOIIO
BBITIOJIHAET CBOM (DYHKIIMM MAIlIMHHAS peann3alns pa3pad0oTaHHONW MOJIEIH;

- YCTOWYHBOCTH, T.€. BO3MOKHOCTH C IOMOIIBIO JTAHHOW MOJICTH B TEX XKeE
YCJIOBUSIX TIOBTOPUTD MOTYUYEHHBIN paHee pe3yJibTar;

- HIHBapPUAHTHOCTb, T.€. HEM3MEHHOCTh MOJICIIH IPYU U3MCHCHUH YCIIOBHUH;

- HaOJII0JJTaeMOCTh, T.€. BO3MOXXHOCTH BBIYMCIHTh HAYAJIBHOE COCTOSHUE
CHCTEMBEI 110 3HaYeHMIO Ha €€ Beixome [132];

- YOPaBISIEMOCTh — BO3MOXKHOCTH YIIPABIISATH COCTOSIHUEM CHCTEMBI,
npuBO/Is € M3 HAYaJIbHOTO COCTOSIHUS B TpeOyemoe coctosiaue [132];

- YyBCTBUTEIBHOCTh — T.€. BIMSHHUC W3MEHEHHUS BXOJHBIX MapaMeTPOB Ha

BBIXOJHBIC XapPaKTCPHUCTUKH,

- U JIp.
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[To mpu3HaKy HaTUUMsA/OTCYTCTBUS ATUX CBONCTB MOKHO CYAHUTh O KaUYeCTBE
mojenu [133]. OgHako, B 3aBUCHMOCTH OT 3aJla4d, KOTOPYIO JIOJDKHA BBITIOJIHSTH
pa3pabaThiBacMasi MOJIENb, KJIIOYEBBIMH MOTYT OKa3aThCsl pa3HbIE CBOWCTBA.
Hampumep, Monenb MOXKeT ObIThb NMPOCTOM W OPHUEHTUPOBAHHOM Ha pelIeHUe
KaKOM-TM00 KOHKPETHOM MpOOJIeMbl, OJTHAKO IIPU 3TOM HE OBITh aJallTUBHOM, TaK
KaK paccunTaHa Ha KOPOTKUMUA CpOK. [lOCKONBKY 4YE€IOBEKO-KOMIIBIOTEPHBIE
uHTep(delickl, paccMaTpuBaeMble B JaHHOW paboTe, NpeaHa3HAYECHBI s
OPUIIO)KEHUH MH(OPMALIMOHHOW U KOMIBIOTEPHON O€30MacCHOCTH, OHU JOJIKHBI
o0J1ajaTh TpeMsi OCHOBHBIMU CBOMcTBamu: (1) 3amuiéHHOoCTh, (2) ckopocTh U (3)
TOYHOCTb. DTU TPU CBOICTBA MOXKHO ONPEAEIUTh CIECAYIOMNUM 00pa3oM.

Sawuwénnocms — N3MEPSAETCA Yepe3 YPOBEHb KPUTUYHOCTU YS3BUMOCTEH,
coJlepKaluxcsi B MHTepderice, Mpu 3TOM YPOBEHb KPUTUYHOCTH JOJKEH OBITH
HU3KUM.

Ckopocmb — BpeMs, 3a KOTOPOE OIEpaTop CHPABISETCS C MOCTaBIECHHOMN
3aJavuen.

Tounocms — 1ONyCTUMOE KOJIMYECTBO OLIMOOK OrepaTopa.

Takum oOpa3om, B JTaHHOM pa3zJieje MPEACTABICH AJITOPUTM MOJTYYEHUs
oOmieil oneHkn uHTepdeilica ¢ MNPUMEHEHHEM ajropuTMa  OICHUBAHMS
ySI3BUMOCTEH Ka)XJOTO W3 3JIEMEHTOB 3TOro uHTepdeiica, BbIpaOOTAaHHOIO B
paznene 2.3. Ilpu oOmieil olleHKE paccMaTpUBaeTCsl HE TOJBKO IMapameTp
3auuuwéHHocmuy, HO TaKXe MapaMeTpbl MOYHOCMU W CKOPpOCMU TPUHITHUS
pelIeHunil onepaTopoM Kak napameTpbl y100cTBa UCIOJIb30BaHUs. Takum oOpazom,
obOmasi orneHka 2¢pGEKTUBHOCTH UWHTepdeiica CKIAIbIBACTCd €3  OIEHKH
3alUIIEHHOCTH MIPUHATHS PEIICHUN U OLIEHKH y100CTBa UCIIOJIb30BAHUS B CMbICIIE
OMEepPaTUBHOCTU PAbOTHI ¢ UHTEPhEHCOM.

OnenuBanue 3alIMIIEHHOCTH MHTEpdeiica MPOBOIUTCS HAa OCHOBAaHMM TEX
nokasarelieid, KOTopble ObUIM HCIOJIb30BaHbI [JIsl OLIEHUBAaHUS YsA3BUMOCTEH. B
JAHHOM CJIy4ae TMpPEANoJaracTcs OLCHUBAHUE YSA3BUMOCTH BCEU CHUCTEMBI
YeJIOBEKO-KOMIBIOTEPHOTO B3aMMOJICHCTBUS Ha OCHOBaHMM 3HaHUS 000 Bcex

NPUCYTCTBYIOIIUX B ATOM CUCTEME YSA3BUMOCTSIX. TakuM 00pa3oMm, MPOUCXOJUT
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CYMMHPOBAHHE 3HAYCHUH BCEX YS3BUMOCTEH CHCTEMBI ]IS OIEHKH OOIIETo
COCTOSIHUS 0€30TTaCHOCTH CHCTEMBI.

B nanbonee oOmiemM Buje aJrOpUTM OIEHKH 3aIIUIIEHHOCTH HHTepderica
OyZeT COCTOSATh U3 CIICIYIONIMX I1aroB (OJIOK-CXeMa Ha pUCyHKeE 8).

(1) Ha Bxox ajropuT™Ma MOCTYyIaeT HAOOp 3JIEMEHTOB HHTepdeiica U Hx
YSA3BUMOCTEM.

(2) [IpousBoUTCS PacuéT YPOBHSA YSA3BUMOCTH JUISI KaXKIOTO YA3BHMOIO
DJIEMEHTA.

(3) BBomsATCS 3HAYCHHMSI YPOBHEH YSI3BUMOCTH JUTS KQXKJIOTO JICMCHTA.

(4) PaccunThiBaeTCsl CyMMapHbIH MMOKa3aTellb 3alMIEHHOCTH HHTEepdeiica.

(5) Ha BBIXOJ anropuTMa IMOCTYHAaeT 3HAYCHHE CYMMAapHOIO ITOKa3aTells

3aIUIIEHHOCTH UHTEpderica.

[ Hauano

Y

1. MocTynneHue 2. Pacyér ypoBHA
Habdopa anemeHTo! YASEBHMOCTH ONA
MHTepdeiica n KAM(LOTO YASBHMOTD

WX YAIBUMOCTEN JneMenHTa

k.
3. Beog 3HaueHnA 4. PacuéT cymmMapHoro 5. MonyueHne

pOBHEA YA3IBUMOCTH nokaaarens o |3HaYeHnA cymmapHoro
ANA Kaxnoro FAMWEHHOCTI "|nokasarens saupuén-
anemeHTa WHTepderca HOCTH WHTepdeRca
h 4
i -
KoHel,

i A

Pucynox 8 — briok-cxema anroputma oreHku uatepderica
Takum o00pa3oM, BHauaje Ha OCHOBE 3HAYEHUW MapaMEeTpPOB KaxKIoro
aeMeHTa (cM. pazzaen 2.1), omeparop onpeaenseT, Kakue dJIeMEHThl uHTepdeiica
MOTYT OBITh ySI3BUMBI.
Jlanee omepatop, pacnonaras 3HaHUSMHU OO0 YSI3BUMOCTSAX JJIEMEHTOB
uHTepEeiCcoB, HA OCHOBE TOKa3aTeliel YS3BUMOCTEH, ONMpECIEHHBIX B pasese
2.2, pacCuuThIBACT YPOBEHb YSI3BUMOCTH ISl KaXKJOrO YS3BUMOTO DJIEMEHTA.

Pacu€r ypoBHS KaXI0M YA3BUMOCTH IPOMCXOJIMT II0 AITOPUTMY, OIMCAHHOMY B
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pazaene 2.3.1. Takum 00pa3oMm, BBISBISETCS yPOBEHb KPUTUYHOCTH KaXKIOU
ySI3BUMOCTH.

3areM orepaTop, UCHOJb3ys MOTYYEHHBbIE 3HAUCHHUS YPOBHEH YSI3BUMOCTH
KOKJIOTO BJEMEHTA, PACCUUTBIBAET CYMMAapHBIM MOKa3aTelb 3allUIIEHHOCTH
uHtepdeiica (paznen 2.3.2.).

2.3.1 Pacyér ypoBHs YA3BUMOCTH 3JIeMEHTAa HHTepdeiica

B paznene 2.2 6b110 MPOU3BEACHO PAHKUPOBAHUE YSI3BUMOCTEH 0 TPYIIIaM
[122]. [Tonyunnocs 8 mokaszaresel ys3BUMOCTH:

(1) ypoH omeparopy, KOTOPbIH HMeeT 3 BO3MOHBIX 3HAUCHUS;

(2) cNOXKHOCTD SKCIUTyaTallMd YSI3BUMOCTH, KOTOpas MMEET 2 BO3MOXHBIX
3HAYCHUS,

(3) TpeOyemble MPUBHIIECTHH C 3 BO3MOXHBIMU 3HAYCHHSIMH;

(4) B3auMoielicTBHE C 2 BO3MOXXHBIMHU 3HAYCHHUSIMU;

(5) xaHa;m BoCIpUATHS C 2 BO3MOKHBIMH 3HAYCHUSMHU;

(6) yuiep6 KOHMDHUIAESHITMAITBHOCTH ¢ 3 BO3MOXHBIMU 3HAYCHHSIMH,

(7) ymiep0 1ea0CTHOCTH ¢ 3 BO3MOKHBIMHU 3HAYCHHUSIMH;

(8) yurepd 1oCcTymHOCTH ¢ 3 BO3MOKHBIMH 3HAUCHUSIMHU.

[TokazaTenu ObLIM pa3/eieHbl HA ABE KaTErOPHUU:

(1) Bousstame  Ha  ymep0 — maHHBIM - (CFOJa  BOILIM  [OKAa3aTesn
KOH(HIEHIMATTbHOCTH, LIEJIOCTHOCTU U JOCTYITHOCTH) U YPOH ONEPaToOpy;

(2) Bo3MOXXHOCTh 3KCIUTyaTallid YS3BUMOCTH (B 3Ty KaTErOPUIO BOILIN
CII0)KHOCTB DKCIUTyaTallud ySI3BUMOCTH, TpeOyemMble TPUBHUIICTHH, B3aNMOICHCTBHE
Y KaHaJl BOCIPUSATHUSA);

st pacu€ra ypoBHSI yS3BUMOCTH (Iar 2) ObUTA OMPECTICHBl YHUCIIOBBIC
3HAYCHUSl TIOKa3aTejed YsI3BUMOCTEH, KOTOpBIC MpEJCTaBICHbl B Taliuie 7.
3HadeHMs MMapaMeTpPoOB OMpPEACNICHbl Ha OCHOBAaHWUW aHAJIN3a COOTBETCTBYIOIIHUX
pabot [122, 123] u omnpoca skcniepToB 1Mo HHGOPMAIIMOHHON 06€301acHOCTH. bblin
coOpaHbl 7 KCMEPTHBIX MHEHUI O TOM, KaKO€ 3HaUY€HHUE JIOJKHO OBITh y KaXKJI0TO0
nokaszatens ys3BuMocTei mHTepdericoB. KonmmuecTBo ompammBaeMbIX 3KCIEPTOB

OCHOBBIBAJIOCh Ha OIBITC HaﬁﬂeHHBIX I/ICCJIGIIOBaHI/Iﬁ B oOJactu pa?>pa6OTKI/I
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YEJIOBEKO-KOMIIBIOTEPHBIX ~ WHTEpPEHcOB W B 00JIaCTH  KOMITHIOTEPHOU
6e3omacHoctu. Tak, mccnemgoBanus [136, 137] roopsAT, 4TO 1jIs TOTO, YTOOBI
OLICHUTh UHTEPPENC, JOCTATOYHO 5 IKCIEPTOB, TaK KaK OHU BUAAT 85% mpoliem.
[Ipu 5TOM MccrenoBaHUS OIEHWBAHKS CHCTEM NPHHSTHS PEIICHUN TOBOPAT, YTO
JUIS TaHHOM 3amaun moctatodno 10 skcmeprtoB [138]. Omnako, B pabore [139]
MOKa3aHO, YTO CJIMIIKOM OOJIBIIOE KOJUYECTBO SKCIEPTOB I KOMITBIOTEPHOU
0€30MacHOCTH YXY/AIIAeT IOKa3aTean OICHUBAGMON CHCTEMbl O€30MMacHOCTH.
Bmecte ¢ TeM ais OIEHMBaHUS KaKOW-IMOO CHUCTEMBl MOKET YUWUTHIBATHCA
YPOBEHb KOMIIETEHTHOCTH JKCIIEpTa, HAIpUMep, Mo mKane OT 1 (0u4eHb HU3KUU
YPOBEHB) 10 5 (04YeHBb BhICOKHH ypoBeHb) [138]. B ciyuae npesyiaraeMoii CHCTEMBI,
OLICHMBABIIUE €€ DSKCHEPThl UMEIM YPOBEHb KOMIIETEHTHOCTH 4 (BBICOKHU
ypoBeHb) U S5 (OYeHb BBICOKMM YpPOBEHb), TaK KakK OBbUIM KaHIWJATaMU U
JIOKTOpaMH HayK COOTBETCTBEHHO. YUHUTHIBas aHAJIU3 BBIIIEIPUBEAEHHBIX
MCCIIEIOBAHUM, KOJTMYECTBO IKCHEPTOB OT 5 A0 10 ABISETCS JOCTATOYHBIM.

Tabnuua 7 — 3HaueHus NapaMeTPOB YSI3BUMOCTEN

IToka3zareib 3Havenne YucaoBoe 3HAYCHHE
CII0XKHOCTB 3KCILTyaTaluu Hu3zkas 0.65
ySI3BUMOCTH Bricokas 0.42
Tpebyemblie mpuBUIETUN Her 0.86
Hwuzkue 0.72 (0.78, ecnu
chepa nericTBus
YSI3BUMOCTH
TOMEHSLJIACH)
Bricokue 0.67 (0.6, ectu cdepa
JEUCTBUS yA3BUMOCTH
MIOMEHSIJIACH)
Aynuo-kaHan BocnpusTus | Bzaumopeicteue — onepaTop 0.72
B3aunmoeiicTBre — aTaKyHOIIUI 0.68
Buneo-kanan Boctipusatus | B3zaumopeiicTBue — onepaTop 0.73
B3aumMopeiicTBre — aTakyrommii 0.69
KonduneHuuaabHOCTD/ Her ymep6a 0
IenoctHOCTE/ Husknii 0.12
JoctymHoCTh/ Bricokmii 0.52
YpoH onieparopy
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[TonGop mapamMeTpoOB OCYIIECTBISUICS B COOTBETCTBUHM C HabOpoMm
CJICTYIONTUX PUHIIUATIOB.

1. 3HayeHue OIEHKH JOJDKHO HaxoJuThcss B mpenenax or 0 mgo 10
BKJIIOUMTENBbHO. J{nama3on 3nauenwuii — [0, 10].

2. OUEHKM pAa3IUYHbIX THUIOB YA3BUMOCTEH JOJDKHBI KOJIMYECTBEHHO
OTINYATHCS APYT OT ApyTa.

3. 'pynmel  ysA3BUMOCTEH ¢ pa3HBIMH YPOBHSIMH KPUTHYHOCTH JIOJKHBI
MOJIYUHATHCS 3aKOHY HOPMAJIBHOTO pacIpeiesieHUs.

Ucnonb3yst 3TM mokazarenu, ObLI MPOBEAEH HJKCIEPUMEHT OIleHKH 336
ySI3BUMOCTEH, SIBJSIOMIUXCS Pa3IUYHBIMA KOMOWHAIMSIMH JaHHBIX TOKa3aTeleH.
Bo3moxxubie 14 komOuHamuii  ymiepOa, Jaronige pasHyl OLEHKY, ObLIH
CJIeIyIOLIHE:

1) 1 moka3zarens yiiepdba co 3HaYCHUEM «HU3KHID;

2) 2 mokazarens yuiepoa co 3HAUEHUEM «HUBKUIY;

3) 3 mokazates yuiep0Oa co 3HAUCHUEM «HUBKUI;

4) 4 moka3zarens yiiepoa co 3HaUCHUEM «HU3KHI;

5) 1 nmoka3zarens yuep0Oa co 3HaYEHUEM «BBICOKHID;

6) 2 mokazaTeJs yiep0a co 3HAaUCHUEM «BBICOKHI;

7) 3 mokazaTes yuiep0a co 3HAaUCHUEM «BBICOKUI;

8) 4 mokazatens yiiepOa co 3HaYEHUEM «BBICOKUI;

9) 1 mokasarenp yiepba co 3HaUYCHHEM «BBICOKHi» U 1 mokasarens yiiepoa
CO 3HAYCHMEM «HU3KHUI;

10) 1 nmokazatens ymepba cO 3HAUYEHHEM «BBICOKMI» U 2 MOKa3aTess
ymiep0a co 3HAaUCHUEM «HU3KUN»;

11) 1 mokazarens ymepOa cO 3HAYEHUEM «BBICOKMI» M 3 ToOKazarens
ymiep0a co 3HAaUCHHEM «HU3KUN»;

12) 2 mnokaszatens ymepba cO 3HAYEHUEM «BBICOKMI» M 1 Tmokazarens
yiiep0a co 3HaUeHUEM «HU3ZKUI»;

13) 2 mokaszartens ymepba CcO 3HAYEHWEM «BBICOKHI» M 2 TIOKa3aTess

yiiep0a co 3HaUeHUEM «HU3ZKUI»;
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14) 3 mokazartens ymepba co 3HaU€HHEM «BBICOKHI» W 1 mMOKaszaTenb
ymiep0a co 3HAaUCHUEM «HU3KUW.

[Tockonbky ecTh 2 BO3MOXHBIX 3HAUEHMs CIIOKHOCTH OKCIUTyaTalluu
ySI3BUMOCTH, 3 BO3MOJKHBIX 3HAUEHHUS IMOKa3arensi TpeOyemblX MpPHUBHICTHHA, 2
YUNUTHIBAEMBIX KaHajla NepeJaud U 2 BO3MOXHBIX TUIA B3aUMOJEHUCTBUSA
(B3aMMOAEICTBYET aTaKyIOUIMNA WM OMEepaTop), KOMOMHALIMMA MOJYyYHIIOCh BCETO
336. Ilpu oueHke JOaHHBIX KOMOMHAIMI C MOMOUIBIO MPUBEIEHHOIO BbILIE
aJITOpUTMa  PACIpe/eSIeHUe YPOBHS KPUTHYHOCTH OKa3ajioCh  CIEAYIOLIUM

(pucynok 11).

60

[2,2.5)
[2.5, 3}
[3,3.5)
m (3.5, 4)
(4, 4.5)
[4.5,5)
5, 5.5)
[5.5, 6}
6, 6.5)
[6.5, 7)
[7,7.5)
21(7.5, 8)
[8, 8,5)

&

KONWYECTBO THNOB YASBHMOCTO R
= \:ﬂ
- -

10 i
7[8.5,9)

(9, 9.5]

[2,2.5) [2.5, 3) [3,35) [3.5 4) [8,45) [45,5) [555) [55,6) [6,65) [65,7) [7,7.5) [7.5 8) (8 8,5) [85,9) [9,9.5]
Yposerb KPpMTHYHOCTH YAIBMMOCTH

Pucynok 11 — Pacnipenenenue ypoBHSI KpUTHYHOCTH OLIEHUBAEMBIX YSA3BUMOCTEN

Ha pucyHke BUAHO, YTO Cpeay OLEHHUBAEMBIX YSI3BUMOCTEH IPUCYTCTBYIOT
YS3BUMOCTH  PA3IMYHOTO YpPOBHA KPUTHYHOCTU. Ilpu 3ToM HaumOosblIUM
OKa3aJIOCh KOJIMYECTBO YSI3BUMOCTEH CpPEIHEr0 YpOBHsS (CTONOLBI BbIIEIEHBI
KENTHIM 1IBETOM), HAUMEHBUIUM — KOJMYECTBO YSI3BUMOCTEW HU3KOTO (3eJ€HbIC

CTOJIONLIBI) U KPUTHUYECKOTO (KpaCHBIM CTOJOEI]) YpPOBHS. YS3BUMOCTH BBICOKOTO
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YPOBHSI KPUTUYHOCTH TIPEACTABICHBI OpaH)XeBBIMHU cTOOaMu. Takum oOpazom,
pacnpeneneHnue ypoBHEH KpUTUIHOCTH YA3BUMOCTEH OJM3KO K HOPMaJILHOMY.

Ha pucynke 12 Buano pacnpenenenue yszsumocted 6a3pl NVD. Otcroga
BUJIHO, YTO TOJYUYEHHOE paclpesesieHHe He XYK€, YeM y CYIIEeCTBYIOIIEH Oa3bl

JaHHBIX YHSBHMOCTeﬁ.

CVSS V3 Score Distribution

Severity Number of Vulns
16413
- 45407
MEDIUM 42454
Low 1921

Pucynok 12 — Pacnipenenenue ypoBHs kputuanocTr ys3sumocteit (NVD) [146]

Hwxke Oosiee moapoOHO paccMaTpuBaeTCs BTOPOM IIar ajaropurMa
OIICHMBAHUS 3aITUIIEHHOCTH HHTEep(deiica, pacuéT YpoBHS YSA3BUMOCTH DJIEMEHTA
uHTepdeiica, HUCMONB3YIOMIMN TIOKa3aTeNd YSA3BUMOCTH, OINpeaeIEHHbIE U
onucaHHble B paszaerne 2.2. HabGop mokazarened ysS3BUMOCTH BKJIIOYaeT B ceOs
MOKa3aTeid BO3MOXHOTO yIepOa /ig JaHHBIX OT NPUMEHEHUS YSI3BUMOCTHU
(ymep® KOH(PUICHIMAIBHOCTH, IIEJIOCTHOCTH WIJIM JOCTYITHOCTH), IOKa3aTeihb
ypoHa onepaTtopy (OMUCHIBAIOMINN yIIepO (GU3NIECKOMY COCTOSHUIO OTepaTopa) u

NOKa3aTely, XapaKTePHU3YIOIINe CIOXKHOCTh JCUCTBUI aTakylomero (CI0XHOCTb
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9KCIIyaTalui MW  YPOBCHb  IIOATOTOBJICHHOCTH, TpCGy@MBIC IIPHUBUJICT UM,

B3aMMOJICHCTBUE U KaHAJ BOCIIPUATHS).

CnoM¥HOCTE
KoHBMOSHUHANEHOCTE WCNoNe30BaHAA
YAIBMMOCTH
Tpedyemule
LenocTHOCTE
npyUenneri
AocTynHOCTE KaHan socnpyATAA
YpoH cnepaTtopy BaavmogefcTene

BoamoMHOCTE
NpUMEeHEHA

NP

Y

EnuaHue (Impact)

BazoBan oueHka
YAIBHMOCTH

Pucynok 9 — briok-cxema anroputma pacuéra BIUSHUAS IPUMEHEHUS YSI3BUMOCTH
Ha CUCTEMY

[TokazaTenu, BXOIAIME B OJHY TPYIITy, MEPEMHONKAIOTCS MEXIY COOOM,
3aTeM TOJyYCHHBIC MMPOMEKYTOUHBIC 3HAYCHHSI CKIIAIBIBAIOTCS, KaK TOKa3aHO Ha
pucynke 9. CumBomamu @ u € oOo3HayaroTCs MaTEeMaTUYECKUE
npeoOpa3oBanus: Q) 0003HaUYaET MPeoOpa3oBaHUs C yIacCTHEM MepeMHOKEHUsI, P
0003HaYaeT OMepalny ¢ y9acTHEM CIIOKCHHS.

ANTOPUTM OIIEHUBAHUS YSA3BUMOCTH (POPMaIbHO MOXHO MPEJACTaBUTH B
BHUJIC MaTEMaTHYCCKUX BBIPAKEHUN, 3a OCHOBY KOTOPBIX B3SATHI (OPMYJIBI,
ucrnosibdyembie B cucreme CVSS, Tak kak oHa 00JIaJa€T OTKPBITOW CTPYKTYPOH,

coneprkariei popMyIbl U mokazarenu. B Gpopmynbl ObUTH BHECEHBI U3MEHEHUS B
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COOTBETCTBHM C TMpeJjiaraeMoil MoOJEnbio ys3BUMOcCTed (cMm. pazaen 2.2). Jus
OILICHKH YSI3BUMOCTEH BBIITOJTHSIOTCS CJICAYIONTUE IIIATH.

1. BHavane omeHHMBaeTCS YPOBEHb ylepOa id KOH(PHICHIIMATHHOCTH,
IIEJIOCTHOCTH W JIOCTYITHOCTH JIAHHBIX, & TAK)KE, B OTJIUYHE OT UCXOHOW CHCTEMBI
ounenkn CVSS, yuuTeiBaeTcs ypoH, HAHOCHMBIM omeparopy. B ciydae deraoBeko-
KOMITBIOTEPHOTO MHTepderica 3TH MoKa3aTeau OyayT OAMHAKOBO BaKHBI. Takke
OILICHUBAIOTCS CJIOXKHOCTH HCIIOJIB30BaHUS YSI3BHUMOCTH, TpeOyeMble MPUBUIICTHH,
nmapaMeTp B3aWMOJICUCTBHS W TapamMeTp «KaHaJT BOCHpHUATHS». [lomyueHHBIC
3HAYCHUS BBOJSATCS B CUCTEMY OIICHHBAHHMS 3aIUIIEHHOCTH HHTEpdeiica.

2. Jlanee mpou3BOAUTCS PACUET YPOBHS KKIOU ySI3BUMOCTH.

2.1. ®opmyna pacuyéra CyMMapHOTO ymiep0Oa BBITJIAIUT CIIEIYOIIAM
oOpazom:

prelmpact =1—-[(1-C)x (1 -1)x (1 —-A)x(1—-D)]. (5)rae
prelmpact — npenBapuTenbHBIN ymepd maHHBIM H orepatopy, C — ymepo
KoH(puneHnuansHocTH, | — ymep0 nenoctnoctu, A — ymepd moctymnHoctu, D —
YPOH, HAHOCHUMBIN OIIEPaTopy.

Bnugaue ymep6a Imp B ciywae, ecaum cdepa ACHCTBUSA YSI3BUMOCTU —
TOJILKO ysi3BUMBIH KommoHeHT (Scope = Unchanged):

Imp = prelmpact X 6,42.

(6)Bnusane ymepba B cioydae, ecim cdepa JCHCTBHSA
yS3BEMOCTH MOJKET PACIpOCTPaHATHCS Ha JAPyrHe KOMIIOHEHTHI WHTepdeiica,
KpOME YSI3BUMOTO:

Imp = 7.52 X (prelmpact — 0.029) — 3.25 X (prelmpact — 0.02)*>.(7)

2.2. BO3MOXHOCTh TPUMEHEHUS YSI3BUMOCTH, B OTJIMYHE OT HMCXOJIHOM
cuctemsbl orieHku (CVSS) BrITtouaeT n3MEHEHHBIN TapaMeTp «B3aUMOJICHCTBUEY U
HOBBIN TTapaMeTpP «KaHaJl BOCITPHITHSI

Exp =822 X EC X PR XUI X CH,
(8)rne EC — ciOXHOCTH WCIIOIB30BAHUS YSI3BUMOCTH (C

JBYMsI BO3MOXXHBIMH 3HadeHusMH), PR — TpeOyemble mnpuBumieruu (c Tpems
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BO3MOXHBIMM 3HaueHusimu), Ul — mapamerp B3aumopeicTBuss (C JByMs
BO3MOXXHBIMH 3HaueHusMu), CH — mapameTp «xaHam BOCHpUATHA» (C ABYMs
BO3MO>KHBIMH 3HAUECHUSIMU).

2.3. O0mmas oreHKa ysI3BUMOCTH paccuuThiBaeTcs o gopmye 11. dopmyia
pacuéra oOIel OLIEHKH YSI3BUMOCTEM OcTaBjeHa 0€3 M3MEHEHUH, MOCKOJBKY B
Hessix 00beAMHEHNS UCXOTHOM CHCTEMBI C MpeAsiaraeMoi OIleHKa yiiep0a JohKHa
COXpaHATh T€ ke mpuHIuNbl, 4yTo U B CVSS. Takum oOpa3om, oOmiasi oIeHKa
ySI3BUMOCTH NPECTABIICHA HIDKE:

0,Imp =0
BS, = min[(Imp + Exp), 10],Scope = Unchanged
min[1,08 X (Imp + Exp), 10],Scope = Changed

)

rne BSy — 6azoBas omeHKka ypoBHSI KDUTHYHOCTH YTPO3bI JIJIsl K-Or0 KOMITOHEHTa
uarepdeiica. Ilpu >TOM pacmpenelcHre YpPOBHS KPUTHYHOCTH YA3BHMOCTH B
COOTBETCTBHH C MOJIyICHHBIMH 3HAUYCHUAMU ciieayroree [121]:

Low, BS,(v) € (0;4),
Medium, BS,(v) € [4; 7),

High, BS,(v) € [7;9),
Critical, BS,(v) € [9;10].

Criticality(v) =

N3 (10) cmemyer, 4TO, B 3aBHCHUMOCTH OT 3HAauyCHHS 0a30BOM OIICHKH,
yS3BUMOCTh MOXET UMETh 4 ypoBHs: (1) 1o 4 6amioB — HU3KUI ypoBeHb; (2) ot 4
OaytoB 10 7 0alIoB — CpeIHUM ypoBeHb; (3) ot 7 6aiu1oB 10 9 6aIoB — BBHICOKUI
ypoBeHb; (4) oT 9 6amwtoB 10 10 6amIoB BKIOUUTENBHO — KPUTUYECKUA YPOBEHb.
[Tokazarens kputrunoctu (Criticality(a,v)) He sBIsIeTCS TOYHOM KOIMYECTBEHHOU
MEpOM M HYXXEH i1 TOro, 4YTOOBI OLEHUTh CEPHE3HOCTh OJHOM YS3BUMOCTHU
OTHOCHUTENFHO IPYTOM, a HE TOYHO U3MEPUTh.

[laru BTOpOro 3Tamna ajropuTMa, ONMMCAHHbIE BBIIIE, IPEICTABICHbI B BHUJIE
Onox-cxeMbl Ha pucyHke 10.

2.3.2 PacuéT o0uero ypoBHs 3alMIIEHHOCTH MHTepPelica

B nmanHom paszpene Oosee TOAPOOHO paccMaTpUBAETCS UYETBEPTHIM IIar

IrOpUTMa OLEHUBAHMS 3aLIUIIIEHHOCTH UHTEpdeiica.
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3. BBomsiTcss TmoONydeHHBbIE 3HAYCHHS YA3BUMOCTEH KaXXJIOTO JJIEMEHTa

untepdeiica BS;, (1,,).
BEecTH 3Ha4eHHA PaccuuTaTte - Yuepo As
ywepsa D, C, I, A CYMMapHbii yueps N
T Haet
OnpenenyThb 3HaYeHuA
yuepta Oneparopy,
»  KodndWoeHyuansHoCTH,

LienocTHOCTH,

[ocTyNHOCTH
OnpegenuTb 3HaYeHuA

CnosHOCTH MCNONE30BaHMA,

| TpeGyembi: NPUBMNET,
Kanana BoCnpHATHA,

PaccuMTaTt BNUAHKE
ywepGa no gopmyne 6

YAIBHMOMY
OMMNOHEHTY?,

B3aWMOOEHCTERA
PO TONGK BuiGop sToporo
BBECTH sHaueHnA PaccuuTaTtt BAMAHWE YAIBUMOMY ycnosua B dopmyne 9
AC, PR, CH, Ul yuepba no dopmyne 7 OMMOHEHTY 7,

PaccuMTaTh CYMMapHyio — ¥
BOSMOMHOCTD BwiSop TpeTeero ol
HCNONE308aHHA YCNOBHA 8 hopmyne 9 o Honey [
YAISHMOCTH

Pucynox 10 — biok-cxema BToporo srara ajiropuTma OleHUBaHUs 3alUIIEHHOCTH
uHTepdeiica

4. ITpomiecc pacuéra CyMMapHOIO TIOKa3aTens YsI3BUMOCTH HHTepderica
(Vulnerability(i)) (¢ yuéromM KO3(pPHUIMEHTOB BaXKHOCTH TPYIN YS3BHMOCTEH)

MOXHO TIpeacTaBuTh B Bue (11):
VULNp,
BSy(I,) = 0,01 z BS,. (1) (Low)
i=1
VULNy,
+1 z BS;, (I,,)(Medium)
i=1
VULNy3 (11)
+ 1245 z BS,,(I,)(High)
i=1
VULNp,

+13 969 z BS,, (I,)(Critical),

i=1
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rae BS;,(I,,) — moaydeHHbIE Ha BTOPOM IlIare 3HAYEHHUS YSI3BUMOCTEH KaXI0ro
anementa wuHnrepdeiica, VULN, = VULN,; + VULN,, + VULN,3 + VULN,,, -
YUCJIO YSA3BUMOCTEM HHM3KOIO, CPEIHETO, BBICOKOIO W KPHUTHYECKOIO YPOBHEMN
cootBeTcTBeHHO. Koaddunmentsr 0,01, 1, 124,5, 13 969 6putn mogoOpanbl TaKuM
0o0pa3oM, 4yTOObI 3HAUCHUS PA3IUYHBIX YPOBHEN YA3BUMOCTEH HE MEPeceKalnucCh, U
MOXHO OBUIO OJHO3HAYHO ONPENCIUTh, YTO YSA3BUMOCTh TaKOTO YPOBHS
cymiecTByeT. Takum 00pa3oMm, 3HAuYCHHUs IOKa3aTels YS3BUMOCTH HHTepdeiica
CIEQYIOLIHNE:

( None, BS;,,(I,,) = 0,

Low, 0 < BS;,(I,) < 1,5,
Vulnerability(i) =< Medium, 1,5 < BS;,(I,) < 870,3,
High,870,3 < BS;,(I) < 125 720,1,
\ Critical, BS;,(I,,)) > 125 720,1.

rae | — i-asg ys3BuMocTh N-oro mHTepdetica, BSin(l,) — Ga3oBas oneHka ypoBHS
KPUTHUYHOCTH YSI3BUMOCTH N-oro uHTepdeiica .

5.Torma pacuér ypoBHs 3anmmiéHHocTn wuHTepderica (Security(ln))
IIPOU3BOIUTCS B COOTBETCTBHHU CO CJICAYIONTUM BBIPAKCHHUEM:

( Unsafe, Vulnerability(l,) = Critical,
Low, Vulnerability(l,)) = High,
Security(l,,) = { Medium, Vulnerability(l,,) = Medium,
High, Vulnerability(l,,) = Low,

\ Secure,Vulnerability(l,,) = None.

6. Cpenu onieHrBaeMbIX WHTEPGENHCOB BHIOUPAETCS TOT, KOTOPBIM 00namaer
HanOOJIbIIUM YPOBHEM 3AIUIIEHHOCTH.

2.5 BpIBOABI 1O IJ1aBe 2

1. Beutn pa3zpaboTaHbl 1BE MOJIETH YEJIOBEKO-KOMITBIOTEPHOTO HHTEpdeiica:
KOHLIETITyallbHasi MOJEJIb W MOJ€JIb Ha OCHOBE TEOPUU MHOXKECTB. B
KOHLENTyaJIbHOW  MOJEIM  ONMCBIBAIOTCA  MOTOKM  JI@HHBIX B KOJIbLE
B3aMMOJICUCTBUS MEXIy omepaTopoM © uHTepdeiicoM. JlaHHas Monenb
OTJIMYAETCsl TEM, UTO OHA YUYMTHIBAET KOTHUTUBHBIN ammapar oneparopa, a Takxe

ABJIACTCA O6H.[€I>i H 1OOAXOIUT I BCEX THUIIOB BH3YAJIbHBIX YCJIOBCKO-
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KOMIBIOTEPHBIX HHTEPp(PEHCOB, B TOM 4YHUCIE Ji1 COBPEMEHHBIX THIIOB,
OCHOBAHHBIX Ha TEXHOJIOTHSIX CEHCOPHBIX SKPAHOB U BHUPTYaIbHON PEaIbHOCTH.
TeopeTuKo-MHOKECTBEHHAsT MOJIEJIb MMEET JIBa YPOBHA: YPOBEHb APXUTEKTYPHI
uHTepdeiica U YpOBEHb OMNHCAHUS OTACIBHBIX XapaKTEPUCTHK KOMITOHEHTOB
uHtepdeiica. JlaHHas Mojeab OTIWYAETCSs TEM, UYTO YYUTBHIBAET IMapaMeTphbl
yS3BUMOCTEM, XapakTepHbIe [ KOMIIOHEHTOB YEJIOBEKO-KOMIBIOTEPHOTO
untepdeiica. Kpome Toro, paspaborana MoOAEIb yIrpo3 JIA YEIOBEKO-
KOMIIBIOTEPHBIX HHTEpdeiicoB. (OCOOCHHOCTHIO JAaHHOW MOJCIH  SIBJISCTCS
MCIIOJI30BaHUE CYILIECTBYIOUIMX CTAHAAPTOB OMUCAHUS YSI3BUMOCTEH U 11a0JIOHOB
aTak, OJHAKO MPH 3TOM COJICPKUT MapaMeTphl, XapaKTEpPHbIC JII YEIOBEKO-
KOMITBIOTEPHBIX HMHTEp(PEHCOB M HE XapaKTepHBIC /I CETEeBOM OE30MacHOCTH.
Hcnonb30BaHrWe CTAaHAAPTOB TMO3BOJISIET MPUMEHATH TOJYYEHHBIE MOJIENH
COBMECTHO C MOJCISIMH KOMITBIOTEPHOM CeTH HJigi O0ecleuyeHHs] KOMIUICKCHOM
OIICHKH 0€30MacHOCTH KOMITBIOTEPHON CHUCTEMBI, KOTOpasi y4uThIBaja Obl Kak
CEeTEeBYI0 0€30MacHOCTb, TaK U 0OE30MaCHOCTh YEJIOBEKO-KOMITBIOTEPHOIO
uHTepdeiica.

2. [IpennokeHHBIC aJITOPUTMBI OICHUBAHUS YS3BUMOCTEH WM OIICHWBAHUS
3AIMMUIIEHHOCTH YEJIOBEKO-KOMIBIOTEPHBIX HHTEP(PEHCOB OTIWYAIOTCA TEM, YTO
pe3ysabTaT MX TMPUMEHEHHUS HaIpaBJ€H Ha TMOBBIIIEHUE OCBEJIOMICHHOCTH
orepaTopa 1 pazpadoTurka 00 ypoBHE 3alTUIIEHHOCTH Y€JIOBEKO-KOMITBIOTEPHOTO
uHtepdeiica. JlaHHBIC aITOPUTMBI OTIMYAIOTCS TEM, YTO UCMOJB3YIOT TapaMeTphl,
XapakTepHbIE HMMEHHO JUISI 4YEJIOBEKO-KOMIBIOTEPHBIX MHTEPQPENHCOB, OHAKO
OCHOBaHbBI Ha CYIIECTBYIOIIHUX CTaHJIApPTaX, MOITOMY MOTYT OBITh HCITOJIb30BAHBI
JUIl KOMIUICKCHOW OIIGHKHM O€30IMacHOCTH KOMITBIOTEPHONW CHCTEMBI. Takke
pa3paboTaH ajIrOpuTM OIICHUBAHHUS YJ0OCTBa MCIOJB30BaHUS  YEJIOBEKO-
KOMITBIOTEpHOr0 MHTepdeiica, HallpaBJICHHBIM Ha TO, YTOOBI OIICHUTH, HACKOJIBKO
M3MEHUJIOCh YA00CTBO HMCIOJIb30BaHUSI MHTEp(eiica mociae MPUMEHEHUsI K HEMy

KOHTpMeEp 10 obecrieueHn o 0e30macHOCTH nHTepdeiica.
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I'/TIABA 3 METOAUKA OLEHNBAHUSA
SAHIMIIEHHOCTH YEJIOBEKO-KOMIIBIOTEPHOI'O
UHTEP®EVCA U EE SKCIIEPUMEHTAJIbHAS OLIEHKA

3.1 Meroanka OueHUBAHHUS Y€JI0BEKO-KOMIIbIOTEPHBIX HHTEeP(eiicoB

Cy1miecTByeT MHOXECTBO ITAallOB YKHU3HEHHOIO LMKJIA CJIOXHOW CUCTEMBI,
IUTAHUPOBAHUE, IPOEKTUPOBAHUE, MUIOTHBIM 3aMyCK, SKCIUTyaTallus, yTHIN3ALNSL.
OCHOBHBIMM TTOJIaTa€M MPOEKTUPOBAHUE U HSKCIUTyaranuto. COOTBETCTBEHHO,
OLIEHKA 3aIlMIIEHHOCTH MOXET MPOBOJUTHCS HA 3TAle MPOECKTHUPOBAHUS, YTOOBI
n30eXkaTh MOSABJICHHS YSA3BUMOCTEM, W Ha JTame SKCIUTyaTalud, 4YTOOBI YyXkKe
CYILECTBYIOIIKE YS3BUMOCTH 3aKpbITh. JlaHHAs METOAMKA MOXKET ObITh IPUMEHEHA
KaK Ha 000MX OCHOBHBIX 3Tanax CyLIECTBOBaHUs MHTep(elica: MPOEKTUPOBAHUE U
IKCILTyaTalHysl.

MeTtoauka olleHUBaHUsI Y€I0BEKO-KOMIIBIOTEPHOI0 HHTEp(eiica BKIIIOUAET B
cebst nBe cocrapisronue: (1) oleHuBaHWe 3aMUIIEHHOCTH W (2) OLICHHMBAHUE
yA00CTBa UCIOJIb30BaHUS YETIOBEKO-KOMITbIOTEpHOTrO UHTEpPeiica. [Ipennaraemas
MeTOoJMKa 00J1a/1aeT CIEeAYIOIIUMHU ATallaMHU:

1. Coop wundopmarmu. Mudopmauus cobOupaercs aByms nytsamu: (1) c
MOMOILBI0 MOJYJIeH BBIOOpa YSI3BUMOCTEM U Yrpo3, YK€ H3BECTHBIX CHUCTEME
OIICHKH, (2) py4HO} BBOJI ONEPATOPOM MAPAMETPOB YSA3BUMOCTEHN U yIrpo3, e He
M3BECTHBIX CUCTEME OIIEHKH, JUIsl OLIEHUBAHUSI YPOBHA KPUTHUYHOCTH KOHKPETHOM
YSA3BUMOCTH.

2. AHanu3 3amuiéHHocTH uHTep(deiica. Ha ganHOM sTame mpoucxoauT
BBOJL HMH(poOpMauud OO0 YpOBHSX KPUTUYHOCTH YSI3BUMOCTEH YEJIOBEKO-
KOMIBIOTEPHOTO MHTep(eiica, pacyéT CyMMapHOIro MoKazaTenis 3alMIIEHHOCTH
uHTepdeiica, a TakkKe NPeNJararoTcsi BO3MOXHBIE KOHTPMEpPHI MPOTHUB
OOHapy>KEHHBIX yTPO3.

3. AHanmu3 yno0cTBa WCTOJB30BaHUS MOAU(PHUITMPOBAHHOTO HUHTEpderica

MPOUCXOJUT C YUETOM MPUMEHSEMBIX K MHTEp(ENCcy Mep MPOTUB YSI3BUMOCTEN U

yTpo3.
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Jlanee aTarbl METOIUKHN OYIyT pacCMOTPEHBI OoJiee TOAPOOHO (PUCYHOK 14).

HencTBUA CUCTEMBI KomMnoHeHTLl CUCTEMBI

[eicTena onepartopa

1 1
1 oueHWBaHWA | oueHWBaHWA
_____________ I i i
[ 1. C6op UHpopmaL MK [
Hauano 1 - BubnuoTexa
L ) 1 [ YA3BMMOCTER 1 yrpos
I N
¥ 1 N
OnpegeneHre 1 1 Moayns ELE.|6c»pa
napameTpos | | YAIBMMOCTEN W YTpo3
wHTEpdElica I I
| Pacuér kpuTUYHOCTH |
¥ 1 5| HewsBecTHEX | | Moayne pacuéta ougHKn
cusop | e | —
yA3BMMOCTER M3 [ | |
Gubnuotern 1 1
1 1
h 4 | 1
Beog napamertpoe I I
HEM3IBECTHEIX
cucTeme ! !
yAIBUMOCTE I I
1 1
______________ T
: 2. AHanu3 3alMWEHHOCTH :
I UHTEpdheica I
¥
Beon AE;H';;'LX 6 ! Pacuér ypoeHa ! Moaynks pacuéra oueHim
ypo 1 »  3ALWLLEHHOCTH (—;—---J- —————— obwero ypoBHA
YAIBMMOCTH I wHTepdelica o AIBUMOCTH MHTepdeiica
KOMMOHEHTOB I i I Y
! ¥ i ! "
3anyck pacuéra ! M N Mo'qwjb PACHETa OLEHKN
YPOBHA yA3BAMOCTH I pzﬂoﬁzwe " 3aLMLBHHOCTY WHTepdeiica
WHTepdeiica 1 puep 1
1 1
| Y |
i DopmupoBaHie i
1 oT4éTa 1
1 1
i ¥ i
1 OtobpaieHwne 1
I pe3ynsTaTos 1 I
) coxpaHeHue )
[aHHLX
1 1
1 ¥ 1
1 1
1 KoHey 1
1 1

Pucynok 14 — Meroauka: stansi 1 u 2
[TepBolit aTan pazaensercs Ha CICAYIOLINUE aru:
1) BHayajie oreparop OIpeIeIIsieT IapaMeTphbl YeJIOBEKO-

KOMITBIOTEPHOTO MHTep(deiica: Kakoil KaHall BOCIIPUSATHS HCIOIL3YyeT UHTEepdenc —
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BU3YaJIbHBIA WM 3BYKOBOM, KaKOW THUIl TEXHOJOTHUU — OOBIYHBIA TpaUUecKHid,
CEHCOPHBIH, BUPTyalbHasi peaIbHOCTh U T.[.

2)  GdopMmHpOBaHHME BXOJHBIX JAHHBIX TP IOMOIIU BBIOOpA YXKe
U3BECTHBIX CHUCTEME yrpo3. BeIOOp ocCyliecTBiIs€TCS C MOMOUIBIO MPOrPaMMHOMN
peanu3zanuy MOayJIsl BBIOOpa yrpos.

3)  OIEHKAa HEW3BECTHBIX MOJYJIO VYSI3BUMOCTEH H yrpo3, KOTOpas
OCYLIECTBJISIETCS C TOMOIIBIO MPOrpaMMHOM peaJn3aluyd BTOPOrO Iara
QITOPUTMA, PACCUUTHIBAIOIIETO YPOBEHD YSI3BUMOCTEM.

4)  nmajee cucteMa OLICHUBAHHS ITPOU3BOIUT PACUYET YPOBHSI KPUTHIYHOCTH
ySI3BUMOCTEH, OTCYTCTBOBABIIMX B MOJTyJie BEIOOpA, M BBIIAET PE3yIIbTar.

Ha BTOpOM 3Tare MO>XHO BBIIACINUTH CICAYIOIIME [Iaru:

1)  Ha OCHOBe JNaHHBIX, MOJYYCHHBIX Ha MPEABLIYIIEM 3Tare, OomepaTrop
BBOJUT JaHHbIE 00 YSI3BUMOCTSIX B CUCTEME.

2)  naiee  OICHMBAeTCS CYMMAapHBI  ypOBEHb  YS3BHUMOCTEH W
OIICHUBAETCSl OOIIMI YpPOBEHb 3AIUIIEHHOCTH C TOMOIIBI0 YETBEPTOro Imara
aJIrOpUTMa OLEHUBAHUS 3alIUILEHHOCTH YEJIOBEKO-KOMITBIOTEPHOTO UHTEpdeiica.

3) cucTtema oToOpaXkaeT OOIINI YPOBEHb 3alIUIIEHHOCTH MHTepdeiica u
IIpeIaracT BO3MOKHbIE KOHTPMEDHI.

4)  omeparop wiu pa3pabOTYMK MOTYT MPUMEHUTH KOHTPMEPBI MPOTHB
BO3MOXHBIX yTPO3.

B koHIle mnpoBOAWTCS OLEHKAa YAOOCTBA HCIOJB30BAHUS YEIOBEKO-
KOMITBIOTEPHOTO MHTEepdeiica ¢ y4ETOM NPUHITHIX KOHTPMEp, YTOObI yOeauThes,
YTO yA00CTBO KCIIOJIb30BAHUS HE CTAJ0 HUXKE JOMYCTUMOTo nopora. Tpetuit star,
3aKJIIOYAIOIIUIICS B OLIGHWBAHUU yNOOCTBA HCIIOJIb30BAHUSA HMHTEpdeiica, MOXKHO
pa3ienuTh Ha cieayrolue cocrabismomue: (1) moaroToBka K 3KCIEPUMEHTY,
(2) mpoBenenne skcrnepuMeHTa, (3) mpoBeaeHue ompoca U (4) CTaTHCTUYECKHIA
aHau3 pe3yJbTaToB (pUCYHOK 15).

1. Ha cragum mNOATOTOBKM K OJKCHEPUMEHTY TpeOyercs MOArOTOBUTH
HECKOJIBKO CLIEHAPHEB PA3IMYHBIX CUTYAIMi, TUMUYHBIX A5 WH(GOPMAIMOHHON

Oe3onacHocTu. I KakKaoro clieHapus cieayeT pa3paboTaTh CBOM BapuaHT
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BU3yaJIM3allMM. OTH CUTyallud JOJDKHbI ~ OTBE€YaTh BBIOpaHHOM  3ajaye
uHpopMalmoHHoN Oe3omacHocTu. Kaxknplil cuieHapuii JOJDKEH BKIIOYATh B ceOst
HECKOJIBKO 33J1aHUH Ha B3aUMOJIEHCTBUE, IIPU 3TOM JOJKHBI OBITh 33JaHUs Ha BCE
pa3paboTaHHBIE THIIBI )KECTOB yMpaBiieHUs. B pa3HbIX ClieHapusx HOMepa 3aJaHui
Ha ONpEJENIEHHbIE THUIIBI KECTOB YIPaBJICHMs JOJKHBI COBIAAaTh, Uil yao0cTBa
JAJIbHEHILIETO aHAJIN3a PE3YJIbTaTOB.

KOMMOHEHTbLI CUCTEMbI
OUEHWBaHWA

HencTBUsA cucTembl

[eiicTBKsi oneparopa OLEHNBAHIS

3. AHanu3 yoobeTtea
vcnonek3oBaHWa nHTepdenca

3anyck TecToBOrO

wHTEpdelica

TectoBklid MHTepdelc

h 4
BrinonHenue
3aAaHWA Ha
B3aUMOIBACTBHE C
WHTEpdeRrcom

Moayns ¢ 3agaHuamu
AnA onepartopa

' '
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 !
1 1
1 1
1 1
1 1
! L
1 1
1 3 1
I annce BpeMeHn I
BLINONHEHKA
] 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1

38J8HWA 1 OTBETOB
oneparopa

h

DopmupoBaHHe
oTuéTa

h
OtobpaxeHue
pe3ynLTaTos 1
COXpaHeHue
fAHHELX

Y
e

KoHey

Pucynok 15 — Metoauka: sram 3
2. Bropass cramus 3akiroyaercsi B MPOBEACHUM  OKCIIEPUMEHTA C
NPUBIICUCHUEM TOAONBITHBIX. [IpnuéM maHHBI dTam BKIOYaeT B ceOs
npeBapuTeIbHOe 00YUEeHHE U HEMOCPEICTBEHHO YKcnepuMeHT. [IpeaBapurensHoe
oOydeHHe TMpeArnoiaraeT, 4YTO TIEepPBbIE HECKOJBKO BOMPOCOB TecTa OymyT
HaIpaBJICHbl Ha TPUBBIKAHUE TOJOIMBITHOIO K HHTepdercy, U NpH aHaIu3e

pe3yibTaTa yuuTbiBaThea He OyayT. CaM SKCHEpUMEHT MPOBOAUTCS MO KAKIOMY
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CIICHAPHIO C UCITOJIb30BAHUEM TPAJAUIIMOHHOTO PENICHHs (YIIpaBiICHUE C TTIOMOIIBIO
KJIABHATYPhl W MBIIIM) WU OIEHWBAeMOro (yIpaBJICHHE C IOMOIIBIO IKECTOB
yIpaBJICHHUsS HA CEHCOPHOM 3KpaHe). [Ipu 3Tom onpenenstorcs BpeMsl BBIIOIHEHUS
KKIOTO 33JJaHUS U TOYHOCTH BBITIOJTHEHUS KKIOTO 3aaHu.

3. [locne Tecta MpPOBOAMTCS OMPOC HCHBITYEMBIX, BKIIOYAIOMIUNA B ceOs
BOIIPOCH 00 UX CYOBEKTHBHOM OTHOIIEHWW K OIEHWBAaeMOW cucTteMe. Bompochl
MOTYT OBITH ciienytommmu [134]:

(1) «4 Oyny yacTo MCIOJIL30BaTh ATy CUCTEMY».

(2) «Ora cucteMa HeoNpaBAAHHO CIIOKHAS.

(3) «A mymaro, 4TO cUCTEMY OBLIO JIETKO MCIIOJIb30BaThY.

(4) «MHe moHagO0UTCS TIOMOIIh TEXHUYSCKH IPAMOTHOTO YEIOBEKa, YTOOBI
WCITOJIB30BATh ATY CUCTEMY.

(5) «B cucteme OBLIM XOPOIIIO PEaTU30BaHbl PA3ITUYHbIC OYHKIHI.

(6) «Cucrtema crienaHa CIMIIKOM HETOCICAOBATEILHOY.

(7) «51 Mory mpeanonoXKuTh, 4T0 OOJBIIMHCTBO JIFOJCH OBICTPO OOydYarcs
HCIIOJIB30BATh ATY CUCTEMYM.

(8) «Cucrema okazanach OU€Hb IPOMO3JIKOM.

(9) « uyBcTBOBa(a) ceOst OUEHB YBEPEHHO, UCTIOB3YS ATY CHCTEMY.

(10) «MHe Hy>XKHO OBUIO BBIYYHTH MHOTO BeEIlled Mpexie, Yyem s cMmor(ia)
UCITOJIB30BATh ATY CUCTEMY.

KaxmoMy Bompocy  COOTBETCTBYET IIKajla M3 [OATH  JICJICHUH,
POHYMepoBaHHBIX OT 1 710 5. UTOOBI paccunuTaTh OLIEHKY, CHaYajga CyMMHUPYIOTCS
BKJIaJIbI Oa/sioB MO KaxjaoMy Bompocy. OrleHka 1o KaXIoMy BOMpOCy Oyner
BapbHpoBathcsa oT 0 1o 4. Jlns BompocoB 1, 3, 5, 7, 9 3HaueHueM BKJajga B Oajl
Oynet mo3uius Ha mkaie MuHyc 1. Jlns nynkroB 2, 4, 6, 8, 10 3HaueHue BKIajaa
COCTaBJISIET 5 MUHYC TIO3UIIMA Ha mikasne. Jlanee cieayer yMHOXKHATh CYMMY OaJlTOB
Ha 2.5, 4TOOBI TONYYUTH OOINEe 3HAYCHHWE OICHKW. JlaHHAs OIleHKa HMeEeT
nuama3oH oT 0 go 100. CucteMa cuuraercsi xopoiei, eciu Habpano 80 OGasios.
Ecnu nabpano 6onpmre 50 6amnoB, cucrema aopabareiBaercs. Ecnmm nHabpano 50

0ajIo0B 1 MCHbBIIC, CHCTEMA OT6paKOBBIBaCTCSI.
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4. YerB€pThlid 3Tanm OpeanonaraeT CTaTUCTUYECKUN aHajdu3 pe3ysbTaToB,
MOJlyYEHHBIX B XOJI€ BBIMOJHEHHUS 3aJaHUi MO KaXIoMy CcleHapuio. B xoxe
aHaJln3a CpaBHUBAETCA 3(PPEKTUBHOCTh U3HAYAIBHOTO MHTEp(elica u unTepderica
nocie TpUHATUAA KOHTpMep. I[lpu 3TOM CpaBHHUBAIOTCS pacmpeneleHUus I0
CKOPOCTH BBINOJHEHUS 3aJaHUN Y JIByX THIIOB MHTEP(ENCOB U paclpeaesieHus 110
TOYHOCTH BBIIOJTHEHUS 3a1aHnii. CKOPOCTh BBIMIOJHEHMSI 3a/1aHUsI PACCUUTHIBACTCS
KaK BpeMsi, KOTOPOE MPOILI0 OT MOMEHTA MOSBICHUS TEKCTa 3a/laHus 0 MOMEHTa
nepexoja K CleIyloIleMy 3aJaHui0. TOYHOCTh  BBIIOJHEHHUS — 3aJlaHus
paccuuThIBa€TCA KakK CpelHee KOJIMYECTBO OIIMOOK, KOTOpBIE COBEPIIWIN
UCIBITYyEMblE TpPU BBIMOJIHEHUM 3aJaHus. YeMm BbIIE CpeaHee KOJUYECTBO
OLIMOOK, TeEM HMKE TOUYHOCTh. CpaBHEHHUE pacIpeieNeHUI [T KaXI0Tro 3aJaHus
MIPOU3BOJIUTCS IO BEpXHEMY KBaHTHIIIO (Q3).

Tperuit sTanm METOAMKHU MpEAIoyiaraeT He TOJbKO (OPMalbHYIO OLEHKY
MOJyYEHHBIX PEe3yJlbTaTOB, HO TAK)KE YYHUTHIBACT CyOBEKTHUBHBIC BICUATICHUSA
UCIBITYEMBIX O KaueCTBE B3aMMOJICUCTBUS C cUCTeMOW HHGOpPMALMOHHON
oe3omacHocTH. [lOCKOJIBKY MHTYUTHBHOCTH HE SBIISETCS  OIpPEAEISIOLUIIM
napameTpoM B 001acTi HHPOPMALMOHHOM 0€30MMaCHOCTH, B JaHHOW METOJIMKE OHA
HE YUUTBIBAETCS, YTO TAKXKE MO3BOJISIET MPUOIN3UTE pacnpeesieHus: (popMalibHbIX
nokasarenei K HopMajibHbIM. C TOMOIIIBIO JaHHOW METOAMKH BO3MOYKHO OLIEHUTh
CKOPOCTh BBITMIOJHEHHUS 3aJaHW M TOYHOCTH BBIMIOJIHEHUS 3aJlaHud  TI0
OTIEJIBHOCTH, TaK KaK B HEKOTOPBIX 3ajadyax HMH(YOPMAIMOHHOM O€30MacHOCTH
0osee BayKHA CKOPOCTh, & B HEKOTOPBIX — TOYHOCTb.

Hcxoas u3 3Toro, BXOJHbIE JaHHbBIE MpPeIaraeMoil METOJIMKH, OT KOTOPBIX
OyZeT 3aBUCETh ONEPATUBHOCTD U 3AIUIIEHHOCTb, IPEICTABICHBI HUXKE:

1)  mapameTpsl ysi3BUMOCTEH HHTEpdeiica;

2)  ysA3BHMOCTHU M yIpO3bl HHTEPEICY;

3)  Tun Busyanusanuu (IBYXMEPHBIN WU TPEXMEPHBIH );

4)  TeXHOJOrHWs, WCIoNb3yeMas HHTep(eiicoM (CEHCOPHBIE SKpaHbl HIIH
BUPTYyaJIbHAs PEATLHOCTD).

BrixogHbie 1aHHBIE METOJIUKHU CEAYIOITUE:
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1) «cmabble MecTa» B 3amMIIEHHOCTH WHTepdeiica (M1 KOTOPBIX
NPUMEHEHHUE YSI3BUMOCTE HAHOCUT HAauOOIbIINHN y1iepo);

2)  mokasatesid O€30HacHOCTH I OlCHMBAHHWS OOIIEro  ypOBHS
3aIMUIEHHOCTH HHTEp(DEiica;

3)  peKOMEHIAIMHU IO YJIYUIICHUIO 3alUIIEHHOCTH HHTEepdeiica.

[Ipennaraemass ~ METOAMKA  OIICHUBAHUS  YEJIOBEKO-KOMIIBIOTEPHBIX
uHTep(elicoB MO3BOIISAET JOOUTHCS CACAYIOUINX PE3YIbTATOB:

1)  BbBISIBUTH  «cjabble  MecTa» B 3alIMIIEHHOCTH  YEJIOBEKO-
KOMIIBIOTEPHOT0 UHTEPdEica;

2)  ONpeACTUTh HEAOCTATKH APXUTEKTYPhl YEJIIOBEKO-KOMITBIOTEPHOTO
uHTepdeica ¢ TOUYKH 3pEHHS €r0 3alUIIEHHOCTH;

3)  OIICHHUTH, HACKOJBKO CHIIGHO IIOBJIHSCT HMPUMCHCHHE BBIOpAHHBIX
KOHTpPMED Ha 001U ypOBEHb 3aITUIIIEHHOCTH HHTEpdelica;

4) OIICHUTbh, MOHU3WIOCH JIM (MU HACKOJBKO) YJIOOCTBO HMCIOJIb30BAHUS
4eJI0BEKO-KOMIBIOTEPHOT0 UHTEpdelica mocie NPUHATHS KOHTPMED.

3.2 ApXuTeKTypa M NPOrpaMMHasi pPeaju3alusi CUCTeMbl OLEHMBAHUS
3alMIIEHHOCTH Y€JIOBEKO-KOMIIBIOTEPHbIX HHTEepdeicoB

CucrtemMa  OLIEHMBaHHS  3AIIMIIEHHOCTH  YEJIOBEKO-KOMIIBIOTEPHBIX
UHTEPPEHCOB COCTOUT U3 CIACIYIOIINX KOMIOHEHTOB (PUCYHOK 16):

1) GubnroTeKa ysa3BUMOCTEH HHTEP(EICOB;

2) MOAyJ1b BEIOOPA U3BECTHBIX YSI3BUMOCTEH, HAXOISAIIMXCS B OMOIHOTEKE;

3) MotyJib pacuéTa YPOBHS KPUTHYHOCTH YSI3BUMOCTEH;

4) moayab pacuéTa CyMMapHOH 3aIIUIIEHHOCTH HHTEpdeiica;

5) mozens uHTEpdEiica, MOCTYHAOIAsA Ha BXOJ CUCTEMBI;

6) MoeIb YA3BUMOCTEH, MOCTYIAIOIIAs HA BXOJl CHCTEMBI;

7) TecToBBIi HHTEp(dEHC, 3aNUIIEHHOCTH KOTOPOTO HEOOXOAUMO OIICHUTD;

8) MoTyJIb ¢ 3aJaHUSIMH OTIEPaTOoPA.
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Mogenb uHTepdeiica Mogenb yassumocTeit

- ¥

Mopayne BbiGOpa
yA3BMMOCTEN

Y

TecToBbIN UHTEPdENC

Moaynb € 3agaHnAamMm
AnsA onepartopa BubnuoTexa

YAIBUMOCTEH
\7 ? v‘ \?

Mopaynk pacyérta
Mogynbk pacyéta LIeHKW 3aLULLEHHOCTH
OLIeHKHU YA3BMMOCTH WHTepdenca

Cucrema oLeHMBaHNA
3aUMLEHHOCTHN HTepdenca

PI/ICYHOK 16 — ApXI/ITGK”ma IMpOrpaMMHOIo IIpoOTOTUIIA CUCTCMbI OIICHKHU
3aHII/IHIéHHOCTI/I YCIOBCKO-KOMIIBIOTCPHOT'O HHTep(beﬁca

WNutepderic nias mpuiioxkeHus: pacuyéra BIMSHUS YA3BUMOCTH Ha CHUCTEMY,
CO3JIaHHBIN ¢ MOMOIIbBI0 s3bika pasmeTkn HTML u cBo6ogHO pacmpocTpaHsieMoit

oubnuorexku CSS-ctuneit Bootstrap, npencraBiieH Ha PUCYHKE HIKE.

Vulnerability Score

Hussne

Branwozeficrune

Her (Apano) Ecty (Brgeo) e (Ayama)

Pucynox 17 — UnTepdeiic nns pacuéra BIUSIHUS YSI3BUMOCTH Ha CUCTEMY
Ha pucynke 17 Takxke mpeicTaBieH pe3yibTaT pacuéra A Habopa

BXOJHBIX ITaApamMETpPOB:
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(1) Kondunennuansaocts — Het ymiep0a,

(2) LenoctHocTh — Boicokuid,

(3) HoctynHOoCTh — BBICOKHH,

(4) Ypon oneparopy — Huzkuii,

(5) CnoxxHocth npuMeHeHus — Bricokasi,

(6) Tpebyembie npuBuieruu — Beicokue,

(7) BzaumoneiictBue — Het (Ayauo).

3HaueHUe BO3MOKHOIO yiiepOa paBHO 6.2 ¥ BXOJUT B JUANa30H 3HAYCHUU
JUTSI CPETHETO YPOBHSI KPUTHYHOCTH YSI3BUMOCTH.

JUis  oueHkH o0OIero ypoBHA 3alIMINEHHOCTH UHTepdeiica ObLIO
pa3paboTaHO  BEO-TIPWIOKEHUE, peaausyioliee JaHHbIA — anroput™. s
pa3paboOTKM 3TOr0 TPUIIOKEHHUS HCIONB30BAICA S3BIK  IPOTPAaMMHUPOBAHUS
JavaScript, mist coznanus rpaduyeckoro naTepderica moap30BaTeIs MPUMECHSIHCH
s3pIK pazMeTkn HTML, s3p1k Tabmur ctiteir CSS, cBoOOAHO pacmpocTpaHseMast
oubnmorexka CSS-ctuneit Bootstrap. PeanmuzoBannbiii rpaduueckuii uHTEepdeiic

MIPUIOKEHUST MOYKHO BUJIETh Ha prcyHKke 18.

Hert yaasumocTu
HW3kui yposeHb
Cpeaxui ypoBeHb

BbICOKUit ypOBEHb

C6Gpoc

Pucynok 18 — I'pad, oToOpakaroiuii cBsi3u MEXIy dJeMeHTaMu uHTepdeiica



96

Monens oneHuBaemMoro wuHTepdeiica TmpeAcTaBieHa B Buje rpada,

peasmzoBaHHOTO 110 TexHoyoruu «force-layouty (pucynok 19).

B) r)
Pucynox 19 — Beibop cocrosinus snemeHTa uHTepdeiica BUPTyaabHOM
peaTbHOCTH: a) HET YSI3BUMOCTH; 0) HU3KUI YPOBEHB YSI3BUMOCTHU; B) CPEAHUI

YPOBEHB YS3BUMOCTH; I') BBICOKHI YPOBEHb YSI3BUMOCTH

BSaHMOHeﬁCTBHe C ATOH MOJCJIBIO TPOUCXOAUT IIPHU ITOMOIIN KOHTCKCTHOTO

MCHIO, KOTOpPO€ MOXKHO BbI3BATh HaAXAaTUCM HpaBOﬁ KJIaBHUIIIM KOHTPOJUICpa
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«KOMITBIOTEpHAsI MBIIIB» TOBEPX HYXKHOTO »3iieMeHTa wuHTepdeiica. Mopaens
BKJIIOYAET B ce0s BCE JIEMEHTHI MO HHTepdeiica «BUPTyalbHas PealbHOCThY:
(1) mamare kommbioTepa, (2) moHuTOop, (3) nBe OaszoBble cTaHuuH, (4) aBa
KOHTpoJIepa, (5) 0YKU BUPTYAJIbHOU PEaJbHOCTH.

[Ipu BeIOOpE OMpenenéHHOTO YPOBHS YSI3BUMOCTU ISl KaXJIOTO 3JIEMEHTa
uHTep(deilica B KOHTEKCTHOM MEHIO MPOUCXOAMT BH3yallbHOE OTOOpa)keHue
B3aMMOJIeicTBUs omepaTopa ¢ wuHTepdericom. Ilpu BbiOOpe 3Havenus «Her
ySI3BUMOCTH» B KOHTEKCTHOM MEHIO 3JIEMEHT MoJeiu uHTepdelica BbIICIAECTCS
3eJIEHOM paMKOM, TaHHBIE 00 YPOBHE YSI3BUMOCTH BHOCSITCSI B MACCUB JIaHHBIX JIJISI
nanpHenmero pacuéra. Ilpu BbIOOpe 3HaueHus «Hwu3kuii ypoBEHBY» BOKpYT
3JIeMEeHTa nosiBisieTcs kéntast paMka. [Ipu Beidope 3HaueHus «CpeaHuil ypoBEHbY
AJIIEMEHT BBIIENISETCS OpaHXeBoil paMkol. Ilpu BbiOOpe 3HaueHus «Bpicokuit
YPOBEHBY» paMKa BOKPYT 3JIEMEHTa CTAaHOBUTCS KpacHoM. OOmuii Bua unrepdeiica

PUIIOKEHUs TIpeicTaBieH Ha pucyHke 20.

Interface Secunty Score

[};mum' NEANGREMHA NPEAREIHINCHD R

PACYETE YPOBHR IBUIMILIEMHOCTH MNTERDERCE
MNpasan KHOMXE MLILUM - B3BETL KOHTEXKCTHOE MEHIO.
Hepes KONTEKCTHOE MEHID MOXNO

38/1BTh YPOSEHL YRIBUMOCTH INEMEHTA HHTERDEACE

PeaynbTar oToGpaxaeTcs B TEKCTOBOM OKHE

PaccawraTs

high criticakity

Pucynox 20 — Buemnmnuit Bug rpaduyueckoro nuarepderica CucTeM 7 OIIEHKH
3amUIEHHOCTH HHTEp(deiica BUPTyaTbHOU pealbHOCTH

OOmuit Bua uHTEpdeiica CUCTEMbI OLICHKU 3alUIIEHHOCTH MPEJCTABIICH Ha

pucynke 21. WUntepdeiic BuzyanbHO pa3nenéH Ha jABa Ojoka. B jeBom Onoke
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COJCPKUTCS MOJENb BH3yalu3aluu «rpad», KoTopas OTOOpakaeT MOJEb
uHTEepdeiica «BUPTyallbHAS PEATBHOCTHY WM «CEHCOPHBIE SKPaHb». BeplmHbl
rpada copepKaT NHKTOIPaMMBbl YCTPOMCTB, BXOJSIIMX B COOTBETCTBYIOLIHIA
untepdeiic. Takke psaOM ¢ KakI0Ml BepIIMHON oToOpakaeTcs Ha3BaHUE

YCTpPOWCTBA.

Interface Secunty Score

nilHHDl‘ NPANGREMHA NPEAHEIHINeHO J1NR

PECYETE YPOBHR IBUMILIEMHOCTH MNTERDERCa
[pasan KHOMXE MuILWUM - B3BETYL KOHTEXCTHOE MEHED
HePes KOMTEKCTHOE MEHID MOXHO

38ABTL yPOSEHL YRIBUMOCTH INEMEHTE HHTERDEACE

Peayntrar 0To6paxaeTch B TEKCTOBOM OKHE

Paccyurar

medium criticasty

Pucynox 21— Buemnuii Bun rpadudeckoro uHTEpdEiica CHCTEMBI OIICHKH
3aIMIIEHHOCTH HHTEP(dEica CEeHCOPHBIX IKPAHOB
[TpaBbrit 6JI0K COAEPKUT CIETYIONTUE HIIEMEHTHI.
1. Kpatkoe omnucaHue NPUIIOKEHUS BMECTE C KpPAaTKOW HHCTPYKIMEH MO
paboTe ¢ ITUM MPUITIOKCHHUEM.

2. Knonka nijist pacuéra o01iiero ypoBHsI 3alTUIIIEHHOCTH UHTEpdetica.

3. TekcToBO€ OKHO, B KOTOPOM OTOOpakaeTcs pe3ysbTatr mocie pacyéra.

4. KHomku ynpaBieHHs MOIb30BaTeIbCKUM HHTEp(EcoM MpUIoKEHUS:

4.1. KHonka BbI30Ba JOIMOJHUTEIbHON MH(OpMAIUKU, TPU HAXKATUHU HA

KOTOPYIO PSIIOM C MUKTOTpaMMaMH yCTPOWCTB MosiBIsieTcs: nHGopMaius 00
ITUX YCTPOMCTBAX.

4.2. Knomnka, youparoras 10MOJHUTEIbHYIO HH(POpMAIIHIO.
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4.3. KHomka uiss  TEPEeKIIOYEHUs  MEXIy  MOJenbio  mHTepdeiica
BUPTYAJIbHON PEATBHOCTH U MOJICIIbIO MHTEp(QEiica Ha OCHOBE CEHCOPHBIX DKPAHOB,
IPU HAKATUU HA KOTOPYIO MEHSIETCsl oToOpa)xkaeMasi MoJielib uHTepderica.

UtoOpl paccudMTaTh YHCIOBOE 3HAYCHHE YPOBHS  3aIIUMIEHHOCTH
uHTepdeiica, UCIOJIb3yeTCs] KOHTEKCTHOE MEHIO BBEpPXY CTpaHUIlbl. J[is 3Toro
BBIOMPAIOTCS 3HAYEHUSI PACCUUTAHHBIX PAHEE YPOBHEU KPUTHUUYHOCTU YSI3BUMOCTH,
IPY Ha)KaTUM Ha KHONKY «Paccuurtars» B TEKCTOBOM IOJI€ MOJ 3TOW KHOIKOU

0T06pa>1<aeTc;1 YHUCJIOBOC 3HAYCHNC U YPOBCHDL YA3BUMOCTHU PIHTep(beﬁca.

LArH0e NDUNGMENINE NDESHEIHTEN0 JNN

POCHETE YPODMS JAUGNLLSMHOOTIN M TeDDewca
HuiCpaTh IHEUBHIS KDHTHUMOCTH YRIBHMOCTH MO0
B M0 REOEEY CTRDMWLM

TIoCHe STOMO MysHO HRXKETE ¥nDixy Paccumrars

Peaynurar orofpamaeron v Tex

6,25 - medium criticality

Pucynox 22— Bremmnuii Buj rpadudeckoro uaTepderica s pacTiTa ypoBHS
ySA3BUMOCTH UHTep(eiica BUPTyaabHON peaTbHOCTH

3.3 JKCIepUMEHTAJIbHASI  OLIEHKA  NPeIJI0KEHHOH  MEeTOJAUKH
OLICHMBAHUSA YeJI0BEKO-KOMIBIOTEPHBIX HHTEePdeiicoB

3.3.1 Onucanue TeCTOBOrO NMpUMepa 1JIs1 OIeHKH METOAUKH

Bo Bpems mpoBeneHHS SKCIIEPHUMEHTOB ITOCIASAOBATEIBLHO BBITTOIHSINCH
AT JITOPUTMOB  OIICHWBAHUS YSA3BUMOCTEH W  YEJIOBEKO-KOMITBIOTEPHOTO

uHTep(deiica 1A ceHCOpHOro HMHTepdeiica yNmpaBieHHUsS KOMIBIOTEPHOU CETHIO.
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Jlnst mpoBeneHHsI AKCIEPUMEHTOB ObLT pa3pabdoTaH MpOrpaMMHO-ammapaTHbIH
CTCH]] Ha OCHOBE TEXHOJIOTUN CEHCOPHBIX SKPAHOB.

3.3.1.1 CeHcopHbIe IKPaHbI

ArmnmapaTHas 4YacThb TpeAcTaBisia coOoil ceHcopHblii monuTop Dell
P2418HT ¢ BO3MOXHOCTBIO PEryJIMPOBAHUS BBICOTBI W HAKIOHA, a TaKke
IIepCOHANBHBIN KoMITbIoTep Ha 0asze mporeccopa Intel Core i5 ¢ ycraHoBieHHOM
onepannonHoit cucremorr Windows 10. Hmke mpeactaBieHo wu300pakeHUE

IPOTPMMHO-AIIAPATHOTO CTeH A (PUCYHOK 23).

Pucynok 23 — BHemHuii BU MporpaMMHO-annapaTHOTO CTeH A

[IporpammHuas 4acTh CTEHJA MpeACTaBisia Cco00l  BeO-TIPUIIOKEHHUE,
KOTOPO€ OTKPBIBAJIOCH IO OMpeneiIEHHOMY 3JEKTPOHHOMY ajapecy B Opaysepe.
[Ipunoxkenue HamucaHo Ha s3blke JavaScript. Jlng peanuzanuu  KecToB
UCIIOJIB30BaIach OTKpbBITas OuOnmoreka hammer.js, mis Busyanusanuu rpada
KOMITBIOTEPHOM CETH HCMOoJb30Basiack Oubmmorexka D3.js, nmns odopmieHus
uHTepdeiica 6L UCTIONB30BaH HAOOp rpaduueckux cpeacts Bootstrap.

Taxum oOpa3om, MPUIIOKEHHUE MPEICTABIIIO CO00M MOJENb BU3YyaIH3aIlH
JUIS. KOMIBIOTEPHOM CETH W HHTepdeiic ympaBieHHUs, COCTOAIIMM M3 KHOIOK

nepexojia K 3agaHusaM tecta. MHTEpdelic B3auMoAeHCTBUS C caMOil BU3yallbHOM
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MOJICJIBIO OCYILECTBIEH B JBYX BapuUaHTax B COOTBETCTBUM cC TecTamu: (1)
TPAJUIMOHHBIN, C TTIOMOIIBIO KHOIOK, U (2) CEHCOpPHBIA, C MOMOIIBIO KECTOB Ha
CEHCOpPHOM DKpaHe.

Huxe (pucynox 24 u pucyHOK 25) TpeaCTaBICHbl H300pakeHUs

HHTGpaKTHBHOﬁ MOACIIN KOMHI)IOTGPHOI?I CCTH.

Computer Network

KHOOKA HAUANG" - HEVETE TeC

KHOMxE KorEY - SUKOHUNTE TeCT

Knonxa >>° - cnegysoumi nonpoc

BrianaTh KONTRECTHOS MM TONKM AONTOS HAMATHE

COHPOC B KOHTEKCTHOM MEI0 - OTMEHE BOEX MEMEHEHMA

MNosmer s Canam rpadis - SLICTPO CBeCTH 4 Nantys

Hrissars AONONHKTERSHYID KHSODMALIIT - NPOEECTA I BaANLLEMK BIpass

YOpaTs AONOMSTENLNYIO MHBORMAIINO0 « NPODBECTH 3 NANSLIMM ANESD

Havang Kowey

ioT Network

KHOOKA HAUANG" - HaVSTE TeC
KHomma Worey™ - SUKOHUMTE TecT
Khonxa >>° - anegyouR/npeasyuli ponpac

BeianaTh MONTRECTHOS MM TONKK - 100700 HMEMATHE

Nosmerm s Canam rpadis - SLICTPO CBeCTH 4 Nantys
Hrissars QONCANMTERSHYIO KHSODMALIIG - NPCEETTA 3 HANLLEMK BApRSs

YOpaTs AONOMSTENLNYIO MHBORMBIINIO0 « NPOBECTH 3 NANSLIMM RNEHD

Havana Komen

Pucynok 25 — BusyaneHasg moaens cetu IHTepHeTa Benen
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B xauectBe mMonenu Bu3yanuzanuu ObUTH BBIOpaHBI CHIOBBIE Tpadnl (force
graph), Tak Kak OHM TOAXOIAT JUIA BHU3yaJlM3allid MHOTUX OOBEKTOB
uH(OPMAIMOHHOW 06€30MacHOCTH C MHOKECTBOM CBSI3€H MyTeM CaMOOpraHU3alluu
MOJIOKEHUS BepInH U pedep rpada. CrtoBbie Tpadbl TOAXOAAT 1T OTOOPaKECHHS
CJIOXHBIX CTPYKTYp, TAKUX KaK KOMITbIOTEPHbBIE CETH, COIIMANIbHBIC CETH U T.1I. J{Js
HKCIIEPUMEHTOB OBUIM TOCTPOCHBI JBa BUAa rpadoB: rpad IEHTPATU30BAHHOMN
CETH YCTPOMCTB U UCIPABIICHHBIN Irpad KOMIIBIOTEPHO CETH.

Ha pucynke 24 npezacraBiieHa MOJEINb LIEHTPAIU30BAHHON KOMIIBIOTEPHOU
cetd. Mojenb mnpeacTaBiasier coOOM UEHTPAIU30BaHHBIM rpad, BEpIIMHAMH
KOTOPOTO SIBJISIFOTCSI OTOOpaXEHUsI OJKIIOYEHHBIX YCTPONCTB, IPEACTaBICHHbIE B
BUJIC Y3HABAEMBIX CHUMBOJIOB-U300paXEHHUM, LEHTPOM 3TOro rpada sBiIseTCs
otoOpaxkeHue riobanbHOM cetn MHTepHer. Kak BHIHO Ha pHCYHKe, JaHHAS
KOMIIBIOTEPHAsI CETh COCTOUT U3 TPEX MOJAceTed, COOOUIAIOIMIMUXCS MEXIY co00il
yepes ceTb MHTepHer.

Ha pucynke 25 mnpeacraBieHa Mojelb JACHEHTPAIU30BAaHHOW CeTH
HNHutepHera Bemei. Mopaenb mpeacTaBisieT cOO0OM JIeIeHTpaIM30BaHHBIA Tpad,
BEpPUIMHAMHU KOTOPOTO TAKXKE SBJISIOTCS OTOOPAKEHUSI TIOIKIIFOUEHHBIX YCTPONCTB.
Kak BHIHO Ha puUCyHKE, [aHHas CETb COCTOUT K3 MHOXXECTBA YCTPOWCTB,
OOIIAIOIIUXCS MEXKTY COOOM.

Huxe (pucynku 26 u 27) mpeactaBieHbl NPUMEPHl B3aUMOACUCTBUS C
MOJIEJIBIO KOMIIBIOTEpHOM ceTu. Ha prucyHke 26 npecTaBiieH MPoLece MOMEIEHUs
3apaX€HHOI0 YCTPOMCTBA B KApPaHTHUH C IMOMOIIBIO KOHTEKCTHOrO MeEHR. Jlis
3TOr0 HYKHO CHayajla BbIOpaTh YCTPONCTBO C TOMOINBIO JIOJITOTO HAa)XaTws, a
3aTeM BbIOpaTh MyHKT «IIOMECTUTh B KapaHTUH XOCT».

Takxe Ha pucyHke 27 TpeICTaBlIEH MPOLIECC CMEHBbl (PU3MUYECKHUX CBs3EH
KOMITBIOTEPHOM CETH Ha JIOTMYECKHE, T.€. C IMOMOULIBI0 ITHX CBSA3€H MOKAa3aHo,
KaKue YCTpOHCTBa OOMIAIOTCS MEXIy cobOoil. Takum oOpa3oM, CBsS3aHHBIMU
OCTAIOTCSL  TOJBKO  XOCThI, JPyI'HM€  «BCIIOMOTaTeJbHBIE»  YCTpPOMCTBa

«OTCOCAUHCHDBID».
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Computer Network

NG" - HEVSTE TeC

Krorma Korey" - SUKoHUNTE Te0T
Branenure xoor .

Knonxa >>° - cnegysoumi nonpoc
Balgennre nogosTe

BRaBATE KONTRECTHOS MBI TONKK - 10NT00 MAMATHE
MNomecTaTs B KAPOWTV NGACETE

Chpoc
Nomern s CBRaN rpadia - SeICTPO CaecTH 4 Pantsys
Hessars AONOAHKTERSHYI) HHSODMALIIG - NPCSECTA J HansyaMe Bnpass

YOpaTs AONOMMTENLNYIO MHBORMBIINIO0 « NPODBECTH 3 NANSLIMM RNEHD

Hauana Kosen

Pucynox 26 — [Ipumep B3auMoaeCTBUS OnepaTopa ¢ BU3yaIbHONH MOJIEIBIO
KOMITBIOTEPHOU CETH — ITIOMEIIEHUE XOCTa B KAPAHTUH

Computer Network

KHOOKA HAUANG" - HEVETE Ter

KHOomxa Worey - SUKoHUMTE T80T

Ksomxa >> - anegyoupsi nonpoc

BRianaTh KONTRECTHOS MEMIO TONKK - IONT00 MEMATHE

COHPOC B XOHTEKCTHOM MEM0 - OTMEHA BOEX MaMeHanmil

Nomernms CaRan rpadia - SeICTPO CaecTH 4 Nantsys

Hessars AONONHMTERSHYI) MHSODMALIID - NPOSSCTA J RANLLUEMN BIpass

YpaTs JONOMsATeRtHyI0 MHBORMALINIO < NIPODECTH 3 NANSUIMK RNESD

Havana Korteqn

Pucynox 27 — IIpumep B3auMOoAE€MCTBUS ONepaTopa ¢ BU3yaIbHONH MOJIEIIBIO

KOMIIBIOTEPHON CETH — CMEHA TOTIOJIOTHH CETH C (PU3NIECKON Ha JIOTHUECKYIO
PesynbTaThl 3KCIEpUMEHTa 3amUChIBaIuUCh B dain dopmara *.json, u
IPECTaBISUI COOOH MHOTOMEPHBI MAaCCUB, KX/l 3JIEMEHT KOTOPOTO COCTOSIT
U3 OMUCaHUs COOBITUA M BPEMEHH cpadaTbIBaHUS 3TOro COObITUS. Dailibl

COXpaHsAJINCh B COOTBECTCTBYIOIIYIO IIAIIKY.



104

B oxHe npuiioxkeHus clieBa BU3yaau3alusl CETH, CIpaBa MMaHeNlb YIPaBICHUS
U OKHO, TJie MOSIBIIAETCS TeKCT 3amanuil. B Tecte comepxkarcs 16 3amanumii. 7
NEPBBIX 3aJaHUN HE YUYUTHIBAIOTCS W HAIpPaBJIEHBbI Ha TO, YTOOBI TECTUPYEMBbII
03HAKOMWJICS C HHTep(eHcoM, TPUBBIK K HEMY. 9 3alaHMif HA TPHU THUIIA )KECTOB: B
3 3aaHMsIX OLICHUBACTCS JOJITOC HaXKaTHe, B 3 3aJaHUsIX «SWipe», B 3 3amaHusx
«pinchy.

3.3.1.2 BupryajbHasi peajibHOCTh

ArnrapaTHasi 4yacTh NpeACTaBisiia coOOM MUIEM BUPTYyaJbHOW peabHOCTH
HTC Vive u KoHTpo/ulephl, a TaKKe NEPCOHAJIbHBI KOMITBIOTEpD Ha 0ase
npoiieccopa Intel Core i5 u Buncoxapter Geforce 2060 Super ¢ ycTtaHOBICHHOM
oneparmonHoit cuctemorr Windows 10. Hmxke mnpeacrtaBieHo H300pakeHHE

IPOTPMMHO-AIIAPATHOTO CTeH A (PUCYHOK 28).

Pucynok 28 — BHenrnuii BuJ nporpaMMHO-aInapaTHOro CTeH1a
Takum o0pazom, wHTEp(dEic BUPTyadbHON pPEaTbHOCTH BKIIOYAl B ceOs
CIIEYIOIIME DJIEMEHTBI: IIJIEM BHUPTYyaJlbHOM  peallbHOCTH i1 IoKas3a

U300paKEeHUsI, KOHTPOJUIEPHI JUIsl YIPABICHUSI U300pakeHneM, 0a30Bble CTAHIIUU
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JUIS  KOOPJAHMHAIMK MUIEMa BHUPTYaJbHOM pPEATbHOCTH C KOHTPOJUICpaMU H
KOHTPOJIS TIOJIOXKCHHS IIIJIeMa BHUPTYyaJIbHOM pEaJbHOCTH B IPOCTPAHCTBE.
DOnemeHTHl WHTepdeiica ObUTM TOIKIIOYCHBI K IMEPCOHATHHOMY KOMIIBIOTEPY.
[ToTokM JaHHBIX MEXIY dJIEMEHTaMHU HHTep(derica MOYKHO BHJICTh Ha PUCYHKE 29:

1) oniepaTop BUIUT BU3YaAIU3AIIUIO;

2) onepaTop BO3JEHCTBYET Ha BU3YaTU3AIMIO C TOMOIIBIO KOHTPOJUIEPOB;

3) Busyanm3aiusa oroOpakaeTcss Ha MOHUTOPE;

4) Bu3yanu3aiys reHepupyetcs u3 (aiiyia B maMsaTH KOMITBIOTEPA;

5) KOMIIBIOTEP CBSI3BIBACTCS ¢ OA30BBIMU CTAHIIMSIMH,

6) 0a30BbIC CTAHIIUHU OTCIICKUBAIOT IIJIEM BUPTYAIbHOMN PeaibHOCTH;

7) 0a30BEIC CTaHIIUHU CBA3BIBAIOTCA C KOHTPOJIJICPpAMMU.

Pucynox 29 — Cxema B3anMo/1eHCTBUSI OCHOBHBIX 3JIEMEHTOB HHTEp(deiica
BUPTYAJIbHOU PEATIbHOCTHU

Bo Bpemsi mpoBelieHHsS 3KCHEPUMEHTOB ObUIM pa3paboTaHbl pas3iuyHbIE

MOJIETIN BU3yaJlM3allii, UCTIOIb3YyIOIIMECS B MH()OPMALIMOHHON O€30MaCHOCTH.
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Pucynok 30 — TpéxmepHbie MOJIETTH BU3yaIU3alMH 11 BU3YaJIbHOTO aHAJIN3a
JIAHHBIX 0€30MaCHOCTH

PesynpTarel sKkcmepuMeHTa 3amuChIBaINCh B (aitm ¢dopmara *.json, u
MPEACTABISLIA COO0M MHOTOMEPHBIN MacCHUB, KKIBIM AJIEMEHT KOTOPOTO COCTOSLT
U3 ONHUCAHHUS COOBITUS M BpPEMEHU cpadaThiBaHUS STOTO coObITHA. Daiiibl
COXPaHSIUCh B COOTBETCTBYIOIIYIO IAIKY.

3.3.2 JKCHepUMMEHTAJIbHAS  OIEeHKAa  METOJAUKH  OIleHUBAHMS
3aLUUIIEHHOCTH

B nmamHOM pasgene OyAayT pacCMOTPEHBI BBITIOJIHGHHE ITOCTABICHHOM
3a/1auy, a TakkKe OCHOBHbIC HEDYHKIMOHAIbHBIE TPeOOBaHUS, TPEIbSBIIEMbIEC K
METOuKe. T TpeOoBaHMs pas[eleHbl Ha JIB€ TpyNmbl: TpeOOBaHUS K
(1) omepatuBHOCTH U (2) pecypconorpedacHuto. [IpoBepka  COOTBETCTBHUS
MOCTaBJICHHOW  3amade, a  Takke  TpeOOBaHUSM  ONEPATUBHOCTH U
pecypconoTpeOIeHUsT TMPOBOIUTCS TOJBKO IS OICHWUBAHUS 3alTUIIEHHOCTH
uHTepdeiica, Tak Kak €€ alropuTMbl UMEIOT MPOTPaAaMMHYIO pealu3aluio, B TO
BpeMsl Kak OIlEHMBAaHUE yA0OCTBAa UCIONB30BaHUS TpeOyeT TMpOBeIeHUs
OKCIIEPUMEHTOB, CIIEZIOBATENIbHO, JTO PACTAHYTHIH BO BpPEMEHHU MpoIlece,
OIIEHMBAHUE KOTOPOTO MPUBOAUTCS B OTAEIBHOM pazaene 3.3.2.4.

3.3.2.1 OneHka BO3MOKHOCTH TOHCKAa HHTep(elica ¢ MUHUMAJIbHOU
YA3BHMOCTbIO

B kadectBe mpumMepa MOXKHO PAacCMOTPETh HHTEP(EHCHI, ySI3BUMBIE K

atrakam 4epe3 HaOmoaenue (Shoulder-surfing attacks). [lammelii T aTak
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IPEANOoaraeT, 4ro 3J0yMBIIUIEHHUK, MTOJACMaTpUBas 3a JECUCTBHUSIMHU OIEpaTopa,
MO3KET PAaCKPBITh KOH(PUIEHITHAIBbHYIO HHPOPMALIHIO.

CeHncopHble 3KpaHbl. PaccMOTpUM CEeHCOpHBIM HHTepdelc ynpaBieHus
0€30MacHOCTBIO CETH, MCHOJIB3YIOINNA MOJEIN BU3YyAIH3alUU C U300pAKEHUAMHU
MOJKIIOYEHHBIX K CETU YCTPOUCTB. UTOOBI CHU3UTH yIIepO KOHPUACHIIMAIBHOCTH
B JAHHOM ClIy4ae, IPOEKTUPOBIIUK MOXKET yOpaTh M300pa)KEHUS M BMECTO HHX
MOCTaBUTH I[BETHBIC BEPIIMHBI. YIIepO KOH(DUIESHIIMAIBHOCTH CHU3HUTCA 3a CUET
TOTO, YTO JUIsI COBEPIICHMSI aTaku 3JIOYMBILUICHHWK JOJDKEH 3apaHee 3HaTh
YCJIOBHBIE LIBETOBBIE 00O3HaueHus. Kpome TOro, ataky COBEpPIIMTh CTaHOBUTCS
CIIO)KHEE, TaK Kak BEpIIMHBI B JTOM ciyyae Oojee MeJKHe, U IOTOMY
3JIOYMBIIJIEHHUKY CJIOKHEEe 3auKCUpoBaTh JeHCTBUs omeparopa. bonee
0IPpOOHO PUMEP PACCMOTPEH HUXKE.

Nwmeercsa CEHCOPHBIU YEJI0BEKO-KOMITBIOTEPHBIN uHTepdeiic,
MPEACTABIAIONIUNA COOOM YCTPOMCTBO € CEHCOPHBIM JKpaHOM (Hampumep,
MJIaHmeT). OKpaH YCTpoOHCTBa OToOpa)kaeT MNPWIOKEHHE KOMIBIOTEPHOU
0€30MacHOCTH ¢ BU3yalu3alMen rpada KOMIBIOTEPHON ceTH. XOCThl 0003HAUYECHbI
KPYIOHBIMH BEpIIMHAMM C TpauueckuM H300pakeHHUeM YyCTpOHCTB. Takoi
uHTepdeiic odmaaan AByMs ysI3BUMOCTSIMHU:

1) Bu3yanu3anusi Ha CEHCOPHOM YCTPOMCTBE MOIJIa OBbITh IOJBEPKECHA
yIpo3e MoTepr KOHPUACHIIMATLHOCTH (aTaKu Yepe3 HaOJI0ICHHE);

2) yacToTa OOHOBJCHHMS CEHCOPHOIO DJKpaHa MPHUYMHAIA JUCKOMMOPT
orepaTopy.

Bxonnble nanHbie 1 ysS3BUMOCTH: €CThb Yrpo3a KOH(MUICHIMAIbHOCTH,
yIpO3bl LEIOCTHOCTH HET, YIPO3bl JOCTYIIHOCTH HET, yIPO3bl ONEpPaTopy HET,
CJIOKHOCTH BBIMIOJTHEHUSI HU3KasA, TPEOYEMbIX MPUBUIIETHI HET, KaHAJ BU3YaJIbHBIM,
B3aMMOJeiicTBUE «omepaTop». B »ToM ciydyae pe3yiabTaT 0a30BOH OLEHKU
ySI3BUMOCTH cocTaBuil — 6.7 (pazmen 2.3.1).

Bxoanbie nanHbie 2 ysI3BUMOCTH: KOHPUACHIIMAIBHOCTD — HET, IIEJIOCTHOCTh

— HET, JOCTYIIHOCTb — HET, YPOH ONEPATOpPy — HU3KHH, CIIOKHOCTb — BBICOKa,
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MPUBUJICTUA — BBICOKHE, B3aMMOJICHCTBHE — 3JIOYMBINUICHHUK, KaHal — BHUJCO,
Oas3oBas oleHKa— 2,5.

Pacuér no dopmyne 11 gan pe3ynbrar cyMMapHOM OIEHKH YSI3BUMOCTH
BSy(I,) — Taxxke 6,725. Takum oOpasom, OOWMH YpPOBEHL YSA3BUMOCTH
uHTepdeiica: cpeaHui.

UTOoOBI CHU3UTH BO3MOKHBIA YPOH KOH(MUICHITUATFHOCTH, MOYKHO 3aMECHHTH
KpPYIHBIE BEPIIUHBI C U300paKEHUEM YCTPOMCTB Ha BEPIIMHBI MEHBIIINX Pa3MeEpOB,
OTIMYAIONTUECS APYT OT Apyra TOJBKO IBETOM. [Ipw 3TOM pa3HBIMHU IIBETaMH
0003HavYal0TCs pa3HbIe THUIBI YCTPOWCTB, HApHUMEp: CHHsS BEpIIMHA — CEpPBEP,
3eJIEHbIE — MapUIPYTU3aTOPhI, (PUOJIETOBBIE — KOMMYTATOPBI, KENThIE U OeJble —

XOCTBI B CTydae IIEHTPAJIM30BaHHOM ceTn (pucyHok 31).

Pucynok 31 — Mogens Buzyanuszaiuu st OToOpaskeHusl HEHTPaIN30BaHHON CETH
YCTPOWCTB IOCJIE IPUHATHAS KOHTPMED

[ToncoenuHéHHBIE YCTPOWCTBA CBSI3aHBI MEXAy €000, HE CBA3aHHbBIC
YCTPOWCTBA HE TMOIKIIOYEHBI K CETH W OTOOPaKArOT Pa3HbIE THUIBI yCTPOUCTB
WHTepHeTa Benieh (pucyHok 32). Yiepd KoHPUACHIIMATbHOCTH 371€Ch BO3MOMXKEH
JUIIb B TOM CJly4yae, €CJM 3J0YMBIIIJICHHUK 3apaHee 3HAKOM C IIBETOBBIMU
0003Ha4YeHUsIMHU yCTporcTB. KpoMe Toro, Ha yCTpOWCTBE HACTPOUIN KOMGPOPTHYIO
JUIsL  OTiepaTtopa 4YacTOoTy OOHOBIICGHHS OJKpaHa. Takum oOpazoM, s 00eux

YCTPaHEHHBIX YSA3BUMOCTEH pe3ynbTaT oneHku paBeH 0. [Tostomy pacuér mo
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dbopmyinie 11 nmam pe3ynabTaT CyMMapHO#N OIICHKH YS3BUMOCTH BSy (I,) — 0. Takum
o0pa3oM, U3 JBYX OLICHUBAEMBIX MHTEP(ENCOB MOKHO BBIOpPATh HCIIPABJICHHBIN
uHTep(delic, Tak Kak OH 00Ja7aeT MUHUMAIBHOW ysI3BUMOCTHIO. ClieZI0BaTEIbHO,
pa3paboTUUK MPUIOKEHHS, BOCIIOJIB30BABIINCh 3HAHUSAMH O BO3MOKHOH Yrpose
uHTep(dericy, MOKET NPUHATH COOTBETCTBYIOIINE KOHTPMEPHI U OLLyTUMO CHU3UTh
yrpo3y. OOmuii ypoBeHb 3alIUIIEHHOCTH HHTepdeiica: umHTepdeiic 3amumiéH.

Pacuértsl nipeacTaBiieHsl B TabuIe 8.

Touchscreen Test

Pucynok 32 — Mogens Bu3yanu3aiuu Jijisi OTOOpayKeHUs JIEIEHTPAIIM30BaHHOM
CETH YCTPOMCTB MOCIIE TPUHATHUS KOHTPMED

Tabmuma 8 — Ilpumep moucka HauMeHee YS3BUMOTO HHTepdeiica, CeHCOpHbIE
DKpaHBI

HasBanmue Kou-Bo
. ; BSv (I
Ne uHTepdeiica Tun V138 Tun ysizs BS;,(1,,)|BSy(I,)
Va3BUMOCTD K
. 6,7
I'pad KoOMIBIOTEPHOM HAOJIIOICHUIO
1 CD 2 6,25
CETH, C YSI3BUMOCTBIO Hexomdoprhas yacrota 25
OOHOBJICHHSI PKpaHa ’
2 I'pad KOMIIBIOTEPHOH | .y 0 i 0 0
CETH, CTIPABJICHHBIN
Min ysi3BUMOCTh 0

BuprtyaabHasa peanbHocTh. [loTeHIManbHO WHTEPQEHC BUPTYyaTHHOU
peaTbHOCTH MOKET ObITh 0oJiee YCTOMYMB MPOTHUB aTak yepe3 HaOJIo/IeHHue, YeM

uHTEep(dEeiic Ha OCHOBE CEHCOPHBIX IKPAaHOB, TaK KaK ONEPaTOp PaccMaTpHBacT
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MOJIEJIM BU3yalIN3alll C TOMOIIBIO TOJOBHOTO AMCILIES, MOHUTOPBI HA KOTOPOM
HE BUIHBI MOCTOPOHHUM. OjHaKo M300pakeHHWE C TOJOBHOTO JHUCIUIES TAaKXKe
4acTO TPAHCIMPYETCS Ha OOBIYHBIA MOHHUTOP MEPCOHAIBLHOTO KOMIIBIOTEpA, Ha
KOTOPOM 3allyIleHO NpHIIOKEeHHE. TakkKe 3JO0YMBIIUICHHHK MOYET 3aMEHHUTH
KOH(UTypallMOHHBIHN (haiisl BUPTyaIbHOU Cpefibl, a 0a30BbI€ CTAHIINH MOIBEP>KEHBI
aTakam Tuna cmydunr. Takum oOpa3om, JaHHBIM TpuMep uHTepdeiica odmamaer
TpeMsl YSI3BUMOCTSIMU:

1) ys13BUMOCTb K HaOJIIOICHUIO;

2) BO3MOXXHOCTB TTOJIMEHBI (paiiyia KOH(UTYpaluy,

3) ysa3BuMocTh MK-0a30BbIX cTaHIMil K CITy(DUHTY.

Bxoanbie nanHble 1 ysI3BUMOCTU: €CTh Yrpo3a KOH(DHICHIIMAIBHOCTH,
yIpo3bl LEIOCTHOCTU HET, YIPO3bl JOCTYIIHOCTH HET, yIPO3bl ONEpaTopy HET,
CJIOKHOCTH BBITIOJTHEHUSI HU3Kasl, TPEOYEMbIX MPUBUIIETHI HET, KaHAT BU3YaJIbHBIMH,
B3aMMOJIEUCTBHE «omeparop». B 3ToM ciyuyae pe3ysbTaT OUEHKH YS3BUMOCTH C
WCITOJIb30BAaHUEM QJITOPUTMA OIICHWBAHUA ys3BuMocTed (pasmen 2.3) — 6.7
(cpenuuii ypoBEHb YSI3BUMOCTH).

Bxonanbie nmaHHbie 2 ySA3BUMOCTH: HET YIrpo3bl KOH(PUACHIMAIBHOCTH,
yIrpo3a LEJOCTHOCTH BBICOKAs, Yrpo3bl JOCTYIMHOCTH HET, Yrpo3a OIepaTopy
HU3Kas, CJIOKHOCThH BBITIOJIHEHUSI BBICOKAs, TPEOYEMBbIX MPUBUIIETHN HET, KaHal
BU3YAJIbHBIN, B3aUMOJICHCTBUE «3JIOYMBILUICHHUK». B 3TOM ciydae pe3ynbTar
OLICHKH YS3BUMOCTH C HCIIOJb30BAaHUEM aJIrOPUTMA OLICHUBAHUS YSA3BHUMOCTEMN
(paznen 2.3) — 5.4 (cpenuuii ypoBeHb YSI3BUMOCTH).

Bxonneie manHple 3 YA3BUMOCTH: YTIpO3bl KOHOGHUICHIIMATHHOCTH HET,
yIpo3a LEJOCTHOCTH BBICOKAs, yrpo3a JOCTYIMHOCTH BBICOKAsl, YIPO3bl OIEpaTopy
HET, CJIO)KHOCTb BBITIOJIHEHHUS BBICOKAs, TPeOyeMbIX MPUBWIECTUM HET, KaHAl
BU3YyaJbHbIM, B3aMMOJEUCTBUE «3JIOYMBILUJIEHHUK». B 3TOM ciydae pesysnbprar
OLICHKH YSI3BUMOCTH C HCIIOJb30BAHUEM QJITOPUTMA OLICHUBAHUS YS3BUMOCTEH

(paznen 2.3) — 7.1 (BbICOKHMI YPOBEHB YSI3BUMOCTH ).
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Pacuér mo ¢opmyne 11 Takxke ganm pe3ylbTaT CYMMapHOW OIICHKH
ysasBumoctd BSy (I,) — 896,05, Takum o6pazom, oOwmmii ypoBEHb yA3BUMOCTH
uHTep(derica: BEICOKHIA.

UToObl CHU3UTH BO3MOXHBIA YPOH KOH(PUACHIIMAIBHOCTH, TpeOyeTcs
CBOpAUMBATh MPUIIOKEHHE Ha TJIABHOM MOHHUTOPE MEPCOHAIBHOIO KOMIIBIOTEPA,
YTOOBl HE OCTABHUTH 3JIOYMBIIUICHHUKY BO3MOKHOCTH CIEAWTH 3a JEUCTBUSMU
oneparopa. Kpome Toro, Tpebyercs HACTPOUTh MNOJUTUKU OE30MaCHOCTU U
ayTeHTU(UKauuKu. Toraa ys3BUMOCTH 1 W 3 OKaxyTcsi UCIIpaBJICHbI, UHTEP(dEC
CTaHET YA3BUM TOJIbKO K cy(UHTYy 0a30BbIX cTaHIMi. B 3TOM ciayuae, pacuér no
opmyne 11 Tarke nam pe3yabTaT CyMMapHOW OLEHKH ysa3BUMOCTH BSy(I,) —
883,95. Omepatop MOXET BbIOpAaTh HCIIPABICHHBIM HHTEpdenc, Tak Kak OH
o0nazaeT MHUHMMAJIbHOM YS3BUMOCTBIO U3 JIByX OILICHUBAaeMbIX. Pacuérsl
Ipe/ICTaBIICHbI B TabauLe 9.

Tabnuna 9 — Ilpumep moucka HaMMeEHee YsI3BUMOro uHTepdeica, BUpTyalbHas
peanbHOCTh

Ne| HazBanme unrepdeiica | Tun Ky(:g:() Tun ys3s. BS;,(I,,))| BSy(I,,)
VY a3BHUMOCTE K
HaOJIIO JEHUTO 6,7
TpexmepHeIi rpag B03M0>I<Hocfb ITOJAMEHBI
1 |kommbroTepHoOil cetu, c| BP 3 N a1 5,4 896,05
YA3BHMOCTHIO ¢aiina koHUrypanuu
Vaszsumocts MK-0a30B5Ix 71
CTaHUUH K CITy(HUHTY '
TpéxmepHslii rpad )
2 |KOMIBIOTEPHOI cetu,| BP 1 yﬂs:;w;gi IéIrI[( g:;orBHX 7,1 883,95
VCIIPaBJIEHHBIN B Y Y
Min ysi3BUMOCTB 883,95

N3 pe3ynpTaToB 3KCHEPUMEHTA BUAHO, YTO MOMCK HAanOoJIee 3alUIEHHOTO
uHTepdeiica (¢ MUHUMAIBLHOM YSA3BUMOCTBIO) TPOU3BEAEH YCIEIIHO, TaKUM

06p&30M, ITOCTAaBJICHHAA 3a4a4a UCCIICAOBAHUA BBIITOJIHACTCA.

3.3.2.2 OueHka onepaTuBHOCTH
OCHOBHBIE 3TaITbl METOAMKH OIEHUBAHUS 3aIUIIEHHOCTH:

(1) BBOJ TAHHBIX OIEPATOPOM JUISI OIIEHKH YSI3BUMOCTH
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(2) pacu€r onleHKH ySI3BUMOCTH;

(3) BBOJ TaHHBIX OMEPATOPOM 00 YSA3BHMOCTSIX CHCTEMBI;

(4) pacuét cyMMapHOU OLICHKH 3aIIMIIEHHOCTH HHTep(derica.

CrnenoBaTellbHO, KOJWYECTBO BPEMEHH, 3aTPAYMBAEMOrO Ha BBINOJIHEHHE
METOJIMKH, CKJIAJbIBAECTCS U3 OTPE3KOB BPEMEHHU, HEOOXOIMMBIX JJIsl BBIMOJTHEHUS

9TAaIl0OB MCTOAUKHU, MOKHO ITPCACTABUTL B BUAC CIICAYIOIICTO BBIPAKCHUSA:
TIME=T1+T2+T3 +T4, (12)

rne Ti — OTPe30K BpEMEHH, HEOOXOMWUMBIA JJIsi BBIIOJIHEHUS OJHOTO JTama
METOJTUKH.

Jliis pacuéra cyMMapHOTO TMOKa3aTessl BpEMEHH NMPUMEHSIIUCH CIICTYIOIIHE
JIEUCTBUSL.

(1) Ha mepBoM »3Tame METOIUKH TNPU IEPBOM HAKATHHU OIEPATOPOM Ha
KHOTIKY 3aIMChIBAJIOCh BpeMs Hadajga padOThl C MPOrPaMMHBIM aJTOPHUTMOM,
pealM3yIONIUM JTaHHBIA STall METOIUKH.

(2) Ha dyerBéproM »dTame IMOCiIe 3aBEepIICHHS pacuyéra OOIIEro YpPOBHS
3aIUIIEHHOCTH WHTep(deiica 3almuCchiBAIOCh BpeMs OKOHYaHHUS pabOThI €
POrPaMMHBIM aJITOPUTMOM, PEATU3YIOIINM JaHHBIN 3Tall METOIUKH.

(3) [lanee, Ha OCHOBaHWUHM TOJYYCHHBIX IaHHBIX O BPEMEHHM Hayaja |

OKOHYAaHHA BBIIOJIHCHUSA MCETOAHUKH, PACCUUTBIBAJICA BpGMCHHOﬁ OTPE30K 110

dbopmyiie
ATIME = Teng — Tstare (13)

rne Tsart — BpPEMs Hadvajla BBITIOJHEHUS METOMHMKH, lend — BpPEMS OKOHYAHUS
BBITIOJIHCHUS METOIUKHU.

(4) aru ¢ 1 o 3 moBTopsiKch 20 pas.

(5) B xoHIIE pacCUMTHIBAIOCH MAKCUMAJIbHOE U CPEIHEE 3HAUCHUS BPEMECHH,
3aTpadyeHHOTO HA BBITOJTHECHUE METOUKH.

Ha rpaduke (pucynok 33) mpencraBieHbl 3HAUCHUS BPEMEHHBIX OTPE3KOB.

OTCIOI[a BHUAHO, 4YTO BpPCM:A, 3aTpaduuBaACMOC Ha BbIIIOJHCHUC MCTOJIMWKH, HC
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MNPCBBIMIACT 3aJdHHOIO JOIMIYCTHMOI'O OTPC3Ka B 3 MHWHYTBI W B CpPCAHCM

cocTaBisieT 29,5 CeKyH/I.

50

45 HmTectl

W Tect 2

H Tect 3

40
HmTect4

B Tect5

mTecTt 6

W Tect7

W Tect 8
mTect9
MW Tect 10
W Tecr 11
W Tect 12
W Tect 13
W Tect 14
W Tect 15
W Tect 16
W Tect 17
Tect 18
Tect 19
Tect 20

Bpems, c

Pucynoxk 33 — 3HaueHns BpEMEHHBIX OTPE3KOB BBIMTOJTHEHUS METOIUKHI

Bpewmsi, 3a koTopoe mporpaMMHBIN TTPOTOTUIT MOXKET BBIMIOJIHUTH METOIUKY,
paccMaTpuBaeTCsl Kak Ciy4aiiHas BeJMYMHA, TPU ITOM €€ BepOsSTHOCTH
HOAYMHACTCS HOPMAJIbHOMY 3aKOHY pacrpeneinenus [142]. Jlns oneHKd BpeMeHH,

3aTpa4CHHOIO HAa BBIIIOJIHCHUC METOAUKH, HaCTO ITPHUMCHAIOT 6CTa'paCHpCI[CJICHI/IC

Ha UHTEpBaJle [tmin,tmax], IUIOTHOCTh KOTOPOT'O BBIYUCIISIETCS ¢ MOMOIIBI0 HAO0Opa

ycioBuii [143]:
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(t_tmin)a_l(tmax_t)ﬁ_l
f(t) = (tmax_tmin)a+ﬁ_13(a,ﬁ)’ tmin S t S tmax: (14)
St<t

0, tmax min
Tac:

- { — oTpe30K BpeMeHH, 32 KOTOPHIA METOMKA Oy/IeT BBITIOJHEHA MTOJTHOCTHIO;

- t.. — MHHUMAJIbHBIM OTPE30K BPEMCHM, 3aTPAYeHHLIM Ha BBITOJHEHHE
METOIVKHU;
- t,., — MAaKCHMallbHBIA OTPE30K BPEMEHHM, 3aTPauyeHHbIM Ha BBIIOJIHEHHE
METOIVKHU;

- B(a,8) — dyuxkums Oiinepa, rne a>0, [>0 — mapamerper Gera-
pacrpeeseHus.

PacuéT mpeanmosaraeMoro BPEMEHH, 3a KOTOPOE METOAUKA OyaeT
BBINIOJIHEHA, @ TaKKe JMCIIEPCHU  MPEINOJIaraéMoro OTpe3Ka BPEMEHH,

IPOM3BOIUTCS 11O IBYXOIIEHOUHOU MeToauke [142]:

3Timin + 2Timax

T; = —— (15)
a%(T;) = 0,4(Tmax 4 Tminy2, (16)
BeposiTHOCT, TOro, 4YTO OTPE30K BPEMEHH, 3a KOTOPOE BBIMOJIHACTCS
METOZIMKA, OyIeT MEHBIIE UM PABEH JOIYyCTHMOMY IIOPOTOBOMY 3HAYEHUIO | Ao
paccuuThIBaeTCs 1o Gpopmyiie:
Pe(T < TAM) = @(2), (17)
rie ®(Z) — 3nauenne dynxuuy Jlanmaca. [Tpu sToM:
et ¥ SLE (18)

Z—(,% ) l(m)

[TonydyeHHble B XOJI€ SKCHEPUMEHTOB MHUHUMAJIBHBIM M MaKCHUMAJIbHBIN

OTPE3KH BPEMEHH MpHBeAcHBI B Tabmie 10.

Ta6muma 10 — I[loka3atenu oOmepaTUBHOCTH IS METOJAMKHA  OIECHHUBAHUS
3aIUIIEHHOCTH HHTEp(erica
; 3T + 2T ;
T, cex T, cex T, = —! L o%(T;) = 0,4(T7™ + T™™)2

=
5
22 46 31,6 230,4
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Torna ¢ymxuus Jlannaca @(Z) nns noporosoro 3mauenus TIMEAOT =

180 cexynna Oyner paBHa:

TIMEMOT-y1_ T,

o) —

,f i=1 07 (T)

N3 nosyueHHbIX 3HaueHWd QyHkuuu Jlammaca ciemyer, 4TO BEPOSTHOCTh

(60—31,6

m) ~ 1,87 (19)

TOTO, YTO METOAMKAa OyJeT TOJHOCThIO BBIMOJHEHA 3a 3aJaHHOE BpeMs,
okaspiaerca  Pop(TIME, < TIMEA®™) > 0,9911 . JlanHoe  3HaueHwue

COOTBETCTBYET TPEOOBAHHSM, HPEIBSBISIEMBIM K onepamusnocmu (P =0,99).

Takum o6paszom, TpeboBanue k onepatusHocTu Poy(TIME; < TIMEMOT) > POAHOH,

IIOCTABJICHHOC B Pa3CjIC 14, BBITIOJIHACTCAL.

3.3.2.3 Ouenka pecypconorpedsieHust
CBOWCTBO pecypconompebienusi OTpaKkaeT, KaKue pecypchl JOJKHBI OBITH
3aTpayeHbl Ha pealM3allii0 aHallM3a 3alUIIEHHOCTH HHTepdelica, B TOM 4wuCie
porpaMMHBIE, almapaTHBIC U KaJAPOBBIC PECYPChl, HEOOXOIUMBbIC NaHHbBIC, H T.II.,
a TaKXKe M3 KOJIM4ecTBO. (s omeHkn pecypcomnoTpeliaeHus TpedyeTcss n3MEepHUTh
PSAI TOKa3aTeNen:
(1) ucrnonp30BaHKE MEHTPATBHOTO MPOIIECCOpa
M
Ry = (20)
Qun
rae QLI\{[H — TMPOIECCOPHOE BpeMs, KOTOpOE OBLIO 3aTpadyeHO Ha BBHITIOJTHCHHE

OBl

IpOrPaMMBbI, PEATU3YIOIMIEH METOIUK — o0mee JIOCTYIHOE BpeMs
9 ]_U'[
IIEHTPAJILHOTO MPOLIECCopa;
(2) ucrnonp3oBaHme KaHala CETH
Qlkrh
Reprp = OBL (21)

QCETb
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rae QM.r, — 00BbeM NAHHEIX, TIEPENaHHBIX M MONYYEHHBIX 110 CETH BO BpPEMS

Ob
9KCIICPHUMCHTA, QCE'II:LIE — MAaKCHUMaJIbHO 00beM JaHHBIX, KOTOPBIC BO3MOXHO

MEepPEIaTh MO CETH 3a TO K€ BPEMSI;
(3) ucmonb3yeMblit 00bEM KECTKOTO JUCKA
Q)I}d(a
Q1

FI[CQ;\{/[([[ — 3Ha4YCHUC BCJIIMYMHBbI HOTpe6OBaBH_IeFOCH IIPHU BBIIIOJHCHUHW MCTOJUKHU

0B .
00BbEMa JKECTKOTO JIUCKA, Qe ﬂﬂl — CYMMApHBI 00bEM KECTKOTO JAUCKA;

(4) ucrosib3yeMblit 00bEM OTIEPATUBHOM MAMSTH

S 23
OIl — —obm: ( )
Qan

rae Q) — 00beM OmepaTHBHON NaMATH, MOTPEOOBABIIMICSA IS BBHITIOTHEHHS

o Ob < o
[nporpaMMHON pcCajinu3aliii MCTOIHUKH, QOHm - O6HII/II/I 00BeM OIICPAaTUBHOU

TaMSTH.

3HaueHus], MONyYEHHbIE TIPU OLIEHKE PECYPCONOTPEOIEHHUS, COOTBETCTBYIOT
TeM 3HAYEHMSAM, KOTOpbIe ObLIM 3aJaHbl B TPEeOOBAHHUAX, €CIM BCE YETBIPE
mokasaresisi  yJOBIETBOPAIOT yciosuio 1 < RAOT  Jlomyctumoe 3Hauenue

Jion
3aTpadynBaeMbIX pecypcoB R

= 0,3, npu Tom, uyTto emé okosio 30% pecypcos
3aTpavynBaETCs HA 3aa4M ONEPALTUOHHON CUCTEMBI.

B kadecTBe sKCIIEpUMEHTAIBLHOTO CTeH/1a ObLT 33/ICMCTBOBAH MEPCOHAIBHBIN
KOMIIBIOTEP, COOTBETCTBYIOIIUHI CTaHJAPTHOMY pabouemy MECTY.

OKCIEepUMEHTAIbHBIN CTEHJ IS TPOBEACHUS OLCHKU oO0Jagan ClaeAyHIUMU

XapaKTepUCTUKAMHU:

1. ICHTPAJILHBIA MPOILIECCOP HCIOJB30BABIIEIOCS KoMITbloTepa: Intel®
Core(TM) i5;

2. 00BeM Bcero sxecTkoro aucka: 1 To;

3. o0BbeM Bceil onepatuBHOM nmamsT: 16 1'6.

4. OpU 3TOM MaKCHUMallbHas TMPOIYCKHAas CIIOCOOHOCTh KaHajla CETH

coctaBuia: 100 M6/c;
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Bo Bpems skcmeprMeHTanbHOM OIEHKH TOKa3aTeel pecypconoTpeOIeHUs
OBLIY MOJTYYEHBI CIEAYIONIUE 3HAUCHUS:

1. Bcero 6b110 rcnionb3oBaHo 4% pecypcoB IIEHTPaILHOTO Mpolieccopa,
TO ecTh, moka3zatenb Ry7=0,04.

2. Kaman cetu wucnonp3oBajicd it oOOMeEHa JaHHBIX C  BeO-
NPWIOKEHUEM, a TaKXKe I TOJy4YeHHUS MaHHBIX 00 YS3BUMOCTSX OT 0asbl
JMaHHBIX. MakcuManbpHOe 3HaueHne 1 MOuT/C, TO ecThb, 3HAYEHHUE IOKa3aTels
RCETbZO,Ol.

3. Pazmep mnporpamMMHONW peanu3aluy  NPENIOKEHHOM  METOIUKH
cocrasisieT okojo 500 KO, To ectb, 3HaueHue nokazatens Ryx;<0,000001.

4, Hcnons3yembiii 00bEM  OlepaTUBHOM mamsATu cocTaBuil 8% (110
3amycka 27%, mocine 3amycka 35%). Takum  o0pa3om, moOKazareib
pecypconoTpebeHus orepaTuBHON maMatu coctaBui Ro;=0,08.

[IpenacTaBneHHbple  BBINIC  3HAYCHHWS  ITOKA3aTEEd  COOTBETCTBYIOT

IIOCTaBJICHHBIM B IIEPBOi1 T1aBe TpeOOBAHUAM K PECYPCONOTPEOIIEHUIO, TOCKOJIBKY

P,Z[Ol'[

Ppgc(r < RA%M)=1, yto cootBeTcTBYeET TpeboBanmio Pppc(r < RAOM) > PEC » THE

il .
Ppﬁls% = 0,99. CnenoBarensHo, pecypconompediienue TPOTPAMMHON pean3aiuu

METOJIMKHU yIOBJIETBOPSIET NPEAbIABICHHBIM TPEOOBAHUSM.
Takum oOpa3om, Bce MpeaAbsBiIsieMble TPeOOBAaHUS BBITONHSIIOTCA (Tabnuia
11).

Ta6nuna 11 — TpeboBaHus K cUCTEME OLIEHMBAHUS 3alTUIIIEHHOCTH UHTEepdeiica

CaoiicTBO IHoka3zarean TpeodoBanus
OmnepatuBHOCTE | BeposTHOCTB TOTO, YTO BpeMs,
HEOOXO0AMMOE JITSI Oy YCHHS
pe3yJbTara OlECHKH Py (46 ¢ < 1 mun) = 0,9911 > 0,99
3alMIIEHHOCTH, HE OyJeT
IPEBBIIIATH JOMYCTHMOE 3HAUYCHHE.

Pecypco- BeposiTHOCTB TOTO, YTO Pppc(r<0,3) =1>0,99,
NOTpeOJICHHE | KOJMYECTBO MCIIOJIb30BAHHBIX e I cKiIagsiBaercs u3: Ry = 0,04,

pecypcoB He OyAeT Mpe  SIIaTh Reers = 0,01, Rz < 0,000001,
JOTTyCTUMOE 3HAYCHHUE. R.)=
orr=0,08.
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3.3.2.4 Ouenka y100cTBa MCIOJIb30BAHUS

Meroapl  OIlEHWBAaHUS  TOMPA3NCIAIOTCS Ha  (OpMANTM30BaHHBIE U
HedopmanuzoBaHHbie. Dopmanv30BaHHBIE METOAbl OIICHKM BKJIIOYAIOT B ce0s
OIICHKY CKOPOCTH BBITMIOJHEHUS 3aJaHWi, TOYHOCTH BBIOPAHHBIX OTBETOB,
KOJIMYECTBA PEaIM30BAHHBIX JKECTOB.

Ckopoctb. OueHHUBaeTCs  KOJMYECTBO BPEMEHHM, 3aTpPay€HHOE Ha
BBITIOJTHEHUE KaXA0ro 3aianusi. [Ipu 3ToM Bpemsi OTCUMTHIBAETCS OT Hayajaa Jo
MOMEHTA Ha)KaTHs KHOTIKY Tepexoia K CIeIYIoIEeMy 3aJaHuIo.

TounocTb. OTICHUBAETCS KOJTMYECTBOM NPABUIBHBIX OTBETOB, IMOJTYYEHHBIX
BO BpeMs BBINIOJIHEHHS 3aJaHuid. B cilydae eciu OTBET JaH HEBEPHO WU OH
BEPHBII JIUIITb YACTUYHO, CJIEIyET MPOaHATN3UPOBATh MPUUYUHY HETOUHOTO OTBETA,
BbI3BaHA JIM OHA MpoOJieMaMu C KECTOBBIM YIpPaBJICHUEM WM HENPABUILHBIM
MOHUMAaHUEM 33JIaHHUs, TEKCT KOTOPOTO MOXET ObITh HEOTHO3HAYHO UCTOJIKOBAH.

KoamnvecTBo :kecTtoB. KonnuecTBO &KECTOB IOKHO OBITH ONTUMAIBHBIM, TO
€CTh OOeCreYnBaTh OCHOBHBIE (DYHKIIUU TIPUIIOKECHHS, W TIPH OTOM >KECTOB HE
JIOJDKHO OBITH CJIMIIIKOM MHOTO, BO M30€XaHHe MPOoOJIeM ¢ 3aIOMUHAHUEM JKECTOB
nmojb3oBaTeneM. JKecThl JOJHKHBI BKJIIOYATh B CEe0S B3aMMOIEHMCTBHE C OIHUM
O0OBEKTOM, B3aUMOJCHCTBHE C TPYNINOH OOBEKTOB, B3aMMOJCUCTBHE C
JOTIONHUTENbHOM — uHpOpMarmedt  (mmokas3aTh/yOpaTh), BKJIOYaTh B ce0sd
MaclITaOUpOBAHUE W/WIM TEPEXOoJl MEXIy YpoBHsMHU. [Ipu »TOM KOIMYECTBO
KECTOB JIOJDKHO OBITh MHHUMAIBHBIM (B 1ENSAX JIETKOCTH 3allOMUHAHUS) U
JIOCTATOYHBIM (4TOOBI 00€CIeYnTh BECh HEOOXOIUMBIN (yHKIIMOHAT UHTEpdeiica).
VYrpaBnenue BKIOYAaeT B Cce0S TpU OCHOBHBIC (DYHKIIMH: JIOMOJHUTEIbHAS
uH(dopMaIus, CMEHa TOMOJIOTUM, B3aMMOJIEHCTBUE C OJHUM OOBEKTOM HIIUA C
rpynnoil. Takum oOpa3oM, T0KHO OBITh HE MEHEE TPEX HKECTOB YIPABIEHUS.

OnHako CMEHa TOMOJOTMM W paboTa ¢ KOHTEKCTHOW WH(OpMaIHe
MoApa3yMEBalOT IO JiBa MPOTHUBOMOJIOKHBIX JCHUCTBUSI: CMEHA TOMOJOTHH C
bu3nUecKoil Ha JIOTMYECKYI0 M OOpaTHO M MOKa3aTh/yOpaTh JOMOJHUTEIBHYIO

uHpopMmarmio. [ns ymoOcTBa BOCHOPHUATHS 3TH JKECThl C TMPUBA3AHHBIMU
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MIPOTHUBOIIOIOKHBIMU (DYHKITUSMHU JTOJDKHBI OBITh 3€PKATBHBIMHA TI0 OTHOIIECHUIO
JpyT K Ipyry. Hanpumep, Tak cieayromnme 5XeCThl pean3yoT JaHHbINA TPUHIIUIL:

- I0Ka3aTh JOIMOJIHUTEIbHYI0 HHPOPMAIIHIO — MPOBECTU TPEMsI MAJIbIIAMHU 110
SKpaHy BIIPABO;

- yOpaTh JOMOJHUTENBHYI0 MH(POPMALIUIO — MPOBECTH TPEMs MajblaMHU I10
SKpaHy BIICBO;

- IOMEHATHh TOMOJIOTHIO CETH C (DU3NYECKON Ha JIOTHYECKYI0 — CBECTH
YETBIPE MaJIblia HA YKPAHE;

- IOMEHSTh TOMOJIOTHIO CETH C JIOTMYECKOW Ha (PU3MUECKYI0 — pa3BeCTH
YETHIPE MaJIblia Ha YKPaAHE.

Takum oOpaszom, mocturaercsi Oosee JETKOEe 3allOMHMHAHHE KECTOB IpHU
JIOCTATOYHOM HX KOJMYECTBE, OJIHAKO HEOOXOJAMMOE KOJIMYECTBO IKECTOB
BO3PACTAET A0 MSTH.

B3aumoneiicTBue ¢ 0HUM OOBEKTOM M TPYNION OOBEKTOB JOCTUTAETCS C
MOMOII[BI0O BBI30BA KOHTEKCTHOTO MEHIO. BBI30B KOHTEKCTHOTO MEHIO MO>KHO
peann3oBaTh, HAPUMED, CICAYIOIIUM 00pa3oM:

- IOJITO€ Ha)KaThe Ha BEpIIMHY rpada — BbI3BaTh KOHTEKCTHOE MEHIO.

MacmrtabupoBanue/iepexo/l ¢ OJHOTO YPOBHS Ha JPYTrod JIOCTUTAETCS
CMEHOM TOIOJIOTHUH CeTH ¢ (PU3MUECKOI Ha JIOTHYECKYI0 U 00paTHO:

- CBECTH/pa3BECTH YEThIPE Majblla Ha SKPAHE — CMEHA TOTOJIOTMH CETH.

B3aumoneiicTBue ¢ JIONMOTHUTENbHONM HHGpOpMaIMel pealru30BaHO C
MTOMOIIIBIO JINCTAHUS TPEMS MaJIbIIaMU BIIPABO/BJIEBO HA DKpaHe — MOKa3aTh/yOpaTh
JOTIOTHUTENHHYI0 HH(POPMAITHIO.

HedopmanumzoBanHble METOIbI OIEHKHM MOTYT OBITh TMPEICTABICHBI
OMpOCaMH, DKCIIEPTHBIMU OLICHKaMH, (POKyC-TpyImnamMu, cOOpoM MHEHUM U T.m. B
JUCCEPTAIIMOHHOM HCCJICIOBAHUN OBIJIO TPUHSTO PEIIEHWE OCTAaHOBUTHCA Ha
OMPOCE HUCMBITYEMBIX TOCJIE TMPOBEICHUS TECTUPOBAHMS C TIOMOIIBIO 3apaHee
3arOoTOBJIEHHBIX BOIIPOCOB, HA KOTOPBIE MOXHO JaTh YHCIOBOM OTBET IO IIKAaJe OT

0 mo 5.
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Takum o00pa3om, aiIropuT™M OLEHHUBAHUS yJOOCTBAa HCIOJIb30BaHUSA
uHTep(elicoB B3aUMOACHCTBUSI COCTOSI U3 CIEAYIOIINX IIaroB.

1. Ilpu oOpaboTKe HaHHBIX, MOJYYEHHBIX MPU TECTHUPOBAHUU, JIOJKHA
POBOAUTHCA OIICHKA PE3yJIbTaTOB TECTHPOBAHUS 1O (OpMaIbHBIM MPU3HAKAM.

1.1. KonudecTBO peann3oBaHHBIX )KECTOB JIOJKHO OBITh HE MEHee TPEX U He
Oosee mATH. DTOT MapaMeTp OLEHUBAETCS el Ha dTane pa3padoTKH.

1.2. Ilocne mNpOXOXKOEHHUS TECTUPOBAHUSA MCIBITYEMBIMU pPAaCCUUTATh
CKOPOCTB IPOXOXKICHHS KaXIOTO 3aJaHUsl TECTUPOBaHUSA. Bpems MpoXoKIeHHs
TecTa u3MepsieTcss B CeKyHAaX. Pacu€rel AOKHBI CpPaBHHMBATBCA C JIPYTUM
uHTepdericom: TpaJMLIMOHHBIM 100 peabLy el BEpCcUEN
CEHCOPHOI'O/BUPTYaJIbHOW peabHOCTU. Pe3ynpTaThl CpaBHHUBAIOTCS MO BEPXHEMY
kBaHTWIO Q3, mpu 3TOM pasHunAa B 3 CeKyHAbl He yuuThiBaeTca. Ha ocHoBe
MIOJyYEHHBIX PE3YJIbTATOB BBISICHSAETCS, KAKHE KECThl U MPHU BHIOJHEHUH KaKHX
3a/lady BbI3BAJIM 3aTPYJHEHHUSA, M Kakol HHTepdeiic okazaiica Oosee yaayHbIM:
HOBBIW WJIM TTPEABIAY LN,

1.3. Ilocne nmpoXoKAEHUsI TECTUPOBAHUS UCIIBITYEMBIMH CPaBHUTH OTBETHI
Ha KaXJ0€ 3a/laHue, JaHHbIE HCIBITYEeMbIMH, C MpaBUIbHbIMU. Ha ocHOBe
MOJIyUYEHHBIX PE3YJIbTaTOB BBISICHSETCS, KAKUE JKECThl U MPH BBIMOJIHEHUU KaKUX
3aJ1a4 BbI3BAJIM 3aTPYyIHECHHUS.

2. Ilpum 3aBeplIeHUH TECTUPOBAHUS CPEAM HCHBITYEMBIX JOJDKEH
IPOBOAUTHCS OIPOC C BO3MOKHOCTBIO BBIOOpa KOJIMYECTBEHHOr0 Toka3aTesis ot 0
no 5. Ecnu nocturaercst pesynbrar B 80% OamioB, To uHTepdeiic cunmraercs
IPUTOAHBIM IS HCIIOJNB30BaHUA orepaTopoM. Ecim nocturaercst pesysibrar B
50% 6ansoB, TO cuuTaeTCS BO3MOXKHBIM JopadoTtaTh uHTepdeiic. Ecnu pesynaprart
B 50% 0asioB He A0CTUTACTCS, TO MHTEP(PEIC cUMTaeTCs HeYJauHbIM.

Takum oOpazoM, anrOpUTM OIEHKH yJA00CTBa MCIOJB30BaHUS UHTEpderica
OyJIeT BKIIIOYaTh B ce0s CIASAYIOIINE MIATH.

1. Onpenenuth, Kakve MOKa3aTedu Hauboyiee BaXKHBI NIl MHTepdeiica: B

JAaHHOM CJiy4dac, CKOPOCTb U TOYHOCTb.
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2. OnpenenuTh, KOTOPBIA U3 MOKa3aTeseil Hanboiee KPUTHYICH (TaK KakK JJis
Pa3HbBIX MOJENEN 3TO MOTYT OBbITh pa3HbIE MOKA3ATENH).

3. Onpenenutb, B KaKUMX BEJIMYMHAX HU3MEPSAIOTCS IOKa3aTesd, TaK Kak
MOKAa3aTellb MOXET TPAKTOBAThCA IMO-PA3HOMY pa3HbBIMU HCCIEAOBaTeNIMH. B
JTAHHOM cCJly4ae, CKOPOCTb HM3MEpSeTCS KaK BpeMs, 3a KOTOPOE HCIIBITYEMBIH
IPOXOAUT 3afaHue. TOYHOCTh H3MEpSIETCS KAaK MPOLIEHT OIIMOOK, KOTOpbIE
JOMYIIEHBI UCTIBITYEMBIM.

4. OnpenienuTh JOMYCTUMBIM IMOPOr M3MEpPSIEeMbIX IOKa3aTenel, eciu
OLICHMBAETCs uHTEpPeic caMm o cede. JInbo, ecam oauH nHTEpPENc CpaBHUBAETCS
C JpYruM, OIIPEACIIUTH IOPOr, HA4YMHAsI C KOTOPOTO pa3jIMyusl CUHATAIOTCS
3HaUUTENbHBIMU. Hanpumep, 1isi CKOpOCTH NMPOXOKACHUS 3aJJaHUil TaKOW MOpOr
MO>KET ObITh YCTaHOBJIEH B 3 CEKYH/IbI.

5. Onpenenuts, Kakue y UHTepQeiica CyecTBYIOT TUIIbI B3aUMOJECHCTBHSL.

6. JlaTh MCTIBITYEMBIM 3aJ]aHUS HA KaXKbIA THIT B3aUMOCHCTBUSI.

7. 3meputh Bpemsl, 3aTpauyuBaeMOE UCIIBITYEMbIMU Ha KaXKJI0€ 3aJaHueE.

8. I3MepuTh KOJUYECTBO OLIMOOK, KOTOPOE JOMYCKAIOT HCIBITYEMbIE MPH
BBINIOJIHEHUU KaXKJI0TO 33]IaHUA.

9. OnpenenuThb CpeiHEE BpEeMsl BBIMIOJTHEHUS KaXKI0TO THIIA 3aJaHUsI.

10. OnpenenuTh cpegHee KOJIMYECTBO OIIMOOK MPU BHITOJHEHUU KaXKJIOTO
THUIIA 33]IaHUS.

11. CpaBHUTH MOJyYCHHbIE 3HAYEHHUS C JOMYCTUMBIM moporom. Ecim
CpaBHUBAJIUCH JBa HHTep(deiica, TO oOmNpeAenuTb, y Kakoro uHTepdeiica
NoKa3aTelu OKa3ajuch Jydlle: y pa3pabdaTbiBaeMOro MHTepdeiica uin y Toro, C
KOTOPBIM CPaBHHUBAIOT.

12. OnpenenuTs TUIIBI B3AUMOJEHCTBUSI, KOTOPBIE BBI3BAIU 3aTPYAHEHUS Y
UCIIBITYEMBIX (T.€. MEPELUIH TOIyCTUMBIN TOPOT).

[Tpumenenne naHHOTO ajaroputma (pUCyHOK 34) TO3BOJSET ONPEACITUTH

7 (HEKTUBHOCTH B3aMMOJICUCTBHS C YEJIOBEKO-KOMITBIOTEPHBIM UHTEP(ECOM.
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M3MepHTh CKOpPOCTL

CpaBHWTL 3HaYeHWnA
nokasarensai c
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Ka#aoro 3anaHnA B3aMMOJERCTEMA
PaccuwTaTb cpefgHes
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Hanbonee BaHbLIE B3aWMOOENCTENA C anA K oro TMNa Koxey
nokasarenu WHTepheACom BHAOr0
p{ﬁ' 33/1aH1I
PaapaGotaTth PacCUMTaTh CpefHEs
OnpenennTs
B&hﬂlh‘thl 3a0aHnuA AnA KONMWYECTBO 0UMBoK
MIMEDEHIA KamQoro Tina ANA NPoXoKLEHHA
B3AVMOIEACTBNA Ka¥A0r0 TUNE 3a0aHui

Pucynox 34 — biok-cxeMa anropuTma OlleHUBaHUS yJ1I00CTBA UCTIOJIb30BaHUS

JI71st mostyyeHust OLIEHKU yA00CTBa UCIIOIb30BAHUS ObUIM MPOBEICHBI TECTHI:

1. Test1 A — ucnpaBneHHBIN UHTEpdENC U CEHCOPHBIN IKPaH;

2. Test 2 A — ys3Bumbli uHTEp(Elic U CEHCOPHBIN IKPaH;

3. Test 1B — ucnpaBieHHblii nHTEpENC U KIIABUATYpa U MbIIIIb;
4. Test 2 B — ys3BumMbIil unTepdeiic u KiiaBuaTypa 1 MbIIIIb.

Kaxnpeii Tect comepxan 13 3amaHnii Ha B3aMMOJIEMCTBUE C 3JIEMEHTAMU
MOJIENI BU3yaJW3allud. 3aJlaHus ObLIM paslieJieHbl Ha TPU TPYMNIbl (BBHIOOP,
B3aMMO/ICHCTBUE C MEHIO U JEHUCTBHUE) U UX KOMOMHAIMK (BBIOOP + MEHIO, BEIOOD
+ neiicTBue). Bompockl, cBs3aHHBIC C BBIOOPOM, MPEIOJIATaTN BO3MOXKHOCTH
BBIOOpA OJHOTO WJIM HECKOJIbKUX JJIEMEHTOB BHU3yalIHM3allid, B3aUMOJICUCTBUE C
MEHIO TPEINoJiarayio B3aWMOJICHCTBHE C OIIMSAMHU BBIMAQJAIOIICTO  CIIHCKA,
JIEUCTBUE OCYIIECTBISIIIOCHh MIOCPEACTBOM 00JIEE CIIOKHBIX JKECTOB.

B pesynbrare npoBeaeHHs SKCIIEPUMEHTA OBLUTH MOJYYEHBI paCIpeACIICHUS
CKOPOCTH M TOYHOCTH BBITIOJTHEHUS 3a1aHUK. Pe3ybTaThl ObUIH OIIEHEHHI TT0 TPEM
napamMeTpaMm: 1O MaKCUMyMy paclpeielieHus, 1Mo BepxHemy KBaHTUO (75%
Jy4dIIuX TOKa3zaTejaei) M 1o cpeaHeMy 3HaueHutoo. Jlimsg atoro rpaduku
pacrpejesieHds ObUTM BU3YyaJU3UPOBAHBI B BHUJE SAIIMKOB C ycaMH (PUCYHKHU 35,

36), B KOTOPBIX TIOKA3aTEH OMPEACISUTUCH CISIYIOIINM 00pa3oM.
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Pucynox 35 — Tect 1: ckopocTh BBITTOTHEHHS 3aJaHUH B CEKYHIAX IS
UCTIPaBJICHHOTO nHTep(elica, I/ie & — CCHCOPHBIE dKPaHbl, D — TPaAUIIMOHHBIH
uHTepdeic
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Pucynox 36 — Tect 2: CKOpOCTH BBITIOTHEHUS 33JJaHUN B CEKYHaX JIJIsl ySI3BUMOTO
uHTepdeiica, re @ — CCHCOPHbIC IKPaHbI, D — TpamuIMoOHHBIN HHTEpdETic
(1) CkopocTh OTBETa Ha BOIPOCH OMNpEICsIacCh Kak PasHOCTh MEKIY
HayajoM OTBeTa (KOrja B COOTBETCTBYIOIIEM OKHE IMOSBISUICS TEKCT 3aJlaHusl) U
OKOHYaHHWEM OTBeTa (KOTJla TMOJIb30BaTelb Ha)XMMaj Ha KHOIKY Nepexoja K
CJIETYIOIIEMY BOTIPOCY).

(2) Bpewmst Ha rpaduke u3MepsieTcs B CEKyH/ax.
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Ha kaxngom rpaduke cpaBHHBAIOTCS MOKa3aTelIM TECTOB C CEHCOPHBIM
uHTepdeiicom (Homepa BompocoB ¢ OykBod “a”: la, 2a, U T.o.) U TECTOB C
TPaIUIIMOHHBIM KHOMIOYHBIM HHTepdericoM (HoMepa BOMpocoB ¢ OykBoil “b”: 1b,
2b, u 1.4.). OnMHAKOBBIE BOMPOCHI MOKAa3aHbl OJTHAM U TEM K€ IIBETOM.

Hwxe npencrasnenst Tabnunbl 12 u 13 cpaBHEHUs MapaMeTpOB BPEMEHHBIX
pacnpeneNeHui MpU BBINOJIHEHUU 3aJaHuil TecToB. CpaBHHMBAIOTCS MaKCHUMyM
pacnpenenenuss (Upper fence), Bepxuuii kBanTwib (Q3) u cpemHee 3HAYCHHE
(mean).

CpaBHEHHE BBIOIHSIIOCH IO CJIETYIONIUM IPUHIIUIIAM.

1. B cinyuyae ecnu pa3HHIla BO BPEMEHH COCTaBIISIET 0oJiee 3 CEeKyHA B
M0JIb3Y CEHCOPHBIX 3KPAHOB (BpeMsi BBIIIOJHEHUS 33JaHHUSI Ha CEHCOPHOM JKpaHe
MEHbIIIE, YE€M Ha TPAAUIMOHHOM HUHTepdelce), pe3yJabTaThl MPU3HAIOTCS
XOpPOUIUMU, U TYEUKHU BBIJEISIOTCS CUHUM LIBETOM.

2. B cimywae ecid pa3HUIla BO BPEMEHU COCTABJISIET MeHee 3 CeKyHJ B
NMoJib3y JI000ro M3 JIBYX TeCTOB, PE3ylbTaThl NMPU3HAIOTCA OAMHAKOBBIMHU, U
SYCUKHU BBIJEISIOTCS KEITHIM LIBETOM.

3. Ecom pasHuMIa BO BpPEMEHM COCTABISIET 0oJiee 3 CeKYHA B IOJIb3Y
TPAAMUMOHHOTO uHTep(eiica (BpeMs BBINMOJHEHUS 3aJaHWsl HAa CEHCOPHOM
9KpaHe OOJbIle, YeM Ha TPAJAUIIMOHHOM HWHTEpdeiice), pe3yiabTaThl MPU3HAIOTCS
HEYIOBJIETBOPUTEIIbHBIMU, U STYEUKHU BBIICIISIOTCS KPACHBIM LIBETOM.

HtoroBelii pe3ynpTar OTMEYAETCS OINPEACIEHHBIM LBETOM B SYEHUKE C
HOMEPOM 3aJIaHUs 110 TPUHITUITY MAXKOPUTAPHOTO AJIEMEHTA.

1. Ecnu OONBIIMHCTBO NapaMeTpOB OJMHAKOBbIE, OOLIMI pe3ysbTaT
MPU3HAETCS MPUEMIIEMBIM U OTMEUYAETCS KENTHIM LIBETOM.

2. Ecnu OOJBIIMHCTBO MapaMETPOB «XOpOIIME», OOMIMI pe3ynbTar
IPU3HAETCSA XOPOILIMM M OTMEYAETCSI CHHUM LIBETOM.

3. Ecnu cymiecTByeT naxke OJUH «HEYJIOBJIETBOPUTENBHBII) MapaMmerp,
pe3yabTaThl HE MOTYT MPU3HATHCA XOPOIIMMU U cuuTaroTcs: (1) mpuemiemMbiMu,
€CJIH «HEYJOBJIETBOPUTENIBHBII» ApAMETP OAMH, (2) «HEYAOBIECTBOPUTEIbHBIMI,

CCJIN «HECYAOBJICTBOPUTCIIBHBIX)» IMApaMCTPOB J1Ba UJIN TPH.
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Tabmuua 12 — D¢dekTuBHOCTh Tpynn 3aJaHuid B TecTax | (MCHpaBiIeHHBIN

uHTEpdeEiic)
No . Tect 1 Cencopnsiit Tect 1 TpaaguuuoHHbIN
Tun B3auMoaencTBUs
3aaHUs ITapametp 3HaueHue [Tapamerp 3HaueHue

Upper fence 54 Upper fence 147

1 BEIOOD Q3 25 Q3 73
Mean 22.68 Mean 58.5

Upper fence 36 Upper fence 74

2 MEHIO Q3 22 Q3 59
Mean 21.68 Mean 33.83

Upper fence 34 Upper fence 44

3 BBIOOpP + MEHIO Q3 19 Q3 22
Mean 15.07 Mean 16.44

Upper fence 22 Upper fence 44

4 BBIOOp + MEHIO Q3 14.5 Q3 30

Mean 18.82 Mean 21

Upper fence 30 Upper fence 50

5 BBIOOD + MEHIO Q3 22 Q3 39
Mean 15.5 Mean 35.5

Upper fence 35 Upper fence 30

6 BBIOOpP + MEHIO Q3 23 Q3 28
Mean 20 Mean 24.17

Upper fence 47 Upper fence 28

7 JEeUCTBUE Q3 28.5 Q3 22
Mean 24.29 Mean 19.56

Upper fence 90 Upper fence 139

8 BBIOOD + MEHIO Q3 48 Q3 75
Mean 46.29 Mean 63.33

Upper fence 41 Upper fence 72

9 BBIOOp + MEHIO Q3 29.5 Q3 53
Mean 23.11 Mean 41.78

Upper fence 45 Upper fence 141

10 NEeHCTBUE Q3 23 Q3 78
Mean 15.21 Mean 57.5

Upper fence 25 Upper fence 33

11 BBIOOp + MEHIO Q3 14 Q3 22
Mean 16 Mean 16.39

Upper fence 18 Upper fence 29

12 BBIOOp + MEHIO Q3 12.5 Q3 18
Mean 9.75 Mean 15.78

Upper fence 21 Upper fence 14

13 NCHCTBHE Q3 11 Q3 12
Mean 10.48 Mean 12.22



Tabnuna 13 — D¢ dexkTuBHOCTD TPYI 3a/1aHU B TecTax 2 (ysA3BUMBIH HHTEp(EIiC)

Ne . Tect 2 CeHcopHBlii Tect 2 TpaauMOHHBIH
Tun B3auMoaencTBUs
3aJaHusd [TapameTp 3HayeHue ITapameTp 3HayeHue
Upper fence 34 Upper fence 24
1 BBIOOp Q3 26 Q3 18
Mean 21.68 Mean 16.39
Upper fence 42 Upper fence 15
2 MEHIO Q3 215 Q3 11
Mean 17.07 Mean 9.56
Upper fence 19 Upper fence 23
3 BBIOOp + MEHIO Q3 11 Q3 15
Mean 13.42 Mean 10.78
Upper fence 23 Upper fence 14
4 BBIOOp + MEHIO Q3 12.5 Q3 12
Mean 9.93 Mean 9.89
Upper fence 13 Upper fence 11
5 BEIOOD + MEHIO Q3 9 Q3 8
Mean 7.75 Mean 7.06
Upper fence 26 Upper fence 14
6 BBIOOD + MEHIO Q3 15.5 Q3 10
Mean 12.25 Mean 9.67
Upper fence 19 Upper fence 18
7 BBIOOpP + MEHIO Q3 13 Q3 13
Mean 15.14 Mean 10.83
Upper fence 31 Upper fence 29
8 BBIOOD Q3 20 Q3 19
Mean 20.43 Mean 17.06
Upper fence 22 Upper fence 21
9 BBIOOD + MEHIO Q3 17 Q3 16
Mean 14.29 Mean 15.44
Upper fence 19 Upper fence 11
10 JEeUCTBUE Q3 12 Q3 10
Mean 9.04 Mean 8.5
Upper fence 13 Upper fence 20
11 BBIOOp + MEHIO Q3 10 Q3 13
Mean 9.11 Mean 11.11
Upper fence 23 Upper fence 17
12 BBIOOp + MEHIO Q3 14 Q3 13
Mean 13 Mean 12.11
Upper fence 13 Upper fence 9
13 JICHCTBHE Q3 8 Q3 7
Mean 6.11 Mean 6.89
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Jlnsa ucnpaBieHHoro rpada ceHCOpHBIM HHTepdelc MoKazan JIydIini
pe3yabTaT MOYTH BO BCEX KAaTEropUsX TECTOB. VCKIIIOUEHHE COCTaBWIJIO 3aJlaHUE
Ne7 “TlomensTs cBsizu y rpada”’, KOTOpOE BBHIMOJIHSIOCH CBEICHUEM/pa3BeIeHUEM
HECKOJBbKMX MaJbLIEB IO 3KpaHy. B ocTambHOM pe3yibTaThl Jy4lle, JIUO0
CPaBHUMBI C TPAJAUIIMOHHBIM UHTEPPECOM.

Jns rtpada ¢  yA3BUMOCTBIO  CEHCOpHBIM  HMHTepdeic  mokasal
MPEUMYIIIECTBEHHO paBHbIA pe3ynbTaT. Mckimtouenne coctaBwio 3amanue Nel
[IputsnyTs U 3adukcupoBaTh JOOYI0 TOYKy’, Ne2 “VYBenuuuTh BHIOpaHHYIO
Touky  u Ne6 “ BplmenuTh Bce 3€n€HbIE TOYKM . B OCTaIbHOM pE3ynbTaThI
MPU3HAHBI OJJUHAKOBBIMU.

TouHocTe Ha rpadguke oTOOpakeHa TakuM 00pa3oM, YTO OTBETHI C
HanOOJIbIIEH TOYHOCTHIO UMEIOT BenuurHy 0, yeM OoJbllle OTKIOHEHUE OT HYJIS —
TEeM HW)XKE TOYHOCTh OTBeTa (pucyHok 37). Hampumep, Bompoc ¢ caMoii BHICOKOM
TOYHOCTBhIO OTBeTa - Nel3 “YOparh nomonHuTEnbHYI0 HHpOpMaIuio Ha rpade”,
T.K. HE UMEET OTKJIOHEHUH OT HYJsl HA B OAHOM TeCTUpOBaHUH. CaMbIM CII0KHBIM
BOMpocoM okazasics Borpoc Ne§ (“3adukcupoBaTh TpU TEMHO-CEpPhIE TOYKU U
MOMEHSTH CBSI3U y rpada’), T.K. HMeeTCsl caMmoe OO0JIbILIOE OTKIOHEHUE OT HyJs — 4,

cpasy IO IBYM TECTaM.

Pucynok 37 — Usmepenue Tounoctu. Cunuii — Test 1a (cencopHbiit unTepdeiic Ha
ucnpasjieHHOM rpade), ronyooit — Test 1b (Tpaguimonnsiii uaTEpdEiic Ha
UCIpaBieHHOM rpade), Oupro30BbIii — Test 2a (ceHcopHbIi nHTEpdEiic Ha
ysi3BUMOM Tpade), puonetoBsiid — Test 2b (TpagunnoHHbI nHTEpdEiic Ha

ysSI3BUMOM Tpade)
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TouHOCTH ObLJIa BU3yAJIM3UPOBAHA C MOMOIIBIO CTOJIOYATON AUArpaMMbl, TaK
KaK KOJMYECTBO OIMMOOK TpH TPOXOXKIECHHWHU TECTOB OBUIO HEOOIBIINM, U
NPUMEHUTh TpapuKu paccenBaHUsi ObUIO HEBO3MOXHO. Kaxaplii cronbery

OTOOpa)kaeT  CyMMAapHOE€  KOJIMYECTBO  OMIMOOK,  TOJYYEHHBIX  BCEMH
UCIIBITY EMBIMU.

Pe3ynapTarel TOYHOCTH JJIsi CEHCOPHOTO M TPAJUIIMOHHOTO HHTepdelica
NPUOJIM3UTENIBHO OJUHAKOBBL. B Tecte 2 (ys3BUMBIA UHTEP(ENC) MPAKTHYECKH HE
BO3HUKaJIO oMOOK. B Tecte 1 (ucnpaBneHHbI HHTEPPEIC), KOJINIECTBO OLIMOOK
Ui 0oboux uHTepdencoB conmocTaBuMo. Takum oOpa3oM, MpeuMyllecTBa B
TOYHOCTH y ONIPENEIEHHOTO UHTEPPEIica HE BISIBICHO.

OaHako MOXHO OLEHUTh J(PQPEKTUBHOCTb MOJEIHU BBILIE JaXKE MpPH
HEY/IOBJIETBOPUTEIIbHOM TOYHOCTH, €CJIM Ha BBINOJIHEHHE 3aJaHUi 3aTPAYCHO
HAaMHOT'O MEHBIIE BpEeMEHH. B KayecTBe Ipumepa NpPEICTaBUM CHUTYalHUIO, B
KOTOPOM HCHBITYEMBbIE JOMYCKAlOT OIIMOKY MpH BBINOJHEHUW 3amaHust Nel c
BeposiTHOCThIO 30% Ha ceHCOpHOM HMHTepdeiice W BbINOMHSAIOT 3ananusd Nel Ha
KHOIIOYHOM HHTepdetice 6e3ommbouno. B kadecTBe 3HaueHUs] BPEMEHH BO3bMEM
BEPXHUI Mpe/iei BHIMOTHEHUS 3aJJaHus [0 BPEMEHU B CEKyHIaX.

Tabmuma 15 — Ilpumep pacuéra »¢h(PEKTUBHOCTH MOJEIH, UCXOIS U3 JABYX
MOKa3aTeer KauecTBa

[Tokazarenp Tounocts, % | Bpewms, ¢ u(x)
Mogens 1 80 54 0,163w
Mogens 2 100 147 0,152w
Min 0 5

Max 100 300

Lenn Max Min

B crpoke «llenb» Tabmumbl 15 ykazaHpl MoOKaszaTeid, OIWH U3 KOTOPBIX

IOJDKEH  MaKCHMHU3UpPOBAaThCs  (IL[ENIEBOM  IMOKa3aTelb),

IPYrou  JIOJDKEH

MUHHMH3HPOBATHCA (pEeCypCHBIN MOKa3aTenb). JIs JMOCTHXKEHHMsST KOMIIpOMHCCA
MEXIY 3THUMHU ABYMsI MOKA3aTEISIMA MOXXHO HCHOJIb30BaTh CPEIHEB3BELICHHYIO

CYMMapHYyI0 QYHKIUIO 10s1e3HOCTH. DYyHKINS MOJIE3HOCTH NPECTABIEHA HUXKE!

u(x) = wg - ug(x) + we - u (%), (24)
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rJie:

— U(X) — oO1as moJIe3HOCTh MOJICIIH;

— Ua (X) — IOJIE3HOCTD, U3MEpsieMast B TOUHOCTH;

— W, — BaXHOCTh TIOKa3aTelisi TOYHOCTH B OIIEHKE OOIICH IMOJIE3HOCTH
MOJICIIH;

— Ut (X) — moJIe3HOCTh, M3MepsieMast 0 BpeMEHH,

— W¢ — B&)KHOCTh BPEMEHH BBHITIOJIHCHUS 3aIaHUH B OOIIEH OIIEHKE MOJICTIH.

UtoObl paccunTaTh OOIIYyI0 TOJIE3HOCTh MO dopmyne (24), HYXHO
HOPMHPOBATH TIOJIE3HOCTH MOJICTICH M0 TOYHOCTH M CKOPOCTH B COOTBETCTBUU C
U3MEPCHUSMH, TIPEACTaBICHHBIME B Tabmume 15. Jlna moneneit 1 m 2 Obum

PpaCCYUuTaHbl 3HAYCHHUA ITOJIC3HOCTH I10 TOYHOCTH U BPpCMCHH

80

ua(1) = 100-0 0.8,
u (1) = % = 0,83,
) =21
u,(2) = % =0,52.

Ecnu noacraBuTh nosy4yeHHbIE 3HAYEHUS B POPMYITY, TO MOTYUYUTCA:

u(x); = 0,8w, + 0,83wy,
u(x), = w, + 0,52w,.

JlanpHelmas orieHKa Oy[eT 3aBUCETh OT TOrO, KaKOW IOKa3aTejh BayKHEE —
TOYHOCTh WM CKOpPOCTb, T.€. OT IIPOLEHTHOIO COOTHONICHUS wa Hu Wt
COOTBETCTBEHHO. ECIIM 3T mMoOKas3aTenw paBHBI, T.. Wy = Wi = 0,5, To u(x),=
0,163w, u(x),=0,152w, u, Takum o0pa3om, 3hHEeKTUBHOCTH MOJICITH C CEHCOPHBIM
uHTEPHEHCOM HECKOIBKO BBIIIIE.

Onnako, U3 JJAHHOTO MPUMEpPa BUJHO, 4TO PacyET 3(PGHEeKTUBHOCTH MOMKET
3aBHCETh OT CUTYalldH, TO €CTh, OT TOr0, KaKHe M3 HCCICIYyeMBIX MapamMeTpoB

0oJiee BaXKHBI JUISI MOJIEIIH.
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3.4 CpaBHeHMe TIpeIJIOKEHHOH MeTOAUKH OLEHUBAHUS YeI0BEKO-
KOMIbIOTEPHBIX HHTEP(}ECOB ¢ CyleCTBYIOIMMI AHAJIOTAMH

[TockonbKy He OBLIO BBISBJICHO MOJHBIX aHAJIOTOB MpeJlaraéMoi METOIUKH,
B JIAaHHOM pazziefie 0OCYKIaloTcs HamOojiee OMM3KHME METOAWKHA W TEXHOJIOTHH.
CymiecTByronie CHCTEMbl OILICHKM HMHTEp(EHCOB OIEHUBAIOT IMOKa3aTesu
yA00CTBa MCIOJIb30BaHUS. Takue METOIUKH BKJIIOYAIOT B CEOSl IBPUCTUUYCCKUN
aHaMW3, TOJh30BATEILCKUE HCCICAOBAHUSA, TAKKE MOXKET TPUMEHSITHCS
KOJIMYECTBEHHAs! OlLIEHKa (OpMalbHBIX TOKa3zareled (TakuX Kak TOYHOCTh U
ckopocTb) [135, 140, 141].

brkaiiiime aHanorn MOXHO paszeuTh Ha JBe rpymmbl: (1) oleHuBaromme
yS3BUMOCTh (Takue Kak oO0Ias cUcTema oueHkH ys3BumocTeir CVSS u cucrema
omeHkH ys3BuMoctedr Microsoft) u (2) omeHuBaromuye yno0CTBO HCIHOIB30BAHUS
(manpumep, cucteMa olleHMBaHus uHTepdeiica Humbcena [135, 140, 141]).
Cucrembl U3 IEPBOM TPyNIIBI HE OLIEHUBAIOT UHTEPPEIC, B TO BPEMS KaK CHCTEMBI
U3 BTOPOW TPYMIBI, OIECHUBAIONINE WHTEpP(ENC, OIEHHBAIOT TOJBKO YI00CTBO
WCITIOJIb30BAHUS, HO HE 3aIUIIEHHOCTb.

Kak Obuto mokazano B pazaene 1.3, cCylIecTBYIOIIME HCCIEAOBAHUS,
MOCBSIIEHHBIE TIOBBIIIEHUIO YPOBHS 3aIUIIEHHOCTH COBPEMEHHBIX THIIOB
YeJIOBEKO-KOMITHIOTEPHOTO HHTepdeiica, cOCpeoTOUeHbl Ha 3aKPBITHH KaKOW-
JM00 KOHKPETHON YSA3BUMOCTH WJIM MNPEIOTBPAILICHUHU KAKOW-ITHOO KOHKPETHOU
yIpo3bl WM psifia yrpo3, B TO BpeMs KaK OIEHWBAHHUE YPOBHS 3alTUIIEHHOCTH
uHTepdeiica OT ITUX YIpo3 HE MPEANOIaracTcs.

Oco0eHHOCTh TpeIIaraéMoli METOIMKH COCTOUT B TOM, YTO OHA OIICHUBACT
KaK ypOBEHb 3alUIIEHHOCTH WHTepdeica, Tak U yI00CTBO €ro MCIOJb30BaHUS
MOCJIC TIPUHATHS Mep 0e30macHOCTH. TakuM o0pa3oM, JOCTHUTACTCS TOBBIIICHUE
OCBEJIOMJIEHHOCTH OTiepaTtopa 00 YpOBHE 3aIUIIEHHOCTH HCIIOIh3yEeMON CUCTEMBI
YEJIOBEKO-KOMITBIOTEPHOTO  B3aUMOJCHCTBUS 0€3 CYIISCTBEHHOTO CHWXKCHHS
yA00CTBa UCIOJIB30BAHUS TAKOW CUCTEMBI MOCIIE IPUHITHUS KOHTPMED.

Jlist cpaBHEeHMs moKazatenei sawuwénnocmu ObUTH OTOOpAaHBl METOJMKH,

HauOoJIee YacTo HCIIOJIBb3YCMBIC JI1 OUCHUBAHUA I/IHTep(bCI‘/’ICOB, a TakKKE€ CUCTEMA
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oueHuBanusa ysa3Bumocteil CVSS, Tak kak oHa oOmamaeT  OTKPBITOU
JOKyMEHTAITUEH ¥ TIOTOMY JTOCTYITHA JIJIsl aHAJIHA3a.

B Tabmume 16 ObuM HMCIONB30BaHBI CICIYIOMIME OOO3HAYCHUS: «+»
MOKAa3bIBACT, YTO CHUCTEMa TIOJHOCTHIO YJIOBJICTBOPSET 3aJIaHHBIM YCIIOBHUSM; «-»
O3HAYaeT, YTO 3aJaHHOC YCIOBHE HE YAOBIICTBOPSCTCS paccMaTpPHBAECMOM
cuctemort. Hampumep, cuctema CVSS oleHuBaeT ysS3BUMOCTH, OJHAKO HE
OTOOpakaeT YpPOBEHb 3aNTUIIEHHOCTH YEJIOBEKO-KOMITHIOTEPHOTO HWHTEpderica.
[Ipu strom CVSS He yuuThIBaeT mnapamMeTphbl, XapaKTEpHBIC IS YeJIOBEKO-
KOMITBIOTEPHBIX MHTEP(EHCOB, TaKue KaK YPOH CaMOMY OTEpaTopy OT aTakh Ha
uHtepdeiic. OBpuctuueckuit  moaxon  Hwuibcena — oneHMBaeT  y100CTBO
HCIIOJIB30BaHUs UHTEpdeiica, 0THAKO HE YIUTHIBAET BO3MOYKHBIC YSI3BUMOCTH.

[To  pe3ynpTaTaM  JKCIEPUMEHTOB,  IOKA3aTeIH  3AWUUEHHOCMU
npeiaraeMo METOJUKH MPEB30IIUIH MTOKa3aTed pacCMaTpUBAaeMbIX OJIMKaUIIINX
aHaJIOTOB.

Tabmuma 16 — CpaBHeHHE TIpeIaraeMoil METOJIUKH C OMKANIIIMMK aHAJTOTaMH

Peanu3zanua .
ITapameTtpsbl npeaiaraemoii | CVSS N Iel.s en
Heuristics
METOAUKH

OueHMBaET yA3BUMOCTH + + -
OneHuBaeT 3alMIIEHHOCTh MHTEpdeiica + - -
YuuteiBaer YPOH, HaHOCHMBIN + i i
I10JIL30BaTEIIIO

YuuteiBaeT yiiep06, HAHOCUMBIA JaHHBIM + + )
T10JIL30BATEIIS

OnennBaeT yao0CTBO HCIIOJIH30BAHMS - - +

Takxke, pe3yabTaThl 3KCIEPUMEHTOB IIOKAa3alHM, YTO IpeiaraeMas
METO/MKA paclIupsieT 3HaHUsl olepaTopa WiM pa3paboTyuka 00 YSI3BHUMOCTAX
KomnbioTepHOM cuctembl Ha BennuuHy VULN,. Takum o6Gpasom, mo 3HaueHUsIM
MOKas3arejerd  3allMIIEHHOCTM  IpemjlaraeMass  METOAMKAa  HE  yCTylaer
CYILLIECTBYIOIIUM METOJIMKaM OLEHMBAHMS YSI3BUMOCTEM U  yAOBIETBOPSET

MNpCaAbABIIICMbIM Tpe60BaHI/I$IM.
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Taxum 00pa3om, pe3yIbTaThl SKCIIEPUMEHTATFHON IPOBEPKH M CPABHEHUE C
OMDKAUIIIMMU aHAJIOTaMU TIpeJjlaraeMoil METOAUKHA W TIPOTPaMMHOTO TIPOTOTHIIA
MoKa3ajy, YTO TIOCTaBliEHHAs 3ajadya TMoWcka WHTepdeiica ¢ MUHUMaIbHON
ySI3BUMOCTBIO ~ BBITIONHSCTCS, a  3HAYCHUE  JIOMOJHUTEIHHBIX  CBOKCTB
OMEPaTHBHOCTH W  PECYPCOMOTPEONICHUSI  COOTBETCTBYET  MPEIBSIBISICMBIM
TpeOOBaHUSM.

3.5 Ilpenio:keHusi M0 NMPAKTHYECKOMY HMCIHOJb30BAHUIO Pe3YJIbTATOB
UCCJIeI0BAHMUS

Ilenp HACTOSIIETO JUCCEPTAIMOHHOTO MCCICAOBAHMS 3aKIIOYaeTCsi B
CO3JIaHMU MOJIEJIE W aJrOPUTMOB, a TaKK€ OCHOBAHHOM Ha HHMX METOJMKH,
KOTOpasi TO3BOJIAET OIICHUWBATh OOIIMKA ypPOBEHb 3alIUIIEHHOCTH YEJIOBEKO-
KOMIBIOTEpHOTO HWHTep(eiica. 3a cu€r »HTOro mnpeanojaraeTcs JAOCTHYb
MOBBINICHUS O0€30MACHOCTH KOMITBIOTEPHOW CHUCTEMbI, TaK KakK MpeasIoKeHHas
METOJIMKA PACIIAPSET BO3MOXXHOCTH OICHWBAHHS YS3BUMOCTH KOMITBIOTEPHOMN
CHUCTEMBI: OOIICTPU3HAHHBIE METOJIUKH OICHUBAHHS YSI3BHUMOCTEH OICHUBAIOT
YPOBEHb 3alIUIIEHHOCTA CETH, B TO BpeMsl Kak IMpeajiaraeMasi CHUCTEeMa, B
JOTIOJTHEHWE K HHUM, OIICHMBAeT YPOBEHb 3aIMIIEHHOCTH B3aUMOJCHCTBUS
MI0JIB30BATEISI C KOMIBIOTEPHON CUCTEMOM.

JIJist TOCTHKEHUS TIOCTABJICHHOMN 1IETT CUCTeMa OLICHUBAHUS 3aIIUIIEHHOCTH
YeJI0BEKO-KOMITBIOTEPHOTO HMHTepdeiica MoKHA YCHEIIHO pemiath psija 3ajad,
MIPE/ICTABJIICHHBIX HIKE:

1) mosy4eHWe MaHHBIX O pPEabHOM COCTOSHHM YPOBHS 3allUINEHHOCTH
YEJI0BEKO-KOMITBIOTEPHOTO HHTEp(deiica;

2) mpoBeicHHEe OOOCHOBAaHHOTO aHajiW3a O€30MacHOCTH 3alUINaeMOro
YeJI0BEKO-KOMITBIOTEPHOT0 HHTEpderica;

3) npunstre >((HEKTUBHBIX pEIICHUH s oOecredyeHuss Oe30MacHOCTH
YeJI0BEKO-KOMITBIOTEPHOTO HHTEpderica;

4) CBOEBPEMEHHOE CHIDKCHUE W/WIN YCTPAHCHHE PUCKOB JUIs 0€30MaCHOCTH

YEJIOBEKO-KOMITBIOTEPHOTO HHTEp(deiica.
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JlaHHasi METOAMKA JOJKHA JIEYb B OCHOBY CO3JaHUsI CUCTEMBI OLICHUBAHUS
3alUIIEHHOCTH Y€JIOBEKO-KOMIIBIOTEPHOTO HHTep(derica u 3aumThl HHTepdeiica ot
aTak, Kkotopas: (1) ocHOBbIBaeTCs Ha OOLIENPUHATHIX OKA3aTENSIX, UCIIOIb3YEMBIX
B TaKUX cHcTeMaX, Kak, Hampumep, CVSS; (2)yuuThsiBaeT mOKa3aTeH,
cneuu@uuHble I YEJIOBEKO-KOMIBIOTEPHBIX HHTEpdercoB; (3) mo3Bosser
OLICHUTh YPOBEHb 3ALIMIIEHHOCTH YEJIOBEKO-KOMIIBIOTEPHOIO HWHTEpdeiica,
OCHOBAHHOI'0 HAa TEXHOJIOTUSX CEHCOPHBIX 3KPaHOB U BUPTYaJIbHON PEATIBHOCTH.

B kayecTBe ImOIB30BATENEN JAaHHBIX CHUCTEM BBICTYIIAIOT OIEPATOPbI
NPUWIOKEHUH, B3aUMOJIEHCTBHE C KOTOPHIMU JOJKHO OBITh 3allUIIEHO (Hampumep,
OAaHKOBCKHUX MPUJIOKEHUN WM MPUIOKEHUN HHYOPMALIMOHHONW U KOMIBbIOTEPHOM
0€30I1aCHOCTH), a TaK)Ke Pa3pabOTUUKU JaHHBIX MPUIOKEHUH, IpeTHAa3HaYCHHbIX
JUISL KOMITBEOTEPHBIX CUCTEM, OCHOBAaHHBIX HAa TEXHOJIOTUSAX CEHCOPHBIX SKPAHOB U
BUPTYaJIbHON peaIbHOCTU. [IprMeHeHe NaHHOM METOIMKHU MO3BOJUT YMEHBIINUTD
KOJIMYECTBO YCIHEHIHBIX aTaK Ha COBPEMEHHBIE THUIIBI YEJIOBEKO-KOMITBIOTEPHBIX
UHTEP(PENCOB U, CIIEOBATENBHO, YMEHBIIUTH (PUHAHCOBBIE PUCKH U TTOTEPH.

Pesynbrarel naHHOW paboThl MOTYT OBbITh NPUMEHEHBl TaKXkKe IS
OLICHUBAHMUSA 3AIIMIIEHHOCTH YEJIOBEKO-KOMITBIOTEPHOTO B3aUMOJACUCTBHS €
YCTPOMCTBAMM,  HCIIOJB3YIOIIMMU  TEXHOJIOTMM  CEHCOPHBIX JKPAaHOB U
BUPTYaJbHOM  PEAJbHOCTH W IPUHALISKALMMHU  KOMMEpPYECKUM U
rOCyJapCTBEHHBbIM Opranu3anusM. [locKkonbKy HOBBIE THIIBI HUHTEPPEHCOB
HAYMHAIOT MOBCEMECTHO BHEAPSTHCS, IPUMEHEHHE JaHHOW METOJIMKA MOXKET OBbITh
0COOEHHO akTyalibHO. Kpome Toro, B pa3iM4HbIX OpraHU3alugaX BCerja OCTaETcCs
PUCK MHCAUJEPCKUX aTaK.

PsanoBeie mosib30BaTenM C IOMOLIBIO JAHHOM METOOUKM TAaKXE CMOIYT
OLICHUTb, HACKOJIbKO 3aIlMUILIEHO UX B3aUMOJICHCTBUE C UHTEep(deiicaMu. ITO MOKET
OBITh BaXKHO, TaK KaK B HACTOsIIIEEe BPEeMs IIMPOKO HCIOJIb3YIOTCS MOPTAaTHBHbBIE
KOMITbIOTEPHBIE CUCTEMBI, TAKME KaK CMAPT(HOHBI U MIJIAHIIETHI.

Kpome TOro, mnomnp3oBarensiMu JaHHOW METOOUKA MOTYT BBICTYIATh
VICCJIEIOBATENH, BBINOJIHSIOIINE MPOEKTHI 1O 3aka3y Munucrtepcrsa O6oponsl PO,

TaK KakK 3alllUIIEHHOCTh B3aMMOJCUCTBUS C HHTEpPEHcoM KOMIBIOTEPHOU
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CHUCTEMBbl MOXET OBITh aKTyajdbHa JUIsi BOeHHOW cdepbl. [lo sToil mpuumnHe
npeyiaraeMasi  METOAMKA MOXKET IPEACTABIATb HMHTEPEC I HAy4HO-
UCCIIEI0BATENbCKUX MHCTUTYTOB ropoja Cankr-IletrepOypr.

Takum 00pa3om, yuuThIBasi BCE BHILICONUCAHHOE, IIJITAHUPYETCA JalbHEIIee
B3aMMOJICICTBHE M paboTa B COTPYJHUYECTBE C PA3NIMYHBIMU OPTraHU3ALUIMU
Cankr-lleTepOypra aji1 BHEIpEHUsT PE3yJbTATOB, MOJIYYEHHBIX MPHU MPOBEICHUU
JAHHOT'O HCCIICAOBAHUsI, YTO IIO3BOJIAT BBECTHM MPEMJIAracéMyl0 METOIUKY B
IIOBCEHEBHYIO ITPAKTHUKY.

3.6 BoiBoasbl no riase 3

1. IlpeqyioxkeHa  METOAMKAa  OLIEHHMBAHUSA  YEJIOBEKO-KOMIIBIOTEPHOTO
B3aMMOJIEHCTBHSI ONepaTopa ¢ HOBBIMHU THUIIAMHU TOJIb30BATEIbCKUX MHTEP(PENcoB,
OCHOBAHHBIX Ha TEXHOJIOTHSAX CEHCOPHBIX JKPAHOB M BHUPTYAJIbHOM PEATBHOCTH.
JlanHast MeTOOuKa HCIONB3yeT pa3paboTaHHbIE MOJAENU HUHTepdeicoB u
ySA3BUMOCTEN 3THX UHTEP(ENCOB, a TAKKE TPUMEHSET pa3padOTaHHbIE AT OPUTMbI
OLICHMBAHUSl YSA3BUMOCTEH W YpOBHS 3allMIIEHHOCTH UHTepdeiica. [lanHas
METOJMKAa  OLCHUBaHUs  MHTEP(EHCOB  OTIMYAETCS OT  CYIIECTBYIOLIMX
BO3MOYKHOCTBIO OLIEHUBAHUSI YPOBHS 3aIMIIEHHOCTH HHTEepdeiica. OCOOEHHOCThIO
JAHHOM METOAMKHU SIBJISIETCS TAKXKE TO, YTO C €€ MOMOULIbI0O MOYKHO OLEHUTH
yI00CTBO HCHOJB30BaHUsl UHTep(delica mociae NPUHATUS MeEp M0 3alluTe
uHTepdeiica OT BO3MOKHBIX yIpoO3.

2. llpencraBineHa apXuWTeKTypa, a Takxke pa3padoTaH MPOrpaMMHBIH
MIPOTOTHII, PEATU3YIOIIMNN MNPEITIOKEHHYI0 METOAuKy. [IpoToTnn comepkut Bce
pa3paboTaHHbIE MOJEIU U aAJITOPUTMBI.

3. bbun npoBeieHbl SKCIIEPUMEHTHI I OLICHKH MpeajaraeMoil MeTOIUKU U
e€ mnporpaMMHOro mpototuna. /[[ns omnpeneneHus yCHEIIHOCTH AOCTHXKEHUS
NPEABIABISIEMBIX TpeOOBaHWN OBLUTM BHIOpAHBI CBOWCTBA OINEPATUBHOCTH U
pecypconotpebnenusi.  Pe3ynbrarhl, TOJydeHHbIE B  XOJ€  NPOBEICHUS
HKCIEPUMEHTOB,  MOKa3ald, 4YTO  HpeabsBisieMble  TpeOoBaHMsl  ObLIM

YIOBJIETBOPEHBI.
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SAKJIIOYEHHUE

B mmccepranmmonHOi paboTe pemieHa Hay4yHas 3aaada  pa3paboTKu
KOMITJIEKCA MOJIEJICH, aJrOpUTMOB W METOIAUKUA OIEHUBAHHUS YEIIOBEKO-
KOMIIBIOTEPHBIX MHTEP(EHCOB, MOBBHIMANIINX MX 3aIMUIIEHHOCTh, 32 CUET Yero
OblJa JOCTHTHYTa IIOCTaBJCHHAs B HWCCIEAOBAaHWHM I11€Jh — TIOBBIIICHUE
3alTUIIEHHOCTH YEJIOBEKO-KOMITBIOTEPHBIX HHTEp(deiicoB. Perennas 3anaya nmeer
BOKHOE 3HAYCHWE [IJI1 PAa3BUTHS TEOPHHM B3aWMOJICKHCTBHUS oOmeparopa u
KOMITBIOTEPHBIX CHCTEM, HCIOJB3YIOMIMX TEXHOJIOTHH CEHCOPHBIX 3KPAaHOB M
BUPTYaAJIbHON PEANbHOCTHU, U Pa3pabOTKe aIrOPUTMOB OILICHUBAHUS YSA3BUMOCTEHN U
OIICHWBAHUS  OOIIEr0 YpPOBHSA  3alMIIEHHOCTH  YEIOBEKO-KOMITBIOTEPHBIX
uHTEeppENCOoB, a TakKKe METOJUK, HCHOJIB3YIOMUX aJTOPUTMbl OLICHUBAHUS
YeJI0BEKO-KOMITHIOTEPHBIX HHTEP(ECOB.

HNr1orm wccrmenoBaHUs  BKIIOYAOT — HIDKCIICPEYHCIICHHBIE  HAyYHBIC
pE3yIbTaTHI:

1. Pazpabotana  aHanuTHYeCKas  MOJCNIb  YSI3BUMOCTEH  4YEJIOBEKO-
KOMITBIOTEPHBIX MHTEP(EHCOB, OCHOBAHHBIX HA TEXHOJIOTHSIX CEHCOPHBIX YKPAaHOB
U BUPTYaJIbHOM pPEATbHOCTH, KOTOpas HCIOJIb3yeT TEOPETHUKO-MHOKECTBEHHBIN
MOJXO/ K OINHCAHMUIO MAapaMEeTPOB ATHX Ys3BUMOCTEH. [l paGoThl ¢ MOJIEIbIO
yS3BUMOCTEH WHTEpPEHcOB ObUIM Takke pa3pabOTaHbl CIEAYIONIME MOJCIH
YEJIIOBEKO-KOMIBIOTEPHBIX ~ MHTEP(EHCOB, OCHOBAaHHBIX HAa  TEXHOJIOTHSX
CCHCOPHBIX JKPaHOB M BHUPTyallbHOM peanbHOCTH. (1) KOHIENTyalbHAs MOJEIb
YEeJIOBEKO-KOMIIBIOTEPHOTO HHTEp(eiica, yuuThIBalOmas KOTHUTHUBHBIN ammapar
oreparopa 1 (2) TeOPETHKO-MHOKECTBEHHAsI MOJIeIb MHTEpdeiica, YUUTHIBAIOIIAS
napamMeTpbl  0€30MacHOCTH. TeOpPETHKO-MHOXKECTBEHHBIM TOAXO]  TO3BOJISIET
OMMKCAaTh YEJIOBEKO-KOMIBIOTEPHBIN HMHTEp(dEc M ero ysS3BUMOCTH Kak Habop
JAHHBIX, KOTOPHIE MOTYT OBITH HWCIIOJIb30BaHBI TPH BBIMOJTHCHUH aJTOPUTMOB
OIICHUBAHUS 3aMUIIEHHOCTH YEJI0OBEKO-KOMITBIOTEPHOTO HHTEpdeiica.

2. PazpaboTaH  anropuT™M = OIICHMBAHHMS  3alIMIIEHHOCTH  YEJIOBEKO-

KOMIIBIOTCPHBIX HHTCp(I)eﬁCOB, OCHOBAHHBIX HAa TCXHOJIOTUAX CCHCOPHBIX 3KpPaHOB
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U BHUPTYyQJIbHONW PEAIBHOCTH, IO KOMIUIEKCHOMY IIOKAa3aTet0, BKJIIOYAOLIUN
pacu€r mokaszatrens ero ys3BUMOCTH. OCHOBHBIM OTJIMYMEM OT OJMMKanImIMX
aHAJIOTOB  SIBJIIETCS  YYET MOKa3aTesiel, XapaKTepHbIX JUIsI  4YEJIOBEKO-
KOMITBIOTEPHOTO MHTep(elica, TaKNX KaK KaHaJl BOCIPHUATHS U YPOH, HAHOCUMBII
omneparopy.

3. Pazpabotana MeToaumka  OICHWBAHUSA  3AIMUMIEHHOCTH  YEJIOBEKO-
KOMIBIOTEPHBIX UHTEP(ENCOB, OCHOBAHHBIX HA TEXHOJIOTUSX CEHCOPHBIX SKPaHOB
U BHUPTYy&JIbHOW PEATbHOCTH, B KOTOPYIO BXOJST OIICHMBAaHWE OOIIETO YPOBHS
3aIMIIEHHOCTH YEJIOBEKO-KOMITBIOTEPHOTO0 MHTEp(eEiica U OLEHUBaHUE yI00CTBa
ero Hucrnosib3oBaHusa. OCOOEHHOCThIO JAaHHOM METOAMKH SIBJISIETCS IMOBBIIICHHUE
OCBEJIOMJICHHOCTH omepatopa o0 ypOBHE 3alIUIIEHHOCTH HCIOJIb3YEeMOM
KOMITBIOTEPHOU CHCTEMBI.

4. PazpaboTaHa apXWTEKTypa M TMpPOTPAaMMHAasl peaju3alusi CUCTEMBI
OLICHHBAHUS 3aIMIIEHHOCTH YEJI0BEKO-KOMITBIOTEPHBIX UHTEP(PENCOB,
OCHOBAHHBIX Ha TEXHOJIOTHSIX CEHCOPHBIX SKPAaHOB M BHUPTYaJIbHOW PEaNbHOCTH,
UCHONB3yIOLas pa3paboTaHHyl0 MeToauKy. IIpoBenéHHble 3KCIEPUMEHTHI
NoKa3aJid,  4TO  TpeOOBaHUsA K  IMOKa3aTelssM  ONEPaTUBHOCTH U
peCypconoTpeOICHHs BBITIOTHSIIOTCS, U METOJIMKA TO3BOJIAECT BBIMOJHUTD 3a/1ady
noucka uarepderica ¢ MUHUMAILHON YA3BUMOCTHIO.

Takxe ObUIM JaHbl PEKOMEHAALUMHU IO MPAKTUYECKOMY HCIOJIb30BAHUIO
Hay4YHBIX pPE3YyJbTATOB: PE3yJbTaThl, MOJYYEHHBbIE NPU MPOBEACHUU IJAHHOIO
JUCCEPTALIMOHHOIO MCCIIEIOBAaHUs, MOTYT OBITh HCIIOJIb30BaHbI I pa3padOTKU
CHUCTEM OIICHMBAHUS 3alTUIIEHHOCTH YEJIOBEKO-KOMIBIOTEPHBIX HWHTEPGEHCOB,
YUYUTHIBAOIIMX YAOOCTBO HCIOJIb30BAHUSI TOCJIE€ MPUHATUAS KOHTpMEp. Takum
oOpa3oM, 3ajaya, IOCTaBJEHHAass B JAUCCEPTALIMOHHOM HCCIIEIOBAaHUHU, Oblia
YCHEIIHO PELICHA.

Hcnonb3oBaHne  MNpPEIIOKEHHOM  METOJUKH  TO3BOJIMT  TOBBICHUTH
3AIIMIIEHHOCTh B3aMMOJICWCTBUS OMNEPATOPA C KOMIIBIOTEPHBIMU CHUCTEMAaMH,

OCHOBAHHBIMHU HAa TCXHOJIOTUAX CCHCOPHBIX 9KPAHOB 1 BI/IpTyaJIbHOﬁ pPCaJIbHOCTHU.
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IlepcnekTuBbI AajbHeHIIEeH Pa3padOTKM TeMbI COCTOAT B YIYYILICHHUH
AJITOPUTMOB OIICHUBAHUS 3AIIUIIEHHOCTH UHTEP(HEHCOB, YTOUHEHUH MOKa3aTemei
ySI3BUMOCTH, a TaKXKE U3yUYE€HUU HOBBIX TUIIOB HHTEP(EICOB.

[TomyueHHBIE pE3ybTaTHl COOTBETCTBYIOT crienuanbHOCTH 2.3.6. « MeTombl

N CUCTCMBI 3allTUTHI I/IH(l)OpMaHI/IH, I/IH(i)OpMaHI/IOHHaH 0e30I1aCHOCThY.
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