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BBenenue

AKTyaJIbHOCTBH TeMbl. VccnenoBanne u pa3paboTka METOJOB TTOMEXOYCTOMYUBOTO KOJIUPOBAHMS,
o0ecreynBaroLINX JOCTOBEPHOCTD U LIEIOCTHOCTh HH(OPMALIMU B aBTOMAaTU3UPOBAHHBIX CUCTEMAX 00-
paboTku MH(POPMALIMYU U YNIPABIEHHS, B CHCTEMaX U CETIX Mepeaadyu JaHHBIX Ha MPOTSHKEHUH MHOTHX
JIET OCTaeTCs aKTyaJbHOM 3ajiaueil. OT0 0OBSICHSIETCS, C OJHON CTOPOHBI, IOCTOSTHHO BO3PACTAOLIUMHU
o0bemMaMu nH(popMaIuu, oopadaTbiBaeMON U XpaHUMON B TaKUX CHUCTEMaXx, a C JPyroll — 3HAYUTEIHHO
BO3POCIIUMH TPeOOBaHUAMHU K JOCTOBEPHOCTH MH(OpPMALINK, IIepelaBaeMOM M0 KaHajJaM C IIyMaMH.

[IpuHuMnuanbHas BO3MOKHOCTh OOECIIEUEHHsI CKOJIb YI'OIHO BBICOKOM JOCTOBEPHOCTH IE€penadu
(xpaneHus) uHGOpPMAIMK 7S IIUPOKOTO KJIacca KAHAJIOB CBSI3U C OTIIMYHOW OT HyJISl IIPOITYCKHOM CITO-
coOHocThio OblIa JokazaHa K. IllenHoHOoM B ero ¢yHnameHtanbHOM pabore «Teopus mHbopmaryu.
Maremarudeckasi TeOpus CBS3U», olryOsnkoBaHHOH B 1948 roay. Ilonck KOHCTPYKTUBHOTO J10Ka3aTeb-
ctBa Teopembl K. IlleHHOHA CTUMYIMPOBAI MHOTOYUCIICHHbIE HCCIEJOBAHU, KOTOphIe chopMupoBaiu
COBPEMEHHYIO TEOPHUIO MTOMEXOYCTONYMBOTO KonupoBaHusi. OCHOBHOW 3a/1adyeil STOM TEOPHH SIBIISIETCS
MMOCTPOCHHUE KOJIOB C XapaKTepucTtukamu, obdenianasiMu Teopemoii K. IllenHona, koTopeie umenu Obl
KOHCTPYKTHUBHBIE METO/Ibl KOAUPOBAHUS U I€KOAUPOBAHMUSL.

D¢ (HexkTUBHOCTH UCIIOIB30BAHUS TOMEXOYCTOWYMBOTO KOAA JJIsi OOHAPY)KEHHsI/MCIIPABICHUS OLIH-
00K B KaHaJje rnepenadu (XpaHeHus) UHGOpMAIMK 3aBUCUT OT TOTO, HACKOJIBKO KOPPEKTUPYIOIIHNE CBOIi-
CTBa KOJIa COIVIACOBaHbI C 3aKOH pacIpelesieHus IIymMa B KaHaje. B anreOpandeckoil Teopuu moMmexo-
YCTOMYHMBOIO KOJAMPOBAHUS, 3aHUMAIOLIEics OJIOKOBBIMM KOZIaMU, 33aJady COIVIACOBAaHUS IIyMa KaHaja
C KOPPEKTHUPYIOIIEeH CIOCOOHOCTBIO KOAA MPHUHATO OMKCHIBATh B TEPMUHAX METPUKU MPOCTPAHCTBA
OIIMOOK, COITIACOBAHHOM C KOIOM.

Ecnu yna€rest HailTu METpUKY, COIIACOBAaHHYIO C IIIyMaMH KaHaja, TO 3ajaya MOCTPOCHUs HaWIy4-
1ero GJ0KOBOTO KOJa CBOAMTCSA K MOUCKY HEKOTOPOTO IMOJMHOMKECTBA MPOCTPAHCTBA, 00Ja/1a0LIEro
3aJJaHHBIMU METPUYECKUMU CBOMCTBAMH. JTO NOAMHOXKECTBO U SABJISETCS IOMEXOYCTOMYHMBBIM KOZIOM,
CIIOCOOHBIM 0OHAPYKUBATh/KOPPEKTUPOBATH HarOoJee BEpOATHBIC OIIMOKH KaHaja

W3BecTHO, 4TO mopaBsioliee OONBUIMHCTBO PE3Y/IbTaTOB TEOPUU MOMEXOYCTOMUHNBOIO KOAUPOBA-

HHUs1 OTHOCHUTCA K KOJaM, 06Hapy>KI/IBaIOH_[I/IM/I/ICHpaBJ'IHI-OI_HI/IM OIINOKHU B KaHaJlaX, COIlIaCOBaHHBIX C



METPUKOM XAMMUHIa, TO €CTh KaHAJIaX, OMUCBHIBAEMBIX MOJAEIBI0 ¢—MYHOIO CHMMETPUYHOIO KaHa-
7a 6e3 MmaMsATH WM, APYTUMHU CIOBaMH, TUCKPETHBIM OTOOpakeHHEM KaHalia ¢ OelbIM rayCCOBCKHM
myMoM. OJIHaKo, KaK IOKa3blBal0T MHOTOUMCIIEHHBIE 3KCIIEPUMEHTAJIBHBIE MCCIIEAOBAHUS, PEAJIbHBIE
KaHaJbl Nepe/laud U XpaHeHus MH(OpMalMu TAaKOBBIMHU KaHaiaMmu He sBistorcs. JIL.M. ®unk u B.U.
Kopsxrk Ha3BaM 3TH KaHaJbl KAaHAJAMHU CO CIy4alHON CTPYKTypo. IlonbITkn HAaTH METpUKY, comlia-
COBaHHYIO C IIyMaMHU JJIsl CKOJIb—HUOYIb MIMPOKOTO KJIacca TaKUX KaHAJOB, HE TPUBEIH K YCIIEXY.

Cy1iecTByIOT JBa MOAXOJA K PEIICHUIO BONPOCa 00ECIEUECHUsI IIOMEX0YCTOMYMBOCTH U 1IEIOCTHO-
CTH MH(pOpMAIUH NIPH Nepeaue (XpaHEHUH) B TaKuX KaHajaxX. [IepBblil CBA3aH ¢ MOMCKOM CIleUalb-
HBIX [Ipeo0pa30BaHuil Ha BXOJ/IE€ U BBIXOJIE KaHajla, O3BOJISIONIMX 00eCleunTh coracoBaHue npeobdpa-
30BaHHOTO IIyMa KaHajla ¢ KOPPEKTUPYIOIIUMH CBOMCTBAMU KOJ1a, UCIIPABIISIONIETO OMUOKH B METPHKE
Xsmmunra. IlpocTedmmM npuMepoM Takoro MpeoOpa3oBaHUs MOXKET CIYKUTh JeKoppensauus. boiee
CIIOKHBIE TIpeoOpa3oBaHus ObUIH TpeIoKeHbI B paborax E. Dmaiteca, [{. ®opuu, E.T. Muponunkosa,
I.III. TTonTeipeBa, H.A. Illexynosoii, JI.M. ®unka u B.1. Kopxuka.

Jpyroii monxon mpenrnoyaraeT MOCTPOSHUE CIEHHUAIBHBIX METOAOB MPeoOpa3oBaHUs JaHHBIX —
KOZIOB, O3BOJIAIONINX OOHAPY>KUBATh (MCIIPABIATH) JH0ObIe KOMOWHAIIMK OIIMOOK ¢ HEKOTOPOH OTIINY-
HOM OT HyJsS BEPOSATHOCTBIO. IIepBBIM IIaroM K IOCTPOEHUIO TAKMX METOJOB, IIO—BUIUMOMY, CIECAYET
CUMTAaTh HEeJTMHEHHBIN Ko BacuibeBa. Konbl, mpeayioxkeHHble B pazHoe BpeMs B pabotax denrmca, Moii-
nepa, Kapnosckoro, a Takke yueHUKoB BacunbeBa ConoBbeBOM, ABIYyCTHHOBHYA U JIp. 3HAYUTEIIHHO
pa3BWIX 3TOT MOAXOA.

Crnenyer 3aMeTUTh, YTO aBTOPHI 3TUX pabOT B KauecTBE MaTeMaTHYECKON MOJEIM KaHaja 4acTo
UCIOJIB3YIOT KaHal ¢ anredpandeckuMu MaHunmyasuusmu. Kak npasuio, Mozens anreOpanyeckoil Ma-
HUMYJIALWNA TTOHUMAETCAd KaK M3MEHEHHUE COAEPKHUMOI0 HEKOTOPOTo aOCTPaKTHOTO 3allOMHHAIONIETO
YCTPOMCTBA Ha 3aJlaHHYIO BEIUYMHY IIPU YCIOBUU OTCYTCTBUS 3aBUCUMOCTU MEXIY BHYTPEHHHUM CO-
CTOSIHUEM YCTPOICTBA M MPUBHOCUMOM OmIMOKON. B mMonenu paccmarpuBaercs aiguTUBHAS OIIMOKA,
3HaYE€HHE KOTOPOH MOMKET MPUHUMAaTh JII000€ HEHYJIeBOE 3HaueHHE U3 HEKOTOPOro KOHEYHOro ajida-
BuTa. Takum o0Opa3oM, KaHaJoOM ¢ alreOpanyecKMMH MAaHUIYJISIUSMU SBISETCS KaHal, A KOTOPO-
r0 XapaKTepHO BO3HHUKHOBEHHE MPOU3BOJIBHBIX OLIMOOK, HE 3aBUCSIIUX OT IepelaBaeMbIX/XpaHUMbIX
JAHHBIX.

Juccepranus nocesieHa pa3paboTKe U UCCIET0BaHUIO KOJJOBBIX METO/IOB, IO3BOJISIONINX OpraHu-
30BaTh JOCTOBEPHYIO Iepeaady, XpaHeHne u 00paboTKy JaHHBIX B KaHaje ¢ alreOpanyecKUMHU MaHU-
MyIALUAME, 00ecreynBast X HEeIOCTHOCTh. [10/] 1eT0CTHOCTRIO JAHHBIX YaCTO MOHUMAIOT TO YCIIOBHE,
YTO JaHHBIC TIOJTHBI M HE ObUTM M3MEHEHBI MPU UX 00paboTKe (Iepenade, XpaHEeHUH, MIPEICTABICHUN ).
[Tomyyaemble KOJIbI TapaHTUPYIOT 3a/laHHBIA YPOBEHb OOHApYKEHHUS JIIOOBIX MCKAKEHUU BHE 3aBUCH-
MOCTH OT UX MPUPOABI U UCTOYHHMKA. TakuM 0Opa3oM, OCHOBHBIM COJEP)KaHHUEM TUCCEPTAIllUH SBIIs-
IOTCSI TEOPETUYECKHE U MPHUKIIAJHBIC UCCIECIOBAHUSA METOI0B 00pabOTKU MH(POPMALIMH, TIO3BOJISIOIINE
MOBBICUTh HAJE&KHOCTh M KaueCTBO (DYHKIMOHHMPOBAHMS CHUCTEM MEpeAadd, XpaHEeHUs u o0paboTKu
uHpopmaiuu. KonoBsie MeTO/IbI MOBBILIEHUS TOMEXO03AIIUIIEHHOCTH OCHOBBIBAIOTCS HA TEOPUH ITOMeE-
XOYCTOMYHMBOIO KOJMPOBAHMS, OJHAKO MCIIOJIB3YIOT paHEE HE MCCIEI0BABIINECS KIacChl HEJIMHEHHBIX

KOJIOB, OOHAPY>KMUBAIOIIUX OLTHOKH.



Lean paboThl COCTOUT B pa3pabOTKE U UCCIIEOBAHUN HOBBIX KOJOBBIX METO/OB, MOBHIIIAIONINX JI0-
CTOBEPHOCTh 00paboTKH WHGOPMAINK, OJBEpraronieiics anredpandeckuM MaHumyssusM. B padore
TaK)Ke pa3padaThIBAIOTCS ATOPUTMBI AEKOIUPOBAHUS HETMHEHHBIX KOJOB, 001a/1al0lie MEHbBIIEH BhI-
YHUCJIUTEJIBHON CIIOKHOCTBIO [0 CPAaBHEHUIO C M3BECTHBIMU. Vcnonb30BaHME 3THX KOAOB B CHCTEMax
nepeaavyu, XpaHeHus U 00padboTku HHPOPMAITUU TTO3BOJIUT MOBBICHTH HAJACKHOCTh 00pabOTKU U TIOMe-
X03alMIIEHHOCTh MH(POPMALIMK B KaHaaX, OMHCHIBAEMBIX MOEINBIO0 anre0pandyecKux MaHHUITYISIUH.
Takum 00pasom, pemiaercs akTyajabHasi mpoOieMa pa3paboTKH COBPEMEHHBIX METOIOB U aJITOPUTMOB
pelieHus 3a1a4 00paboTKu MHPOPMALIHH.

B cootBercTBHU € LIeNBbI0 pabOTHl OBLIM MOCTABIEHBI CIEAYIOUIME 3aJa4d JAUCCEPTALMOHHOIO

HCCJIeI0OBAHUA:

1. Pa3paboTka W WCCIEIOBaHUE KOJOBOTO METOJIa IMOBBIIMICHHS MOMEXOYCTOWYMBOCTH Ha OCHOBE
Kj1acca 000OMEHHBIX CHCTEMAaTHYECKUX HaJAEKHBIX KOJOB, OOHAPYKUBAIOIIUX alreOpandecKue

MaHUITYJIAUH.

2. Pazpabotka ainroputma oOHapyXEHUS M UCHPABICHHs OMMNOOK Majol KPAaTHOCTHU C MOMOIIbIO

0000IIEHHBIX CUCTEMATHYECKUX HAEKHBIX KOHOB.

3. Pa3pa60TKa H UCCIICAO0BAHUEC KOJOBOI'O METOAA IOBBIIIICHUA HOMCXOYCTOﬁqHBOCTH, OCHOBAHHOI'O
Ha orncpanuru CKaJIApHOTO0 YMHOXCHUA KOMIIOHCHTOB I/IH(bOpMaLII/IOHHOFO COO6IJ_[CHI/I$I n 3HAUYCHUA

CIIy4ailHOW BEJIMYMHBI.

4. MOIII/I(bI/IKaL[I/I}I HN3BCCTHOI'O KOAOBOIO METOAA IMOBBIIICHUA HOMGXOYCTOP'ILII/IBOCTH, OCHOBAHHOI'O
Ha oncpanv YMHOXCHUA I/IH(l)OpMaIII/IOHHOFO n CJ'Iy‘-IaI\/'IHOFO KOMITOHCHTOB, C LCJIbIO YMCHBIIC-

HUS UH)OPMAIIMOHHON M30BITOYHOCTH.

5. Teopetuko—uHPOPMAITMOHHBINA aHATN3 HETUHEHHBIX KOJOB, MO3BOJISIONINN BEIBECTH OIICHKH (T10-

CTPOUTH T'PAHUIIbI) SKCTPEMAJIbHBIX 3HAYEHUN UX MapaMeTpoB.

Mertoabl ucciegroBanusi. /s pemeHns MOCTABICHHBIX 337ad HCIIOJIB30BAINCH METOABI TEOPHUH
UHpOpPMaIUK, TEOPUU OMEXOYCTOHUMBOIO aNreOpanyeckoro KOAUPOBaHMs, TEOPUU BEPOSITHOCTEN U
3JIEMEHTHI TEOPUHU HEIMHEHHBIX (PYHKUIMH Ha/Jl KOHEYHBIMH TOJISIMHU.

CreneHb JOCTOBEPHOCTH Pe3yJbTaTOB OIPEENIAETCS KOPPEKTHBIM UCIIOIb30BAHUEM METOJIOB HC-
CJIEIOBAaHUSI M MATEMaTH4ECKOIO ammnapara, a TaKKe IOJIOKUTEIbHBIMU MTOTAMM MPAKTUYECKOTO HC-
MOJIb30BaHUS PE3YJIBTATOB ArccepTaloHHoM paboTsl B 3A0 «Hayunsie npubops» u B [ocynapcTBen-
HOM YHHMBEPCUTETE a’3pOKOCMUYECKOro MpHOOpOCTpoeHus. Pe3ynbraThl HaXOQsITCsl B COOTBETCTBUU C
pe3yapTaramu, IOJy4YEHHBIMU JIPYTUMHU aBTOPaMHu.

Hay4yHoii HOBU3HOM 001a/1al0T CIEIYIONTUE PE3YAbTaThl PaOOTHI:

1. KomoBbIil METON MOBBIMIEHUSI TOMEXOYCTOWYMBOCTH, OCHOBAHHBIM Ha Kjacce 0OOOIMIEHHBIX CH-
CTEMATHYECKUX HAAEKHBIX KOAOB. /[aHHBIE KOABI MO3BOJISIOT OOHAPYKUBATHh CUIIbHBIE MaHUITY-

JS1UU ¢ OOJNIbIIEH BEPOSTHOCTHIO, YEM CYIIECTBYIOIIUE KOAbl. Kpome TOro, mpemmMyImiecTBOM



JaHHBIX KOHOB SABJIACTCA CYHICCTBOBAHHE IMPOCTHIX AJITOPHUTMOB HCIIPABJICHUA OImMOOK U BO3-

MOXHOCTHU HUCIIOJIb30BaHUsA CXCMbI FI/I6pI/II[HOFO KOACKaA.

2. Anroput™m 0OHapyXEHHS U UCIIPABIICHUS OIIMOOK MaJIoi KpaTHOCTHU Ui 0OOOIIEHHBIX CUCTEMA-
THYECKUX HaAEKHBIX KOOB. JlaHHBIN anropuT™ o0J1aaeT MEHbIIUMHU HH(POPMALMOHHONW M30bI-

TOYHOCTBIO M BBIYMCITUTEIBHOM CJIOJ)KHOCTBIO, UCM CYUICCTBYIOIIUC AJIBTCPHATUBEIL.

3. KonmoBelii MeTOJ NOBBIIMIEHHS ITOMEXOYCTOWYMBOCTH, OCHOBAHHBIM HA OINEPALUU CKAJISAPHOIO
YMHOXEHHUSI KOMIIOHEHTOB WH(OPMALIMOHHOTO COOOIIEHUS W 3HAYCHHs CIy4yailHON BETHMYUHBI.
[Tomy4yaemplii KO OTIIMYAETCS OT APYTUX KOAOB, OCHOBAHHBIX HA OIlEpallud YMHO)KCHHSI B KOHEY-
HOM I10JI€, BO3MOYKHOCTBIO BAPbUPOBATh pa3Mep MPOBEPOYHOM YACTH KOLOBOTO ciioBa. OTinyue
OT CYLIECTBYIOIIMX KOJOB, OOHApyKMBAIOIIUX anreOpandeckue MaHUITYISLUH, 3aKI0YaeTcs B

OoJibIIel BEPOSTHOCTH OOHAPYKEHUS TOMEX U MEHBIIEH BBIYMUCIUTENIEHON CI0KHOCTH.

4. HwkHsAS TpaHWIla BEPOSTHOCTH HEOOHApPY)KCHHs alreOpanuecKold MaHHIYJISINH, TOJydeHHAs
JUIS KOJIOB, OCHOBaHHBIX Ha 00O0OMIEHHBIX Komax Puma—Mannepa. JlaHHas rpaHuna SBISIETCS
YTOYHEHHEM CYIIECTBYIOIIEH TPaHUIIBI JIsi KOJIOB, OOHAPYKHBAIOLIUX alIreOpandeckue MaHUITy-

JAOWA, TPUMCHUTEIIBHO K KOHKPETHOMY METOAY IMOCTPOCHUA KOIA.

5. Hwxnss rpaHuna JUIMHBI CUCTEMaTHYECKOTO0 PaBHOMEPHO HaJIEXKHOTO KOAA, SBJISIOIIASICS Yayd-

IMEeHNEeM HIKHEH TpaHULbI IJId H&)Ié)I(HI)IX KOIOB B CUCTEMATUYCCKOM IMPCACTABICHHU.

IIpakTHYeckasi 3HAYMMOCTD 3aKJIIOYAETCSI B TOM, YTO B HEH pa3paboTaHbl MATEMaTUYECKUE METO-
Ibl 00ecIieueHus EeIOCTHOCTH U MOBBIIICHHS MTOMEXO3aIUIIIEHHOCTH TaHHBIX B KaHajaX co Ciaydyail-
HOM CTPYKTYpOH, KOTOPhIE MOTYT OBITH OMUCAHBI MOJEIBIO alaredpandecKux MaHumynsiui. JlaHHbie
METOZBI MO3BOJIAIOT HE TOJIBKO YKa3aTb MapaMETPbl KOJAOB M MOCTPOUTH AJITOPUTMBI UX JIEKOAUPOBa-
HUS, HO U JIalOT BO3MOYKHOCTh KOJIMYECTBEHHO OL[EHUTh Ka4Y€CTBO MX MCIOJIb30BaHMSI HAa MPAKTUKE MIPU
o0paboTke, nepenaye U XpaHeHUH MHPOPMALMK B KaHajaX ¢ alre0panuyecKUMH MaHUITYISLUSMU.

PesynpraThl nuccepTanuy HMCMONB3YIOTCS ISl TIOBBIIICHUS HAAEXKHOCTU MPU XpaHEHUU HHEDOp-
MalMd B TBEPIOTEIBbHOM MamsTH OOPTOBBIX HAKOMUTENEH M Mpu 00paboTke €€ B BBIYMCIUTEIBHBIX
yCTPOMCTBAxX, YCTOMYMBBIX K MPUBHECEHHBIM MoMexaM. Kpome Toro, Kopl, MojlydaeMble ¢ IOMOILBIO
MpeIaraéMbIX METOIOB MOCTPOEHUS, MOTYT ObITh MPUMEHEHBI B CMEXHBIX 007acTAX, BKIIOYAIOIINX
Ha/IE)KHBIE CXEMbI pa3fefieHus] CeKpeTa, HeUETKHUE SKCTPAKTOPHI U JIpYTHE.

BHeapeHue U peaau3anus pe3yabTaToB padoTbl. OCHOBHBIE PE3yIbTaThl pabOThI OBUIN HCIIOIB30-
BaHbl NIPU BBINOJIHEHUN HAYYHO-MCCIIEI0BATEIbCKOM pabOThl MO pa3pabOTKE U UCCIEAOBAHUIO HAJIEXK-
HBIX METOIOB XpaHEHHUs UH(OPMAIIMU B a9POKOCMHUYECKHUX CUCTEMAaX M KOMIUIEKCaX, BBIMOIHIEMOH O
3amannio Ne 2.2716.2014/K Muno6prayku Poccun. KomoBasi KOHCTpYKITUSI, OCHOBaHHAs Ha OIepaldu
CKaJIIPHOTO YMHOXKEHHSI KOMIIOHEHTOB MH(OPMAIIMIOHHOTO COOOIIEHHS U 3HAUYEHUs CIy4aiiHOW BeH-
YHHbI, TaKke Oblia ucnoib3zoBaHa B 3A0 «Hayunsle mprOOpb» MpH NPOEKTUPOBAHUM 3AIIUIIEHHBIX
AJIEKTPOHHBIX UACHTU(UKALMOHHBIX JOKYMEHTOB B paMKaX BBIMOJIHEHHUS HAy4YHO-HCCIIEI0BATEIbCKOM

pabotsl. KpoMe Toro, TeopeTHueckue pe3yasTaThl paboThl UCIONB3YIOTCS B yueOHOM Mporecce kade-



PBI @9POKOCMHUYECKHUX KOMIIBIOTEPHBIX U MporpaMMHbIX cucteM CaHkT-IleTepOyprekoro rocyjapcTBeH-
HOTO YHUBEPCHUTETA a9POKOCMHUYECKOTO MPUOOPOCTPOCHHUS.

Anpo6anusi padoTbl. OCHOBHBIE PE3yJabTaThl paObOTHI TOKJIABIBAINCE U 00CYXKIaINCh Ha CIeIy-
IOLUX CEMHHApaX, KOHPEPEHLUAX U CUMIIO3UyMax:

Hayunbix ceccusax I'VAII (Canxt-IletepOypr, Poccus, 2011-2013); cemunape saboparopuu
«Reliable Computing Laboratory» boctonckoro ynuepcutera (bocton, CIIIA, 2011); Bcepoccuii-
CKOll Hay4HOU koH(pepeHun o npodiemam nHpopmaruku «CIIMCOK» (Cankr-IletepOypr, Poccus,
2012); 23—eit HayuHO-TeXHUYECKOW KOH(epeHnn «MeToabpl U TEXHUYECKUE CpelcTBa oOecreueHust
6e3onacHoctu nHpopmarun» (Cankr—IlerepOypr, Poccus, 2014); cemunape «Hdpopmaruka U Kom-
netotepHbie TexHoorum» CITMUPAH (Cankr—IletepOypr, Poccus, 2014), cumnosuyme « Workshop on
Coding and Cryptography» (Ilapmx, @panmus, 2015).

Iyonukanun. PesynbsraTsl, IpeaCTaBI€HHbIE B AMCCEPTALlMOHHONW paboTe, omyOiukoBaHbl B 12
nevyatHbix padorax [1-12]. Cpenu Hux 5 pabot [1-5] omyOGnuMKOBaHBI B HM3IaHUSIX, BKIIOUYEHHBIX B
nepeyeHbr BAK.

OcHoBHBIE MOJIOKCHUS, BBIHOCUMBIC HA 3allIUTY:

1. KOJIOBBIM METOJ, MOBBIIICHUS HOMGXOYCTOIZ‘IHBOCTH Ha OCHOBC KJiacCa 0606H_IéHHI>IX CHUCTEMAaTHU-

YECKMX HAAEKHBIX KOJIOB, OOHAPYKUBAIOIINX aJreOpandeckue MaHUITYIISIHN;

2. alropuTM OOHAPYKEHHSI M MCIIPABJICHUS OMMUOOK Mayoil KPaTHOCTH C MOMOIIBI0 0000IIEHHBIX

CUCTEMATUYCCKUX Ha,[[é)KHBIX KOO OB,

3. KOIOBBIM METOJ IOBBIIIEHUS OMEXOYCTOWYMBOCTH, OCHOBAHHBIM Ha ONEpAlMU CKaJSAPHOIO
YMHOXEHHUSI KOMIIOHEHTOB MH(OPMAIIMOHHOTO COOOIICHHS W 3HAYCHUS CIy4YailHOM BEIMYHHBI,

a TaKkKe ero Moau(uKanuy;

4. TpaHUIBI SKCTPEMANIbHBIX 3HAYCHUH TapaMeTPOB HEJIMHEHHBIX KOJOB, OOHAPYKUBAIOIIUX aJreo-

PaAanICCKUC MAHUITYJIIALIUHA.

O0bem u cTpykTypa padotsl. [{uccepraiionnast paboTa COCTOUT U3 BBEJEHUS, IISATH IJ1aB, 3aKII0-
YEHUS, CTIMCKA UCTIONh30BAaHHBIX UCTOYHHUKOB (142 HaMMEHOBaHUs), a TAKXKE CIHCKA MCIIOIH30BAHHBIX
cokpamiennid. Jluccepranus comaepxkut 120 cTpanwuil, Bkirodas 6 Tabaui u 19 pucyHKoB.

B nepBoii maBe paboThl paccMaTpuBaeTCs MOJENb KaHalla ¢ ajaredpandecKuMu MaHUMYIALUSIMU.
[TpuBonsATCS MpUMEPHI KAHATIOB CO CIYYalHOW CTPYKTYpO, KOTOpbIe MOTYT OBITH OIUCAHBI MOJEIBIO
KaHaja ¢ anreopandyecKuMu MaHUNYySIIUSIMH. boree moapoOHO pacnMChIBAIOTCS TPU MPAKTUYECKUX
MIPUJIOKEHHS] MOJIENIN: BO3/IEUCTBHE KOCMUYECKOTO M3ITyUeHUs], TUHEHHbIE CXEMBbl Pa3/ielIeHUs CeKpeTa
C MOUICHHUKAaMH U NIPUBHECEHHUE MTOMEX B BBIYMCIIUTENIbHBIE YCTPOUCTBA.

Bo BTOpOIi IMaBe paccMaTpuBarOTCS OCHOBHBIE METOJbI 3aLIUTHI OT MOMEX, BKIIIOYAIOIINE TyOiH-
pOBaHUE, UCIIOIB30BaHUE TIOMEXOYCTOMUNBBIX KOJIOB U XelupoBaHue. [IpuBonarcs cxembl napasiesnb-
HOTo OOHapyXeHHs OIIMOOK C MCIOJIb30BAaHUEM JaHHBIX METONOB. AHanu3zupyercs 3PQPeKTUBHOCTD

JaHHBIX MCTOHAOB ITPH HUCKAXKCHHUAX NAHHBIX, OIIMCBIBACMBIX aJ'II‘e6paI/I‘leCKI/IMI/I MaHUIIYJIAOUAMUA.
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TpeTbs 1aBa MOCBSAIIEHA TEOPETUKO—-MH(POPMALIMOHHOMY aHAJIU3y HETWHEHHBIX KOJOB, KOTOPBIN
NO3BOJISIET MOCTPOUTH TpaHUIBI UX NapaMmerpos. [lepBas rpanuuma ompenenseT TEOPETUUYECKYHD MHU-
HUMAaJIbHYIO JUIMHY CHCTEMAaTHYECKOro [i—paBHOMEpPHO HaAEKHOro koja. Bropas rpaHuna sBisiercs
HIKHEH rpaHuleil Ha 00HapyKMBAIOIYI0 CIIOCOOHOCTH KO/1a, 0OHApPY’KHBAIOLIETO anredpanyeckue Ma-
HUIYJSIIIMKA, OCHOBAaHHOTO Ha 0000IEHHBIX Kogax Puna—Mannepa.

B ueTBépToil MIaBe NPUBENECHBI HOBBIE KOJOBBIE METOZABI MOBBIIICHHUS IIOMEXOYCTOMYHMBOCTH Ha
OCHOBE HEJIMHEMHBIX KOI0B, pa3pa00TaHHbIE aBTOPOM B MPOLIECCE BBINOIHEHUS IUCCEPTALIMOHHON pa-
6otbl. Kpome Toro, mpeacrtaBiieHbl /1B€ MOAM(UKALMK CYLIECTBYIOIIEr0 KOAAa Ha OCHOBE OIEpaluu
YMHOXKEHUS, TIO3BOJISIOIINE YMEHBIINTh HH(POPMAIIMOHHYIO U30bITOYHOCTD. JJig 0000MIEHHBIX CUCTe-
MaTHYECKUX HaJ&XKHBIX KOAOB pa3paboTaH METOA MCIIPABICHUs OIIMOOK Mol KpPaTHOCTH, a TAKKe
OIMCHIBACTCS IPUHIIUIT THOPUIHOTO KOIEKAa HAa UX OCHOBE.

[IaTas miaBa copepKUT HAyUHO—TEXHUYECKUE MPEIJIOKEHNS 110 IPUMEHEHUI0 HEJIMHEHHBIX KOJOB.
[lepBoe nmpuMeHeHHE — MOBBIIICHUE HAJEKHOCTH XPaHEHUs JTaHHBIX B TBEPIOTEIbHBIX HAKOMHUTEISAX
KOCMHYECKHX amnmnaparoB. Bropoe — npoekTupoBaHHIO 3alMIIEHHON annapaTHOW apXUTEKTypbl udpa
AES, ycroliunBoli K IpUBHECEHHBIM NomexaM. [IoMMMO 3TOro, NepeuncistoTcss OCHOBHBIE HaIpaBJe-
HUS UCIIOJIb30BAaHUS UCCIIEYEMbIX KJIaCCOB HEJIMHEWHBIX KOJOB.

B 3akiroueHuu KpaTko NEpedyHclIeHbl OCHOBHBIE PE3yibTaThl, MOJYyYEHHbIE B XOJ€ BBIMOJIHEHUS

JUCCePTAIIOHHON pabOTHI.



11

1 Mogeab kaHaja ¢ ajaredOpanyeCKUMU MAHUIYJIAAAMHA

1.1 Mogeans ajgredOpanyecKuX MAHUITYJISIHH

OnHoli U3 BaKHEHIIMX XapaKTEPUCTUK aBTOMATU3UPOBAHHBIX CUCTEM 00paboTKu MH(pOpPMALUU U
yIpPaBICHUS SIBJIAETCA UX OMEXO03aIIUIIEHHOCTh. ITO 00YCIIOBIEHO OCTOSIHHO BO3pPAacTAOIUMU 00b-
émamu obpabarbiBaeMOl U nepenaBaeMoil nHGopMauu (4, COOTBETCTBEHHO, MPOMOPLUOHAIBHO pac-
TYIIUMH CKOPOCTAMHU 00pabOTKU M TMepeaayr), a TakkKe poCcToM TpeOoBaHMIA K e€ J1ocToBepHOCTU. B
KiaccudeckoM Tpyae A.A. Xapkesuua «bopbba ¢ moMexamm» MoMexoyCTOHYUBOCTh ONPEACISIETCS KaK
CrOCOOHOCTh CHUCTEMBI MPOTHUBOCTOATH BpeaHoMy BimsiHUIO Tomex [13]. Ilomexoit Ha3bIBaeTCsl CTO-
pOHHEe BO3MYILIEHHUE, IEHCTBYIOLIEE B CUCTEME Iepelayd U MPEeMsATCTBYIONIee NPaBUILHOMY NpUEMY
(xpanenuto, o6pabotke) curnanos [13]. Mcroynuku momex MOryT ObITh KaKk BHYTPH CHCTEMBI 00Opa-
60TKM nH(pOpMaLUK, TaK U BHE e€. bopb0a ¢ peryinsapHbIMU TOMEXaMH, BETMYUHBI KOTOPBIX TTOCTOSHHBI
U U3BECTHBI, HE MPEJICTABISIET 0COObIX TPYIHOCTEN U OCYILIECTBISIETCSI, HAIPUMEp, KOMIIEHCALUEN WK
HCIIOJIb30BaHUEM COOTBEeTCTBYIOIMUX (PribTpoB [13]. B nanHO# paboTe OyayT paccMarpuBaThCs TOMe-
XM JAPYTOro pofia — Ciy4YaiiHble, He MOAJaroluecs npenckasanuo. OueBuaHO, yTo O0pbba ¢ Takoro
poza moMexaMu SIBJISIETCSl 3HAYUTENIbHO OoJiee TPYIHOU 3a1auei.

[IpyurHBl BOZHUKHOBEHHUS CIIy4alHBIX MOMEX OBbIBAIOT caMble pa3jnyHble (TEIUIOBOM IIyMm, B3a-
UMHasi uHTepdepeHus, atMochepHble MOMEXH, KOCMMYECKHE U TaK Jaiee) U NIyOOKO 3aJ0XKEHbI B
npupozae Bemieil. K npumepy, GiayKkryanmoHHbIe MOMEXH (TEIIOBOM IIyM, ApoOOBBIA 3(DdeKT) ecTh
pe3ysbTaT JUCKPETHOTO CTPOCHUS BEIIECTBA M CTAaTUCTHYECKON HPUPOIBI psiaa (U3HUECKUX BEIH-
yuH [13]. [elicTBuTenbHO, MHOTHE (PU3WYECKHE BEIMYMHBI MPEICTABISIOT COOOW pe3yabTar ycpel-
HEHUS MO OOJIBIIOMY KOJMYECTBY YacTHUIl, MOBEIEHUE U BKJIAJ KOTOPBHIX ciydaiiHbl. ClieoBaTelbHO,
¢bnykTyanuu 3TUX (QU3NYECKUX BEIWYUH MPUHIUIHAILHO HEYCTPAHUMBI, OCTA€TCS JUIb IMBITAThCS
OLIEHUTD BKJIAJ (UIYKTyalluid B HCCIETYEMBIH MPOIECC U CTPEMHUTHCS €r0 KOMIICHCUPOBATh.

Crout OTMETUTH, YTO HAAEKHOCTH (YHKIIMOHUPOBAHUS CUCTEMBI U KauecTBO 00pabOTKU HMHGOp-
MaIiH ONpPEETSIOTCS, B TOM YHCIe, TOMEX0YCTOMUMBOCTHIO BCEX KOMIIOHEHTOB cucTeMbl. Hampumep,
paccMmarpuBasi CUCTEMY CBsI3U, HEOOXOJMMO TOBOPHUTH O TIOMEX0YCTOHUHNBOCTH BHIOPAHHOW CXEMBI MO-
IOYJSALNAN, UCTIOIB3YEMOI0 IIOMEXOYCTOMYMBOIO KOAa, METOAa CUHXpOHU3auu. ['0BOps 0 HaAEKHOCTH
(YHKIIMOHUPOBAHUS HEKOTOPOTO BBIUUCIUTEIBLHOTO YCTPOICTBA, HEOOXOAUMO paccMaTpUBATh TOMEXO-
3alUIIEHHOCTh TAKUX €0 KOMIIOHEHTOB, KaK apu(pMETHKO—JIOTHUYECKOE YCTPOMCTBO, PETUCTPHI, AYCii-
KM TaMsTH, HHTepdeiichl BBOJA/BBIBOAA.

J171s1 TOBBIIIEHHS] TOMEXOYCTOMYMBOCTH CUCTEMBI UCTIONB3YIOTCS pa3inyHble MeTobI [14—16]:
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— YBCIMYCHHUEC MOIIHOCTH CUTHAJIOB,

— TpUMEHEHHE (PU3NYECKUX METOJOB 3aIUTHl KaHAIOB 00paboTKu (mepenaun, XpaHeHus) HHPOp-

Maluu;
— BBIOOp ONTUMAJIBHBIX METOAOB 00pabOTKM (Tepenadn, XpaHeHus) nHpopMaIuy;
— HCIOJb30BaHUE TIOMEX0YCTONYMBBIX IIPUEMHHUKOB.

OpnnuMm u3 Hanbonee 3(pPeKTUBHBIX METOJOB MOBBIIICHUS JOCTOBEPHOCTH MH(OPMAIIUU SIBISIETCS HC-
M0JIb30BaHUE KOJOBBIX METO/IOB, OCHOBAaHHBIX Ha NMPUBHECEHUU B 0OpabaThiBaeMble JaHHBIC CIICIH-
albHBIM 00pa3oM BBIOPAHHOH (BbIYMCICHHOM) MH(pOpMannoHHON u3obITouHOCTH [14]. CyTh MeTOnma
3aKJII0YaeTCsl B TaKol oOpaboTke mHpopMaruu, mpyu KOTOPOH MepeaaBacMbie COOOIIEHUs Mpeodpas3o-
BBIBAIOTCSI B HEKOTOPBIEC pa3pelIéHHbIE MOCIE0BATEILHOCTH — KOIOBBIE CIIOBA — U3 3apaHee IMOJro-
TOBJICHHOTO MHO)KECTBA, Ha3blBaeMoro kojaoM. Kaxmoe xomoBoe cioBo ob6nanaeT WHGOPMALMOHHON
M30BITOYHOCTHIO — MPOBEPOYHBIMU CHMBOJIAMHU, KOTOpPbIE HE HECYT MH(OPMALIMU, HO UCHOIB3YIOTCS
JUTsl OOHAPY>KEHUS U UCTIPABJICHUS OIIHMOOK.

JlanHast muccepTaoHHasi paboTa MOCBSIIEHa UCCISIOBAaHUIO TOMEX03AIUIIEHHOCTH HETHHEWHBIX
KOZIOBBIX METOJIOB, a TaK)Xe pa3paboTke crioco00B €€ MOBBIIICHHUS 3a CUET HCIIOIB30BAHUS HOBBIX KOJIOB
U aJIrOpUTMOB JieKoaupoBaHus. [IoBbIIeHnE TOMEX03aMUIIEHHOCTH TEXHUYECKUX CUCTEM ITPUBOAUT K
MOBBIIICHUIO WX HaJAEKHOCTH M KauecTBa (PYHKIMOHUPOBAHMS.

OnyG6nukoBanHble B ¢pyHAameHTansHOi padore Kiona Illennona «Teopus undpopmarnmu. Mare-
MaTH4ecKas TEOpHUs CBSI3U» TEOPEMbI O KOJMPOBAHUU I KaHAJIOB C IIYMOM, Ka3aJOCh Obl, PEILININ
BOIPOC C JOCTOBEPHOCTHIO MEpPEAaBAEMBIX U XPAaHUMBIX JaHHBIX [17]. BeiOpaB kaHam, 4bsi IPOITYCK-
Hasi CIIOCOOHOCTH IMpEeBBIIAeT TPeOyeMyI0 CKOPOCTh Nepefayll JaHHBIX, MCIOIb30BAHUE JIOCTATOYHO
JUIMHHOTO CIIy4ailHO BBIOpAHHOTO KoJa 0OecreyrBaeT CKOJNb YTOJHO OJM3KYIO0 K HYNIO BEPOSTHOCTH
OIIMOOYHOTO JIEKOAMPOBAHUS COOOICHUH.

OpnHako, MOcCeIoBaBIIME 3a CTaThbEM MCCIEN0BaHUS B 3TOM 00JIaCTH MOKa3ajiM, YTO HA MPAaKTUKE
OCYIIECTBIIEHUE JTaHHOTO MOJXO0Ja K MOBBIIIEHUIO BEPHOCTHU JIEKOJUPOBAHUS SIBISIETCS TPYIHOBBINON-
HUMOM 3anaueit [15]. Bo-mepBbIX, UCMONB30BaHUE CIYyYaHOTO KOAMPOBAHHS C JEKOAMPOBAHHEM, OC-
HOBaHHBIM Ha repebope BCeX BO3MOMKHBIX Pa3peIIEHHBIX KOMOWHAIMMN, /Ui KOJIOB OOJIBIION JUIMHBI
SIBJIIETCS. TEXHUYECKU HEBBINOJIHUMBIM, B TO BpeMs KaK HCIIOJIb30BaHUE KOJOB MajOW JUIMHBI OKa3bl-
BaeTCs HEAOCTATOUYHO YPPEKTUBHBIM. BO—BTOpBIX, IpHUIIENINE HA 3aMEHY CIy4yaifHOMY KOAMPOBAHHUIO
anredpanvecKue KoJIbl CTPOMIMCH U UCCIIEIOBAINCH IPUMEHHUTENIBHO K UICaTU3UPOBAaHHOMY CUMMET-
pPUYHOMY KaHajy ¢ He3aBUCHMMbIMU ommOkamu [14]. [IpuMeHeHne ux Ha MpakTHUKE 3a4acTyl0 OKaHYH-
BaJIOCh Heyjauel, yTo ObUIO BBI3BAHO TEM, YTO pPEalIbHbIE JUCKPETHbIE KaHAJbl epeaadl U XpaHEHUs
JAHHBIX JAJIEKH OT 3TOM MIeaJu3HpOBaAaHHON Moxenu. Berien 3a mepBeIMM HEygadyaMu IO MCIOJIB30-
BAaHUIO ITOMEXOYCTOWYMBOTO KOJMPOBAaHHUS HA MPAKTUKE MOCIEN0BAIN pabOThI, MOCBAIICHHBIE JKCIIe-
PUMEHTAIBHBIM UCCIIEI0BAaHUSM CYLIECTBYIOLIMX JUCKPETHBIX KAHAJIOB M ONHCAHUIO UX C IIOMOILBIO

MaTeMaTH4eckux Mozeneu [15]. DT Mozaenu Nmo3BOJSUIM ONPENENATh BEPOATHOCTHBIE XapaKTEpUCTH-
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KM MOTOKOB OIIMOOK, IO KOTOPHIM MOKHO OBLIO OIIEHUBATH 3(PPEKTUBHOCTh MPUMEHEHUS Pa3TUYHbBIX
IIOMEX0YCTONYHBBIX KOZOB.

D¢ dexTHBHOE HCHOIB30BAHHE KOIOBBIX METOJOB JUIsI OOHAPYKEHUS/UCTIPaBICHHs OLUIMOOK B Ka-
HaJje rnepenadn (XpaHeHHs) UHGOpPMAIMM BO3MOXKHO JIMINb IIPU COINIACOBAaHHOCTU CBOMCTB KoJa C 3a-
KOHOM pacrpeneneHuss myma B kaHane [14]. Jlng onucaHus 3ajadd CONIACOBAaHHMA IIymMa KaHaja C
00HapyKHMBAOLIEH/KOPPEKTUPYIOIIEH CIIOCOOHOCThIO KoJja B ayreOpandyeckoil TeOpUu MOMEXOYCTOM-
YHBOTO KOJUPOBAHUS, 3aHUMAIOLICHCS TOCTPOCHUEM M M3y4YE€HHEM OJIOKOBBIX KOJIOB, IPHHSATO UCIONb-
30BaTh TEPMUHBI METPUKU MPOCTPAHCTBA OIINOOK, COITIACOBAHHOM C KOZOM.

B cnyuae, eciiu yna€rcs HAiTH METPHKY, COTVIACOBAHHYIO C paclipe/iejIeHHeM IIyMa B KaHalle, TO
3ajja4a MOCTPOEHHsI OJIOKOBOIO KOJa CBOAMUTCS K BBIOOPY HEKOTOPOIO MOAMHOXECTBA MPOCTPAHCTBA,
00J1a1a01IeT0 3a/laHHBIMU JUCTAHIIMOHHBIMM CBOMCTBaMHU B JIaHHOW MeTpuke. BblOpaHHOE MOAMHO-
YKECTBO U SIBJISIETCS] IOMEXOYCTOWYUBBIM KOJIOM, CITOCOOHBIM OOHapy>KHBAaTh/UCIPABIIATh HAaubOJIEe Be-
POSATHBIE OLIMOKHM KaHaja.

Kak yxe OblIO CKa3aHO, MOAABIsAIONIEE OOJbIIAs YacTh PE3yabTaTOB TEOPUU IOMEXOYCTOHUMBOTO
KOJAMPOBAHUSI OTHOCUTCSI K KOZAaM, UCTIPABIIAIONIMM OMIMOKM B KaHalaxX, COMNTACOBAaHHBIX C METPUKOU
X5MMUHra, TO €CTh KaHaIaX, OMUCBHIBAEMBIX MOJEIBI0 ¢—MYHOIO CUMMETPHUYHOIO KaHaja 0e3 mamsTH
WIH, APYTUMHU CIIOBaMH, JUCKPETHBIM OTOOpa)K€HHEM KaHaja ¢ OeJbIM raycCOBCKUM IrymoM [14,16].
OnHako, MHOTOYMCIIEHHBIE 3KCIIEPUMEHTAIIBHBIE UCCIIEIOBAaHUS TOKa3bIBAIOT, YTO PEaJIbHbIC KaHaJIbl
nepefayd U XpaHeHUs WHPOPMALMM TAKOBBIMH KaHalaMH HE SBJSIOTCA. B 4aCTHOCTH, CIOXXHOCTB
MOJIEJIEN, OTIUCHIBAIOIINX peajibHble JUCKPETHBIE KaHaJbl, OObSICHAETCSA TEM, YTO AUCKPETHBIE CUTHAJIBI
MpeoOpa3OBbIBAIOTCS B HEMPEPBHIBHBIE CUTHAJBI, MPOXOIAT MO HENPEPHIBHBIM KaHajlaM, MOCJIE Yero
BHOBb IPe00pa3yroTcs B AUCKPETHBIE.

XapaKkTepUCTHKH OOJIBIION YaCTH peabHbIX KAaHAJIOB 3aBUCAT OT U3MEHSIOIUXCS BO BPEMEHH CITy-
YaHBIX MPOIIECCOB (HApUMeEp, 3aMupaHus). VI3MeHeHHe, TPOUCXOSAIINE ¢ aMILTUTYI0U U (a3oi cur-
Haja MpHU NPOXOKJIECHUHN €ro Yepe3 HeNpepbhIBHBIA KaHal, KOTOpOe 3aTpyAHseT MpUEM 3TOr0 CUrHaja,
Ha3bIBACTCs MYJIBTUIUIMKAaTUBHON nomexoi. Ha npakTuke, MyJabTUIUIMKaTHBHAS IIOMEXa BO3ZHUKAET BCE-
I7a, Korja mapameTpsl KaHaia nepeaadyn (00paboTKH, XpaHEHHs) IPEeTepreBaloT U3MEHEHHs BO BpeMe-
Hu [13]. B cymHOCTH, Tak 0OCTOHUT J1€J10 BO BCEX PEAbHBIX TEXHUYECKUX CUCTEMaX, HO MHOT/IA BEJIH-
YMHA ¥ BKJIaJ MYJIbTUIUIMKATUBHOM TIOMEXU HACTOJBKO Mallbl, YTO UMH MOXHO mpeHebpeub. B apyrux
cllyyasix, Korja ciydaifHble W3MEHEHHUsl CTPYKTYypbl KaHasa nepefayu (oOpaOOTKH, XpaHEHHUs) B 3Ha-
YUTEIBHOM Mepe IepecTpauBaroT BeCh MEXaHU3M Iepenadn (00paboTKH, XpaHEeHHs1), OHA MOXKET CTaTh
abconmoTHO HeBO3MOXKHOHU. JI.M. ®@unk u B.M. Kopxuk Ha3zBanau 3TH KaHaJIbl KaHAJIaMM CO CIy4yailHOU
cTpyKTypoii [15]. B yacTHOCTH, B 3TOT KJIacC KaHAJIOB UMHU ObUIM OTHECEHBI BCE KaHAJbl CBA3H MPO-
TSDKHOCTBIO OoJiee HECKOJIBKUX KuoMeTpoB [15]. [ToMumo npoTsKEHHBIX KaHAIOB CBS3H, B KaueCTBE

KAaHAJIOB CO CIIy4alHOU CTPYKTYpOH MOXKHO IIPUBECTH CIEAYIOIIHUE IIPUMEPBI «TSKENBIX)» KaHAJIOB:

— KaHaJIbl TPONOC(EPHOU CBA3H;
— BO3JEHCTBUE MOHU3UPYIOIIETO U3JIy4YEeHUsI Ha TEXHUUECKHE CUCTEMBI;

— KaHaJbl, OTHOCAILIUECS K MOJIEIH MIPOU3BOJILHO U3MEHSIONIUXCS KaHaoB [18];
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— BO3HeﬁCTBHe KOCMHYECCKOTO U3IYUCHUA HaA JICTATCIIBHBIC aIllllapaThl,

— J1e(heKThI 3alOMHUHAIOIINX YCTPONCTB, BbI3BaHHbIE (DAKTOpaMH, 3aBUCSAIIMMU OT BPEMEHHU («cTa-

peHue» MmaMsTu);

— JIEUCTBUSI MOIICHHUKOB B CX€Max pasfesieHus cekpera [19];

IIPUBHECEHHE TIOMEX B paboTy yCTpoiicTBa 3a CYET HECTAaHAAPTHBIX (PU3NUYECKUX BO3/ICHCTBHIA.

[TonbITKM HAWTH METPHUKY, COITIACOBAHHYIO C IIyMaMHU JAJISl CKOJIb—HUOY/b HIMPOKOTO KJIacca TaKhX
KaHaJOB, HE NIPUBEIIN K yCIEXY.
st oGecriedeHust JOCTOBEPHOCTH MHGOPMALMK B KaHAJTaX CO CIy4allHOW CTPYKTYpO#l MCIOJB3Y-

I0TCSA J1Ba MOAXOMA:
— creuuanbHble IPeo0pa3oBaHus KaHaja;
— IOCTPOEHHUE METOJ0B OOHAPYKEHUS IPOU3BOJIBHBIX UCKAKEHUH JTaHHBIX.

[TepBriii moaxoA moxpa3zyMeBaeT npeoOpa3oBaHue KaHala nepenadu (XpaHeHus, 00paboTKH) ¢ Mo-
MOIIBIO CIIEHUAIBHBIX METOJOB, IIENbI0 KOTOPOTo sABJsieTcs oOecreyeHne BO3MOKHOCTU COIVIacOBa-
HUs MpeoOpa30oBaHHOIO IIyMa KaHaja ¢ OOHAapyKUBAIOUIMMH U KOPPEKTHPYIOIIMMU CBOWCTBAMHU KO-

na B MeTpuke XsmmuHra. [Ipocredimmmu nmpuMepamMu TakuX NpeoOpa3oBaHUN SIBISIOTCS CIEIYIO-
mue [13,15,16]:

— chy4yaiiHOoe BHYTPHUOJIOYHOE MepeMelnBaHuE;
— BHEOJIOUHOE NepEeMELINBaHMUE;

— TIOpa3psAIHOE CYMMUPOBAHMUE;

— TMepeMHOXEeHHE OJIOKOB

Bropoil nmoaxox CBsi3aH ¢ MOCTPOCHHUEM CIIELUAIbHBIX KOJOBBIX METOJOB IOBBILICHHS IOMEXO-
YCTOWYMBOCTH, TMO3BOJISIONIMX OOHApYKUBATh JHOOble KOH(GUIypaluy OMIMOOK C HEKOTOPOH HEHyJe-
BOM BEPOSITHOCTHIO. 3HAYUTEIBHBIN BKJIaJ B 3TOH 00JacTH JTOCTUTHYT OJarofapsi HEIMHEHHBIM KOJaM
BacunbeBa, ConoBnéBoit, @enrca, Kapnosckoro u apyrux [20-26].

Crnenyer 3aMeTUTb, YTO aBTOPHI 3TUX PA0OT B KaYeCTBE MaTEMAaTHUECKOM MOJIEIH KaHalla, OIHMChIBA-
IOLIeH KaHaJl CO CIly4yailHOM CTPYKTYpOH, 4acTO MCHONB3YIOT JUCKPETHBIN KaHal ¢ anredpanyecKuMu
MaHunynauuaMu. IlpuBeném onmcanue mozpenu storo kanana us [27]. Ilycte mmeercst abcTpakTHOE
3aIIOMHHAIOIIEE YCTPOUCTBO, 06o3Hauaemoe X ((G). B maHHOE yCTpOMCTBO MOCTyMaeT Ha XpaHEHHE
HEKOTOPBI 3JIeMEHT ¢ M3 KOHeYHOH abeneBoil rpymmsl (G. B crnenctBue HEKOTOPHIX (pakTOpoOB, NaH-
HbIE, XPAHALIUECSH B YCTPOMCTBE, IMOABEPratOTCS MCKa)KEHUIO HAa HEKOTOPYH) HEHYJIEBYH BEIMYUHY
0 € G. Ilpu sTOM 0o0ecriedyrBaeTCsl OTCYTCTBUE JTI000 3aBUCHMOCTH MEXAYy BHYTPEHHHUM COCTOSIHUEM

ycrpoiictBa X(G) ¥ BEIMYMHOM MPUBHOCHMOTO HCKAXCHHS 0, OHAKO BO3MOXKHA 3aBHCHMOCTb MEXKIY
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BXOJIHBIMH JIAHHBIMH ¢ W WUCKaXCHHEM 0. Eciu BXOJHBIC JaHHBIC XPAaHWINCh B YCTPOHCTBE B UCXOJ-
HOM BHJIE, TO MPH YTeHnH UHpOpMaimu u3 Y.((G) mons30BaTeNns MOTydnuT 3HadeHue g + § € G U He
CMOXET OnpeaeNnuTh (HaKT UCKAKEHUS TaHHBIX (pUCYHOK 1.1). O4eBHIHO, YTO Takas CHUTyaIus SBIIs-
eTcsl HexxenarenpHou. CrieoBarenbHO, HEOOXOMMO HEKOTOPBIM 00pa3oM MpeoOpa3oBbIBATh JaHHbBIC,
nocrynaroirue B 3 (G), Tak, 4T00bI MOXKHO ObLITIO 00ECIIEUHTh UX IENOCTHOCTh. DaKTHICCKH, CTABUTCS
3a/laua MOMEXO0YCTOWYHBOTO KOJUPOBAHMS BHYTPEHHETO COCTOSHUS HEKOTOPOIl TEXHUUECKON CUCTEMBI.
Takum oOpa3oM, anredpanyeckas MAHUITYISAIMS, KaK MPaBUIIO, TOHUMAETCS] KaK U3MEHEHHE COICPKU-
MOT'0 HEKOTOpPOro abCTPaKTHOTO 3alIOMUHAIOLIET0 YCTPOMCTBA Ha 3a/laHHYI0 BEJIMYMHY (OMIMOKY) IIpH
YCJIIOBUM OTCYTCTBHUS 3aBUCHUMOCTH MEXIYy BHYTPEHHUM COCTOSTHUEM YCTPOWCTBA M BEITUYHHOU TPHU-
BHOCHMMOIO UCKa)XKeHHUs. B KaduecTBe aOCTPaKTHOTO yCTPOMCTBa MOXKET BBICTYIATh JIt00O€ peanbHOe
YCTPOMCTBO, OCYyIECTBRIsIONIee 00paboTKy, XpaHEHUEe WU Tiepeaady AaHHbIX. [IpuBHOCHMAas omubOKa

NIPUHHUMACTCA aI[HI/ITI/IBHOfI U MOXCT NPpUHUMATh r000¢ HCHYJICBOC 3HAYCHHC.

Uckaxeuue

€

Bxonueie BrixoaHbie
TaHHBIE 2 JTAHHBIE

g — —>Q+e

AOCTpaKkTHOE 3alIOMHUHAIOLIEE
(nmepenaroiiee, BHIYUCIUTEIBHOE)
YCTPOMCTBO

Pucynoxk 1.1 — Cxema anredpandeckoil MaHUIYJIALUN

Heo6xoaumMo OTMETHTh, YTO B JajbHEHIIEM peub NOWAET O BHIUMCIEHUAX B KOHEUHBIX Mousax. Kak
y’ke ObUIO CKa3aHo, B padoTe Uccienyercs aJIuTUBHAs omnOKa. Brlmie ObIJI0 yKa3zaHO, YTO MPUYUHON
CIly4aifHOM CTPYKTYypbl KaHaja OOBIYHO BBICTYINAeT MYNBTHIUIMKATHBHas momexa. B manHOM ciyudae
peub IIja O HENPEPBIBHOM KaHAJIE, IIOCJIE €0 JUCKPETU3AlMKU Pe3yJIbTaT BO3ACHCTBUSA MYJIbTUILIAKA-
TUBHOM ITOMEXU MOXKET OBbITh CBEJIEH K SKBUBAJICHTHOM aiuTHBHOI nomexe. B mone [anya pesynsrar
110001 MyJIBTUIUITMKATUBHON OIIMOKM MOXKET OBITh MPEACTABIEH Kak MpUOaBiIeHUE K JaHHBIM HEKOTO-
poro 31eMeHTa Mojisl. ITO MPUBOIUT K TOMY, YTO 3HAUUTENIbHAS J10JI1 MYJIBTUILUIMKATUBHBIX OIINOOK
TaK)K€ MOXET OBITh ONHMCaHa C MOMOLIbI0 MOJENH aNredpandecKux MaHMUIYJSLUI, HallpUMep, YMHO-
JKCHME Ha CIIy4alHbIN 2IeMeHT nojs. VIckirouenne Ui paccMaTpuBaeMoOi TUCKPETHONW MOJENIN KaHasa
COCTABIISAIOT T€ ONEPALIUH, KOTOPBIE IPUBOAAT K 33/[aHHOMY 3HAUCHMIO pe3ylbTaTa (XOTs Obl HEKOTOPBIX
ero 6ur). Hanmpumep, oOHy/neHHe JaHHBIX YMHOKEHHEM Ha HYJIEBOM AIIEMEHT MOJis. DTO 0OBICHACTCS
TEM, 4YTO B MOJIEJIM KaHaja OTCYTCTBYET 3aBUCHMOCTb MEXIYy BHYTPEHHHM COCTOSITHUEM YCTPOWCTBA U
BO3HMKAIOLINM HCKakeHHeM. Takum oOpa3omM, pubaBiieHHE OIIMOKHM K HEM3BECTHBIM JaHHBIM TAKKe
obecrieunBaeT HEU3BECTHBIN pe3ynbTaT UcKakeHHss. COOTBETCTBEHHO, BCE MYJIbTUILUIMKATUBHBIE OILINO-

KH, TIPUBOJISIIIUE K CIlydYaifHOMY pe3yJbTaTy, TakKe MOTYT OBITh ONHCAHBI MOJAEIBIO alredpandeckon



16

MaHumyJsud. [lomydaeM, 9To Mozeh OMMOOK BKIIFOUAET KaK BCE aIUTUBHBIC OMIMOKH, TaK U MYJIb-
TUIUJIMKATUBHBIE, B IUCKPETHOM BHJI€ COOTBETCTBYIOIIME YMHOKCHHMIO HA CIIyYalHBIA 3JE€MEHT IOJIA.
Kpowme Toro, B kaure B. U. Kopxkuka u JI. M. ®unka [15] noka3zbiBaercs, 4To MOpa3psIHOE CyMMUPO-
BAHHUE C PABHOMEPHO PaCHpEACIEHHON CIy4YailHOM BEIMYUMHOW NIEPE U MOCII€ KaHAJIA CBA3U MPUBOJIUT
K TOMY, YTO TpeoOpa30BaHHBIM KaHAJI CTAHOBUTCS KaHAJIOM C a/INTUBHON OMIMOKOM, KAaKUM ObI HU OBLIT
UCXOAHBIN KaHal. J[aHHOe mpeoOpazoBaHHe KaHala MOXKET OBITh JIETKO PEaii30BaHO B TEXHUYECKOU
CUCTEME, TapaHTHPYsl 3aIIUTY OT MOJHOTO CHEKTPa BO3MOMKHBIX UCKAXKEHUIN JaHHBIX.

AnreOpandeckyo MaHUTYJISIUIO OyJIeM CYUTaTh YCIEIIHOW, eCiIi pu 00padoTke (mepenade, xpa-
HEHUHU) JaHHBIX MPOU3OIIeANas omuoka He Obuta oOHapykeHa. ClieoBaTebHO, KaueCTBO HAIEKHO-
cTH 00paboTKu U nepenayu uHGopmanuu OyneT ornpenesieTcss BEpOSTHOCTbIO HEOOHAPYKEHUS MaHU-
MYJISIAY WK, 9YTO B JAHHOM CJIy4ae OJHO U TOXKE, BEPOATHOCTHIO HEOOHAPYKEHHSI NCKAKCHHSI TAaHHBIX,
KOTOPBIM BBICTYNAIOT B KAYECTBE KOJUYECTBEHHON Mephl HAAEKHOCTU 00paboTK MH(GOPMALINK B pac-
CMaTpUBacMOM KaHale.

Anrebpandeckue MaHUITYISIIUYU JEJISATCS Ha Ba BUAA: ciaadble u cuiibHble. Ciadas MoAeNlb UCTIONb-
3yeTcsl JJisl OMHMCAHUS CUTYalluid, KOTIa OTCYTCTBYET 3aBUCHMOCTH MEXy MPUBHOCUMOW OIMIMOKONW W
JTAHHBIMH, TOCTYNUBIIMMH Ha BXOJ] PacCMaTpUMBAaEMOro aOCTPAaKTHOTO ycTpoiicTBa. HamomuuMm, 4TO
BHYTPH YCTPOWCTBA BXOJHBIE JJAHHBIE MOTYT IOABEPTaThCsi HEKOTOPOMY MPpeoOpa3oBaHUIO (Hapumep,
MIOMEXOyCTOHYMBOMY KOJIHWPOBAHUIO WM MH(POBAHUIO), TOSTOMY B OOILEM ciyyae, XpaHUMbIe JaH-
HbI€ (COCTOSIHME YCTPOMCTBA) OTJIMYAIOTCSA OT MOCTYIHMBILKX HA BXOJ yCTPOMCTBA. [J[pyrumu ciioBaMu,
cnabasi MAHMITYJISIMS OMKCHIBAET CUTYAIMIO, KOTJAa 3HAUEHHE MPUBHOCHUMOMW OIIMUOKH CIy4ailHO, HE
3aBUCUT OT BXOAHBIX JAHHBIX (M BHYTPEHHETO COCTOSHHUS) M 3a4acTyI0 NPUHUMACTCS PAaBHOMEPHO
pacrpenen€HHON clydaiiHOW BEIMYMHOW. BeposaTHOCTh HeOOHApYKEeHHUs CIa0bIX MAHHUIYJISAIMN OymeT
obosHauareca P ..

Monenb CHIIbHBIX anreOpandecKux MaHUYIISIIUN UCTIONB3YETCS B TEX CIIydasix, KOTAa MEK/y BXO/I-
HBIMU JaHHBIMH (HO HE BHYTPEHHUM COCTOSHUEM) W NMPUBHOCHMOM OIIMMOKOWN CYIIECTBYET 3aBUCHU-
MocTh. [IpuMepom kaHaia ¢ CHJIBHBIMA MaHUNYJISLUUSMHU SIBISETCA aCUMMETPUYHBIA KaHall, B KOTO-
pPOM BEJIMYMHA BO3HHUKAIOIICH OIMIMOKU HAMPSAMYIO 3aBUCUT OT MOCTYMAIONMUX JaHHBIX. [Ipu CHIBHBIX
MaHUMYJISIHASIX MOXKET JOCTUTATHCS OOJNBIIAs BEPOSTHOCTh HEOOHAPYKMBACMOTO MCKAXKCHUS HHQOP-
Manuu, obo3Hadaemas P, ... B oOmem ciydae, Ipu CHIBHOM MOJENY MAaHUITYJISLHH JIOCTHIAeTCs
0osiee BBICOKAsl BEPOSITHOCTh YCIEUIHOTO MCKAXXEHUS NaHHBIX, HEXelu Mpu cinaboit monenu. B pa-
0oTe OyameT paccMaTpUBaThCS BEPXHSS TpaHUIA JAHHON BEPOSTHOCTH, YTO MO3BOJHUT T'apaHTHPOBATH
JIOCTOBEPHOCTh 00pa0bOTKH MH(POpPMAIIMH BO BCEX KaHAjJaX C CHIBHBIMH MAHUIYJISAIMSIMH 0e3 ydera
3aBUCUMOCTH M@Ky OIIMOKaMU W JaHHBIMH. ECiu paccmarpuBaeMblii METON 3aIMThl 00eCTIeunBaeT
OJIMHAKOBBIN ypOBEHb OOHAPYKEHUS CIA0BIX M CUIBHBIX MAHUIYIISIIIUNA, TO 1711 KPAaTKOCTU BEPOSITHOCTh

WX HEeoOHapykeHUus: OyaeT 0003HaUaThCs Py, et
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1.2 Hexoropble NpaKTHYeCKHE MPUJIOKEHUS MOIEJN KAaHAJIA C

aﬂreﬁpanquKnMn MAHUITYJIAIUAMMA

OTHOCHUTENHHO 00IIas MOJENb KaHalla ¢ alreOpanyecKuMH MaHHUITYJISIIUAMA MOKET OBITh IPUMeE-
HEHa K IIMPOKOMY CHEKTPY peajbHBIX KaHAJIOB CO CIy4alHOW CTPyKTypou. Paccmorpum Oomee mo-
IpOoOHO TPU NPAKTUUECKUX IPUIOKEHMS HCCIEAyeMOM MOJENd KaHalla, IOJy4MBLIME HauOoJiblIee
pacrpocTpaHeHHe B JuTeparype. 3agada oOHapyKeHUs alreOpandyeckux MaHUMYJSAuid Obuia cdop-
MynupoBaHa B 2008 rogy ais cXeM pasleleHusl CeKpeTa, CPed yUYaCTHUKOB KOTOPBIX IPUCYTCTBYIOT
MOILIEHHUKHU. Bo3elicTBUe NOHM3HUPYIOLIEr0 KOCMUYECKOTO U3JIydeHUs (COJIHEUHas pajuaius, rajak-
TUYECKOE€ KOCMUYECKOE M3JIyueHHe, paJuallMOHHbIe Mosica 3eMJIM M TaK Jlajlee) Ha adpOKOCMHUUECKOe
000pyI0BaHUE TaKkKe MOXKET pacCMaTpUBAThCS KaK KaHaJ ¢ alreOpandecKuMH MaHumynsuusamu. Emé
OJHOW 00J1acThI0 MPUMEHEHMSI JTAHHOW MOJIENN KaHajla SIBJISIETCS NPOEKTUPOBAHUE 3ALIUIIEHHBIX BbI-

YUCJIUTENIBHBIX YCTPONCTB, YCTOMYMBBIX K IIPUBHECEHHBIM IIOMEXaM.

1.2.1 Bo3aeiicTBHe HOHM3HPYIOLIEN0 KOCMHUYECKOI0 U3JIy4eHUSs

Honmsupylomee n3Iyd4eHHE OKa3bIBaeT CYIIECTBEHHOE BIIMSHHME HA CBOICTBA IOJIYIPOBOJHHUKOB
[28]. [laHHOE SIBJICHUE UCCIEAYETCsl JOBOJIBHO JAaBHO, €r0 Pe3ylbTaTaM IOCBSIIEHO OOJIBIIOE KOJInYe-
CTBO paboT 1o (U3UKe, MaTePUAIOBEICHUIO B IPUOOPOCTpOCHUIO (Harnpumep, [29-32]).

Pasnuuaror aBa THIIa MOHU3UPYIOLIETO U3ITYyYEHUS:

— KOPOTKOBOJIHOBOC OJJICKTPOMArHUTHOC H3JIYUYCHUC (peHTFCHOBCKOG HU3JIy4Y€HUC U TaMMa-—

U3JTy4eHue);

— TOTOKH YacCTHII (AJIIEKTPOHBI, TO3UTPOHBI, HEUTPOHBI, aTb(a—daCTUIIBI, TSHKETbIe HOHBI, BO3HUKA-

IOIIKE TIPU JACIICHUHU SEp).

B KAa4C€CTBC OCHOBHBIX HCTOYHHUKOB I/IOHI/I3I/IPYIOH_IGFO I/I3J1y‘{eHI/I$I MOKHO HpI/IBCCTI/I cne;[yfonme
[28,31]:

— TaJIaKTUYCCKOC KOCMUNYCCKOC U3JTYUCHHUC,

COJIHCYHAas paauanus;

BHEIIIHUN paialliOHHBIN Tosic 3emuin (paccrostaue 10 3emud okoso 17000 km);
— BHYTPEHHUH pajuanMoHHbIN nosic 3emiu (paccrosHue 10 3emian okoso 4000 km).

lanakTdeckoe KOCMUYECKOE H3IIy4YeHHE 00NagaeT Hanboliee BBICOKON SHEPruel 1Mo CpaBHEHHIO C
JIPYTUMU BUJAMU KOCMHUYECKON KOPITyCKYISIPHOU paguaiiuu. DHEPTHs U3yUYCHHsI 3aKIII0UYeHa B UPE3BBI-
yaiiHO mupokoM uHTepBaie — oT 108 mo 1021 3B, HO MIOTHOCTh UX MOTOKA €TI0 YaCTHUIl CPABHUTEIBLHO

HeBenuka [32].
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[Ina3sma comHEYHOro BeTpa, COCTOSIAs B OCHOBHOM U3 IPOTOHOB U DJIEKTPOHOB, IBMXKETCA B
okpecTHOCTAX 3emuin co ckopocThio 320 — 400 xm/c [28]. KuHeTnueckass SHEpPrus MPOTOHOB IPH
Takoil ckopoctu coctasisier 600 — 800 »B, a snexkrponoB — numb 0,3 — 0,4 3B, mockonbKky Mac-
ca anekrpoHa oyt B 2000 pa3 meHble mMacchl MpoToHa. OCHOBHBIM BO3AEUCTBYIOIINUM (aKTOPOM
COJIHEYHOTO BeTpa SIBJIIETCSA MOTOK MpOoTOHOB. Bo Bpems Bcmbimiek Ha CONHIIE CKOPOCTh COTHEYHOTO
BeTpa MoxeT yBenuuuThes 10 1000 kM/c, MpU 3TOM COOTBETCTBEHHO BO3PACTaeT SHEPrusi MPOTOHOB
U IUIOTHOCTh UX Notoka [31]. Bo3xaeiicTBe MPOTOHOB COJHEYHOIO BETpa Ha MaTepualibl CBOIUTCS K
CJIEIyIOLIUM OCHOBHBIM 3((eKTaM: paclbUICHUIO U CO3[IaHUIO PAIUALIMOHHBIX 1€(EKTOB CTPYKTYPHI B
MIPUIIOBEPXHOCTHOM CJIO€ 32 CUET BHEIPEHUsS MPOTOHOB M «CMEIICHM» aTOMOB BemecTsa [31].

Bo Bpems Benbiiiek CoHIIE UCIYCKAeT €Ille COJHEYHbIE KOCMUYECKHE JIyYd B OCHOBHOM 3TO IIO-
TOKH MIPOTOHOB ¢ 3HeprusMu oT 1 10 10* MaB [31]. DHeprus NpoTOHOB CONHEYHBIX KOCMHYECKUX BO
MHOTO pa3 IPEBBIIIAET SHEPTUIO IPOTOHOB COJIHEYHOI'O BETpA.

Bokpyr 3eminu ecth 2 mosica 3apspKEeHHBIX YaCTHI[ — TaK Ha3blBAEMbIE paJHallMOHHbIE TIosica Ban
Aunnena: Ha BeicoTe 0KoJ10 4000 KM U3 MPOTOHOB, U Ha BbicOTE OKOJI0 17 000 kM U3 3mekTpoHoB [31,32].
YacTuiisl TaM ABUKYTCS 110 3aMKHYTBHIM OpOMTaM, 3aXBau€HHbIE MAarHUTHBIM TI0JIeM 3eMJId. Takke ecTb
Opa3wiIbCcKasi MarHUTHAsI aHOMAJIHsI — T BHYTPEHHHUM palMalldiOHHBIN MOsC ONIKe MOAXOAUT K 3emMIie
— 10 BbicoThl 200 kM [31].

[To Mepe pocTa SHEPrUM 3apsHKEHHBIX YACTHIL, BO3ACHCTBYIOIINUX HA KOCMHUYECKHE anmnapaTsl U 60p-
TOBBIE BBIYMCIIUTEIbHBIE KOMIUIEKCHI, B MaTepHaiax M JeMEHTaxX anmnaparypbl YCUIUBAIOTCS BbI3bIBa-
eMble UMM paguanuoHHbie 3GdeKTsl: 00pa3oBanue Ne()EKTOB CTPYKTYPhI, MOHU3ALUS U BO30OYXKICHUE
aTOMOB BEILIECTBA, JIEPHbBIC MTPEBPALICHHUS.

Bce panuanvoHHble M3MEHEHUs, MPOUCXOAAIINE B MaTepHallax M JIEMEHTaX ammaparypbl MOX-
HO pa3leNiuTh Ha oOpaTumble M HeoOpaTumble. OOpaTHMbIe MPOUCXOMAT B MarepHaliaX B IMpoliecce
00JTydeHHs M MPAKTUYECKH MOJHOCTHIO MCYE3AI0T IMOCHEe ero mpekpamieHus. HeoOpaTumble n3MeHe-
HUS HETIPEPBHIBHO HAKAIUTMBAIOTCS B TPOLIecCe OOIYYCHHUS M COXPAHSIFOTCS TOJHOCTHIO WJIM YaCTUYHO
nocie mpekpamieHus oOnydenus. V3MeHeHUs MepBOro BHA CBS3aHBl B OCHOBHOM C HMOHM3AIMed U
BO30Y)K/IEHUEM aTOMOB BEIIECTBa, U3MEHEHHsI BTOPOTO BHJa — C 00pa3oBaHHEM paHallMOHHBIX Jie-
¢dekroB [29-32].

PanuanmonHasi CTOMKOCTH TOMYNPOBOJHUKOBBIX MPHOOPOB OIIEHUBACTCS IJIABHBIM OOpa3oM IO
HEOOpaTUMBbIM 3PQeKTam, KOTOpbIE MOTYT B KOHEYHOM MTOTE MPUBECTH K OTKA3y WJIU MOJHOMY BBIXO-
ny npubdopa u3 ctposi. OTKa30M CUYUTAETCS YXOA OCHOBHOTO KOHTPOIMPYEMOro mapaMmerpa npudopa us3
3aJaHHOTO MHTEpBaja JOMYCTUMBIX 3HaYeHUW. J[JIsl XapakTepUCTUKHA PaAuallMOHHONM CTOMKOCTH 4acTO
UCIOJIb3YETCS TIOHATUE «IPEIENIbHO JOMYyCTHUMBIN MOTOK» — OTHECEHHOE K €IUHHIIEe IUIONIAJNd MaK-
CUMAaJIbHOE YMCJIO TOMaJaHuil YacTHIl, KOTOpOe MaTepuajl WiIu Mpubop BhIAEPKUBAET 0€3 U3MEHEHUs
napameTpoB. Hanpumep, npu o01ydeHUN KpeMHUEBBIX TPAH3UCTOPOB MPOTOHAMU ¢ 3Heprueit 20 MsB
KOA(P(UIHUEHT YCUJICHUS ITUX TPAH3UCTOPOB HAYMHAET YMEHBIIATHCS IMOCJIE TOTO, KaK CyMMapHBIN
HOTOK IPOTOHOB HPEBBICUT Benuuuny 10'! npOTOH/CM2 [31]. 3ameTuM, 4TO TakOM MOTOK MPOTOHOB
BBICOKOW PHEPTUU MOTYT IMOJYYUTh 3a TOJ MPHOOpHI, HAXOISAIIKUECS BHE TepMOOTCEKa KOCMHUYECKOTO

anmnapara, IpHy I10JIeTe€ BO BHYTPEHHEM paJUualMOHHOM Iosice. boiee yHUBEpCAIbHBIM KPUTEPUEM IS
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OIIEHKH paJMAIMOHHON CTOMKOCTH SIBJIAETCS BEJIMYMHA MOMIONIEHHON JA03bl U3y4YEeHUs, IIPU KOTOPOMl
HAYMHAIOTCS 3aMETHbIC H3MEHEHHS MTapaMeTPOB MaTepraioB uiu mpubopoBs. [TormomenHas 103a HOHU-
3UPYIOLIETO U3JIYUYEHHUS] U3MEPSETCA IHEPTUEN U3IIyUYEHHUs, KOTOPas MOIVIOIIAETCS €IUHULEN MACChI Be-
niecTBa. EnnHuIa nomionieHHo 1036l HOCUT HaszBaHue ['peit (I'p) u umeeT pazMepHOCTh JIKOyJel Ha
KkuiorpaMm. MHorma vucnosib3yercst Apyras €IuHULA U1l U3MEPEHHUSI MOIVIOIIEHHON T03bl M3Ty4YeHUS
pan = 0,01 I'p. IIlpousBoauMbIE UHTErPAJIbHBIE CXEMBbI JESATCS Ha HECKOJBKO KJIACCOB IO MPU3HAKY

paauanroOHHON YCTOHYMBOCTH K HAKOIUIEHHOM 103e u3nyuyeHus (tabmuua 1.1) [28,32].

Tabnmuma 1.1 — Kimaccudukanus MUKpOCXeM I0 IPU3HAKY paaHalliOHHON

ycTonYMBOCTH [28]

Kareropus MuHuManbHOe 3HaueHHe | MakcuManlbHOE 3HaYeHue
MHKPOCXEM MPEAEIbHOM 103bl, KpaJ | NPEAebHON 03bl, Kpag
Kommepueckue 2,0 12,0
(commercial)
[IpomplitiuieHHBIC 20,0 60,0
(industrial)
Boennoro npumeHeHnus 100,0 2000,0
(military)

Tsokenble 3apsHKEeHHBIE YaCTHIBI (IPOTOHBI, aib(pa—4acTUIBI U HOHBI OOJBIIUX SHEPTUI) UMEIOT
TaKyl0 BBICOKYIO SHEPIHIO (Auana3oH 3Hepruil aekTpoHoB ot 0,05 no 5 M»B, nns nporonos — ot 0,1
10 50 M»aB), uTo «IIpoOMBaIOT» MHUKPOCXEMY HACKBO3b (BMECTE C KOPITYCOM CITyTHUKA), U OCTaBJISIOT
3a coboi «mmeid» 3apsaa [31,32]. B myumem cirydae 3To MOXKET MPUBECTH K MPOrpaMMHO# omuoke (0
cta”et 1 unm HaoO6opoT — single—event upset), B XyaAIieM — IPUBECTH K THPUCTOPHOMY 3aIlETKUBAHUIO
(single—event latchup). V 3amenkHyToro unia muTaHue 3aKOpadrBacTCsS Ha 3eMITIO Yepe3 Mmapa3uTHBIN
TUPUCTP, YTO MOXKET TIPUBECTU K BBIXOAY MHUKPOCXEMBI U3 CTpos. Eciiu muTaHue ycneTh OTKIIOYUTh U
MOJKJIIOUUTH JI0 CTOpaHusi, TO Bce OyleT paboTaTh Kak OOBIYHO.

OtmeuaeTcsi, 9TO TSKENbIE 3apsHKEHHbIE YacTUIBI KOCMHUYECKOTO MPOCTPAHCTBA, BO3JCHCTBYS Ha
HWHTErPAJIbHYI0O MUKPOCXEMY, MOTYT BBI3BaTh UCKAXEHHS OTHCIbHBIX OUTOB JAHHBIX WA MPOTPAMMBIL.
NHTEeHCUBHOCTH COOEB 3aBUCUT OT THUIIA HCIIOJIB3YEMOMW MaMsITH, TapaMeTPOB OPOUTHI U aKTUBHOCTHU
Conama. Jlns cratmdeckoil mamsatu 537-i cepun o0béMoM 32 KOAWMT, MCIOIB3YEMOM B CHCTEMHOM
KOHTpOJUIEPE paccMaTpuBaeMoil OOPTOBOM BBIUMCIUTEIHHONW CHUCTEMBI, OXKHAaeMasi CpeIHsisi WHTCH-
CUBHOCTHh COOEB JUISI BBICOKHUX OpPOUT MOXeT noxoauTh B cyTku no 0,0001 cOosi, a mukoBas — 10
1 cb6os [28]. COon nuHammuueckod mamMatu o0bEMoM 2-4 MOalWT MOTYT AOCTHraTh MWHTEHCUBHOCTHU
0,01 c6ost B cytku, a ¢pmm-namsata — 0,0000001 c6os B cytku [28]. [TocTossHHBIE 3aITOMHHAIOIITHE
yCTPOICTBAa KOHTPOJUIEPOB, HE UCIOIB3YIOIIEE 3apsA0BOe XpaHeHHe WHPOpPMAIINH, MOJOOHBIM COOSIM

HE TIOJIBEPIKEHO.



20

CBepx OombIIME HWHTETpajlbHbIE CXEMbl JMHAMUYECKOW MaMSATH CIy>KaT OCHOBHBIMU HCTOYHHKA-
MH c00€B KOHTpoJIIepa Ha OOpTYy KOCMHUYECKHMX anmapaToB M3—3a BBICOKOH BEpPOSTHOCTH HMHBEPCUH
JIOTHYECKOTO COCTOSIHUS AYEEK MaMATH IPU MONAJaHUU B HUX BBICOKOOPHEPreTHUUYECKUX YacTull. B To
e BpPEMsI BEPOSATHOCTb COOEB MpOIleccopa, KOHTPOJUIEPOB, MOCTOSHHBIX 3allOMHHAIOIINX YCTPOMCTB
U JIpyrHuX UHTErpajbHBIX CXEM H3—3a MOHM3ALMOHHBIX 3()(EeKTOB 3HAYMTENBHO HIDKE (Oojee yeM Ha
7IBa TOPSAJKA), 3 BEPOSTHOCTh MHBEPCUH JIOTMUECKOTO COCTOSHMS siueeK (hIen—MaMaTH MpaKTHYeCKU
paBHa HymO [33]. TakuM 006pazoM, MOXKHO CIENaTh CICAYIOMIUN BHIBOJ: OCHOBHBIM MCTOYHHKOM OIITH-
00K B MaMsTH KOCMHUYECKHUX allllapaToB SIBJIAIOTCSA OMIMOKH, KOTOPhIE BO3HUKAIOT B CTATUYECKON WM
TUHAMHYECKOM orepaTuBHOM nmamsaTd. Ommoku Bo GUIdII-NaMITH UMEIOT 3HaYUTEIbHO 00Jiee HU3KYIO
MHTEHCUBHOCTb, YTO TOBOPUT O JIOCTATOYHO BBICOKOW YCTOMYMBOCTH (IAII-TIAMSTH K paJuallMOHHOMY
U3JIyYEHUIO 110 CPABHEHMIO C IPYTMMHU BUAAMHU maMatu [33].

W3 npencraBieHHBIX JaHHBIX IO BO3JEHCTBUIO KOCMHUYECKOIO M3JIYyYEHHUS HAa KOCMHUYECKHE all-
naparsl CJIEAYeT, 4TO JJIs MOBBIIIEHUS HAAEKHOCTH (YHKIMOHUPOBaHUS 00OpYyAOBaHUS HEOOXOIH-
MO HPeAyCMOTPETh BO3MOXHOCTb 00ECHEUeHMs LEIOCTHOCTH JAHHBIX NMPH YCIOBUU MPOU3BOJIBHBIX
KoH(uryparuii ommodok. Takum o0pazoM, sl ONMUCAHUST BO3IEHCTBHUS KOCMHUYECKOTO M3ITyYeHHS pa3-
JIMYHBIX UCTOYHUKOB (COJHEYHAs pajualus, rajJakTHYeCcKoe KOCMUUYECKOE U3TyUeHHUE, PaIualliOHHbIE
nosica 3eMJIM M Tak Jajiee) Ha KOCMHUYECKHE ammapaTbl TakKe MOXET ObITh HCIIOJIb30BaHa MOJIENb

anredpanveckux MaHUITYIISIUI.

1.2.2 JIuHeiliHbIE CXeMbl pa3/ieJIeHUsl CeKpeTa

B nuHeliHOl cxeme pasaeneHus cekpera (Hampumep, cxema lllamupa u MHOrMe npyrue) cekpem
S pacnpenesi€éH MEXIy 7 YYaCTHUKAMHU TaK, YTO KaXK/blil y4aCTHUK IOJIY4YaeT HEKOTOpYIO ainredpa-
H4YeCKyro oonto cekpeta [34]. Jlroboe nooxoosuee mMOAMHOKECTBO YUYaCTHUKOB (Hampumep, HE MEHee
k < n y4aCTHHMKOB) MOXXET OObEMHUTH CBOM JI0JIU U BOCCTAHOBUTH CEKPET S IO CPEJICTBAM JIMHEHHOTO
peoOpa3oBaHus, B TO BpeMs Kak JIF000€ Henooxoosujee MHOXXECTBO (MeHee k YYaCTHUKOB) HE MOXKET
MOJYYHUTh KakoH-HUOynb MHpOpManuu o cekpere. K coxaneHuto, KOppeKTHOCTh BOCCTAHOBJICHHOTO
cekpeTa obecrneynBaeTcsi TOJbKO TOTJa, KOIra Bce 00beIMHEHHBIE JOIM He ObLIM U3MEHEHbl. B uacT-
HOCTH, €CJIM XOTSI OBbl OJMH U3 YYaCTHUKOB 100X00sU4e20 MHOKECTBA SIBIIIETCS MOUIEHHUKOM, 3TO MO-
JKET NPUBECTU K BOCCTAHOBJIEHUIO U3MEHEHHOTO CEKpeTa 5. boiee Toro, pa3HOCTh MEXy KOPPEKTHBIM
CEKPETOM S U BOCCTAHOBJIEHHBIM S KOHTPOJIUPYETCS yYaCTHUKAMHU-MOILIEHHUKAMH, YTO OOBbACHSAETCS

JIMHEMHOCTHIO cXeMbl. K C4aCTbIO, BOBMOXXHOCTHU MOIICHHUKOB OrpaHUYCHbBI CICAYIOIIUMU q)aKTaMI/IZ

— 6nar0)1ap51 KOH(l)I/II[GHLII/IaJ'IBHOCTI/I CXEMBbI pa3CJICHUA CCKPETAa, BCIMUMHA UCKAKCHHA, BHOCUMO-

T0 3JIOYMBIIIJICHHUKaAMH1, ONPCACIACTCA TOJIBKO UX AlIpUOPHBIM 3HAHHUEM O CCKPETE,

— B CUIIY JIMHEHHOCTH CX€MbI, IJId COOTBGTCTBYIOH_IGI\/JI MOZ[I/I(bI/IKaLII/H/I CBOHUX I[OJIGI\/JI MOIIICHHUKHU

JOJKHBI 3HATh PA3HOCTh MEXKIY S U S.

@DakTUYECKH, MPEACTABICHHYIO JIMHEWHYIO CXEMY pa3leleHUsl CEKpeTa ¢ MOLICHHUKAMH MOXHO

paccMmarpHuBaTh Kak XpaHEHHE CeKpeTa S B a0CTpaKTHOM 3allOMUHAIOIIEM ycTpoiicTtBe Y. Takum obpa-
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30M, K 3aj7aue oOHapyKeHHs (akTa BOCCTAHOBJICHHS] U3MEHEHHOTO CEKpeTa TaK)Ke MOXKHO MPUMEHUTH

MOJIeJNIb IUCKPETHOTO KaHalla ¢ anre0pandyecKUMU MaHUMySusamMu [19].

1.2.3 IlpuBHeceHUe MOMeX B BHIYMCJIUTEIbHbIE YCTPOMCTBA

Emé onHol 06:1acThI0 NPUMEHEHHs JAHHOW MOJIENIH JAUCKPETHOTO KaHaja SBISAETCS POEKTUPOBa-
HUE 3aIIMIIEHHBIX BBIYUCIUTENBHBIX YCTPONUCTB, YCTOMYMBBIX K NPUBHECEHHBIM IIoMexaM. M3BecTHO,
YTO pealli3aluy KpUNTOrpaguuecKuX aJropuTMOB YA3BUMBI K aTakaM IO CTOPOHHHUM KaHaJlaM, BKIIIO-
qasi OfIHy U3 HaubOosiee 3(pPEKTUBHBIX aTaK — aTaKy [0 NPUBHECEHHBIM IoMeXaM. ATaka 3aKIH4aeTcs
B IIPUBHECCHUHU MOMeX (OLIMOO0K) B paboOTy KpUOTOTrpauyecKoro MoAyssi ¢ MOCICAYIOUMM aHATU30M
pe3yabTaToOB KPUNTOTrpapuueCKUX BBIYMCIECHUHN MPHU YCIOBUM HAJIWYMS HMCKaXXeHUH. Bblno mokasaHo,
YTO HAJIMYME MCKAKEHUN U BBIUMCIUTEIBHBIX OMHUOOK B paboTe YCTPONUCTBA MOXKET MPUBOIUTH K BbI-
SBJICHUIO MH(OpPMALIUU O CEKPETHBIX MapaMeTpax CUCTEeMBbI (Hampumep, Kinodax mudposanus). Hanee
MPUBOIUTCS MOAPOOHOE ONMMCAHHWE AAHHOW aTakW, BKIIOYAOIIEE MEPEUYHUCICHUE OCHOBHBIX METOIOB
HaBeJICHHsI TTOMEX M METOJIOB aHAJIM3a OMIMOOYHBIX KpUITOrpaduuecKux BbUUCIeHHH. [IpuBomsTces
npumepsl araku mudpos RSA, DES u AES.

B obuiem, ataka 1o nNpuBHECEHHBIM IOMEXaM COCTOMUT W3 JIBYX 3TamoB. [lepBblil 3akiouaeTcs B
HaBEJCHUU TIOMEX B OMpeAeNEHHBI MOMEHT PabOThl yCTPOMCTBA. 3a4acTyl0, HEKOPPEKTHYIO paboTy
YCTPONCTBA BBI3BIBAIOT C MOMOIIBIO PA3JIMYHOTO poAa pU3MUECKUX BO3ACHCTBUI (Hanpumep, [35,36]).

Haubonee pacnipocrpanénnbsie MeToabl Bo3aeiicTus [37]:

— MaHUITYJIHPOBAHHE TAKTOBOM 4acToTOM mmdpoBansHOro ycrpoicrtsa. Ilpu 3agaHHbIX OTKIOHE-
HUSX TaKTUPYIOUIETO CUTHAja OT HOPMBI MOXXHO JTOOUTHCS H3MEHEHHS MOCIEAOBaTEIbHOCTH
BBITIOJIHAEMBIX KOMaHJ[ BIUIOTH JI0 MPOMYyCKa OMpeneiEHHOW MHCTPYKIUHU. [1lomoOHbIe METObI
BO3JICHCTBUSI OCOOCHHO MPUMEHUMBI K CMapT-KapTaM, TaKTOBBIA CHUTHAJ JJIsl KOTOPBIX IMPeno-

CTaBJIICTCA BHCIITHUM CUYHUTBIBAOIIMM yCTpOﬁCTBOM;

— M3MEHEHUE BHYTPEHHEH apXUTEKTYyphl mudparopa (Hanpumep, HapylIeHUEe IEKTPUIECKUX KOH-

TaKTOB);

— MAaHUITYJIMpPOBaHHE HANpsSHKEHUEM MHUTAaHUS KpUITorpaguueckoro ycrpoicrsa. OTKIOHEHHUS B
IUTAHUU MOTYT NPHUBOAUTH K oIMOKaM paboThl yCTpOiicTBa Ha onpeAeaEHHBIX JTanax, He Mpu-
BOJS IIPU 3TOM K BBIBEJICHUIO YCTpoWcTBa U3 cTposi. Hanpumep, NOHMKEHUE YPOBHS IUTAHUS
IIpU OlEpalMaX YTEHHUS M3 HaMSITH MOTYT HMPHUBOAMTH K HEKOPPEKTHBIM pe3yJbTaTaM YTEHUS

(KoTOpBbIE 3a4acTy0 MOTYT OBITh IPE/ICKa3aHbl 3apaHee).

— BO3JEHCTBHUE JIa3€pHBIM JIy4OM WIH CPOKYCUPOBAaHHBIM CBETOBBIM Iy4ykoM. C €ro MmomoIibio
MOXXHO U3MEHATh COCTOSIHHME SYEEK IMaMsTH U BIMATH HA YCJIOBHBIE IEPEXOJbl B HCIIOIHIEMOM

KOJIE;
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— BOSHeﬁCTBHe NEPEMCHHBIM MAariuTHBIM IOJIEM, IPUBOAAIINM K BOSBHUKHOBCHNIO BUXPEBBIX TOKOB
B IOCIIIX YCTpOﬁCTBa. 9TO MOXKET MNpUBOAWUTDL, HAIPUMEP, K UBMCHCHUIO 3Ha‘leHHI>i, XpaHHUMBIX B

MaMSITH;
— 3HAYUTENbHOE U3MEHEHHE TeMIlepaTypbl HEKOTOPOW YacTH MH(paTopa;

— TIOMCUICHHUEC YCTpOﬁCTBa B CHJIBHOC J3JICKTPOMArHvuTHOC IIOJIC, MPUBOAANICEC K BO3SHHKHOBCHUIO

HHAYKOUOHHOT'O TOKa B ITPOBOAAIINX 3JICMCHTAX mH(bpaTopa.

Jlanee ocyIiecTBIsIeTCsl aHAJIU3 PE3YJIbTaTOB PadbOThl YCTPOMUCTBA B YCIOBUAX MOMEX C LIEJIbIO BbI-
YUCJICHHS CEKPETHOTO napamerpa. OH BBIMOIHACTCS C UCMIOJIBb30BAHUEM ammapara IpoCcToro uin aud-
(dbepennmanpHoro ananu3 ommoOok [38,39]. JlanHbIe METOBI OBLIN YCIICITHO MPUMEHEHBI K OOJIBIIINH-

CTBY COBPEMEHHBIX MHU(POB.

Monesib NTPUBHECEHHBIX NOMeX

ATaku 1o IPUBHECEHHBIM TTOMEXaM MOTYT OBbITh KJIaCCU(UITUPOBAHBI HA OCHOBE CITIOCOOHOCTH 3I10-
YMBIIUJICHHUKA KOHTPOJIUPOBATh TAaKHE MapaMeTphbl BHEAPSIEMBIX IMOMEX, KaK BpEeMsi BOSHHUKHOBEHUS,
MECTOIOJIOKEHUE, THIT TTIOMEX M KOH(PUTYpaIuio BoO3HUKaromux omuook [40,41]. Ilpu ycnoBuu Hau-
YHs IIUPOKOTO apceHasia METOJOB M TEXHUK BHEAPEHUS MOMEX, JOCTYMHBIX KPUIITOAHATUTHKY, CTaHO-
BUTCS KpaiiHe TPYIHO MOJEIUPOBATh U MPEICKa3bIBaTh KOH(DUTYPAIH OLITUOOK, SBIISIONIUECS PE3YiThb-
TAaTOM BJIMSIHUS TTIOMEX Ha BBIXOJIHBIE JaHHBIE aTaKkyemoro ycrpoiictBa. Hampumep, B [42] mokasaHo,
YTO KPaTHOCTb OMIMOOK MOXKET PEeryaupoBaTbcs 3a CYET YMEHBIICHUS HAINPSHKEHUS 3JIEKTPONUTAHUS
JI0 OTIPENIeIEHHOTO YPOBHSI.

OpHako, ¢ MepexooM TEXHOJIOTHI K CyOMUKPOHHBIM pa3MepaM KPUNTOAHAIUTUKY CTAHOBUTCS BCE
TPYAHEE MPOBOIUPOBATH 3a/IaHHBIE KOH(PUTYpAIIMU OMIMOOK B BBIXO/IHBIX TAHHBIX aTaKyeMOIO YCTPOU-
ctBa [43]. Bonee Toro, BCe M3BECTHBIE aBTOPY MEXaHM3MbI BHEIPEHUS MTOMEX 00€CTICUNBAIOT OTPaHU-
YeHHbIE TPOCTPAHCTBEHHOE U BpEMEHHOE pa3peuieHus. s npumepa, o01acTh BOSHUKHOBEHUS TTOMEX
MIPH BO3JICHCTBHH J1a3€pOM, SIBISIONIMMCS OIMHUM U3 Hanbolnee 3()p(PEeKTHBHBIX HHCTPYMEHTOB KPHIITO-
AQHAJIMTHKA, OTMPEIEISIETCS] TEXHOIOTHYECKUMH OCOOCHHOCTSIMU yCTPOMCTBA, a Takke (POKYCHOH TI0-
maapio JazepHoro mydka [43]. Bpems mexay nByms MOCIIENOBATSIIbHBIMUA OOMyYCHHUSIMH 3aBUCHT OT
CKOPOCTHU Tepe3apsiIKi YCTPOHCTBA M OT 3aJCPKKU MEXAY 3allyCKOM OONyYeHHUS U €ro OCyIlecTBIe-
HueM [41].

Hecmotpst Ha BhINIETIEpEUUCIICHHBIE CIIOKHOCTHU JJII KPUMITOAHAIUTHKA, B IAHHON JHCCEPTAlUOH-
HOM pabotre OyneT paccMaTpUBaTHCS MOJEIb MOMEXH, HE BKIIOYAIONIAs OIPAaHUYEHUS TE€X WM MHBIX
MeTOZIOB €€ HaBeleHus. J[pyrumMu cioBaMu, THI MOMEX, KPATHOCTh BO3HUKAIOIIUX OMIMOOK M JIPYTHE
XapaKTEPUCTUKH aTaku He OydyT MPHUBSA3aHBI K OMPEICIEHHBIM METOIaM BHEIPEHUS TOMeX, a OymyT
10 BO3MOXKHOCTH OOOOIIEHBI Ha CaMbIil MIMPOKUMA ClTydail. ITO HOCTUTAETCS 3a CUET HUCIIONH30BAHUS
MOJIEJIM IUCKPETHOTO KaHajla ¢ anre0panyeckKuMy MaHUIYJISIUSAME JJI ONUCAHUS IPUBHECEHHBIX UC-

Ka)KeHUH.
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OnuceiBass 0COOCHHOCTH aTak C MPUBHECEHHUE MOMEX, MOXKHO BBIJCIUTH JIBA OCHOBHBIX IYHKTA.
Bo-miepBrIx, MpakTHKa MOKAa3bIBAET, YTO KPUMNTOAHAIUTUK CIIOCOOEH BO3ACHCTBOBAaTH HA YCTPOHCTBO
TaKuM 00pazoM, 4ToOBI MPOBOLIMPOBATH MOMEXU B ero pabore. K coxaneHuto, rapaHTUpOBaTh 3allH-
Ty YCTPOHCTBA OT BCEX MOTEHIMAJIBHBIX BO3JCHCTBUI, KOTOpPbIE MOTYT IIPUBECTH K BO3SHMKHOBEHHUIO
MOMEX, HEe MPEJCTABIAETCS BO3MOKHBIM. BO—BTOPBIX, NCMO/IBb30BaHKE 3AIIUIIEHHOTO KpunTorpaduye-
CKOTO YCTpOMCTBa 00€CIeurnBaeT TO, YTO 3JOYMBIIIJICHHUK HE MOXET IMOJIYYUTh MOJHOTO JO0CTyNa K
YCTPOMCTBY, €r0 BHYTPEHHEH apXUTEKType M COCTOSIHHIO. J[eiicTBUTENBHO, CHA0Xash KPUTUIECKH BaXK-
Hble OJIOKM 00pabOTKM JTaHHBIX COOTBETCTBYIOIIMMHU METOJAMH 3alllUThl OT HECAaHKIMOHUPOBAHHOTO
noctyma (pasaen A.4.1 npunoxeHust A), MbI ¢ OOJIBIIION T0JICH BEPOSTHOCTH JIMIIIAEM 3JI0YMBIIIICHHU-
Ka BO3MOXKHOCTH HaNpsIMyI0 M3y4aTh BHYTPEHHEE COCTOSHUE 3TUX OJIOKOB U UX coaepxkumoe. Kpome
TOTO, IIPY IPOEKTUPOBAHUU COBPEMEHHBIX 3aILUIIEHHBIX YCTPONUCTB YK€ YUUTHIBAETCS yTpoO3a CO CTO-
POHBI aTaKk IO CTOPOHHMM KaHaJlaM. B cBsI3u ¢ 3TUM, B UnIax, IOMUMO CPEJICTB 3aLIUTHI OT HETIOCPEI-
CTBEHHOI'O JIOCTyNa K YCTPOMCTBY, peajau3yloTcs KOHTpPMEphI, HalpaBieHHbIE IPOTUB Haubosee Mpu-
MeHsIeMbIX aTak (pazmen A.4 npunoxeHus A). Tak, B 0oiabmrHCTBE paboT [44—47], paccMaTpUBaIOIIUX
METOZBbI 3alUThl BBIYUCIUTENBHBIX YCTPOICTB OT aTak ¢ NIPUBHECEHMEM IIOMEX, M1OJIPa3yMEBAIOT, UYTO
YCTPOMCTBO 3aLTUIIICHO OT 30HIUPOBAHUS, BO3ICHCTBUS HA TAaKTOBBIN curHai [40], ynpapistomue nenu
(HarpuMep, KOHEYHbIE aBTOMAThl U PETUCTPBI C TEKYIIMM COCTOSIHUEM YCTpoicTBa) [48] u Onok 06-
Hapy>KEHUS OMHUOOK C MOMOIILI0 COOTBETCTBYIOIIUX KOHTpMEp. Takum oOpa3om, mpu BEIOOpE MOJENn
IIOMEX MCIIOJIb3YETCSI MPEATIONIOKEHUE, YTO 3JI0YMBIIIJIEHHUK HE UMEET MPSAMOro JOCTyla K BHYTPEH-
HEMY COCTOSIHMIO YCTPOMCTBa, HO crocoO€H MPOBOLMPOBaTh B HEM mMoMexu. B mognep:kky AaHHOTO
MIPEIONIOKEHUST MOXKHO MPUBECTH MOJYYUBIINE B MOCJIEIHEE BpeMsl HaubOouibliee paclipocTpaHeHHE
MOJTyarpeCcCUBHBIE aTaKu MO0 CTOPOHHUM KaHaiaM. OHU HE MOAPa3yMEBAIOT CO3/aHUS JIOTIOJTHUTENb-
HBIX JJIEKTPUYECKUX KOHTAKTOB WM JAEKaNcCysiuuu uuna (pasgen A.3 npunoxeHus A). OnucaHHbIe
BBIIIE MOJIOKEHUSI OTHOCHTEIBHO MTPUBHECEHUS ITOMEX B pa0dOTy BBIYHMCIHMTEIBHBIX YCTPOWCTB HAITH

OTpa’XCHHUE B MOACIIN KaHalla C aJ'Il"e6paI/I'-ICCKI/IMI/I MaHUITYJIAUAMH.

MeToabl 00padoTKH pe3y/ibTATOB BHEAPEeHHs MoMeX

B kauectBe MeToma 0OpabOTKU pe3ynbTaToB paboOThl yCTPOMCTBA MPH YCIOBUU MOMEX BO3MOMHBI
pa3iaMyYHble BapUaHTHl B 3aBUCHUMOCTU OT OCOOEHHOCTEH arakyemoro aiaroputma. CormnacHo Kiaccu-
(uKauu Mo MeTony, MUCIOJIb3yeMOMY JJIsl aHaju3a Pe3y/bTaToB, aTaKu MO MPUBHECEHHBIM IOMEXaM

JCIIATCA Ha ABa THUIIA:

— C IIPOCTBIM aHAJIM30M IIOMEX;

— ¢ muddepeHnnanTbHBIM aHATM30M TTOMEX.

Cytp nuddepeHnmanbHOro aHamm3a MOMeX CBOIUTCS K BBIYMCICHUIO Mapbl IH(PPOTEKCTOB, OIUH
U3 KOTOPBIX SABJSIETCS KOPPEKTHBIM, a BTOPOH — OIIMOOYHBIM (BBIYMCICHHBIM MPU YCIOBUU HAJUYUS

nomex). CpaBHEHUE 3THUX MHU(POTEKCTOB MOKET MPUBOAUTH K BBISIBICHUIO MH()OPMALIMU O 3HAYCHUU
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CCKPETHOI'O KJIrO4a. Bce ocranpnbIe CYHICCTBYIOIIINEC CIIOCOOBI aHAIU3a OTHOCATCA K IMPOCTOMY aHAINU3Y

IIOMCECX.

IIpocroii aHaan3 momex

Bonbiioe komu4ecTBO aTak ¢ MPOCTHIM aHATU30M Momex mpuBeaeHo B [38]. Haubonee HarmisgHbIM
IIPUMEPOM TAKOM aTaKW SBIIIETCS CICAYIOIIMM CLIEHapui, MPUBEIEHHBIN B cTarbe. [lycTh KpunToaHa-
JUTUK MOXKET MOAM(DUIMPOBATH COAEPKUMOE MaMSTH, XpaHs;IIeH 4acTh HCIOIHAEMOro Koja (MHTe-
pecHbIE TPAKTUYECKHUE DKCIEPUMEHTHI ¢ MOAM(UKAIMEH 3HAYCHUN, XPAaHUMBIX B MAaMSATH, OMHCAHBI
B [49, 50]). M3mMeHeHne Kola OCYIISCTBIISIETCS TaKMM OOpa3oM, 4TOOBI YCTPONCTBO, UCIOTHSS €TO,
MIPOYUTAJIO U BBIBEJIO, HANpUMEpP, Ha BCTPOCHHBIN NUCIUIEH, 3HAYEHHE CEKpeTHOro kiroda. [Ipyroii
CILICHApUI aTaKy 3aKJII0YaeTcs B U3MEHEHHH 3HAYEHUS ONpeleN€HHbIX MepeMeHHbIX U KoHcTaHT. Ha-
MpUMEp, YMEHBIIUB 10 IUHUIIbI 3HAYCHHE KOHCTAHTHI, OMPEACISIONICH KOTHUECTBO PayHI0B MIH(pO-
BaHUSI, KPUNITOAHAIUTUK MOXET IMOJIHOCThIO KOMIIPOMETHPOBATh CEKPETHBIE MapaMeTpbl CUMMETPHY-
HoOTO mudpa.

B pa6ote [39] nmpuBogutcs tun araku Ha DES ¢ HenuddepennmanbapiM aHaim3oM noMex (non-
differential fault analysis). ®opManbHO, TOTOOHBIA METO aHAM3a SABIsAETCS MPOCThIM. OnUChIBacMas
araka mojpasyMmeBaeT (PU3NYECKOE MOBPEKICHHE PErHCTPOB, SUEEK MaMATH WU MPOBOJOB (HAIpH-
Mep, ¢ MOMOIIBIO JIa3epa), B PE3yJIbTare 4ero COOTBETCTBYIOIINE MOBPEXKAEHHBIM OJI0OKaM 3HAYEHUS
paccMaTpHuBarOTCsl KaK HEKOTOpble (PMKCHPOBAHHBIE KOHCTAHTHI (HampuMep, HOJb), U Oojiee He MOTYT
BJIMSITh HA BBIYMCIUTENBHBIN Mpoliecc. JlaHHas aTaka siBIseTCs arakoil Ha ocHoBe mudportekcTa. s
e OCyIIecTBICHUSI HEOOXOAMMO Hanuyhe Habopa MHU(PPOTEKTOB, BHIYMCICHHBIX YCTPOMCTBOM C 3a-
JTAHHBIMU UCKAXEHUSAMHU (OMHMCAaHbl HUXKE), WIN K€ HAJIMYUE TAaKOrO YCTPOICTBA C HCKOMBIM KIIIOUOM Yy
KpunTtoaHanutuka. [IpuBeném onvcanue JaHHON aTaku.

PaccmarpuBaetcs anmaparHas peanusanus anroputma DES, B koTopoil oguH payHI, peann3oBaH-
HBIH Ha YHIle COrIacHO pUCYHKY 1.2, ucnonbiyercs 16 pa3. Uepes L u R 0003HaueHBI JIEBbIH U TPaBbIi

peructpsl, a F' ectb QyHKIMs mK(pPOBaHUs. 3T0YMBIIIJICHHUK BHEAPSET MOMEXY B HaWMEHee 3Hauu-

L R

Pucynok 1.2 — O6mas cxema amnmaparHoi peanusanuu payHaa DES

Mmberii out (least significant bit, LSB) neBoro peructpa L;, 1 < ¢ < 16. BHenpeHue uckaxeHus ocy-

IICCTBIIACTCA YHUUTOXKCHUCM PETUCTpa WM OTCOCAMHCHHEM IIPOBOAA, BXOAAMICTIO WJIM BBIXOAALIETO
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U3 3TOro perucrpa; 6e3 orpaHMyeHUs] OOUIHOCTHU MpeIoaraeTcs, 4YTo 3Ha4eHUue 3TOro OuTa (UKCH-
pyercs paBHBIM HyIm0. PucyHok 1.3 neMoHCTpupyeT 3HAa4eHHs, OCUYUTAHHBIE HA IMOCJIETHEM 3Tare

anroputMa. [l mro6oro mudporekcTa HaMMeHee 3HAYUMBIA OUT JIeBON MOJI0BUHBI (L16) paBeH HYIIIO,

L1s Ris

0 X

Pucynoxk 1.3 — 3aknrountensusbiii payng DES

TaK)Ke HYJI0 paBeH HauMeHee 3HaYMMbId OUT L15. LSB BbIxogHOrO 3HaueHus QyHKUUU mudpoBaHUS
F nocnennero paynaa pasen LSB mpaBoif yactu mmdporekcra. ITOT OUT sIBIsSETCS BBIXOAOM OJIoKa
MOJICTAaHOBKHU S7, MCTONB3yeMoro B ONoke, peanusyronieM QyHKIuio mudpoanus. Bxox Gmoka S7
0o0pa30BaH MOOUTOBBIM CIIOKEHHEM IO MOJYJIIO /IBa IIECTH U3BECTHBIX OMTOB MIM(POTEKCTA (OHU CO-
nepxarcst B Lig) U mectd OuToB Kitoda. Jlanmee, KpUNTOAHATUTHK TepedupaeT Bce 64 BO3MOXKHBIE
BapuaHTa 3HaYeHUH LIecTH OUTOB KII0Ya, OTOpachkiBas Bce 3HAYCHMs, KOTOpble He mpuBoaaAT k LSB
MIPaBO MONOBUHBI MIU(poTeKcTa. Kax bl IMPPOTEKCT MO3BOSAET OTOPOCUTH U3 PACCMOTPEHHS MPH-
MEpHO MOJIOBUHY OCTaBLIMXCS Kitoued. Takum oOpa3om, umes mecTb MUPPOTEKCTOB (00 OTKPBITHIX
TEKCTaX KOTOPBIX KPUITOAHAIUTUK HE MMEET HUKAKOW MH(OpMAIUH), MOKET ObITh BBISBICHO 3Haye-
HHE IIeCTH OMTOB CEeKpeTHOro Kimova. OcraBimecs OUTHI MOIKIIIOUA MOCIEIHEr0 payHaa MOTYT OBbITh
HaleHbI, HAIPUMED, 3@ CUET BHEAPEHUS JTONOIHUTEIbHBIX ITOMEX.

Kpowme 3toro, B 31011 pabote npuBOAATCSA U JPyTHUE aTaky C MPOCTHIM aHAJIU30M IIOMEX, OCHOBAaHHbBIE

Ha pa3JIMYHbIX BapHaHTax peannsanuu aaropurma DES.

JAuddepeHunanbHbI aHAJIU3 TTOMeEX

[TepBas paboTa, mocTaBHUBIIAs BOMPOC 00 yrpo3e BBIUKUCIUTEIBHBIX OMMUOOK ISl KpunTorpaduye-
CKUX aJITOPUTMOB, BhIILIA B ceHTAOpe 1996 rona [51]. B neit bons (Boneh) u apyrue u3 naboparopuu
Bellcore npemnoxmim araKky Ha KPUIITOCUCTEMBI C OTKPBITHIM KiTtodoM, Takue kak RSA. B [39] buxam
(Biham) u [lamup (Shamir) pacmupuim 3Ty aTaky Ha ClIy4all CHMMETPUYHBIX KPUIITOCUCTEM, TAKUX
kak DES, u Ha3Banu Takyro araky nuddepennmanbapiM aHanuzom nomex (differential fault analysis,
DFA). Kpome toro, buxam u Illamup pa3paboTanu TEXHHKH JJIs B3JIOMa 3aCEKPEYEHHBIX IHU(PPOB C

nomomibio DFA, korna BHYTpeHHsISI CTpyKTypa IKdpa U BHINOIHSIEMbIE UM ONEpalii HEU3BECTHBI.
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Taxoke, B [39] yka3biBajoch, uTo Au(@epeHnanbHbli aHaIU3 OIMO0K MOXET ObITh MCIOIB30BaH AJIs
B3sioma muppo IDEA, RCS5, FEAL u norounsix mmdpos. B manbHeiimeM, padotsl mo DFA ckoH-
neHtpupoBanuch Ha AES kak Ha HauOosee MOMyIsipHOM Ha JaHHBIM MOMEHT Imudpe. bonpmmHCcTBO
arak npotuB AES wucnons3yer cBoiicTBa mudpyomein Gyakuun [52-56], ocTranbHble HAIEJeHb Ha
pacrniucanue kimroueit [57-59]. Heo6xoqumo oTMeTuTh, 4To Mojenu atak Ha AES oueHs paznuvarorcs B
3aBHCHUMOCTH OT pa3Mepa MCKa)KaeMbIX JaHHBIX (OAMH OMT, onuH OalT U Tak Aajee), OT 3TOro 3aBUCHUT
1 HE0OXOIMMOE JUTS BBISBJICHUS KII0UA KOJMYECTBO OMIMOOYHBIX MIHU(POTEKCTOB.

g nemoncTpaumu npuHuuna DFA paccmoTpum mpumep araku Ha anroput™M RSA, peanuzoBas-
HBIM HA OCHOBE KHUTalckoil Teopembl 00 octaTkax (chinese remainder theorem, CRT) u3 pabotsr [51].
B paGore noxkazano, yto a1 ycnemHoro B3noMa CRT-RSA nocratouHo BHeApeHMs €IMHCTBEHHOM
omKOKK B Tpolecce BbIYUCICHHS 3J1eKTpoHHOU nudposoi mogmucu (DLIII). IIpuBeném onmcanue
9TOW aTakH.

Paccmorpum cucremy, ucnons3ymomuryto anroputM RSA mis renepanuu DI Ilycts n = p - d
€CTh MPOU3BEJCHUE ABYX OONBLIMX MPOCTBIX yucel. [ MOAMUCH COOOIIEHHs] & CUCTEMA BBIYUCIIS-
et 2% mod n, tne d ecTh cekpeTHas KCIOHEHTA (4acTh 3aKPHITOro Kimoda). Ilox x mompasymeBaeTcs
1L[eJ10€ YMCIIo B Auarnas3oHe oT 1 1o n. HanéxHocTh anropuTMa OCHOBBIBAETCS Ha CIIOKHOCTH (haKTOPH-
3anuu yucia n. PakTUU4ecKH, eClid U3BECTHBI YUCIIA P U ¢, TO 3JI0yMBILUIEHHUK JIETKO B3J0MaeT mwudp,
TO €CTh CMOXET MOJIHUCHIBATh JOKYMEHTBI 0€3 3HaHUS CEKPETHOW SKCIIOHEHTHI.

3agacTyro JUlsl yOpOIUEHHUs peanu3auuu anroputMa RSA wucnonb3yroT KuTaiickyro Teopemy o0
ocrarkax. Crauana Berumucnsaior £y = z¢modp u Ey = 29 mod q. Jlanee, ucnonssys CRT, BbI-
gycnsior noanuck £ = ¢ mod n. ComiacHo TeopeMe, 11 3aJaHHBIX P U ¢ BCEra HAMIyTCs Ielble

qyucia a, b Takue 4TO:

a=1 (mod p)
u

b=0 (mod p)
a=0 (mod q) b=1

(mod q).
U3 storo cnenyer, uro
E =aFE, +bE; (mod n).

Takum 00pa3om, MOANKCH MPEACTaBIAeT co00i nuHeiHyto koMOuHanuio [ u Fy. I[lomoOHas pe-
anuzanus anroputMa RSA mo3BossieT 3HaUUTENbHO YMEHBIIUTh allapaTHYI0 UM BPEMEHHYIO U30bI-
TOYHOCTB 3a CYET YMEHBIICHNUS Pa3MEpPOB MHOXKHUTEIICH.

Araxa, pennaraemas B [51], 3akiiro4aeTcsi B BBIYMCICHUU ABYX TOJIITUCEN TSl OJHOTO COOOIIECHUS:
OJTHa U3 HUX SIBJISIETCS KOPPEKTHOM, B TO BpeMs Kak apyras — omubouHoi. [Tycte M ecth coobiieHue,
torza £ = M? mod n ecth KOppeKTHasi MOAMICH 3Toro coobuenus. Ilycrs £ = MY mod n ects

owm6ouHas noanuch. HarmoMunM, 4to noanucy £ 1 E BBIUACISIINCH CIIEIYOMUM 00pasoM:
E=aF,+bE;, (modn) wu E = aE, + bE, (mod n).

JlonyctuM, B Impoliecce BBIUUCIEHUS OQHOrO WX uucen [j, [/, mpousomia omubdka. be3 norepu

OOIIHOCTH TIPENAIOIOKHM, YTO ommuoOKa B Fy (To ectb Fy # E; mod p ), npu atom E5 KoppekTHa (TO
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eCcThb EQ = F»). Torna
HONI(E — E,n) = HO/(a(E; — El),n) =q,

W3 Yero CJeayeT MPOCTOTa Pa3JIOKEHUs 72 HA COMHOKUTEIH.

[Tomyyaem, 4TO 37MOYMBIIIIICHHUK, UMES JIB€ TMOJAMUCH OAHOTO COOOIIeHHs (KOppeKkTHYIO [ 1 omu-
O00YHYIO E), croco0OeH BBIYUCIHTD P U ¢. TakuMm 00pa3oM, BHEIPsIs €AMHCTBEHHYIO OMIMOKY B TIPOIECC
Bbruncienus DLII, kxpunToaHaIUTUK MONTy4aeT BOSMOKHOCThH B3JIOMaTh KPUNTOIpaUUYECKYIO CHUCTe-
My. CTOUT OTMETUTh, YTO JaHHAs aTaka paboTaeT Mpu OueHb OOIIEH MOJeNu MoMexu (THM MOMeX H
KpPaTHOCTh BO3HHUKAIOIIUX OMIMOOK HE UTPAIOT POJIH).

B [60] A. Jlenctpa (A. Lenstra) moka3an, 4To I B3jJ0Ma JOCTAaTOYHO €IUHCTBEHHON OIMIMO0Y-
HOI moanucu usBectHoro coobmenus M. Ilycts £ = M mod n, a E ecth oMGOYHas TOAINCH C

OMMCAHHBIM BBIIIE UCKAXKEHUEM, TO €CTh [/ = E mod g, Ho K # E mod p. Torna
HOJ(M — E°,N) = q,

7€ e €CTh OTKPBITasi HKCIIOHEHTA, MCTIONb3yeMasi JAJIsl OATBEPKACHUS noAnucu. Takum oOpazom, 3Hast
OTPBITHII TeKeT M M €QMHCTBEHHYIO OUIMOOYHYIO MOAIKCH [, 3I0yMBIIIICHHHK CIIOCOOCH PasioKHTh
n HAa MHOXKUTENH. JlaHHas aTaka MCIIONb3yeT MPOCTON METOJ aHau3a nmomex (pasnen 1.2.3) u sisercs
3P PEKTUBHBIM PUMEPOM €r0 IPUMECHEHHUSI.

Kpome Toro, B pabore mokasaHo, 4yTO aHAJOTHYHOW yrpo3e MOJBEpKEHA BEPOSATHOCTHAS CXeMa
noamucu Pabunaa. Hekotopele apyrue Kpunrtorpadudeckue CUCTeMbl (Harmpumep, nmpoTokon Puara—
lamupa u cxema IlIHOppa) Takke ysI3BUMBI K BHEIPEHUIO OIIUOOK, OHAKO, YCIICIIHAS aTaKa TpedyeT
BHEJIPCHUS OOJIBIIETO KOM4YecTBa OmuOoK. Ocoboe BHUMaHUE B paboOTe YACNAETCs 3aIIUIIEHHOCTH OT
MOMeX LIEHTPOB CEPTUPHKALINY.

Pesynbrarel, nmpencrasieHHbIe B [51], MOKa3bIBAIOT, YTO CYHIECTBYIOT KJIACCHI TEOPETHKO-YMCIOBBIX
3a1a4 B KpUITOrpaduu, BEIUUCIUTEIBbHBIC OMIMOKA B KOTOPBIX MOTYT NPHBOAUTH K BBISBICHHUIO CEK-
PETHBIX TTAPAMETPOB 3JIOYMBIIIIJICHHUKOM.

[TpuBeném Taxke nmpumepsl auddepeHanIbHoro aHanu3a omuook mudpa RSA, peannzoBanHOro
0e3 HCMOIb30BaHUs KUTAWCKON Teopembl 00 ocrarkax [61]. O003HAYMM JBOMYHOE MPEIACTABICHUE

CCerTHOfI OKCIIOHCHTHI d KaK
d = (d(t — D)d(t —2)|...|d@)]...|d0)),

rie d(i) ecTh 3HaueHue i-0ro 6uta d U pUHUMAET 3HaueHus 0 win 1;

t ecTh pa3Mep SKCIIOHEHTHI B OUTaX;

uepe3 «|» 0003HaueHa orepans KOHKaTeHAIUH.
ITycth e ecTh OTKpBITast 9KcnoHenTa, a C' = M€ mod n — mudporekct. O603naunm yepes C(0) = C,
C(1) = C? mod n, C(2) = C¥ mod n,...,C(t—1) = C* " mod n. Umes C u d, cCOOTBETCTBYIOMIHMIT

OTKpBITBIfI TEKCT MOXET OBITH MMPEACTABJICH KaK

M=C@t-1)%MD.ct -2, .o@)¥. . .C0)" (mod n).
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[TepBbliit BapuaHT aTtaku. KpunroaHaauTHK MPOU3BOJILHO BbIOWpPAET OTKPBITHIN TekcT M U BbIYMC-
aster mudporekct C. Jlanee, 310yMbIIIJIEHHUK OKa3blBae€T HECTaHIapTHoOe (u3nyeckoe BO3/EHCTBHE
Ha YHII, IPOBOLUPYS UCKAKEHHE CEKPETHOM HSKCIIOHEHTHI, IPH ATOM 3aIlyCcKasi Ha yCTPOUCTBE Aend-
pammto C'. IlpearnonoxumM, 9To OAMH OUT SKCIIOHEHTH d U3MEHMJI 3HaY€HHE Ha TPOTHUBOIIOJIOXKHOE,
HOMep HCKakEHHOro Oura HemsBecTeH. OOo03Havass ucKaxEHHBIN Out 4epe3 d(i), i = 0,...,t — 1,

HIOJTy4aeM, 4TO BBIXOJIOM YCTPOMCTBA MPH YCIOBUU HAINYHS MCKAKCHUS CTAHET
M =C(t -1 . Ct—-2)12 . .o .c(0)"  (mod n).
Ob6mangast M u M', KpunTOAaHATUTHK MOKET BBHIYUCIIUTH
M'/M = CH)¥ /C(i)™D  (mod n).

Ecmu M'/M = C(i) mod n, Toraa d(i) = 0, B npotusHo ciaydae M’ /M = 1/C(i) mod n u d(i) = 1.
3/10yMBIIUICHHHUK cocoOeH 3apaHee nocuutarh 3Hauenust C'(i) u 1/C(i) qust ¢ = 0, ....,t — 1 u, cpas-
HuBas ux ¢ M’'/M mod n, BBISBHTH 3HAYCHUS OTACIBHBIX OUTOB d. JlaHHAs MpoIeaypa MOBTOPSIETCS
JI0 TEX TIOp, TOKa KPHUITOAHAJIUTHK HE MOIYYHT JOCTATOYHOE KOIMYECTBO MH(POPMAIMH O 3HAYCHHU
CEKPETHOM SKCIIOHEHTHI.

Bropoii BapuaHT araku. JJisi POCTOTHI MPEATIOI0KHIM, YTO TIPH Jerpainn arakyeMoe yCTpoii-

CTBO CHadYasa BblyucisieT 3HadeHust C'(7), a 3aTeM HCIONb3yeT UX HPU BBIYUCICHUH OTKPBITOIO TEKCTA
M=C(t—-1)MD.Cct-2)12 . .cE) .. . .C0)"® (modn).

JIOTyCTHM, 3IIOYMBIIIICHHUK HCKa3uI ofuH ouT B 3HadeHuu C'(i), i = 0,...,¢t — 1. O603HaAYNM HCKa-

xEnnHoe 3Hayenue yepes C'(i)’. CraemoBaTenbHO, pe3yabTatoM Aennpaiui CTaHET CASAYIOIHNA TEKCT
M =C(t -1 ct—2)1=2. @)D . C0)YD  (mod n).
ATakyroIuii BBIYKCIIACT
M'/M = C (i) /C(i)¥®  (mod n) = C(i)'/C(i) (mod n)

(HEOOXOMMO OTMETHUTh, 4TO (i) B 3TOM COOTHOILICHHH JOJKEH ObITh paBeH |, B MPOTHBHOM Cliydvae
M'/M = 1). Kak u B ipeipIyILIeii aTaKe, 3M0yMbIILICHHHK MOXKET 3apaHee MOCYUTATh BCE BO3MOXKHBIC
oraomenust C'(7)'/C(i1) mod n. Haiiast COOTBETCTBHE MEXTy MOCYMTAHHBIM 3HAYCHHEM U BEIUYHUHON
M’/M mod n, KpUNITOAHATUTHK OTPEIEISIET HOMEP MO3UINH i, Ha KOTOPOIl MPOU30IILIO HCKAXKEHUE, 1
BBISIBIISICT, uTO d(7) = 1. JlaHHas mpolie/lypa MOBTOPSETCS JI0 MOJHOTO BBISIBICHHUSI 3HAYCHUSI CEKPETHOM
9KCIIOHEHTHI.

[IpuBeném taxxke onuu u3 cuenapuen araku Ha AES-128 (AES ¢ kimtouom pasmepa 128 6ur) ¢ no-
cnenyromuM quddepeHmanTsHbBIM aHATH30M noMex u3 [53] ¢ coxpaneHnem o0o3HavueHu. [[1s Hauana
onuueM cam anroputMm mudposanus. AES 310 cummerpudHbIit anroputM 0104HOro mudpoBaHus ¢
JUTMHOW OJ10Ka paBHBIM 128 OuTaM, mojjepkuBaromuii Kiroun pasmepamu 128, 192 u 256 owut. Hudp

ABJIACTCA UTCPATUBHBIM MU COCTOUT B BBINMOJIHCHUU OAWMHAKOBBIX HOCHGHOB&TGHBHOCTCFI [[ef/'ICTBI/Iﬁ —
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payHIOB — HaJ TEKyIIMM cocTostHneM mmdpa (State). CTOUT OTMETUTD, YTO MOCIESTHUN payH] OTIIU-
9aeTcsl OT OCTATBHBIX OTCYTCTBHEM OJHOM Omeparuy, a nepes MNepBbIM payHAOM BBIIOIHIETCS JOMOI-
HUTENbHAsA onepauus. KomuuectBo payHaoB o6o3HadaeTcst [V, ¥ 3aBUCUT OT JuIMHBI Kirodya (N, = 10
st 128 out, N, = 12 gns 192 6utr u N, = 14 ana 256 6urt). AES Beimonuser npeoOpa3zoBaHue
cocrosinus, obosznadaemoro S € M,(GF(2%)) (To ecth S ecTh KBampaTHas Marpuna pasmepa 4x4 c
ko3 dummuenTamMu u3 Koneunoro noss GF(2%)), B Hekoropoe apyroe cocrosinue B My (G F(2%)). Kirou
K pacumpsiercs B N, + 1 noakmroueit, obosnauaembix K; € M;(GF(28)), i = 0,1,...N,. Payun

mdpoBanus AES cocTouT U3 4eThIpEX OCHOBHBIX OINEpALMiA:

— mojacTaHoBKa 0aiToB (SubBytes);
— cnBur ctpok (ShiftRows);
— cmemmuBanue cronbna (MixColumn);

— mpubasnenue kmoda paynna (AddRoundKey).

Or[epaum{ IMOJACTaHOBKHU 0alTOB 3aKJIIOYAETCI B OCYHIECTBJICHUN Hp606paSOBaHI/IH S Had 3JICMCH-

TaMu coctosiHuA S. O603HaYUM depes S, g, COCTOSIHUE HOCIE -0H MOJCTaHOBKH:

)

S SEl S ST s(S) s(S[3])  s(S[)  s(S[13])
g | S slel snop sy g o fs(SERDs(SI6) - s(S10]) - s(S[14]) |
s3] sfrp s[f S[s) ’ s(S[3]) s(S[7]) s(S[11])  s(S[15])

SH] S[g] Sz STl s(S[4]) s(S[8]) s(S[12]) s(S[16])

e S ecTh HeJMHEHHOE Mpeodpa3oBaHue:

GF(2*) — GF(2°),

a € Mg(GF(2)) ects marpunia Hag GF(2);
* €CTh olepaius yMHOXeHus Marpuil Hagy G F'(2);
27! ecThb BBIMHUCIIEHHE OOPATHOTO TI0 YMHOKEHHIO deMenTa B GF(28);

KOHCTaHTa b ecth snemMeHT noist GF'(2%) ¢ mecTHaaUaTepUYHBIM 3HadeHHEM 6314.

(e B i e = R e
— = = = = OO O
— = = = OO O
e e == == R e B T

O O O = e
O O R ==, O
o= O O O ==
_ o O O = ==




30

Omneparusi CIBUTa CTPOK MPEACTABISAET COOOM MUKIMYECKUI CIIBUT CTPOK MATPHIIBI COCTOSHUS Ha

Pa3HbIC 3HAYCHUS. O003HaYUM uepes3 Si,Sh COCTOSIHME TIOCJIE€ 2-0TO CIABUTa CTPOKHU:

My (GF(2%) — My(GF(2%)),

S[] S5 S[9] S[L3) SIS S[] S[13]
o_ | s s spop spap| o | siel sho si4) si
S[3] S[7 S[11] S[15] M s) sps S[E ST
S[4] S8 S[12] S[16] S[6] S[] S8 S[12]

Omnepanysi CMEIIMBaHUS CTOJIONA 3aKIFOYaeTCs B YMHOKEHHH MATPHIbI COCTOSHHUS Ha (DHKCHPO-
BanHywo Marpuiy Ay € My(GF(2%)). O603Ha4nm vepes S; s COCTOAHME MOCIE i-OT0 CMENIMBAHMUS

CTOJIOLIOB:

M, (GF(2%) — My (GF(2%)),
S+ Siy = Ag* S,

rac AO 3a1aéTcs CICOYIOUIUM Ha60pOM YHUCCII B IICCTHAAUATCPUYIHOM MPECACTABIICHUU:

0216 0316 0l Olyg

0l 0216 0316 Olyg
Ay = )

0116 Olig 0216 0346

0316 0lis Olig 0246

yepes * B JJAHHOM CiTydae 0003Ha4eHo NepeMHOKeHue marpui Han G F(28).
Ormeparysi mpubaBIeHus KIOYa PayHIa 3aKII0YaeTCs B CIIOKCHHU TEKYIErO0 COCTOSIHUS M KITIoUa

paynna. CocrosiHHe TOcie PUOaBICHNS KIIIo4a ¢-0ro payHja OyaeM 0003HadaTh Kak S, 4:

My (GF(2%) — My(GF(2%)),
S'-)Sl’A:S—i—Kl

CyTb OnuChIBA€MOH aTaky 3aKJII04aeTcs B M3MEHEHUM 3HAUY€HHUsl OHOro OalTa COCTOSHHS MOcCIe
olnepanuy caBUra cTpok Ha N, — 1 payHje, MO3UIUS UCKa)KEHHOTO OaliTa cunTaeTcs U3BECTHOM (JaH-
HOE JIOIyIIEHUE MCTIONb3YeTCs ISl MPOCTOTHI OOBSICHEHUS] MPUHIIUIIA aTaKd U MOXET OTCYTCTBOBATH).
HoBoe 3nHauenune nckax€HHOro OaiiTa cuMTaeTcs HEW3BECTHBIM. IIpUBHECEHHAs MOMeEXa e OKa3bIBACT
BIIMSIHUE HA YEThIpe 0alTa BRIXOAHOTO COCTOSTHUS mmdpa. [ Kak1oro nckaxk€HHOTO OalTa TeKyIe-
ro IHU(POTEKCTa BHIUUCIIAETCS MHOXKECTBO BO3MOXHBIX 3HaUCHUH nomexu e. Han mosmyueHHbIMU 115
KaXJI0T0 MCKaXEHHOTO OaiiTa MHOXKECTBAMU MOYKHO BBIIIOJHUTH ONEPAIMIO TIEPECeUeHHs, TEM CaMbIM
YMEHBIIUB UTOTOBOE KOJIMYECTBO MOTEHIIMAIBHBIX BAPUAHTOB IIOMEXU € U, KaK CJIEICTBUE, KOJIUYECTBO
TpeOyeMbIX MCKa)XEHHBIX MIM(POTEKCTOB JUIsl MOJHOTO aHalIKM3a. 3aKIIOUUTENbHBIM 3TAalloOM aHalIHu3a
ABJISIETCS ONpeE/IeTIeHne BO3MOXKHBIX 3HaUE€HUH 4eThIpEX OalTOB KIII0Ya ECATOrO payHAa AJs TeKyllen
nomexu e. [ToBropsist 310 AelcTBHE A7 HAObopa MIMPPOTEKCTOB, MOTyYaeM 3HAaYCHUE YEeThIpEX OalToOB

KJII0Ya MOCJIEAHEro payH/aa.
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PaccmoTpum nmpumMep BIUSHHS IOMEXH € Ha MepBblid 0alT cocTosHUs mudpa. VckaxénHoe cocto-

STHHUC 6yI[eM 0003HayYaTh qcpe3 F. HpI/IBHeceHI/IC IIOMCXH MOXXHO 3aIIMCaTh KaK

e 00O
00 00
Fn,—1sn = Sn,—1,5n +
0000
00 00
IMocie onepanuy CMEIIMBAHUS CTOJIOIA TOIydaeM
e 00O 2¢ 0 0 O
00 0O e 0 0 O
Fn,—1m = Sn.—1.m + Ao * =SN.—1m +
00 00 e 0 0O
0000 3e 00 0

[Tocne nmpubaBieHus KIltoYa payH/1a HCKAKEHHOE COCTOSIHUE MHU(pPa MOXKET OBIT 3aIMCAHO CIEAYIOIINM

obOpazom
2¢ 0 0 O
0 00
Fn,—1,4=5SN,-1,4 +
e 000
3e 0 0 O

Jlanee HauMHAETCA BHIMIOHEHUE TIOCTIEIHETO payHaa uQpa, KOTOPbIH OTINYAeTCs OT MPEIbIIYIIIX
OTCYTCTBHUEM OIEpaIy cMelunBaHus ctonoua. [locaennuii payH HAYMHACTCS € OTEPALIUU MOJICTAHOB-
KU 0aliToB

ey 0
el 0
eh 0

/
es 0

0 0
0 0
FN,-,Su - SNT»,Su +
0 0
00
e uepes e, €}, €, €5 0003HaueHs! AuddepeHIHaTbHbIC OIIHOKH.

[Tocnennsist onepanys caBUra CTPOK MPUBOAMT K CIEAYIONIEMY BULy COCTOSIHHS Iudpa:

e 0 0 0

0 0 ¢

Fn, sn = SN,.sn + '
0 € 0

es5 0 0

3aKITIOUNTENFHON Ollepanuei mporecca mu(poBaHus SBISETCS NMPUOABICHUE KIJII0YA MOCIEIHETo pa-

YHJIa; COCTOSIHUE UG pa MOXKET ObITh 3aIIUCAHO Kak

eh 0 0 0
0 0 ¢
Fn, 4= Sn,.a+ '
0 € 0
0 e O
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F'N, 4 mpencrasiseT co00i UCKaXEHHBIN BIX0J mn(paTopa (McKkakEéHHbIA mudpoTekcT). CpaBHUBas
coctossHUS Fy, 4 ¥ SN, 4, TE€TKO BBIYUCIUTH 3HAYCHUS OMIUOOK €, €], €}, U €.

EnuHcTBeHHOW omeparyeld, KoTopas MOXKET BBIIBUTH MH(OpMAIMIO O 3HAYCHHUHU Mofkioda Ky,
ABISIETCA TOCIEIHS Olepanus MOACTaHOBKU OalToB. TakuM 00pa3oM, HEOOXOAUMO PELIUTh CHCTEMY

ypaBHEHUN OTHOCHUTEIIBHO T, L1, T2, T3 H €:

s(xo + 2€) = s(x0) + €}
s(x1 +e) = s(x1) + 6/1. (1.1)
s(zo +e) = s(xa) + €

s(xg + 3e) = s(x3) + €

Jlist KpaTKOCTH OMYCTHM MOAPOOHOCTH pPEIICHUs TaHHOM CHCTEMBbl YpaBHEHUil, BCsA HEOOXOquMast
TEOpHs M MPUMEpPHI NPUBEACHBI B CTaTbe. BBIUMCINB 3HAYCHUS Tg, L1, To, L3 U €, JETKO MOTYIHTH
MHO)KECTBA BO3MOXKHBIX 3HaueHHH 0aiiToB momkiroua Ky, , Ha KOTOPBIX mpousonutk ommoku: Ky, [0],
Ky, [7], Kn,[10], Ky, [13]. danee, moBTOpsisi MPOIEAYPY BHEAPSHHUS TOMEX U MX aHAIM3a, KPUIITOAHA-
JIMTUK TI0JTy4YaeT TOYHbBIC 3HAUYCHHS YETHIPEX OAWTOB KITFOYA MMOCIICIAHETO PayH/ia, BHIMOIHSIS ONEPaInio
NepecedyeHus] MHOXKECTB BO3MOXKHBIX 3Ha4eHU. OYEeBHIHO, UTO BHEIPSISI TIOMEXU Ha JPYTUX MO3HULUSX,
KPHUITOAHAIUTUK CITIOCOOCH BOCCTAHOBUTH KIIFOU TOCIEIHETO payHaa MH(POBAHHS IIETHKOM.

[TpuBenéM HaDIATHBIN pUMEpP OMUCAHHOW ataku w3 [53]. Bce 3HaueHWs HYDKE NPEACTaBICHBI B
niecTHaANaTepruuHoM (opmare.

OTtkpbiThIil TeKCT: «32 43 F6 A8 88 SA 30 8D 31 31 98 A2 EO 37 07 34».

Kirou: «2B 7E 15 16 28 AE D2 A6 AB F7 15 88 09 CF 4F 3C».

[udpotekct: «39 25 84 1D 02 DC 09 FB DC 11 85 97 19 6A 0B 32».

Hwxe npuBeneHbl cOCTOsIHUS MUGPa U 3HAUCHUSI OKIIIOUEH TTOCIIe onepaluii mmdpoBaHus, HadK-
Hasi CO CABHIa CTPOK JIEBATOTO payH/a; B CKOOKaX yka3aH HOMep payHza. BelieraeHHbIe cephIM IIBETOM

SA4YEeHKU TabmuI cofiepkKaT UCKaKEHHbIE 3HAYEHUS.

Caur ctpok (9) Buenpenune nomexu 1E CwmemmBanue ctonouos (9) Kurou paynna (9)

87 | F2 | 4D | 97 99 | F2 | 4D | 97 7B | 40 | A3 | 4C AC | 19 | 28 | 57
6E | 4C | 90 | EC 6E | 4C | 90 | EC 29 | D4 | 70 | OF 77 | FA | D1 | 5C
46 | E7 | 4A | C3 46 | E7 | 4A | C3 8A | E4 | 3A | 42 66 | DC | 29 | 00
A6 | 8C | D8 | 95 A6 | 8C | D8 | 95 CF | A5 | A6 | BC F3 | 21 | 41 | 6E

[pubasnenue noaxiroya (9)

TToncranoBka Gaiiro (10)

Cagur ctpok (10)

Knrou paynza (10)

D7 | 59 | 8B | 1B OE | CB | 3D | AF OE | CB | 3D | AF DO | C9 | EI | B6
SE | 2E | A1 | C3 58 | 31 | 32 | 2E 31 | 32 | 2E | 58 14 | EE | 3F | 63
EC | 38 | 13 | 42 CE | 07 | 7D | 2C 7D | 2C | CE | 07 F9 | 25 |1 0C | OC
3C | 84 | E7 | D2 EB | 5F | 94 | BS B5 | EB | 5F | 94 A8 | 89 | C8 | A6
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Hckaxénnslii mupporekct

DE | 02 | DC | 19
25 |DC| 11 | 3B
8 | 09 | C2 | 0B
ID | 62 | 97 | 32

3HaueHus U GepeHINaNTbHbIX OMHO0K €)), €], €5 U € BBIYUCIAIOTCS CIOKEHHEM HIH(pPOTEKCTa C

UCKaKEHHBIM MIM(DPOTEKCTOM:

HVckaxEHHbIH MUPPOTEKCT HIudporeker Ommoxu

DE | 02 | DC| 19 39 1 02 | DC| 19 E7 | 00 | 00 | 00
25 |DC| 11 |3B |©| 25 | DC| Il [ 6A |=| 00|00 | 00 |51
84 | 09 | C2 | OB 8 | 09 | 85 | OB 00 | 00 | 47 | 00
ID | 62 | 97 | 32 ID | FB | 97 | 32 00 | 99 | 00 | 00

[Tomyuaem, uto e, = E7, ) = 51, ej = 47, ef = 99. Jlanee, HCOOXOAUMO DELIUTH CHCTEMY
ypaBHeHH# 1.1, IOACTaBUB BBIYKUCICHHBIC 3HAUCHHs TU(DGEPEHINATBHBIX OMIUOOK :

(

s(xg + 2e) = s(xo) + ET
s(xy +e) = s(xy) + 51
s(za+e) = s(z2) + 47

s(xs + 3e) = s(x3) + 99

MHOX€eCTBO BO3MOXHBIX 3HAYEHUN OLIMOKHU e, SBISIOLIUXCS PELIEHUEM JaHHOM CUCTEMBI ypaBHe-
HUH, 0003HAUYUM Yepe3 S..

Se. = {01, 04, 13, 1E, 21, 27, 33, 3B, 48, 4D, 50, 53, 55, 5D, 64, 65, 7E, 7F, 80, 83, 8D, 8F, 93, A7,
A8, A9, AB, B3, B8, C9, F6}.

U3 3TOro MOKHO MOJIYYUTh, YTO TEPBBIH OaiiT Kito4a mocieaHero paynaa Ko[0] Moxer npuHUMaTh
cremyromre 3HaueHust (Hacrosiiee 3HaueHue K10[0] paao DO):

K10[0] € {03, 06, 09, 0C, 10, 15, 1A, 1F, 21, 24, 2B, 2E, 32, 37, 38, 3D, 43, 46, 49, 4C, 50, 55, 5F,
61, 6B, 6E, 72, 77, 78, 7D, 83, 86, 89, 8C, 90, 95, 9A, 9F, Al, A4, AB, AE, B2, B7, B8, C3, C6, C9,
CC, DO, D5, DA, DF, El, E4, EB, EE, F2, F7, F8, FD}.

Buenpus mare ommbok {1E, El, B3, 16, 9E}, kpunroaHaduTHK CIOCOOEH BBISBHTH KOPPEKTHHIC
M eMHCTBCHHBbIC 3HAYCHHs 4eThIpEX GalToB Kiroua mociexuero paynma Kig[0], Kio[7], Kip[10] u
Ki0[13].

[Ipencrasiennsie npuMepsl TU(GEpeHIINATHHOTO aHAIN3a TOMEX MPUMEHHTEIBHO K CHMMETPUY-
HbeIM mHdpam (Ha npumepe DES u AES) u k mmmdpam ¢ OTKPBITHIM KIIIOYOM (Ha IpUMEpPE pa3InyHbIX
peanuzaiuiit RSA) neMOHCTpUPYIOT YSI3BUMOCTb COBPEMEHHBIX METOJO0B 3aIlUThl MH(OpMALMU K aTa-
KaM ¢ IpUBHECeHHeM nomex. [Ipu 3ToM, Hann4ue GOJIBIIOr0 KOJMYECTBA BAPHAHTOB aTak HA KOHKPET-

HBIA aITOPUTM (C BHEIPEHUEM IOMEX B pa3IWYHbIC OJIOKH YCTPOWCTBA) MPHUBOIUT K HEOOXOAUMOCTH
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KOMITJIEKCHOM 3aluThl MOAyisl. TakuM oOpa3oM, B 00JacTH NMPOEKTHPOBAHUS YCTPOMCTB, YCTOWYH-
BBIX K IPUBHECEHHBIM IIOMEXaM, OCTPO BCTAET BONPOC 0OecneyeHUs LEIOCTHOCTH 00pabaThiBaeMOi
U XpaHUMOi uHpopMalmu, 4to OyneT crocoOCTBOBATh MOBBIIICHUIO HAAEKHOCTH (DYHKIMOHUPOBAHHUS

JTAHHBIX YCTPOWCTB.

1.3 BriBox

Monenp kaHana ¢ anreOpan4ecKMMU MaHMITYJSIIUAMU SIBJISETCS IOBOJIBHO OOLIEH M MOXET ObITh
UCTOJIb30BaHa JUIsl ONUCAHMs LIYMOB OOJIBLIOIO YHUCIA pealbHbIX KaHAJIOB CO CIy4allHOW CTPYKTY-
poil. 13 npeacraBieHHbIX IPUMEPOB IPAKTHYECKUX MPUIIOKEHUN HCCIENYEMOM MOJEIM KaHaja Clle-
JyeT, YTO aKTyaJIbHOM 3ajjaueil siBisieTcsl pa3paboTKa U COBEPIICHCTBOBAHUE METO/IOB MOBBILLIEHUS I10-
MEXOYCTOMYHMBOCTH 00pabOTKHM (Iepenadn, XpaHeHHs) MH(OpMalud TEXHUYECKUMM CUCTEMaMM IpU
yCIOBUHU anreOpandeckux MaHMIySIUMA. B criepyromeil rmaBe OyayT mpuBeIeHbl OCHOBHBIE METO/bI
3alIUThl ABTOMAaTU3UPOBAHHBIX CUCTEM 00pabOTKM MHPOpMAIMK OT moMeX. byaer mokasano, 4To Kiac-
CUYECKHE METO/IbI TIOBBIIICHUS IOMEXOYCTOWYMBOCTH HE Beerna 3((EKTUBHBI B YCIOBUSIX UCKAKEHUH,
OIUCBIBAEMBIX MOJIEJIBIO ayiredpandeckux MaHunyisanuil. [Tostomy Takxke OyayT npUBEIEHbI clielra-
JU3UPOBAHHBIE METO/Ibl, OCHOBAaHHBIC Ha HEJIMHEMHBIX KOAAX, OOHAPYKUBAIOUIUX anreOpandyeckue ma-
Hunysinud. OTHOCUTENNbHAs HOBU3HA JJAHHOW MOJIENIN KaHajla C IIyMOM MOKET CBMJIETEJILCTBOBAThH O
BO3MOYKHOCTSX YJIYUILIEHHS CYIIECTBYIOIIUX METOJOB, YTO U OyJeT MPOJEMOHCTPUPOBAHO B MOCIENY-

IOIKUX Ii1aBax.
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2 O030p OCHOBHBIX METO/0B MOBBILICHUS MTOMEX0YCTOMYUBOCTH

B I[aHHOfI TIaBC pacCMAaTpuBarOTCd OCHOBHLBIC MCETOAbI 3alIUTBI TCXHUYCCKUX CHUCTCM OT IIOMCX,

YTPOXKAIOIINUX LETOCTHOCTH JAHHBIX.

2.1 MeToabl 3alIUTHI

KrnaccuueckuM moaxonoM Ui MPOEKTUPOBAHUS CUCTEM, YCTOMUMBBLIX K MOMEXaM, SIBISETCS HC-
MONIb30BAaHNE TEXHUKH TMapajieNbHOro oOHapykeHusi ommbok (concurrent error detection, CED)
[62—67]. IlpunHiMn, Jexanuii B OCHOBE CXEM IMapajuIeIbHOTO OOHApY>KEHUsl OMIMOOK, CIETYIOIIHA:
HPENONIOKUM, YTO paccMarprBacMas CHCTeMa peain3yeT (QyHKUWIO ¢ W BbIIAaET 3HadeHue ¢(i) Ha
BXOJIHOE 3Ha4YeHue i. CxeMa MmapajielbHOro 0OHapyKeHUs OIIUOKH OOBIYHO CONEPIKUT MOAYIb, KOTO-
pBIii HE3aBUCHMO BBIYHCISET — «IPEICKa3bIBAET» — HEKOTOPYIO CHEIHAIBHYIO XapaKTEPUCTUKY BbI-
xoiHOTO 3Ha4YeHus ¢(7). Jlanee, OJIOK IPOBEPKU CPABHHUBACT MPEICKA3aHHYIO XapaKTEPUCTHKY C Xapak-
TEPUCTUKOW, BBIYMCIECHHON Ha OCHOBE PEAJIBHOIO BBIXOJA YCTPOMCTBA. B cilydae Mx HecoBmaaeHus
reHepupyercs curaan o6 ommbOke. Hexotopsie mpumepsl xapakTepuctuk ¢(i): camo 3Hauenue ¢(i),
4ETHOCTh ¢(7), KOJMYECTBO HYJICBBIX WIIM CIMHUYHBIX OUTOB B ¢(i) u Tak manee. OOmias cxema ma-
pajienbHOro OOHapyKeHHUsl OIMOOK IpuBeAeHa Ha pucyHKe 2.1. 3akpaieHHble OJOKM Ha PUCYHKE
0003HAYaIOT anmaparHyr W30BITOYHOCTH, HEOOXOAUMYIO ISl peain3aliil JaHHOTO METOAA 3aIlIWTHI.
JIro6as cxema CED xapaktepu3syercss HaOOpOM WM KJIACCOM OIIMOOK, MPU HAIUYMH KOTOPBIX Hapylla-
€TCs IeIOCTHOCTh JaHHBIX, TO €CTh MPOUCXOAUT UX HeoOHapyxkuBaemoe uckaxenue [68]. Ilog obec-
MEYCHUEM LIEJIOCTHOCTH JIaHHBIX TIOHMMAETCS TaKOe TOBEACHUE CHCTEMBI, IPU KOTOPOM CHCTEMa JIHO0
BBITAET KOPPEKTHBIC BBIXOIHBIC JJAHHBIC, JTMOO CUTHAIM3UPYET O BhIJa4e OMIMOOYHBIX JaHHBIX. OCHOB-
HYI0 yIpo3y JAJsl HEJOCTHOCTU JaHHBIX MPEACTaBISAIOT HeoOHapyKkuBaeMble omuOku. g 3a1anHOrO
METOZa 3alUThl OyJleM CUMTAaTh HEOOHApYKMBAEMON TaKylO OIIMOKY, MOSBIECHHUE KOTOPOM HE MOXKET
OBITH OOHAPYKEHO C TIOMOUIBIO 3TOTO MeToa. Jpyrumu cioBamu, omumoOKa e siBIseTcss HeOOHapyKHBa-
€MOIl B TOM Clly4ae, €ClIi JIJIsl JJr000i pa3peménHoil oOpabareiBaeMoil (TiepeaBaeMom, XpaHsIencs)
KOMOMHAIMKU v € V' BBINOJHSAETCS PAaBEHCTBO € + v = u € V, rae V' ecTh MHOXKECTBO pa3pelIéHHbIX
oOpabarbIiBaeMbIX (ITepeIaBacMbIX, XPaHAIUXCs) KOMOUHAIMH. MHOXXECTBO HEOOHAPY)KMBACMBIX OIIIH-
00K, BHEJIPEHUE KOTOPBIX Oy/eT YCHENIHBIM IpH JIF0OBIX 00pabaThIBaeMbIX JAHHBIX, OyJleM Ha3bIBAaTh
MIOCTOSIHHOW KOH(UTrypauueil HeoOHapyKUBAEMbIX OLINOOK.

BaxxHo oTMeTUTB, 4TO 070K TIpOBEepKH (MM OJOK OOHAPYKEHHsI OITUOKHM) JTOJDKEH OBITh HAJEKHO

3alUIIEH OT HECAHKIIMOHUPOBAHHOTO AocTymna. Hampumep, GIOK MpoBEpKH MOXKET OBITh SKPaHHPO-
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Bxoni

Y Y
[Ipenckasarens

XapaKTEPUCTUKH
BBIXOJIHOI'O
3HAYCHUS g

QyHKIUA g

Y

Brruncienne
XapaKTEPUCTUKHU

Y Y

biok npoBepku

! !

Beixon g(i) Curnan 00
(91114 (§

Pucynok 2.1 — O6mias cxema napasuieaIbHOrO 0OHApYKEHHs OLIMO0K

BaH, 3aIlMIIEH C IIOMOUIbIO JaTYUKOB, AyOInpoBaH. B MpoTHBHOM cilydae, 3aluTa JaHHBIX HE MOXET
OBITH OcymIecTBIeHa. TakuM 00pa3oM, HEOOXOIUMOCTb 3aIIUTHI BCETO YCTPOMCTBA OT (PU3UYECKUX BO3-
JEUCTBUI 3aMEHseTCs 3aIIUTON OJHOTO HEOONBIIOTO OJI0Ka. DTO MO3BOJISET 3HAYUTEILHO YMEHBIIUTD
pas3Mep 4MIia U 3aTpaThl Ha €ro CO3JaHHe.

B OonpmmHCTBE cilyyaeB, Kak, Hapumep, Ha pucyHke 2.1, cxemsl CED ucnonb3yror annapaTHyro
M30BITOYHOCTD (MCIONIBb30BaHUE OJIOKOB IMpecKa3aHus U MpoBepkHu). CXeMbl ¢ BpeMEHHON H30bITOY-
HOCTBIO (Hampumep, [69-71]) Taxke MOTYT OBITH HMCIIOJIB30BAaHBI ISl MMAPAJUIETBHOTO OOHAPYKEHHUS
omn60K. BpemeHHass M30bITOUHOCTh HETaTUBHO CKAa3bIBAE€TCS HA MPOU3BOJUTEIILHOCTH CHUCTEMBI, Of-
HAaKO CTOMMOCTb aliapaTHbIX 3aTpaT B TAKOM Cllyyae OObIYHO 3HAYMTEIbHO HUXKE, YEM IIPU alnapaTHON
M30BITOYHOCTH.

[Ipumepom ucnonb3oBanus cxeM CED ¢ BpeMEHHOIl M30BITOYHOCTBIO SIBISETCS METOJ 3aLUThI
CUMMETPUYHBIX MIH(POB OT IIOMEX, ONUCAHHBIN B pabore [71]. DTOT MeTON, OCHOBAHHBIN HAa CUMMET-
pUu U 00paTUMOCTU MIMGPOB C 3aKPBITHIM KJIOYOM, OCYIICCTBISET mudpoBanue (nemmdpoBaHue),
[OCJie Yero BBINONHsETCS oOpaTHas omepaius — aemudpoBanue (mudposanue). Ecau B npouecce
paboThl ycTpoiicTBa omuOKH HE OBLIO, TO oOpaTHas onepanus JODKHA MPUBECTH K MCXOAHBIM JIaH-
HbIM. J[aHHBIM METOA MOXET ObITh pealn30BaH Ha Pa3IMYHBIX YPOBHAX (YPOBEHb aIrOpUTMa, payHIa,
onepauuu ¥ T.1.). Hanpumep, npu peanuszanuu Ha ypoBHE ollepaluil Kakaasl BbIIOJHAeMas Iupa-
TOPOM OIepalysl MpoBepsieTcss OOPaTHBIM JeHCTBHEM (LIMKIMYECKUN CABMI OIEpaH/Aa BIIPaBO MPOBE-
pseTcsl HUKINYECKUM CABUIOM pe3yibTaTa UCXOAHOIO CABHUIa, HO YyXke BieBO). [lmocom peammzanuun
TAaKOTO METOJa Ha YPOBHE ONEpaluy SBISETCS BO3MOXHOCTH OINpPENEIUTh MECTONOJIOKEHNE BO3HUK-

HoBeHUs mmoMexu. Kak YKC OBLI0 CKa3aHO, IMPOU3BOJUTCIbHOCTb CUCTCMbI C TAKMM MCTOAOM 3alllUThI
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3HAYUTEIBHO CHUKAETCA, TaK KaK 0OPaTHYIO OMEpalvio MOKHO BBIMOJIHUTH TOJIBKO MOCIIE 3aBEPLICHUS
HMCXOJTHOM.

BBuny mesbieit 3aepKKu 00paOOTKH JaHHBIX (M, KaK CJIEICTBUE, 0OJiee BBHICOKON MPOU3BOIM-
TEJIBHOCTU CUCTEMBbI) HAUOOJIbIIIEE PACIIPOCTPAHEHUE TIOTYUMIM CXEMBI MapajlIeIbHOIO OOHAPYKEHUS
oMOOK ¢ anmapaTHON M30BITOYHOCTHIO. [Ipu 3TOM, OCHOBHBIMHU XapaKTEPUCTUKAMH BBIXOJHOTO 3Ha-
YEeHHUsI SIBJIAIOTCS caMo 3HaueHue (nyonupoBaHue 000pyI0BaHUSA) U IPOBEPOUYHBIE CUMBOJIBI TMHEHHOTO
KoZia (MCIOJIb30BaHKE JIMHEHHBIX oMexoycToiunBbIX ko7oB (JIIIK)). Ilpumepom ucnonbp3oBaHus ayo-
JUpPOBaHUsI 00OPYAOBAaHUS SBISETCS METOA 3aIIMTHI BBIUMCIMTEIBLHOIO MOIYJS U3 [72], rae KaKIbli
anmapaTHbIi MOIYyJIb AyOnupyercs pe3epBHbIM OnokoMm. [Ipumepsr ucnonszoBanue JIIIK ms 3amuter
MOXHO HaiTu B [73,74]. OOBIYHO UCIIONB3YIOTCS TaKHE KOMbI, KaK KO/ C MPOBEPKOM Ha YETHOCTD, KOJI
X3MMHUHTra, KBaAPaTUIYHO—BBIUETHBIE KOJIbI [75].

B nocneanee Bpemst OSIBUIIMCH paOOThI MO MCIIOJIB30BAHNIO HEJIMHEHHBIX TOMEXOYCTOWYUBBIX KO-
noB (HIIK) B cxemax CED mis 3amuThl TEXHUYECKUX cUcTeM [24,25,76,77]. Hexotopeie kinaccet HITK
001aatoT BBICOKOI OOHapy)XHBaroIleld CoCOOHOCTHIO, KPOME TOTO, UX HEIMHEWHOCTh MOXKET OBITh
WCII0JIb30BaHa sl YMEHBIICHUS] BEPOSITHOCTH UCKAKEHUS IaHHBIX.

B nanHo#i quccepranimoHHO# paboTe OyayT paccMaTpuBaThCs CXEMbI TapauIeIbHOrO 0OHAPYKEHUs
OIIMOO0K, OCHOBAaHHbIE Ha anmapaTHONW M30BITOYHOCTU. DTO OOYCIIOBIEHO TE€M, YTO OHU HE TaK KPUTH-
YEeCKU CKa3bIBAIOTCS Ha MPOU3BOIUTEIBHOCTU CHUCTEMBI, a TaK)Ke SIBIAIOTCS Oojiee YHUBEPCAIbHBIMU
M MOTYT OBITh HCIIOJI30BaHBI JUIS PA3IMYHBIX YCTPOHCTB 0€3 3HAYMTEIbHBIX Momupukanuid. Jlanee

OyayT pacCMOTPEHBI OCHOBHBIE METOIbI 3aLIUTHl TEXHUYECKUX CUCTEM OT MOMEX:
1. JlybnupoBanue 000pyI0OBaHUS;
2. Hcnonp3oBaHKE JTMHEHHBIX TOMEX0YCTOMYMBBIX KOJOB;
3. XeumupoBaHHUE;
4. Ucnonb3oBaHUE HETUHEHHBIX TTOMEXOYCTOMUUBBIX KOJIOB.

Jnst HuX OyayT MpeCTaBiIeHbl O0IIMe apXUTEKTYPhI CXeM MapayljieIbHOro oOHapy) eHus: omuook. OT-
JIeIbHOE€ BHUMaHHE OyleT YIEeNeHO KilaccaM OIIMOOK, KOTOPBIE HAPYIIAIOT LEIOCTHOCTh JaHHBIX B

CHCTEMEC.

2.1.1 JlyonupoBanue 000pya10BaHMS

JlybaupoBanue o00py/10BaHUS ABIsieTCS HauOoIee OYEeBUAHBIM METOOM OOpPBObI ¢ UCKAKEHUSIMH.
[Ipu 3amuTe annapatHoro O10Ka cO34aETCs €ro KONMs, KOTOpask UCIOJIb3YETCsl HapaBHE ¢ OPUTHMHAIb-
HBbIM ycTpoicTBOM [72,78,79]. BeixogHsle gaHHble 000MX OJIOKOB CPAaBHMBAIOTCS, U MPH HAJIUYUU
pasauuuii MeXay HUMH IPUHHUMAETCs pelleHue 00 MCKaXEeHUAX AaHHbIX. DopManbHO, XapakTepu-
CTHKOM BBIXOIHOTO 3HaueHust ¢(i) BbicTymaeT camo ¢(i). Cxema oGHapy)XeHHUsI OMIMOOK C TIOMOIIBIO

TyOnupoBaHusl 000pynoBaHUS NpuBeieHa Ha pucyHke 2.2. Kak u B GonbIIMHCTBE paboT Ha 3Ty TeMy,
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MPEAIoiIaraeTcs, 4To 6J0K 0OHAPYKEHUS ONTUOKHU 3alIMIIEH OT BHEITHETO BO3/ICHCTBUS M BMEIIATEIb-

cTBa B ero pabory. CTOMUT OTMETUTh, YTO KOJMUYECTBO NYyOIHPYIOMUX OJIOKOB MOXET OBITH OOJbIle

v | Bxog
AnnapartHas
N36bITOYHOCTb
A 4 A\ 4
VcxoaHoe OybnupoBaHHoe
. ncxogHoe
YCTPOWCTBO »
YCTPOMCTBO
y y
k k
ey1 ) 4 ey2 4
—( + >+
Pacwwpenhbn| | ___________.
BbIXO4 I
briok
» obHapyxeHus
OLUNGKM
NHD. l CoobuieHune
v coobLieHne 06 ownbke

Pucynok 2.2 — Cxema oOHapykeHHUs1 OIIHOOK C MCIONb30BaHUEM TyOIMpPOBaHUs 000PYIOBAHHUS

OJTHOTO — B 3TOM ClIydae MOMHUMO OOHApy>KEHUS TOMEX MOXKET MPUHUMATHCS PEIIeHHE OTHOCUTEIHHO
3HAU€HMsI BBIXO/HBIX JIAHHBIX C MCHOJIb30BAaHHUEM Ma)KOpUTapHOro nmpuHuuna. Ilpu 3amure 610ka na-
MSATH BO3MOXXHO HCIOJIb30BAaHUE KaK amllapaTHOW M30BITOUYHOCTH (IyOiaupoBaHue OJloKa MaMsTH), TakK
1 HHGOPMALMOHHON (IyOIMpOBaHUE JTaHHBIX, 3AIMCHIBAEMBIX B MAMSITD).

Jlerko 3aMeTHTB, YTO BOZHUKHOBEHUE OJJMHAKOBBIX OIIMOOK €, U €,2 B HCXOIHOM H JyOnupyromem
0J70KaxX MPUBOJUT K TOMY, YTO HapyIIAeTCs LEIOCTHOCTh JAHHBIX — YCTPOMCTBO BBIIAET OMIMOOYHBIE
JlaHHBIE, HE MojaBasi curHay o6 omuoke. KoinnyecTBo Takux KOMOMHAIMNA OMIMOOK JJISl ¢-UYHBIX JaH-
HBIX pasMepHOCTH k paBHO ¢* — 1 u3 ¢** BO3MOXKHBIX (MCKIIOYAETCS CIydaii, Korua e, = e, = 0).
CnenoBarenbHO, BOSHUKHOBEHHE OJJMHAKOBBIX MOMEX B OJ0Kax rapaHTUPOBAHHO MPHUBOAUT K HEOOHa-
pyxuBaeMoii omnlke B paboTe ycTpoiicTBa. Bo3HHKHOBEHNE Takoi OIMOKU B ONPEeNEHHBIX CIIydasx
NPEACTABISIETCs. JOCTAaTOUHO BEPOSTHBIM COOBITHEM, YTO CBOAMT K MHUHUMYMY HaJ&KHOCTb M IOME-
XOYCTOMYHMBOCTh TEXHMUUYECKOM CHUCTEMBI IIPHU alreOpanuyeckux MaHUIMyISusX. CTOUT OTMETUTh, UTO
JaHHasi cxema Obliia pa3paboTaHa U UCHOIb3YETCs Ui 3allUThl OT IOMEX €CTECTBEHHOTO MPOUCXOKIe-
HUS. XapaKTEePHBIX Ul KJIACCUYECKHUX KaHAJIOB C IIyMOM, IIPOTUB KOTOPBIX OHA SABISETCS OCTAaTOYHO
3¢ heKTUBHOM.

Taxum o6pa3om, 1yOarpoBaHue 000PYI0BaHUS HE 00eCIIeUUBAET 3aIUIIIEHHOCTh TEXHUYECKUX CH-
CTEM OT paccMaTpPUBAEMON MOJEIH MOMEXU — JaKe MpU c1aboi Moaenu anreOpandeckol MaHUITYIsI-

IO BO3MOXHO HCO6H3py>KI/IBaeMOC BO3HUKHOBCHHC MCKAXXCHHA JaHHBIX.
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2.1.2 JluHeiliHOE MOMEXOYCTONYHUBOE KOAUPOBAHME

JpyruM KiaacCMYECKUM METO/OM 3alllUThl OT IIOMEX SIBJISETCS UCIIOJIb30BaHUE JTMHEMHBIX TOMEXO-
yCTONUMBBIX KOOB [5, 14,73-75]. Haubonpliee pacrpocTpaHeHHE MOTYYHIN CUCTEMaTUYeCKUE KOJIbl,
4TO 00BSCHAETCS MPOCTOTON MX HcIoab30BaHus B cxemax CED. B kauecTBe XapakTepuCTUKHU, KOTOPYIO
BBIUNCIISIET TIPEICKA3aTellb, UCIIOIb3YETCs 3HAYEHNE IPOBEPOYHBIX CUMBOJIOB JIMHEHOTrO Koza. [Ipun-
uun ucnons3zoBanus JIIIK B cxemax napasienbHOro oOHapyXeHUsl OIIMOOK ITPUBEIEH HA pUCYHKE 2.3.
B kadecTBe JOMOIHUTEIBHOTO 000PYI0BaHUS, HEOOXOAUMOTO ISl OOHAPYKEHUS TOMEX, UCTIOIb3YIOTCS

KoJIep, IpeicKa3aTelib U OJIOK OOHapY)KEHUsST OITHOOK.

v | Bxox |:| v | Bxox |:|

Kozep ) AnnaparHas Kozep ) AnmnapaTtHas
JIMHEHHOTO N36BITOYHOCTD ST U36BITOYHOCTD
KoJa KoJa
HCXO?HOC Ipenckazarens Brnok namstu AyGampoarniii
YCTPOWCTBO OJIOK maMATH
y fo) y f)
k N k N
& ¢ & ¢
— + — + — + — +
Pacmmpermwii | ________| J=/N®e;  Pacumpensmwii| ___________| IN=/N®e
BBIXOJ| BbIXO ~
D= =y®e
Y=Yy ® €, | Brox 00OHapyKEHUs Y=y " | Briok oGHapyKeHus
OLIMOKH OLINOKH
Uno. Coobmenne 06 Und. Coobuienune 06
coobiieHne ommoke cooluienue ommbke
a) 0)

Pucynok 2.3 — [Ipumep cxembl napajijieIbHOT0 0OHApyKEHUSI OIHUOOK ¢ UCIIONB30BAaHUEM JTMHEUHBIX
MIOMEXOYCTOHYMBBIX KOAOB: @) JJISl 3aIIUThI IMHEHHBIX OJIOKOB BBIYMCIUTEIBHBIX YCTPOUCTB 0) aiist

3aIUTHI OJIOKOB HTAMSITH

Hecmotps Ha TO, 4TO KOJEp M IpeicKas3aresib M300pa)keHbl KakK OTIeNbHbIe O10KH, (hopMmasibHO,
npezcKa3aresieM sBISIETCS UX COBOKYMHOCTh. Ho 1uist Gonee HAmIsAHOM IEMOHCTpPAIMHM MCIIONb30Ba-
HUS TIOMEeXO0ycTOunBbIX Kof0B B cxemax CED Obu1o pernieHo Ha pUCYHKE BBIICIUTH KOAEP B OTHAEIb-
Hbli Onok. [Ipu TakoMm JeneHuH npeackasarellb CBOAUTCS K OJIOKY, OCYIIECTBISIOLEMY peodpa3oBa-
HUE aHAJOTMYHO MCXOJHOMY YCTPOMCTBY, HO, BO3MOXHO, HaJl JaHHBIMU JIPyroil pa3MepHOCTH (€ciu
k # r). Kogep BhlYuCIIsSeT QYyHKUUIO (XapaKTEPHCTHKY) OT 3TOro 3HadeHus. JIMHEHHOCTh omepauuii
KOJIUPOBaHUs U MPe0Opa30BaHus, BBIMOIHIEMOI0 UCXOAHBIM OJIOKOM, IIO3BOJISIET pacioiaratb OJIOKU B
Hopsiike, 0OpaTHOM I10CJIE0BATEILHOCTH ONepaluil (3Ta CUTyalusl NPOAEMOHCTPUPOBAaHA HA PUCYH-
ke 2.3). Kpome Toro, 3a cuér aMHEHHOCTH MpeoOpa30oBaHUM BO3MOXKHA peanu3alis eInHOro OJoKa,
OCYILECTBIIIOLIET0 HTOTOBOE NIPE0Opa30BaHUE.

Ncxonuplii MOy b OCYIIECTBIISIET JIMHEWHOE IpeoOpa3oBaHKue i BXOIHBIX JaHHBIX, IPH KOTOPOM
3HaueHHe v oTobpaxkaercs B Boixon h(v) = y. JlomycTuM, B yCTPOMCTBE BO3HHKAIOT MOMEXH, HPH-

BOJAINE K BO3ZHHMKHOBCHHUIO OIIINOKHU €y. Torma BBIXOJ HCXOIHOIO yCTpOﬁCTBa MOXXHO 3a1iucaTb KakK
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Yy = y + e,. JlaHHBIE v, NOCTyNaIONIME B 3aIIMIIAEMBIA OJIOK, TakkKe IOCTYNaroT B KOJAEP JIMHEHHO-
ro KO/a, BBIYMCIISIOIIMI MPOBEPOYHbIE CUMBOJIBI KO/Ia ¢ MOMOIIbIO Konupytomeid ¢yHkuun f. Jlanee
PACIIONIOKEH MPeCKa3arelib, BHIYUCISIFONINN 3HaYeHHe (GYHKIUH /i OT MPOBEPOYHBIX CHMBOJIOB f(v).
JIMHEHHOCTh OCYIIECTBISIEMBIX MTPE0OPa30BaHUI MPUBOJIUT K TOMY, YTO BBIXOJ IPEICKa3aTelsi MOKHO
samucars Kak h(f(v)) = f(h(v)) = f(y). Bo3neiicTBue momMex oka3piBaeT BAMSHUC U HA (YHKIHMOHH-
pOBaHHe MPEICKA3aTes, BBIXOJ KOTOPOro 0603HaMM depes [ (y) = f(y) + ey, Tne ey ecTh BeNUYNHA
BO3HHKaromel omubOku. Takum o6pa3om, B 6110k 0OHApYKEHUS OIIMOOK MOCTYMAIOT UCKaKEHHBIN BbI-
XOJ UCXOHOTO YCTPOWCTBA ¥y M UCKAXEHHBINA BBIXOJI MPECKa3aTeNs f (y). ok oOHapyXeHHUsI OLINOKH
NpOBEpPsIET, SIBJSICTCS JIM MOCTYIMHBIIHIA BEKTOP (g[ f (y)) CIIOBOM HCITIOJIb3YEMOTO JIMHEHHOTO KOJa.
Ota npoBepka MOXeT ObITh pealn30BaHa Pa3IMYHBIMU CIIOCOOAMHM, HAIIPUMEpP, YMHOKEHUEM Ha Mpo-
BEPOUHYIO MaTpHIly KoJa. AJIETEPHATUBHBIM CIIOCOOOM SIBJISIETCSl BBIYMCIICHHUE IPOBEPOUHBIX CHMBOJIOB
COOOMICHHUS § € MOCIEAYIONIMM CPAaBHEHUEM C BBIXOIOM TIpesicKa3arens. B ciaydae, eciam mMeeT MecTo

PaBEHCTBO
@) = f(y),
fly+ey) = fly) +ey,

TO CJIOBO IPHHAUICKHUT KOy, M omubka e = (e,, ef) He OyneT oOHapyxkeHa. B mpoTHBHOM ciydae
cucteMa HHPpopMUpyeTcs 00 OOHAPYKEHUH OIIHOKH.

[Tpu 3amuTe ONOKa MaMATH OCYLIECTBISIFOTCS aHAJIOTUYHbIE JIEHCTBUS: BXOIHBIC JaHHBIE CHAYala
MIOJBEPraroTCs MPOLEAYpPEe KOOUPOBaHMsI, IIOCIE YETO 3allUChIBAIOTCS B NIAMATh BMECTE C IIPOBEPOYHBI-
MU CUMBOJIaMH, (POPMHPYS KOIOBOE CcJI0BO. [IpH YTEHNHU NaHHBIX UX LHEIOCTHOCTH IMMPOBEPSETCS 3a CUET
MIPOBEPKHU NMPUHAICKHOCTH IPOUUTAHHOTO 3HAUYEHUS JTMHEHHOMY KOJY.

[Tpu rcmonb30BaHUU CXEM MapalljieIbHOT0 OOHApPYKEHUS OIIMOOK TEXHUYECKasl CUCTeMa 3a4acTylo
pa3buBaeTcs Ha AIEMEHTHI, K&KAbII U3 KOTOPBIX 3alUINACTCS C MOMOIIBIO0 ITOMEXOYCTOMYMBOIO KOJA.
Takoe neneHue MO3BONSIET YOPOCTUTh MPOLETypy MPOEKTUPOBAHMS MpeAcKas3aTess, a TaKxkKe Oonpese-
JSITH AJIEMEHTBl YCTPONCTBA, pabOoTaIOLIUE C TOMEXaMH.

[TonoGHOE Hcmonb30BaHNe JTMHEWHBIX KOJIOB B CXeMax MapajuieIbHOro 0OHapYKEeHUs OIMIMOKU 1M03-
BOJISICT UCIOJIb30BaTh IOMEXOYCTOMUMBBIE XapaKTEPUCTHKH KOJIOB JJIsl 00€CIIeueH sl LIeIIOCTHOCTH JJaH-
HBIX. JIMHEWHbIE KONbl KOHIICHTPUPYIOT CBOM OOHAPY)KMBAIOIIME W HMCIIPABISIOMINE CIIOCOOHOCTH Ha
KOHKpPETHBIX KOH(urypauusx omuodok. Hanmpumep, koasl ¢ npoBepkoil Ha 4ETHOCTb OOHAPYKHUBAIOT
OIMUOKK HEYETHOM KPAaTHOCTH, IPU ITOM HE OOHapyKHBasi OMOKKA 4ETHOM KpaTHOCTH [14]. HMcnomnb-
30BaHUE JIMHEHHOTO MOMEXOYCTOWYMBOTO KOJa C MHHMMAJIBHBIM PACCTOSIHHEM d TapaHTUPYEeT OOHa-
pyxenne s < dy — 1 wim ucnpapienue ¢ < |(dg — 1)/2| omubok. B pexrume coBMeCTHOro oOHa-
PYXEHHs U UCHPABICHHs OIMIMOOK Koj obecrieunBaeT oOHapyKEHUE s M HUCIIpaBlieHUE ¢ < S OMIMOOK,
ecIM MUHUMAaJbHOE paccTosiHue dy > t + s + 1. Hanpumep, pacmupenssiii kon XsmMmuHra ¢ dy = 4
rapaHTUPOBAHHO HCIIPABISIET OMHOKpaTHbIe (1 = 1) U 0OHapy>KMBaeT ABYKpATHBIE (5 = 2) OMIUOKHU.

ITyctb kon C' € GF(q)™ ucnonb3yeTcsi B pexxuMe 0OHApYKEHHsI OLIMOOK, [Ie 1 eCTh UTHHA KOJa.
JlomycTHM, 9TO B CHCTEME MPOUCXOAMT MCKaKCHHWE 0OpaldaThiBacMbIX NaHHBIX ¢ € (' Ha BETUYUHY

omubKu e, T0 ectb ¢ = ¢ + e. Ecmu ¢ ¢ C, 1o rapantupyercs oOHapy:keHue omubKku. B mpoTus-
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HOM ciydvae, korma ¢ € C, ommOka He OymeT oOHapykeHa KoaoM. M3 JTHHEWHOCTH KOJOB CIICIYET,
4yTo B 3ToM ciydae e € (. CrienoBaTenbHO, €CIM BO3HHMKAIOIINE MCKAKEHUS COOTBETCTBYIOT KOJO-
BBIM CJIOBaM, TO OHU TapaHTUPOBAHHO HE MOTYT ObITh OOHAPY)KEHBI JaHHBIM METOJIOM MOBBIIICHUS
nomexoyctonunBoctu Ha ocHoBe JIIIK. Eciin 0603HauuTh uepe3 & pazMepHOCTh KO/a, TO KOJIUYECTBO
HEOOHAPYKUBAEMBIX OLIMOOK PABHO KOJUYECTBY KOJOBBIX CJIOB MHHYC OIMH, TO ecTh ¢F — 1 (McKio-
yaeTcst HyJIeBOe KOJIOBOE CIIOBO).

Teneps paccMOTpUM cUTyaluio, Koraa kog C' paboTaeT B pexuMe HCIpaBieHus omuook. Ecian ko
UCHPABIISET 10 ¢ OIMOOK, TO BOZHUKHOBEHHE JIF000M 0mMOKU e, Bec XIMMHUHIa KOTOPOU HE MpeBbIlIa-
eT ¢, He MpUBEIET K HApYIICHHUIO 1IEJIOCTHOCTH JIaHHBIX, TaK Kak omuOka OyaeT ucnpasieHa. B ciayyae,
Koraa omubka e € C', To oHa siBJsIeTcs HeoOHapyuBaeMoi. Eciu ke e ¢ C' u Bec OMUOKH MPEBBI-
maer ¢, TO TyT BO3MOXKHBI JIBa BapHaHTa: MO0 ommbka Oyaer oOHapykeHa, 1100 OyaeT Mpou3BeIeHO
JEKOIUPOBAHUE B JIpyroe KojoBoe ciaoBo. [locnennuil BapuaHT NPUBOAUT K TOMY, YTO HaJH4HE HCKa-
KEHUI 0OHApy>KUBAETCS, HO BBIXOAHOE 3HAYCHHE SBISIETCSI HEKOPPEKTHBIM. YCTOWYMBOCTbh CUCTEMBI K
TaKUM CUTYaIlUsIM 3aBUCUT OT TMOBEICHHS, MIPEIyCMOTPEHHOTO MpH €€ mpoekTupoBaHuu. KonnyecTBo
omubOK, MPUBOAAIIMX K JIEKOJMPOBAHMIO B JPYroe cjioBo, paBHO (¢F — 1) - 22:1 Ci(q — 1)". Ta-
KUM 00pa3oM, KOJINYECTBO HEOOHAPYKUBAEMBIX OIIMOOK B PEKMME MCIIPABICHUS OCTAETCS MPEKHUM,
HO 100aBIIeTCs BO3MOKHOCTh KOPPEKIMHM MCKa)KEHUH HEBBICOKOM KPAaTHOCTH (10 ¢ BKIIIOUUTEIBHO).
Kpome Toro, 3auactyro, cutyanus OUIMOOYHOTO JEKOJUPOBAHUS B 3HAYUTENIbHOMN CTENEHHM HapyIIaeT
LIETIOCTHOCTh JAHHBIX, HETATUBHO CKA3bIBAsICh HA IOMEXOYCTOMYMBOCTU. PexuM ucripaBieHus: omuOoK
4acTO HCIOJIb3YETCA B CXEMax 3allUThl MAMSTH, YTO MO3BOJISIET KOPPEKTHO 00padaThIBaTh HUCKAXKEHMS,
BbI3BaHHBIE €CTECTBEHHBIMU MIPUUMHAMU (KJaccuyeckas MOJEb KaHaja ¢ IIyMOM), HO He MPOU3BOJIb-
HBIMU OIIMOKaMU (MOJIebh KaHala ¢ alredpandecKuMu MaHUMYJISALIHUAMU).

Hcnonp3oBaHue Kolla B PeKUME COBMECTHOTO OOHAPYKEHUS W UCTPABICHHS OMIMOOK TaKXkKe MpH-
BOJIUT K HATMUMIO Kak ¢ — 1 HeoOHAPYKMBAEMBIX OMIMOOK, TaK U OMMUOOK, TIPUBOASIIUX K JAEKOIHPO-
BaHUIO B JIPyroe KOJ0BOE CIIOBO.

Takum 00pa3oM, ¢-MuHbIIA JIMHENHHBIH KOJ pa3sMepHOCTH k B CHIly cBoeil nuHeiiHocTH umeet ¢~ — 1
HeoOHapyKMBAaeMbIX OIMIMOOK, COOTBETCTBYIOIINX KOMOBBIM ciioBaM. CrenoBareibHO, JaXke MpHu cla-
00l MOJEeNM MaHUIYJISLUM BO3MO)KHO BO3HUKHOBEHHE KOH(UIypauuil omuOOK, KOTOpble HE OyayT
oOHapy>keHbl kofioM. [loydyaeM, 4TO UCHONIB30BAHUE JIMHEHHBIX KOJIOB, 1ieleco00pa3Hoe MpH KIIAcCH-
YeCcKOW MOZENU MOoMeX B KaHasle C IIyMOM, He siBiseTcs d3PGEKTUBHOM MEpOi s 3aIIUThl BHIYUCIIH-
TENBHBIX YCTPOWUCTB OT MCKA)KEHUH, OMHUCHIBAEMBIX MOEIBI0 alreOpandecknx MaHumyisiiuid. CTOuT
OTMETUTh, YTO AyOIMpOBaHHE OOOPYIOBaHMSI MOXHO paccMaTpUBaTh KakK HCIOJIb30BaHHUE JIMHEHHOTO

KOJIa—TIOBTOPEHHs (C COOTBETCTBYIOIIMM KOJIMYECTBOM HEOOHAPYKHBAEMbIX OO0k ¢~ — 1).

2.1.3 XemupoBaHmue

B I/IH(bOKOMMYHI/IKaHI/IOHHBIX CHUCTEMax AJisd obecneueHus HECJIOCTHOCTH JAaHHBIX 3a4daCTYIO UCIIOJIb-
3YHOTCA XCH_I—(I)YHKI_II/II/I, 0T06pa>1<afoume BXOJHBIC OJAHHBIC HpOI/IBBOHBHOf/’I JJIMHBI B BBIXOAHOC 3HA4YC-

HUe PuKcHpoBaHHOTO pazMmepa [80]. Micnonb3yroTest kak Kpunrorpaduiyeckie Xem—@pyHKIUH, CTONKHE
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K KOJUIM3HSIM MIEPBOTO M BTOPOTO PO/, Tak U Oojiee MPOCThIe MO CTPYKTYPE U MPOILE peau3yeMble B
anmaparype Xem—(QyHKIUHA Ha OCHOBE KOHTPOJIbHOU CYyMMBL.

XemupoBaHHe MpeIHA3HAYCHO JUTs 0OHAPYKEHUSI HCKaXKeHU 00pabaThiBaeMbIX JaHHBIX. [IpuHImN
HCIOJIb30BaHMsl XeI—(pyHKINN aHAJIOIMYEH IPUMEHEHUI0 TOMEX0YyCTONYNBOI0 KOAUPOBAHUS U 3aKIIIO-
YaeTcsl B BBIYMCICHUU MHPOPMALMOHHONW M30BITOYHOCTH, Ha3bIBAEMOM XEIIeM MJIM CBOAKOM cooOrie-
Hus. [loBTOpHOE BBHIYMCIICHHE Xellla TToCle Iepeady JaHHBIX M0 KaHaly CBSI3U (00pabOTKU, XpaHEHHS)
U CPaBHEHHUE €r0 C MCXOAHBIM 3HAYCHUEM Xella TO3BOJISET MPOBEPATH LEIOCTHOCTh NepeiaHHbIX (00-
pabOTaHHBIX, XPAHAIINUXCS) JAaHHBIX.

B kagecTtBe mpumepa Kpunrorpapuuecku CTONKUX Xem—(QyHKUUNA MoKHO mpuBectu Secure Hash
Algorithm 1 (SHA-1) ¢ pasmepom xema 160 6ut, TOCT P 34.11-2012 ¢ pasmepom xema 256 uinu 512
out, Message Digest 6 (MD-6) ¢ nmepeMeHHBIM pazmepoM xema ot 1 g0 512 6urt, a Taxke ceMeicTBO
xem-pynkuuit Secure Hash Algorithm Version 2 (SHA-2), npeaHa3sHadeHHbIX JJIsl T€HEpALUM Xella
npousBosibHOM JuiMHBI [80, 81]. Cpenu xem—(yHKIMII Ha OCHOBE KOHTPOJIBHONW CYyMMBI BBIJICISIOTCS
(YyHKIIMM Ha OCHOBE IMKJIMYECKOro M30bITouHOTrO Koja (cyclic redundancy code, CRC) ¢ noctarodno
OOJIBIIIMM JTHANa30HOM pa3MepoB xemiei [81].

Jlerko 3aMETHUTbh, YTO OTHOCUTEJIBHO MPOCThIE XEII—(YHKLIUU HA OCHOBE KOHTPOJIBHBIX CyMM, 3a-
YaCTYIO SBJISIIONIMECS YaCTHBIM ciiydaeMm ucnoib3oBanus JIIIK (rmampumep, xemr Ha ocHoBe CRC), He
00ecrneunBaroT 3alIUTy OT UCKaKEHHH, OMMCHIBAEMBIX MOJIENIbIO areOpanueckux MaHumysui. Croii-
KHe Xeml—(pyHKIIH ITO3BOJISIOT 00eCeUnTh 00eCiedeHre IEIIOCTHOCTH MPH allre0pandyeckux MaHHUITy-
JTAUX (B Cly4yae CUIbHBIX MAaHUIYJISIMM — MPU MCIIOJIb30BAaHUU KPUIITOTpapUUECKO cou (CTPOKH
CTy4alHBIX JaHHBIX)). OmgHAKO, PUKCUPOBAHHBIA pa3Mep XemIeld U UX OTHOCHUTEIHHO BBICOKAs BBIUKC-
JUTENbHAS CIOKHOCTh HAKJIaJbIBAIOT 3HAYUTENIbHbIE OMPaHUYCHHUS HA UX MPUMEHUMOCTh B TEXHUYE-
CKUX cHucTeMax. TpeOoBaHus, MPEabIBISEMbIE K CTOMKUM XelI—(YHKIUAM, 3HAUUTEIBHO MPEBBIIIAIOT
TpeOOBaHUs K METO/IaM 3alIUTHI OT AITeOpandecKuX MaHUITYIALINH, TIOATOMY UMEET CMBICI HCIIOIb30-
BaTh 0oJiee MPOCThIE METO/IBI, O KOTOPHIX Oy/leT cKa3aHo Jajee.

HeoOxoanmo ykazaTh, 4TO UMUTOBCTABKH, HCIIOIB3YIOLIUECS sl 00ECIICUeHUs IEJTOCTHOCTH U 3a-
mUTH OT (panmbcudukanum nepeaaBaeMoil HH(GOPMALIMU, HE PACCMAaTPUBAIOTCS B JAHHOM JAMCCEpTaIH-

OHHOI paboTe, Tak KaK TpeOyIOT HCIIOIb30BaHUS CEKPETHBIX Kiroueit [80].

2.1.4 HeunHeiiHoe MOMEXOYCTONYNBOE KOAUPOBAHHUE

EcrecTBeHHBIM perieHneM NpoOiieMbl JTUHEWHBIX KOJOB M XEUIMPOBAaHUS CTAJIO HCIIOIb30BAHUE
HEJMHEHHBIX KooB. Cpeay HelMMHEHHBIX KOIOB CYIIECTBYIOT KJIACCHI KOJIOB, KOTOPBIE HE UMEIOT MTOCTO-
SIHHOW KOH(UTYpaluu HEOOHAPYKMBAEMbIX OIIMOOK — KaXk/Jasi OIIMOKa OOHAPYKUBAETCS C HEHYJIEBOM
BEPOSATHOCTHIO. HanmoMHMM, 4TO ISl 33JaHHOTO METOJa 3aIlUTHl OyJAeM CYMTaTh HEOOHApYKMBAEMOU
TaKyI0 OIIMOKY, IOSIBIICHHE KOTOPOI HEe MOXKET ObITh 00HAPYKEHO ¢ TOMOIIBIO 3TOr0 MeToa. Jpyrumu
CJIOBaMH, MHO)KECTBO KOH(HTYpaIyii omnO0K, BOSHUKHOBEHHE KOTOPBIX HE MOXKET OBITH OOHAPYKEHO
npu JT00BIX 00pabaThIBaeMbIX AAHHBIX, ABJSETCS MyCThIM. Takum 0Opa3oM, BHE 3aBUCUMOCTH OT TO-

ro, Kakasi KoH(QUrypanus OmMOOK BO3ZHUKHET, JaHHBIE KJIACCHI KOJOB TapaHTUPYIOT €€ OOHapyKeHue
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C 3aJJaHHOM BeposATHOCTHIO. Hanbombiiee pacnpocTpaHeHue NOTYYHIIN CUCTEMATHYECKUE HeJIMHEHHbIe
KOJIbl, TaK KaK OHM 00€CIIeunBAlOT MUHUMAJIBHYIO 33JEPXKKY JEKOTUPOBAHHUS, a TAKXKE JIETKO MpUMe-
HUMBI B CXe€Max MapajuiesibHoro oOHapyxeHus omuoku. Kpome Toro, nanee OyayT paccMaTpuBaThCs
KOJIbl HaJl KOHEYHBIMU TOJISIMM XapaKTEPUCTUKH J[BA, OJHAKO OOJIBIIMHCTBO PE3yJIbTaTOB MOXKET ObITH

0000111eHO I JIFOOBIX ITOJIEH.

Henuneiinbie GyHKIun

BbrunciieHrne mpoBEpOYHBIX CUMBOJIOB HEIMHEHHBIX KOJOB OCYILIECTBISIETCS C MOMOIIBIO HEJTUHEH-
HeIX QyHkumii. IlycTh f ecTh QyHKIMSA, oToOpaxkaromas s1eMeHthl nons GF(2%) B none GF(27):
a — b. HenuueitHOCTh 5TO# (YyHKIMH MOXeT ObITh M3MEpeHa C MOMOIIBbI0 BeinuuHsl D, f(z) =

f(z + a) — f(z), Ha3pIBaEeMOIi IPOU3BOAHOM 10 HampasieHuio a [82]. ITycTh

kY . _
P; = max max [{z € GF(2 )'Daf(x)—b}H.
0£a€GF(2%) beGF(27) [{z}]

(2.1)

Bennuuna Py sBseTcs mokasaTeleM HEMHEHHOCTH (yHKIUM: 4eM MEHbIIE ee 3Ha4CHHE, TeM BBIIIE
HenuHeHocTh GyHKuuu. [ns nuneiinpix Gynkiuit Py = 1.
JlBowunas ¢ynxims f : GF(2%) — GF(2") naseBaeTcs coBepleHHON HenmHeiiHol (perfect
nonlinear, wm, cokpaméuHo, PN-dyukius), ecim Py = 1/2". TIpumepoM COBEpLICHHON HEINHEHHOM
S
byukimu sBisiercs GyHkums f(r) = > @91 - Tg;, OTOOpaXKaromas MeMeHT © = (1, Ta, ..., Tas) €
=1

i=
GF(2%7) B mone GF(2"), tne x; € GF(2"). TpeGoBanue K GpyHKIMH ObITh COBEPIIEHHOH HENMMHEWHOM
SBJISIETCSA TOCTATOYHO JKECTKUM, B CJIEICTBHE YEro KOJMUYECTBO TAKUX (YHKLMH KpaiiHe HEBEIHMKO, a
JUI. MHOTUX Ba)KHBIX 3HAYEHUI MapaMeTpoB OHU MPOCTO He cyuiecTBYIOT [82]. B cBs3u ¢ 3Tum 60:1b-
[I0€ BHUMaHHE YIEINSETCs NOYTH COBEPIIEHHBIM HeNMHEHHBIM (yHKusM (almost perfect nonlinear,
wiu, cokpaiménno, APN-¢dynkun). Kpome Toro, BaxusiM (axtopom uccienoanus APN-¢pyHkimii
aBisieTcsa T0, PN-TiepecTaHOBKY AJI1 KOHEUHBIX MOJIEeH XapaKTepUCTUKHU JIBA HE CYIIECTBYIOT.

ITouTH coBeplIEHHOM HeNMHEHHOM Ha3biBaeTcs Takas Qpynkuus f : GEF(2F) — GF(2"), nns xoro-
poii KonmuecTBo pernennii ypasaenus f(z+a) — f(z) = b cpemu Becex 0 # a € GF(2¥) ub € GF(2")
HE TPEBOCXOAUT NBYyX. TakuMm obOpazom, uMeHHO APN—-dyHKIIMN o0ecrnednBa0T MUHUMAJIBHBIN MTOKa-
3arenb HenmHeiinoctn Py = 2/2F = 2!1=F npeobpa3oBaHmii, OCYIIECTBIsSEMBIX MPH MEPECTAHOBKAX B
none GF(2%). Tlpumepom Takoit APN-nepecranosku snsiercs f(z) = x3, x € GF(2F). Bonpoc o
cymectBoBannr APN-TiepecTaHOBOK MpU YETHOM & JI0 CHUX IMOP OCTAETCS OTKPBHITOM mpobiemoit [82].

[Tonpobuas nHpopManys OTHOCUTEIHLHO HEMMHEHHBIX (QYHKIMIA npeacTasieHa B [82-85].

Hané:knnle Koabl

OnmHUM M3 KIacCOB HEIWHEWHBIX KOJIOB, MCIIOJNB3YEMBIX JIJISl 3aIUTHI OT TOMEX, SBISIOTCS Ha-
0é21CHbLe KOOI, 0OHapycusaiowue owudku [6]. B HEKOTOPBIX paboTax OHHU HA3BIBAIOTCS TaKXKe C1aO0
3AUUUEHHBIMU KOOAMU, OOHapyxcusarouumu areeopaudeckue manunyiayuu (weakly secure algebraic

manipulation detection codes) [27], HO B gaHHON paboTe MBI OyIeM HCIIOIH30BaTh TEPMUHOJIOTHIO U3
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pabot npodeccopa Mapka Kaprosckoro (Mark Karpovsky) [24,86,87] u Ha3siBaTh X HaAEKHBIMU KO-
namu. CyTh 3TUX KOJIOB 3aKJIFOYACTCS B TAKOM BBIOOPE KOIOBBIX CIIOB, MPH KOTOPOM MHUHHUMHU3UPYETCS
KOJIMYECTBO OANMHAKOBBIX paSHOCTef/'I MCKIY BCCMHU ITapaMu CJIOB. I[pyrI/IMI/I CJIOBaMU, MUHUMU3HUPYCTCA
BEPOSITHOCTh TOTO, YTO MPUOABIEHUE HEKOTOPON BEJIUYHMHBI K KOJIOBOMY CIIOBY MPHUBEAET K MEPEXOAY
B JIPYTO€ KOJIOBOE CJIOBO.

Kon C wnazpiBaercst R-Haf&KHBIM, €CIM MOIIHOCThH MEpPECEUYeHUs KoJa CO BCEMH €ro CABUTaMU

C={c:c=c+eceC,ec GF(2"),e+# 0} orpannuena cBepxy Benuuuoii R [24]:

i e 0= Crete A< Cl -

PaBHOMEpPHO HaEXHBIM Ha3bIBACTCSA KO, MOIIHOCTH IEPECEUYEHUsI KOTOPOTO CO BCEMHU CABUIAMU
paBHa R. HeoOXoauMo OTMETUTh, YTO Ui JUHEHHBIX kogoB R = M. Jlna xparkoctu OyneM Ha-
3bIBaTh R-Han&kHble Koabl Han&KHbIMU. [paduueckoe M300pakeHue OnpeaeneHus HaAEKHOTO Koaa

MPE/ICTABICHO HA PUCYHKE 2.4.

C C=C+e

R=|Cn C]|

Pucynok 2.4 — I'padmuecku npencTaBieHHOE ONpeIeIeHne Hal&KHOCTH

Takum 00pa3zom, ISl KaI0i HeHymeBoi ommoOku e Haiaéres He 6onee R < ||C|| komoBbIX cIoB,
NpUOaBJICHHE OITMOKN K KOTOPBIM J1acT KOJIOBBIE CJIOBA, TO €CTh OIIMOKa He OyaeT oOHapyxeHa. OTcro-
J1a CIIe/IyeT, YTO BEPOSATHOCTh HEOOHAPYKEHHS OMIMOKH KOIOM, MOIIIHOCTH KoToporo pasHa ||C|| = M,

IIPU YCJIOBUM PaBHOBEPOSITHOCTHU IE€PENaBAEMBbIX COOOIIEHUI OIpaHUYEHA CBEPXY BEIMUMHOU

v o < R/M.

undet

J11s paBHOMEPHO HAIEKHBIX KOJOB B OCIEAHEH (hopMysie UMeeT MeCcTo paBeHCTBO. s R—-HaaéxHoro
KOJIa BEPOSITHOCTh HAUXY/IIIETO CIydasi MPOIyCKa OIMUOKU He mpeBbinaet R /N mpu ycioBUH paBHO-
BEPOSITHOCTH CJIOB Han&XHOTO Kona. OYeBHIHO, UYTO HAAEXKHBIC KOIBI, 007Ia1ar0NIie MUHUMAJIbHBIM
3HaueHueM R nis 3amaHHoro M, Takke OyayT MMETh HAMMEHBIIYIO BEPOSATHOCThH MPOIYCKa OITUOKH
H, CJIeZIOBaTENIbHO, TAPAHTUPYIOT 3aJaHHBIN YPOBEHb MIOMEXOYCTOMYUBOCTH B ClTydae HEMpeAcKa3zyeMo-
TO pacmpeneNeHus OMNOO0K, TaK KaK BEPOSATHOCTh HAMXY/IIETO CITydasi OTpaHUYCHA CBEPXY.
R-HanéxXHbIi KOI JUIMHBI 1 OUT ¢ M KOJMOBBIMH CJIOBaMH, YIOBJIETBOPSIONMUN paBeHCTBY M2 —
M = R(2" — 1), sBisietcsi coBepiieHHBIM [24]. CoBepiIeHHbIC HaAEKHbIE KOIbI YKBUBAJICHTHBI KIlac-
CHUYECKUM KOMOWHATOPHBIM CTPYKTypaM, TaKUM KaK Pa3HOCTHbIE MHOXKECTBA M CHUMMETPHYHBIC IH-

3aifHbl [88]. B [89] ObuTI0 TIOKa3aHO, YTO BCE CUMMETPUYHBIE KOHCTPYKIIUU HAJ JIBOUYHBIMH TOJISIMH



45

U, CIIeJ0BATEIbHO, COBEPIICHHBIC HAAEKHBIC IBOMYHBIC KOABI CYIIECTBYIOT TOJBKO ISl YETHBIX pa3-
MEpPHOCTEH M OTpaHWYCHHOro Habopa mapameTpoB. boiee Toro, cucremMaTudeckue HaAEKHBIEC KOIBI,
KOTOpbIe Hanboliee YacTo UCIONB3YIOTCS Ha MPAKTUKE IS OOHAPYKEHUS! OIIMOOK B BBIUYUCITUTEIHHBIX
YCTPOWCTBAaX B CHIIY pa3lielicHUss MHPOPMAIMOHHBIX U MPOBEPOYHBIX CHMBOJIOB, HE MOTYT OBITH CO-
BepiieHHbIMH. COOTBETCTBYIOIIAs TPAaHUIIA HA TTapaMeTPhl CUCTEMAaTHYECKUX HAAEKHBIX KOJOB OyneT
npeacTaBieHa B pazzaene 3.1.

OOl MPUHIIKIT TOCTPOCHUS HAIEKHBIX KOJOB MPUBEAEH B CIEAyIOIIel Teopeme u3 [24].

Yr1Bepxnaenune 2.1. I[lycmv [ npeocmasnsem cobou HenuHelHyro (QYHKYuio, KOmopas omoopadica-
em GF(2%) ¢ GF(2"), 20e k > r. Habop 6ekmopos, nonyuaiowuxcs 6 pesyibmanme KOHKAMEHAYUU
(y|f(y)), 20e y € GF(2*) u f(y) € GF(2"), obpasyem nadéxucuwiii cucmemamuyeckuii Koo ¢ napa-

mempamu R =2%- Py, n=k+ru M = 2* (30eco u daree cumsonom «|»obosnauena xonkamenayus).

[IpumepoM KOAOBOW KOHCTPYKIIMH, HCHONb3yromern PN—¢dyHKuoo sBiusercs ciemyromas [24].
Myers y = (ilyal. . [taolyosss)s 3 € GF(2'), s > 1. Bexrop y € GF(22+)r) npumamnecur
xony C, ecnu

Y1 Yo+ Ys - Ysa+ oo+ Yos—1 Yos = Y2s+1-

OYHKUMS Y ;| Yoi—1 * Yoi ABISETCA COBEPLICHHON HeNuHeHHOH (ynkumedt us GF(227) B GF(2").
[TonydenHslit Kof ABIsETCS HAAEKHBIM KOJIOM C TapameTrpamu iR = 2(25*1)’”, n = (2s+1)r uM = 2%,
Janubiif kog npu 7 = 1 MOXeT OBITh UCTOJIb30BaH BMECTO JIMHEWHOTO KOJIa C MPOBEPKOW HA YETHOCTb.
[Tomygyaemsrii cucTeMaTu4ecKuii HaA&KHBIA KOl 00JIajaeT TON k€ M30BITOYHOCTHIO, UTO U JTMHEHHBIM.
[IpuHIMNIHATBPHOE OTINYHE KOIOB 3aKII0YAETCs B TOM, UTO HaIEKHBIN KOJ OyJeT MPOIMyCKaTh OMIUOKY
C BEpOSTHOCTBIO He Oosee PV .. < 1/2 BHe 3aBUCHMOCTH OT KPaTHOCTHU OLIMOKHU, 0OecreynBas TeM
CaMbIM BO3MOXHOCTb OOHApPYKEHHUsI OITMOOK BHE 3aBUCUMOCTH OT MIX paclpeencHus. JInHeHHbIi ke
KOJI, Kak o0cyxnanoch B paszzaeine 2.1.2, He MOXKET TapaHTHPOBATh 3a/laHHBI YPOBEHb OOHAPYKEHUS
MIpHU HeTpeAcKazyeMOM paclpeesieHny 3Ha9YeHUI OITHOOK.

IMpumepom 1-Hanéxnoro koma seasercs caexyronmii: C; = {(yly?)}, v € GF(p*), p # 2. Ko-
et Cy = {(yly®)}, vy € GF(2%) u C3 = {(yly™1)}, v € GF(2%), k — neuérnoe umcio, sABISIOTCS
2-HanéxHbIMU. B kauecTBe mpumepa CUCTEMATUYECKOTO 4—HaJAEKHOr0 KoAa MOKHO MTPUBECTH CIEMy-
roumit: Cy = {(y|ly™1)}, y € GF(2%), k — 4étnoe.

HanéxHble koAbl B CHIIy METO[a CBOETO TIOCTPOCHHS 3a4acTy0 00IagatoT HeOOIbIINM MUHUMAIb-
HBIM PAacCTOSIHMEM, UYTO HE MO3BOJISIET MCMOIb30BaTh UX JJIs KOoppeKuuu omnOok. B pabore [24] onu-
CBIBACTCS TOAKIIACC HAIEKHBIX KOJOB C 33aJIaHHBIM MUHUMAJIbHBIM paccTossHueM. Han&xHeiid kof, y
KOTOporo P4e:(€¢) = 0 mms Bcex ommMOOK KPaTHOCTH MeHee d, Ha3bIBAeTCS HAIEKHBIM KOIOM C
MHHUMAIbHBIM pacctosiaueM d. Yepes Pqq:(€) 31ech 0003HaYCHA BEPOSTHOCTh MPOIYyCKa KOHKPET-
HOU ommOKku e. Takoi Ko, SBISISCH HAAEKHBIM, HE UMeeT HeoOHAPY)KMBAEMbIX OIIMOOK, U TPH I3TOM
obecrieunBaer 100% oOHapykeHHE OMMOOK Majoi KPaTHOCTH. DTO MOXET OBITh MCIOJIB30BAHO JIJIsS
MPOEKTUPOBAHUS YCTPOICTB, YCUICHHO 3alUIIEHHBIX OT Haubojee 4acThIX KOH(Urypanuil BcTpeya-
€MBIX OLIMOOK, COXpaHss MPHU 3TOM BO3MOXKHOCTh OOHapyXeHHus Jr0ObIX omubok. Kpome Toro, kozsl

C MUHUMAJIbHBIM PaCCTOIHUEM HC MCHCC TpéX MOT'yT OBITH HCIIOIB30BaHbI IJIL KOPPCKIMU OIIMOOK.
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[Ipumep ucrpaBiieHUs] OTHOKPATHOM OLIMOKHU C MOMOUIbIO HAJAEKHBIX KOIOB OyleT MpHUBEIEH B pas-
nene 4.1.2. bonee nogpoOHO ¢ MeTOJaMM MOCTPOSHHSI KOIOB ¢ MUHUMAJIbHBIM PAcCTOSHUEM MOXKHO B
paborax [26,90,91].

Kpome Toro, nns Hag&XHbBIX KOOB ObLI pa3pabOTaH METOJ HUCIPABIEHUS MOBTOPSIOMINUXCS OLIM-
60k [92]. [Ipu noBropeHUN OJHOW KOHPUTYpalUU OMMOOK B TeUeHHE TPEX M Oojiee TaKTOB pabOThI
BBIYMCIUTEIBHOTO YCTPONUCTBA UMEETCSI BOBMOXXHOCTh BBIYMCIIUTh 3HAYEHUE MTPOU3OLIE/IIEH OIIUOKU
U IPaBHJIBHO JEKOAMPOBATh UCKAKEHHBIE NaHHBIE. J[1 3TOr0 HEOOXOOUMO PELINTh CUCTEMY YpaBHE-
HUM B KOHEUHBIX NOJAX. [IpuHIMN ncnpaBieHus MOBTOPSIIOIMIEHCS OUIMOKY C MTOMOLIbIO 2—HaJEKHOTO
xoma {(y|y®)}, y € GF(2F), 6yner nmponemoncTpupoBan B pasaene 4.1.3.

[ToMrMo HanEXHBIX KOZOB, CYLIECTBYIOT TAK)KE€ M YAaCTHMYHO HaAExHble KoAbl [24]. Takue kombl
OOBEAMHSAIOT JMHEHHBIC U HEJNWHEHHbIe MpeoOpa3oBaHus JUIsl BBIYMCICHUS MPOBEPOYHONW YACTH, YTO
MI03BOJIIET YMEHBIIUTH allapaTHble 3aTpaThl HA WX peanu3anuio. YacTUYHO HaAEKHBIE KOJIbl UMEIOT
HeoOHapy)XKMBaeMble OHMIMOKH, HO X KOJMYECTBO MEHbIIE, YeM Y JIMHEWHBIX KOJOB C TEMH XKe Iapa-
METPAMH.

[TpuHIUI KCTIONB30BaHUS HAAEKHBIX KOJOB B CXeMax MapajielbHOro 0OHapyXEeHHUs OIIMOOK MpH-
BeJEH Ha pucyHKe 2.5. Jlerko 3amMeTuTh, 4TO OH AHAJIOTHYEH HCIIOIH30BAHUIO JIMHEWHBIX KOJIOB 3a
TE€M HCKIIIOYEHHEM, YTO B KaY€CTBE XapaKTEPUCTUKU BHIXOJA OPUTMHAIIBHOTO YCTPOMCTBA BHICTYHAIOT

ITPOBCPOYHBIC CHUMBOJIbI HaJEKHOTO KOJIa.

Bxon |:| v | Bxon |:|

v
AnmnapartHas Kozep ) AnmapartHas
4 H30bITOUHOCTD HAIEKHOT0 —— HN36bITOYHOCTD
KoJa
IIpenckasarens
HCXO&[HOC ¥ T Jy6uupoBaHHbIH
YCTPOHCTBO Kopep OJIOK TTaMsITH
Ha/IEKHOTO
y Kxoza y S
Kk f0)  r k r
e, e e, e
— + — + — + — +
Pacumperssii | _____| IW=/WM®e _ pacwmpenmit | __________|__ S =/®e,
BBIXOJ] _ BBIXOJ -
=y®@e = @e
=y Y| Biok oOHapyKeHUst y=y V| Biiok 0OHapyKeHHUst
OLINOKH OLINOKH
Wud. l Coo0Omenue 06 Huo. 1 Coo0uienue 00
coobienne omubke coolmenue ommbke
a) 0)

Pucynox 2.5 — Cxema ucnosib30BaHus HAAEKHBIX KOIOB /IS MAPaJIJICIIBHOTO OOHAPYKEHHS OIIHOOK:

a) JUISL 3aIIMTHI JIMHEHHBIX OJIOKOB BBIYMCIUTEIBHBIX YCTPOﬁCTB 6) JJIA 3alIUThI OJIOKOB MMaMATH

PaccmarpuBas HanéxHble KOJbl OTHOCHTEIBHO CJIA00M MOJENM anreOpandyecKuxX MaHUITYIISLUM,
JIETKO 3aMEeTHUTh, YTO, B OTIMYUE OT JIMHEHHBIX KOJOB, OHU HE UMEIOT HEOOHApPYKHBAEMBIX OIINOOK.
JpyruMu cioBamMu, HE CyIIECTBYEeT TaKoW KOH(UIypalllu OIIMOOK, KOTopas He OyaeT oOHapyKeHa
C BEpOSITHOCTHIO, paBHOW enuHUIle. Bo3HMKHOBEHHE JTF000 OMIMOKH OCTaHETCS HEOOHAPYKEHHBIM C

BepositTHOCThIO PV . < R/M. Bapbupys 3HaueHus: napametpoB R u M, MOKHO HOCTHTHYTH TpeOy-

un
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€MOT0 YpPOBHsI OOHapy)XeHHUsl clabblx MaHUMyIAuuid. OTcrofa ciieayeT BBIBOI, YTO HalEXKHbBIE KOJIbI,
00HapyXMBAIOLIME OMIMOKHU, TapaHTUPYIOT 3aJaHHbIM YpOBEHb 3AIIMIIEHHOCTH TEXHUYECKUX CHCTEM
OT UCKA)XEHUH, OMHICHIBAEMBIX CIIa00K MOJEIBIO aareOpanyecKuX MaHUIYIISUH.

[Ipu sToM HanéxHBIE KOABI HE 00ECIEUMBAIOT 3AIIUTY OT CHUJIBHOM MOIENU MaHumyisiui. Ecim
3aBUCUMOCTb MEX]y MOCTYNUBUIMMHU B CUCTEMY JaHHBIMM M BO3HHMKAOIIUM HCKAaKEHUEM IMPUBOIUT
K TOMY, YTO MCKa)KE€HHE NPUHUMAET 3HaYeHHUE Pa3HOCTU MEX]y TEKYIIUM KOJOBBIM CIIOBOM U JIFOOBIM
JIPYTHUM, TO TaKO€ UCKaKECHHE HE MOXET ObITh 0OHapykeHo. ClieoBaTelbHO, BEPOSTHOCTH MPOITyCKa
CHJIBHOW MaHUIynsuuu cocrasnger P, ... = 1. Takum o0pa3oM, HaJEKHbIE KOZBI, OOHAPyKUBAIO-
e omuoky, Hed(hHEKTUBHBI MPOTUB MCKAXKEHUM, KOTOPbIE ONMUCHIBAIOTCS CUIBHOW MOJEINbIO areo-
pandecKuX MaHUIyJIALUi. M3 3TOro ciemyer BbIBOX, YTO NMPUMEHEHHE KOJOBBIX METONOB HAa OCHOBE
HaAEKHBIX KOJOB 3((EKTHBHO JIMIIb B T€X CIydyasX, KOrJa BO3HUKAIOIINE B YCTPOWCTBE MCKAXKECHHUS

B TOYHOCTH OITMCEHIBAIOTCS CIa0O0M MOACIBIO MaHHHyJIHL[I/Ifl, TO €CTh KOrla KOAUPYCMbIC COO6H_[CHI/I$I

PAaBHOBEPOATHBI U HE BJIIHAIOT HAa MOABJIAIOIIHUECA OIIIUOKH.

CuibHO 3alMIIEHHBIE KObl, 00HAPYKMBaKOLIUe ajJredpanyeckue MAHUIYJISALUH

Jpyrum KjiaccoM HEJTMHEHHBIX KOJIOB, UCIOIb3yEMbIM JJIsl MIOBBILICHUS IOMEXO0YCTOMUYMBOCTU TEX-
HUYECKHUX CHUCTEM, SIBIISIIOTCS CUIbHO 3AUUIEHHbIE KOObL, OOHApYHcUusawue aneedbpauieckue Manuny-
aayuu (strongly secure algebraic manipulation detection codes) [19,25,27,76]. Jdns kparkoctu Oyaem
HazbiBaTh X AMD konamu. JlaHHBIN Ki1acc KOJOB ObUT pa3paboTaH CHEHAIbHO AJIS 3alUThl OT HCKa-
KCHHI, OMUCHIBAEMBIX CUJIbHOW MOJIETIBIO aNreOpanyecKux MaHUMYIISIIHMA.

OueBUAHO, YTO Ui 00ECHEUCHHS 3aIIUTHl OT MCKa)KEHH, ONMMCHIBAEMBIX CHIBHON MOJEIBIO Ma-
HUNYJSIIUNA, He00X0MMO U30aBUTHCS OT JAETEPMHUHUPOBAHHOCTH MpOIENyphl KoaupoBaHus. [IpuBHe-
CEHHE CIy4YallHOCTH B MPOLIECC KOJUPOBAHUS MOXKET ObITh OCYIIECTBICHO C IOMOILbIO HEKOTOPOIl CITy-
YailHON BEJMYWHBI, HE 3aBHUCAIIEH OT BXOAHBIX MaHHBIX. [IyCTh KakIOMy KOJUPYEMOMY COOOIICHHUIO
COOTBETCTBYET Ha0Op KOAOBBIX CJIOB, BEIOOP OJJHOTO M3 KOTOPBIX B KaYE€CTBE PE3yNbTaTa KOJHUPOBAHUS
OCYIIECTBJIIETCS HAa OCHOBAaHUU 3HAYEHMsI HEKOTOPOW cilydyailHOW BenuuuHbl. TakuM oOpas3om, Jaxe
IIPU HAJIWYUHU 3aBUCUMOCTH MEKJIY BXOJHBIMHM JAHHBIMU M BO3HHMKAIOIIUM HCKAaXEHUEM YCTpAHSAET-
Csl CUTyallusi, KOTa onrrbka MOXKeT TapaHTUPOBAHHO MPHUHSTH 3HAUE€HUE, COOTBETCTBYIOIIEE Pa3HOCTU
MEXIy TEKYIIMM BHYTPEHHUM COCTOSHUEM CHCTEMbl U JIIOOBIM APYTUM Pa3pEIIEHHBIM COCTOSHUEM;
HcYe3aeT 3aBUCUMOCTh MEKY BHYTPEHHUM COCTOSIHUEM CHCTeMBbl U ommnOkoil. Takum obpazom, Hau-
OoJbIIeH BEPOSITHOCTHIO OCTaThCs HEOOHAPY>KEHHOM B TaKOM CUTyalluu 00J1aaeT Takas OlInoKa, MosiB-
JICHHE KOTOPOM SIBIISIETCS HEOOHAPY>KEHHBIM P HAaUOObIIIEM KOTMYECTBE 3HAUCHUH CITy4yaifHOW BeJH-
yuHbl. PaccMaTpuBas JaHHYIO CUTYyal[Ml0 OTHOCHTEIBHO MCKYCCTBEHHOM MPHUPOJBI TOMEX (HAIpUMep,
MIPUBHECEHHUE MTOMEX B BBIYMCIUTENIBHOE YCTPOICTBO 3J0YMBIIIJIEHHUKOM), MOIY4YaeM, YTO 3JI0yMbILI-
JICHHUK CIIOCOOEH BBIUMCIIMTD JIMIIbL HAOOP BO3MOXHBIX KOJOBBIX CIIOB, HO HE caMO KOAOBOE cjI0Bo. B
3TOM ciy4yae Hambosee 3(hpeKTUBHON cTpaTeruei 3J0yMBIIIJICHHUKA SBISIETCS] IPUBHECEHHUE OLTHOKH,
YCIEITHOE BHEPEHNUE KOTOPOU OCYIIECTBUTCS IPU HAaUOOIbIIIEM KOJIHYECTBE 3HAYCHUI CITy4aifHOH Be-

muunHbl. OTCIONA ClieyeT HEOOXOAUMOE U JI0CTaTOYHOE TpeOoBaHME K KOHCTPYKIUsIM AMD komos:
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CpeIy BCceX BO3MOXKHBIX KOMOMHAIIMN BXOIAHBIX JAHHBIX M 3HAUEHUI BO3HUKAIOLIMX OUIMOOK (repedop
BCEX BO3MOXKHBIX 3aBUCUMOCTEH MEX,y BXOJHBIMHU JIaHHBIMHU U OIINOKOI), KOJIMYECTBO 3HAYECHUH CITy-
YaifHOW BEIWYHMHBI (OT KOTOPOM HE 3aBHCUT HM OLIMOKA, HU BXOJHBIC JAHHbIE), IPH KOTOPBIX TaHHAs
omuOKka He OyneT oOHapykeHa, T0JDKHO OBITh MEHBIIIE OOIIET0 KOJIMYeCTBA 3HAYCHHM 3TON ClIydaiHOM
BeIMUrHbBl. He06X01MMO OTMETUTH, YTO MUCHOIb3YEMBbI MPUHIUI 0TOOpakeHUsI COOOIICHUS B MHOXKe-
CTBO KOJIOBBIX CJIOB aHAJIOTWYEH MPHUHLUILY, JIeXkKalleMy B OCHOBE KOJIOBOro 3arrymieHus [8].

Mycte y € GF(2%) ectb nadopmanmonnoe cooduenue, a z € GF(2™) ecTh 3HaYeHHE CTydaiiHOI
BenuuuHbl. Kog C' = {(y|x|f(z,y)} aBusercs AMD komoM, eciu ucnonb3yemas GyHkuus f(z,y) €
GF(2") obecrieurBaeT BBIIIOJHEHUE CICAYOIIETO YCIOBUS MPH BCEX COOOIICHHUSX Y M OIIHOKAX € =
(e, € GF(2%)|e, € GF(2™)|e; € GF(27)):

max 233 =0H 1, 2.3)
vt o]
rae cunapom S Beruucisiercs Kak S = f(z,y) + f(x + e,y +€,) + ey
Hpyrumu cnoBamu, aiss AMD konma He HaAETCs Takod KOMOMHAIIMK COOOIICHHMSI i M OIIUOKY €, TIPH
KOTOPOU CHHAPOM S OyIeT paBeH HyIIO (IIPU3HAK OTCYTCTBUS WJIM IPOIYCKA OIMIMOKK) BHE 3aBHCUMO-
CTH OT 3HaueHUs cly4yailHoi BenuuuHbl x. [losyyaem, 4yTo Takoil KoJ He MMeEeT HeOOHapy HMBAEMBIX
omKO0K, Kaxkaast onmbka oOHapYKUBAETCS € 3aJJaHHOM BEpOATHOCTBIO, KOTOpas Oy/eT MpuBeieHa HU-
xe. HeoOXonmumMo mog4epKHyTh, UTO IMOApa3yMeBaeTcs JitoOas HeHyseBas omuOka e. IIpuBenéHnas
¢dopmynuposka onpezaensier AMD kon B IIMPOKOM CMBICIIE.

AMD KomoM B Y3KOM CMBICIIC HA3bIBACTCS KOJI, TAPAHTUPYIOIIMK BBHIMIOJHEHUE HepaBeHCTBA (2.3)
TOJIBKO IPH YCJIOBUH, YTO 00sI3aTeNbHO Obla MCKakKeHa MH(OPMALMOHHAS YacTh KOJOBOTO CJIOBA, TO
ecTb MMea MecTo ommbka e = (e, |e,|ef) Takas, 4to e, # 0 (e, U €7 MOI'YT IIPUHUMATH JIIO0bIC 3HAYE-
Hus). dpyrumu cinoBamu, AMD kon B y3KOM CMbICIIE HE UMEET HEOOHApYKMBAEMbIX OIIHMOOK TOJIBKO
cpemn noaMHoKkecTBa ommbok ¢ = (0 # e, € GF(2")|le, € GF(2™)|e; € GF(2")). HockonbKy
LIEJIBIO UCTIOIB30BaHMsl JaHHBIX KOAOB SBIETCS OOHAapyXeHue OUIMOOK MMEHHO B MH(GOPMALMOHHON
4acTHU KOAOBOTO CJIOBA, KOJbI B Y3KOM CMBICIIE TAK)K€ MOTYT OBbITh MCIOJIB30BAHbI JUIsSl 3ALUThl TEXHU-
YECKUX CUCTEM.

Beipakenue S(z) = f(x,y) + f(z + ey, y + €,) + €5, paccMaTpuBaeMoe KaK ypaBHEHHE OT HEH3-
BECTHOH NEpeMEeHHOH ¥, Ha3bIBaeTCs YpaBHEHHEM MacKHpoOBaHUS omMOKM (error masking equation,
YMO).

Jlerko 3aMeTHUTb, YTO BEPOSTHOCTH HEOOHAPYKEHUs OMMOOK IpU Hucrnonab3oBaHu AMD kona orpa-

HUYEHA CBEPXY CJIEAYIOIIEH BETUUNHOMN:

S < w

undet — * undet

{z : S(z) = 0}
< 22% o} < 1. (2.4)

[IpuHUMI KcnoONb30BaHUs KOIOB, OOHAPYKMBAIOILUX ANreOpandyeckue MaHUMYJALMU, B CXEMax C
napajuleIbHbIM OOHapYyXEHHEM OIIMOOK MPOJEMOHCTPUPOBaH Ha pHUcyHKe 2.6. VX pucyHka BHIHO,
YTO IO CPAaBHEHUIO C JMHEWHBIMU U HAAEKHBIMU KOJAaMU B CXEMY J00aBJIEH IeHeparop INCEeBIOCITY-
YaiHbIX yucell. [ eHeparop nceBAoOCIyYailHbIX YMCEN U BCE IIPOBOJA, 110 KOTOPBIM Iepenacrcs 3Hade-

HHC CquaﬁHOﬁ BCJIMYHMHBI, JOJIZKHBI OBITE 3allUIICHBI OT AOCTYIIAa K UX BHYTPCHHEMY COCTOSAHUIO. B
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MPOTUBHOM ciiydae npuMeHeHne AMD konoB He Oyaer >gdextuBHbIM. [Ipu 3ammre O10ka mamsTH

Tpe6yeTc;1 JOMOJHHUTCIIBHOC MCCTO IAJISA XPAHCHUA 3HAYCHHUA CﬂyqaﬁHOﬁ BCJIMYHMHBI.

v |Bxox » | Bxoxg
T'eneparop Kone m T'eneparop
IIpenckasarens CryqaiiHbIX > AMDAKI; a CryyaitHbIx
Yucen A * ucen
| s x o
Ucxomgnoe Komep JlyGnupoBaHHBI JlyGnupoBaHHbII
yCTpOHCTBO AMD kona Buox navsu 610K IIaMSATH 610K HamMATH
Y, f.x) X

k m

e, er e,
—{ + — + —{ +

Frx)=f(x.y)@e,

BBIXOQ BBIXOQ

y=y®e, Biox o6HapyxeHus " | Biiok obHapyxeHus
OLINOKH i=x®e, OLINOKH F=x®e,
Und. l Coobmenne ArmnmnapatHast Und. l CoobuieHue AnmaparHas
coobienne 06 ommoke M30BITOYHOCTD coo0IeHe 00 omubke U36BITOYHOCTE
a) 0)

Pucynok 2.6 — Cxema ucnosiab30BaHMs KOJOB, OOHAPYKUBAIOIINX aNredpanyecKue MaHUYISIIUH, [
napajieIbHOTO OOHAPYKEHHs OIIMOOK: a) JUIs 3aIlUThl JMHEHHBIX OJOKOB BBIYMCIMTEIBHBIX

YCTPOWCTB 0) IS 3alTUThI OJJOKOB TaMSTH

st moctpoennss AMD KOIOB MCITOJIB3YIOTCSI pa3IMUHbIE MaTeMaTHYECKHE OOBEKTHI: JTMHEHHBIC
ITOMEXOYCTOMYUBBIE KOJIbI, PA3HOCTHBIC MHOXKECTBA, KOBI ay TCHTH(UKAIIUH, TTOJTUHOMEBI [27].
Paccmotpum npumep AMD kozna B y3KOM CMBICIIE HA OCHOBE OIEpalliy YMHOXEHHs B mosie [19].

Ero xonoBble c10Ba BBIVISAAT CIAEAYIOLIMM 00pa3oM:

¢ = (ylz|f(z,y) =z - y),

e y € GF(2%) ecth nHPOpMALOHHOE COOOIIEHHE;

x € GF(2%) ecTb 3Hauenune ciyyaiiHoil BeMUMHBL;

f(x,y) € GF(2%) ecTh MpoOBEPOUHBII CUMBOJI, BEIYMCIIAEMBI Kak IPOM3BEIECHUE T U 4 B KOHEYHOM
none GF(2F).
Hcnonp30BaHMe TAaHHOTO KOAA IO3BOJISET OOCCIEUUTH BEPOSITHOCTH TPOMYCKa OIIMOOK, PaBHYIO
Pnaer < 27F. Bonee mospo6HO Mpo Ty KOHCTPYKIMIO OyJeT HamucaHo B pasnene 4.3.1.

JlocTaTo4yHO MHTEPECHOM KOHCTPYKIIMEH KOJla B Y3KOM CMBICIIE SIBJISICTCS KOHCTPYKIIMSI HA OCHOBE
JITIK u3 [27]. Ilycts xox C' mpencrasisier co00il KOHKaTeHaAIuo HHPopMaMoHHoW yactu y € GF (2’“),

3HAYEHMs CITydalHol Bemuumbbl ¥ € {1,2,...,2% — 1} n nposepounoii wactu f(z,y):

C = {(ylz|f(z,y) = [y Gl.)},

rne G = (1,2,...,2F—1) ecTs moposkaaromas MaTpuia JUHeHOro Koaa pasmepa 1 x 2% —1, cocrosas
W3 BCEX HEHYJEBBIX dIeMeHTOB nojisi G F(2F);

[y * G, ecTh x-bIii cCUMBOJ BeKTOpa Y * (.
Jlpyrumu cioBaMu, B KadecTBE MPOBepoYHOro cumBoiia AMD koma Ha OCHOBaHMM 3HAUCHHS CITy-

YaifHOW BEJWYHMHBI T BBIOMPAETCS OIMH M3 MPOBEPOYHBIX CHMBOJIOB JIMHEHHOTO KOJa, 337aBaeMOro
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marpuueit G. Jarusiit AMD kop obecriedrBaeT BepOsITHOCTb IIPOITycKa ommbok e = (e, # Ole,lef) €
GF(2%), paBayto Pynger = 1/2F [27].

Haunbonee nzyueHHo# 1 3HEKTUBHOI SABISETCS KOHCTPYKIIHSI, OCHOBaHHAsl Ha 000OMIEHHBIX KOJlaX
Puna—Mannepa (PM), Ha3biBaeMasi Takke KOHCTPYKIUEH Ha monuHoMax [25,76]. JlaHHas KOHCTPYK-
uus asasercs AMD kooM B IIMPOKOM CMBICJIE, UTO OOecreurnBaeT 0OHapyKeHHE JTI0ObIX UCKaKEHUH,
OIMCBIBAEMBIX MOJIENIBIO anredpandeckux MaHunmynauuil. J[ns Oobinoro kojguuecTBa mapameTpoB k,
M W T JAaHHAs KOHCTPYKLHS SIBJISETCS ONTHUMAIBHON B CMBICIIE BEPOSTHOCTH OOHapyKeHus anreOpa-
nyecKuX MaHumynsauuit st AMD komoB B mmpokoM cMebicie. PaccMoTpuM 3Ty KOHCTPYKIHIO Ooliee
OaPOOHO.

N3BecTHO, yTO ¢—MuHBIN Kot PM nopsiika b ¢ ¢ nepeMeHHbBIMU MOXKET OBbITh MOJIy4€eH MOJICTaHOBKOM
BCex deMeHTOB 1oJis GF'(¢') B MONMHOMBI OT ¢ G—MYHBIX NEPEMEHHBIX, Ybsi CTENEHDL HE MPEBBIIIAET
b [14]. OGo3HauuM uepe3 b+ 2 cTeneHb MOJMHOMA, UCIIOJIb3YEMOTO B Kau€CTBE KOAUPYOIIeH (QyHKIUH.
Brraucnnm mapameTpsl o 1 5 crnenyronmm obpasom: b+ 2 = a(q— 1)+ 5 < t(¢g—1),0 < a < t,
0 < B < g — 2. Ilpennonoxum, uro npu t = 1 mapamerp [ sABIseTCS HEYETHRIM. Torma mycTh

(

E it ecn o = 0, 3 — HeuéTHOE;
g zoxt ™t > 1, ecan o = 0, 3 — 4éTHOE;
Alz) =
5 .
g Hx(zﬂ)modt, ecmm o # 0, o # 1
=0 7j=1
a—1
-1
H z} ecu o = t;
\ =0

rne x; € GF(27).
Benuunny B(z,y) onpeneanM CIeayOuM 00pa3oM:

t—1

B(ZL’,y) = Z Yio,d1,-dt—1 szl’

1<jo+j1+...+jt—1<b+1 =0

TAC Yijo,g1,enje—1> Li € GF(2T);
t—1 7;
[[,—, =]’ ecTb MOHOM OT ¢, Z1, . . . , T4_1, CTENIEHb KOTOPOro Mexkay 1 u b+ 1.

=1 s
ITpu 5TOM Ha MOHOM HaknaabiBaeTcst orpanuyenue: | [—, «/' & AB(x,y), tne AB(z,y) onpenensercs

KaK
({2l gt At ecu @ = 0, b— HEYETHOE;
{2 woah, ... ,xoxi’fl,t > 1}, ecmun o = 0, b— uérHoe;

AB(z,y) =

2 .
{xf,x‘éﬂ modtHI(z+])modt’0S?’St_l}’ ecmu « # 0.

\

YrBepxaenne 2.2 (teopema 4.1 u3 crareu [76]). Ilycmo f(x,y) = A(x) + B(x,y) ecmb q—uunwlil

NOMUHOM C Vi, iy .. 6 kauecmese kodsppuyuenmos u v € GF(q') 6 kavecmee t nepemennvix, 20e

SJt—1
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1<b<t(qg—1)—2, q=2", snauenus A(x) u B(z,y) npusedenvi sviute. [Tycmo b+2 = a(q—1)+f
ub+l=u(g—1)4+v,0<a u<t 0<p5 v<q—2 Hpeononooxcum, umob~+2 #+t(qg—1)—1ub
saensiemes Hewémuvim npu t = 1. Tocoa koo C, cocmoswuil uz écex sexmopos (y|x|f(x,y)) sersemcs

AMD kooom ¢ m =t - r bum, pazmepHoCcmbio

t
k=Y (-1 -cl-cpit, —t—1]|r

J=0

OUmM U 8epOSAMHOCIBbIO HEOOHAPYHCEHUS OUUOOK
Pupder < 1— (27 —v)27(tbr,

PaccMoTpuM XapaKTepUCTUKH KOJOB, KOTOPBIE MOT'YT OBITh MOJIYUYEHBI IIPHU MCIIONH30BAaHUU JaHHOM
KOHCTPYKIIHMH.

OnHUM W3 YaCcTHBIX CIIy4aeB SBISCTCS CUTyanus, korga » = 1 out, ¢ = 2" = 2. Ilomydaem, 4To
y € GF(2%), k = Y00l —t — 1 6ur, = € GF(2Y), f(x,y) € GF(2). BepostHocTh mportycka
OIMOOK B TAKOM CIIYYae COCTABIACT Pypger < 1 — 27 ¢+,

JlpyruM 9acTHBIM ClTydaeM sIBIsieTcs cutyanwsi, korna b < ¢ — 3. B aTom cirydae pa3MepHOCTh Kojia
k= (Cl, —t—1)r 6ur, a BepoATHOCTD Ppger < (b+ 1)27".

Ecmu b < b — 3 ecTb HeuéTHOE umcio, a t = 1, To f(x,y) UMeeT mpocToii BUL:
f(l‘, y) = $b+2 + Yox + ywl + ...+ yb_1ZL‘b.

JlaHHBIA BUJ KOIupyromed GyHKIuKM ObLI MpeicTaBleH elé B paHHUX padoTax Mo aaredpandeckum
MaHUIYJIALUSIM, Hanpumep, B [19].

[lo ananoruu ¢ HanéxHbIMU Kofamu, Juist AMD konoB Takxke OblT pa3paboTaH METOA MCIIPaBIECHUS
MOBTOPSIOIINXCA OMIMOOK 3a CYET pelIeHUs] CUCTEMBbl YPaBHEHUN B KOHEUHBIX Nojsx [93]. OnHako c
pOCTOM 3HaYeHUH b U ¢ 3HAUNUTENILHO yBEIUUUBAeTCAd 00beM HEOOXOAMMBIX JJIS IEKOANPOBAHMSI BBIUUC-
nenuit. C 1esbio yIpoIeHHs MPoLeypbl KOPPEKLUH MTOBTOPSIOLIMXCS OIMOOK B CTaThe MpejiaraeTcs
BBINIOJHATh JIEKOAMPOBaHME B JBa dTana. IIpu 3TOM 3HaueHue cilydallHOM BENMYMHBI 7 3aIMILIACT-
Cs ¢ MOMOIIBI Han&xHOro koxa. Ha mepBoM srame NeKoaupOBAaHMS 3HAYEHHE CIIy4ailHOW BEJIMYMHBI
IIPOBEPsETCS Ha Haauuue uckaxkeHui. Ilpu ux oOHapyKeHHM MCIONB3YeTCs MpoLeaypa UCIPABICHUS
MOBTOPSIIOIINXCS OHMIMOOK € MOMOIIIBIO HAAEKHBIX KOOB, onMcaHHas B pabdore [92]. Ecnu xoppekuus
3HAYEHUHN CIIy4alHOM BEIMYMHBI IIPOILIA YCIEIIHO, TO BBIIOJIHAETCA BTOPOM 3Tall ACKOAUPOBAHUSA.
OH 3aKiIrouaeTcss B KOPPEKIIMH MOBTOPSIONINXCS OMMUOOK B MH(popmarmonHoi yactu cimoBa AMD ko-
Jla TIpY YCJIOBUH, YTO 3HAYEHHUE CIIyyailHON BEJMYMHBI JIUIIEHO UCKaxkeHuil. [[ng storo Heobxomumo
pELINTh CUCTEMY YpaBHEHMI B KOHEUHBIX NOJAX. [IpencraBneHHas npouenypa UCIpaBlIeHUs IOBTOPSI-
IOUIMXCS OMHOOK 001aaeT BBICOKOW BBIYUCIUTEIBHON CIOKHOCTBIO, YTO TPUBOAMUT K 3HAYUTEILHBIM
anmnapaTHbIM 3aTpaTaM IpU €€ pean3aluu.

Kak u Hanéxuele koasl, AMD kozbl 3auacTyro 00naaroT MUHUMAJIbHBIM PacCTOSHUEM, PaBHBIM
enunue. Takum 06pa3oM, B HCXOAHOM BUJIE UCIIONIB30BATh UX JUISI HCIIPABIEHUS OIINOOK HE MPECTaB-

asieTcst BO3MOXKHBIM. B pabore [94] npencrasnens! 18e monudukammu AMD kona Ha ocHOBE 06001IEH-
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Horo kona Puga—Marnepa, mo3BOJISIONINE YBEIIMYUTh MUHUMAJIBHOE PACCTOSHHE KO U, CJIEI0BATEIb-
HO, UCTIPABJIATh OMIMOKK Majioi KpatHOCTH. [Ipu 3TOM y Kofa coxpaHseTcs CnocoOHOCTh 0OHApYKEeHUs
JTFOOBIX CHIIBHBIX arak. [lepBas MoguduKamms 3aKkio4aeTcs B MOCISI0BATEIHHOM KOJUPOBAHUH CO00-
mieHust cHadana AMD komom, a 3areM kojoM X3MMHHTA. B 3TOM cilydyae MUHUMAIIbHOE PACCTOSTHUE KO-
Jla YBEITUIUBACTCS 10 TPEX, MO3BOJISISI UCTIPABIISATH OAHOKPATHYIO OIMIUOKY C TIOMOIIBIO KIACCHYECKOTO
METO/Ia IEKOANPOBAHUS Kojla XdoMMUHTra. Bropas Monudukaius Takke OCHOBaHAa Ha KOMOMHUPOBAHUU
JMHEHHOTO U HETMHEWHOTO KOJIOB, HO UMeeT Oojiee CIOKHYIO0 CTPYKTypy. IIpu Bropoit Monudukanmuu
oOecrieunBaeTcs MEHbIIask U30BITOYHOCTD, HEOOXOIUMAs JIJISl YBEIMYCHUSI MUHUMAJILHOTO PACCTOSTHUS,
OJTHAKO TIpOIleAypa AeKoaupoBanusi TpeOyeT Oosbie BeauciaeHUi. Kpome Toro, mpu Momudukausx
BO3MOXHO yBEJIMYEHHE MUHUMAJIBLHOTO PACCTOSHUSA KOJIa A0 YETHIPEX 3a cuéT go0aBieHus oomeit npo-
BEepPKU Ha YETHOCTh. B 3TOM ciyyae KOA MOXKET OJHOBPEMEHHO WCHPABISATh OJHOKPATHBIE OLITMOKH H
00Hapy>KMBaTh JABYKpPAaTHBIE C BEPOSATHOCTHIO, PAaBHOM €IMHUIIE, COXPAHSSI BEPOSTHOCTh OOHAPYKESHHS
OCTaJBHBIX MOMeX paBHOU 1 — P4 Taxue xomwl, HazeiBaeMbie SEC-DED (single error correcting,
double error detecting) xogamMu, OOBIYHO UCTIOJB3YIOT JJISL 3alTUTHI OJJOKOB MaMSITH.

CornacHO MPUHIUIY TOCTPOCHUS, JAHHBIM KJIacC KOJOB rapaHTUPYET 3aJaHHbIA YPOBEHb 3alUTHI
OT MCKa)XCHUH, OMUCHIBAEMBIX CHJIBHON MOJEIBIO anreOpandyeckux MaHumyisiuid. [Tockonbky cuiib-
Hasg MOJIENb SBJSETCs 0000ImeHneM ciaaboi MOJEIH, KOMIbl, 0OHAPYKUBAIOIIUE alreOpandecKue Ma-
HUMYJIALNY, TaKKe 00eCcleunBaoT 3alUIIEHHOCTh TEXHUUECKUX CHCTEM U OT CIIa0BbIX MaHUITYJISIIHA.
Takum 00pa3oM, HeNMHEHHbIE KOJOBbIE METOABI Ha 0OCHOBE AMD KOZOB MO3BOJISIOT MOBBIMIATH ITOME-
XOYCTOMYMBOCTh BBIYMCIUTEIBHBIX YCTPOUCTB B YCJIOBHIX JAUCKPETHOTO KaHalla C airedpandyecKuMu

MaHUIIYJIAOUAMA BHC 3aBUCUMOCTH OT UX THUIIA.

2.2 BebIBOa

Cpenu pacCMOTPEHHBIX METOZIOB IOBBIILIEHUS TIOMEXOYCTONYMBOCTH B YCJIOBUSAX UCKa)KEHUH, OIH-
CBIBAEMBIX MOJIEJBIO alreOpanyecKuii MaHUITYJSIIUN, BBIACISIOTCS METOJAbl HA OCHOBE HEJIMHEHHBIX
ko710B. OHM TO3BOJISIOT 00€cIeurBaTh HEIOCTHOCTD JaHHBIX C 33JaHHOI BEPOSTHOCTHIO B paccMarpu-
BaeMOI MOJIe/IM KaHaJla, MOBbIIIAst HAJEKHOCTh U Ka4eCTBO (DyHKIIMOHUPOBAHUS TEXHUUECKUX CUCTEM.
Takum 06pa3oM, onMCcaHHbIE METO/bI HEJIMHEHHOTO KOIMPOBaHUS SIBJISIOTCS JOCTATOUHO YHUBEPCAIb-
HBIMHM METO/IaMU IMOBBIILIEHUS [IOMEXOYCTOMUMBOCTH AJI1 MHO)KECTBA KaHAJIOB CO CIy4YallHOM CTPYKTYy-
POii, KOTOpbIE MOTYT OBITH OIIMCaHbl MOJIENbIO AUCKPETHOTO KaHaJla ¢ alredpanyecKuMu MaHUITYJ AL~
SAMH.

OnHako, CyIecTBYIOIINE KO/bl, OOHApYyKUBAIOLIUE ajaredpanyecKue MaHUIYIAIUY, (Haa&KXHbIe U
AMD) TpeOyIoT TIIATEIBHOTO aHaIH3a UX XapaKTepUCTUK. He MCKIIoYeHo, 4To MOTYT ObITh Haize-
HbI Oosee 3 (eKTUBHBIE METO/BI UX MOCTPOEHHUS U aJrOpUTMBI AeKonupoBaHus. B cienytomieil rase
OyZlyT IpecTaBlIEHb! 1B€ I'PaHUIIbl TapaMETPOB HEJIMHEHHBIX KOJIOB, MOJIy4YE€HHBIE aBTOPOM JIUCCEPTa-
LIUH C TOMOILBIO0 TEOPETUKO—MH(POPMALMOHHOTO aHAJIN3a METOJIOB UX MOCTpOeHuUs. B ueTBEpTOi IM1aBe
Oy/IyT MpeIoKeHbl KaK HOBbIE METO/IbI MOBBILICHHUS TOMEX0YCTOWYMBOCTH Ha OCHOBE Pa3pabdOTaHHBIX

aBTOPOM HEJIMHEHWHBIX KOJOB, TaK U MOAU(UKALMU CYLIECTBYIOLUX. B 3akimounTenbHON — MATOW —
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IJIaBe IUCCEPTAIMOHHON PabOThl OyayT MPHUBEICHB HAYyYHO—-TEXHUYECKUE TPEUIOKECHHS 110 PUMEHE-

HUIO IIpCajiaraCMbIX HEJINMHEHHBIX KOJOB.
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3 I'panuubl Ha MapaMeTpbl HeJIUHEHHbIX KOA0B

B nanHo# maBe AuccepTanMoOHHON paOOThI MPeACTaBIECHb TPAHUIIBI, TO3BOJISIIOIINE OLIEHUTH JKC-
TpeMaJIbHbIE 3HAYEHUs NTapaMeTPOB HAJEKHBIX KOJAOB U CHJIBHO 3allMIIEHHBIX KOJOB, OOHAPYKHUBAIO-
IMX anreOpandeckre MaHUIYJIAIUK. JlaHHbIE TPAHUIIBI TO3BOJISIOT OLEHUBATh ONTUMAIBHOCTD CyIIIe-

CTBYIOIIUX MCTOHOB ITOCTPOCHUA KOAOB, 3aJiaBas HAIIPpABJICHUA OJIA JaJdbHEHIINX HCCIEeIOBAHMI.

3.1 TI'panuua JIMHBI CHCTEMATHYECKOI0 R-paBHOMEpPHO

HAAEKHOT0 KOIA

Hccnenyem MuHuManbpHyto IIuHY (0003HaUUM ee depe3 n) R—-paBHOMepHO Hana&xHoro koma [1].

Hanomuum, uto R—paBHOMEPHO HAIEKHBIM KOJIOM HasbiBaeTcst kKoi C', y KOTOPOTo
R=|{c:ceC,c+eecC}|=const

JUISL TFOOBIX HEHYJIEBBIX 3HaYeHMit ommOKu e. [Tyctb k — pasmepHocTs kKoza, To ecth M = ||C|| = p*.
B cuny paBHOMEpHOW HAIEKHOCTH KOAA Pa3iMYHBIX PAa3HOCTEH MEXTy KOJOBBIMH CIIOBAMH POBHO
M (M —1)/R. Kaxaas u3 3THX pa3sHOCTeH siBisieTcst aemMenToM mosst G F'(p™), Haj KOTOPhIM HOCTPOCH
koz. CienoBarenbHO, T0JIe JOJDKHO cofepxars He Mmenee M (M — 1)/ R snementoB. Kpome Toro, s
CHCTEMAaTUIECKOTO KOZia p™ " 3JIeMEHTOB MOJIsl He MOTYT OBITh PA3HOCTSIMH MEX/y KOTOBBIMH CIIOBAMH,
TI0TOMY 4TO Pa3HOCTh CHCTEMATHYECKUX YacTeil KOOBBIX CJIOB HE MOKET paBHaAThea 0 € GF (p*). Nns
TAKOrO KOIa TOJNBKO p" — p"* 51IeMEHTOB MONIS MOTYT SIBIATHCSA PA3HOCTSAMH KOJOBBIX CJIOB, M HX
nokHO ObITh He MeHee M (M — 1)/R. V3 3T0ro yTBep:KACHHS MOXHO IOIYYUTh HUKHIOK TPAHHILY

JJIMHBI CUCTEMATHYCCKOI'O R—paBHOMCpHO HaJEKHOTO KOJIa:

) M(M — 1)
n __,n—k >
p p — R )
_ MM -1
prl—p*) > %,
o (M-—1 M(M —1)
p >
M R
M2
7 > -
p — R’
M2
n > logp—
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Ha npaktuke HanOonee BocTpebOBaHbl mapaMmeTpsl p = 2 U R = 2. Jlerko 3aMeTuTh, 4TO rpaHUIa
IpU 3TOM NPUHUMAET CIEAYIOIIUN BUI:
n > 2k —1.

B paGote [24] Gbuti HpeAyokKeHbl KOHCTPYKTHBHBIC METOIbI MOCTPOCHUs Koo Hagy GF'(2") ¢ R
= 2 mns mo6bix k (manpumep, {(y|y®)} u {(y|y~!)} u3 pasmena 2.1.4). Paccmorpum mone GF(22),
NOPOKIEHHOE MOTMHOMOM Z2 + x + 1. 3/1ech U nasnee >IeMEHTHI 10 Oy/IeM 3alliChIBaTh B JIBONIHOM
NPEJCTABIEHNH, €CITM He yKasaHo apyroe. Jlns k = 2 cormacHo koHctpykuuu { (y|y 1)} MoxkeT GbITh
MOCTPOCH KO/

{(00/00), (01]01), (10|11), (11]10)} € GF(2%),

IJIC CUMBOJIOM «|» pa3jieieHbl HH()OPMAIMOHHBIC U MMPOBEPOYHBIC CHMBOJIBI, COOTBETCTBEHHO.
JlaHHBIE METOJIbI MOCTPOCHUSI KOJJOB 00ECTIEYMBAIOT CKOPOCTh 1/2, To ecTh n = 2k. Jlerko 3aMeTHuTh,
9TO JaHHBIC KOJOBBIC KOHCTPYKITMH HE JICKAT HA BHIBEJICHHOW TpaHUIIC.

MoxHO TOKa3aTh, YTO CYIIECTBYIOT KOJBI, JieKalue Ha rpanuie. [lpu £ =2 (n > 2k — 1 = 3)

IMPUMECPOM TAKOI'O KOJa ABJIACTCA cnez(y}omnﬁ:
C = {(00]0), (01]1), (10]1), (11]1)} € GF(2?).

I[J'If[ KOda (' BBIIIUILIEM BCE Pa3HOCTHU MCIKAY KOJOBLIMH CJIOBAMMU:

(00j0) = (01[1) = (01]1),
(011) — (00j0) = (01[1),
(00[0) — (10]1) = (10[1),
(10]1) — (00[0) = (10]1),
(00[0) — (11]1) = (11]1),
(11]1) = (00j0) = (11[1),
(01]1) = (10[1) = (11]0),
(10[1) — (01]1) = (11]0),
(01]1) — (11j1) = (10[0),
(11}1) = (01[1) = (10]0),
(10]1) = (11[1) = (01]0),
(11)1) — (10]1) = (01]0).

Jlerko 3aMCTUTDh, YTO OAMHAKOBBLIC 3HAYCHMA pa3HOCTeﬁ cpean BCCX BO3MOYKHBIX ITap CJIOB JAaHHOIO
KOJa BCTPCYAKOTCA POBHO JBa pasa. OTCIOI[a CJICAYCT, UTO IpHU BO3HUKHOBCHUUN HeKOTOpOﬁ OIIMOKHU €

He Gonee nByXx cioB koma C' MCKa3sTCsl B KOMOBbIe cioBa. Ilycts mpuBHOCHTCs ommbka e = (100).
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[Tonyuaem
(00]0) + (100) = (10]0),
(01]1) + (10(0) = (D),
(10]1) + (10[0) = (00JL),
(11]1) 4+ (10]0) = (01]1),

IJe KUPHBIM IIPU(TOM BBIJENIEHBI pa3pelIéHHble KOJOBble KOMOMHAIMMU. TakuM oOpazoM, eciu Mo
kanany nepeznasanuck ciosa (00]0) mnu (10]1), To nosBnenue oumobku e = (100) Gyner oGHApYKEHO.
ITpu nepenade cios (01]1) u (11|1) nosiBneHHe OMIMOKH HE MOXKET ObITH OOHAPYIKEHO.

Jannelit kog C' ABISIOTCS PABHOMEPHO HAJEXKHBIM CUCTEMAaTH4eCKHM KogoM ¢ R =2 u PV . . =
1 —2/4 = 0.5, SBASACH OPH ITOM KOIOM C MHHHUMAJBHON BO3MOXHOHN AMHHON (MHGBOpMAIMOHHAS
M30BITOYHOCTh MEHBIIE, YeM Yy CYLIECTBYIOUIUX KOAOB M3 [24] Ha 1 OUT mpu COXpaHEHUM TOU Ke
BEPOATHOCTH HEOOHapyKeHUs: omuoKku P, ).

[IpeacraBneHHas rpaHula MOKET ObITh MCIOJIB30BaHA AJIS OLIEHKHM HAJE&XHBIX KOJOB C TOYKH 3pe-
HUS ONTUMAJIbHOCTHU JJIMHBI KOAA. YCIOBHE MPUMEHUMOCTH JTAHHOW I'PaHUIBl CIEAYIOIIUE: TTapaMeTp
R nomxen nennts Benuuuny M (M — 1) Haueno u ObITh MEHbIIIE MOLIHOCTH Koaa M. JIerko 3aMeTuTs,

4YTO AaHHasA rpaHria TakKXKE MOXCT OLITH IMPUMCHCHA U K HCPABHOMCPHO HaJEKHBIM KOJIaM. B sTom

CiTydae MPOUCXOIUT YCHIICHHE HEPaBeHCTBA:
n > log, (M?/R).

PacxoxneHust Mexay IpeaCTaBICHHON I'PaHULICH U CYLIECTBYIOIIMMH HaAEKHBIMU KOAAMU ITOKa3bIBa-
0T, 4YTO HEOOXOAMMBI JaJbHEHIINE MCCIEIOBAaHUS HA MPEAMET CYHIeCTBOBaHUS Oojee 3((EKTHBHBIX

KOIOB U KOHCTPYKTHBHBIX ME€TOAOB UX IOCTPOCHUA.

3.2 HwuxHAs rpaHuna ooHapy:xuBamwien cnocoonoctu AMD

K012 Ha 0a3e koxoB Pugma—MaJiiepa

KoncTpykuuss AMD konoB Ha 6aze 00001mEHHBIX K0oJ10B Pruna—Maiiepa (PM) sBisercs Hanboee
pacnpoctpanénnoit. Kogupyrommas ¢yrkiwus f(z,y) BeIOHpaeTcs TakuM 00pa3oM, 4ToObI ypaBHCHHUEC
MackupoBanus omOku (YMO) cooTBeTCTBOBaNIO KOAOBOMY cJI0BY 00001EHHOTO Kosta PM.

Jli1st BEpOSTHOCTH HEOOHAPYKEHUS OMUOKH P, 5. HEKOTOPBIX KOHCTPYKIMH AMD KomoB, BKITFOUast
paccMaTpuBaeMyr0, H3BECTHA CIEAYIONIast HIDKHsS rpaHuia. st mo6oro g—uaHoro (k, m,r) AMD xo-
na (k, m, r ecTh KONMWYECTBO HHPOPMAIIMOHHBIX, CITy9allHBIX U MPOBEPOYHBIX OUTOB COOTBETCTBEHHO,
q = 2") BBINOJHSETCS CIEAYIOIIee HEPaBEeHCTBO:
d,(2™, M)

Pundet Z 1— om )

3.1)

rIe dq(2m, M ) — MaKCHMaJbHOE BO3MOXKHOE PacCTOSTHUE XAOMMUHIa ¢-UYHOTO Kojia IuHbI 2" ¢ M =

2k+mHT xonoBeIMHU coBaMHu [25].
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JIaHHYIO TPaHUILy MOXXHO YTOYHHUTBH JUISl BCEX KOIOB, IIOCTPOCHHBIX HAa OCHOBE 0OOOMIEHHBIX KOJIOB
PM [7]. Onpenenum BenuuuHy ¢ = m/r, IpU yCIOBHM, Y4TO T AEIUT m Hareno. [IpeacraBum 3HadeHHe
ciyuaiiHO# BenuuuHbl © € GF(2™) xak BeKTOp M3 ¢ mepeMeHHbX z; € GF(27), i = 1,...,t, T0
ectb & = (x1]x2|. .. |x;). I3BecTHO, uTO ¢—MuHbIi Kog PM nopsizika b ¢ ¢ mepeMEHHBIMH MOXKET OBITh
HOJTy4Y€eH TOICTaHOBKOM Beex aeMeHToB monst G F(¢') B MOMMHOMBI OT ¢ g—MYHBIX TIEPEMECHHBIX, UbsI
crernens He mnpesbimaer b [14]. Ilycts p;(z) ecTh omuH W3 Takux MOMMHOMOB, z € GF(¢'). Torma

COOTBETCTBYIOIIIEE €My KOJIOBOE CIIOBO 0000mEHHOTO0 Kosta Puga—Mariepa MOXXKHO TPeACTaBUTh Kak

6 = (POl . [0

e o €CTh NPUMUTUBHBIN d1ement monst GF(q') [5]. Takke U3BECTHO, YTO MUHMMAJILHBIA BEC KO-
JIOBOTO CJIOBa (MUHUMAJIBHOE KOJIMYECTBO HEHYJIEBBIX 3JIEMEHTOB) KoJa Mopsiaka b ¢ ¢ mepeMEeHHbIMU
paBeH

derm(b,t) = (¢ —v)g ™",

Iac b= (q — 1)U+U Jlerko 3aMCTUTDB, YTO KOJIMYCCTBO HYJICBBIX KOMIIOHCHT B KOZOBOM CJIOBEC COOTBCT-
CTBYCT KOJIMYCCTBY I(OpHCfI MOpOXKAAIOUICI0 €0 IIOJIMHOMA pz(z) N3 storo CJIeaAycCT, 4YTO KOJIUYCCTBO

KOpHEH MMOoJMHOMA CTENEeHH b OT { IepEMEHHBIX OTPAaHUYEHO CBEpPXY CIECIYIOIIUM 3HAUYCHHEM
t t—u—1
Not < ¢ — (g —v)q -

W3 npunnuna nocrpoenust AMD konoB Ha 6a3e konoB Puga—Maruiepa crnenyer, 4To npu
t

E< Y (-0-cfenie, —t—1)r

t+s—jq
j=0

MOKET OBITh MOCTPOEH Kof, cTeneHb YMO kortoporo He OyAeT mpeBblllaTh 3HaueHus s [25]. Usz-
BECTHO, YTO ypaBHEHHUE MAacCKMPOBAaHUS OLIMOKHU TaKOro Koja IMpelCcTaBisieT cobol, B 00IieM ciayyae,
MOJIMHOM CTEeIeHU b OT ¢ ¢—MYHBIX MepeMeHHbIX. [Ipu mpoBepke NaHHBIX HAa HATUYME MCKAKEHUH B
YMO nozacTaBisieTcsi 3HaU€HUE CITyYallHOM BEJIMYUHBI X TaK, YTO €€ KOMIIOHEHTHI T; UCIIONb3YIOTCS
KakK 3HaueHHs ! TMepeMEeHHBIX ypaBHEHHs. Ecnu BbruncienHoe TakuM obpas3om 3Hauenne YMO paBHO
HYJII0, TO UCKa)KEHUE HE BBISBISETCS.

JlormycTuM, YTO CyIIeCTBYeT HEKMH HaWIy4ylIMid B CMbIcIe OOHApy>KHUBaIOLIEH CHOCOOHOCTH
(k:, m, r) AMD kon Ha 6a3e kogoB PM ¢ TakuMm jxe orpaHudeHUEM Ha k, HO OTIMYAIONIUINCS OT KOJa,
MOCTPOCHHOTO COIIaCHO KOHCTPYKIMH U3 [25]. PaccMOTpuM ero ypaBHEHHE MACKHPOBAHHS OLIMOKH.
Pa3znuynbiM KOMOMHALIMAM COOOILIEHUS Y U OIIMOKY €, B 0011IeM cilydae, COOTBETCTBYIOT ¥ MO pasnny-
HbIX cTeneHei. O003HaYMM Yepe3 S HauOOoJbIIyI0 BO3MOXKHYIO cTerneHb YMO JaHHOTO HaWiydliero
koma. M3 Toro ycnmoBusi, 4TO Haml Ko OONagaeT MUHUMATbHONW BO3MOXKHON BEpPOSITHOCTHIO HEOOHa-
pYXEHMsI OHIMOKH, CIENYET, YTO MaKCHMaJbHOE KOJMYECTBO KOopHed ero YMO He Oomnblie, uyeMm y
CYIIECTBYIOIIEH KOHCTPYKIMHU U3 [25]. Tak Kak KOJIWYECTBO KOPHEN MOJMHOMA MPOMOPIUOHAIBHO €TI0
cteneHy, To § < s. KomuuectBo kopueit YMO s paccMaTprBaeMOro HauIydllIero Kojia OrpaHu4eHa
CIEYIOIIUM 00pazoMm:

Nsy <q' = (g =0)q" ",
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rie 5 = (¢ — 1) + 0.
OTCIO,I[a MoJIy4acM I'paHrully Ha BEPOATHOCTb MACKHPOBKHU OIITNOKH HaWJIy4dlICro KoJaa:

t o\ i1
q" — (g —1)q N
qt =1- (q - U)q 17

Pundet S 1—- (q - 77)(17“71-

N+
t

Pundet S S

[Ipu sTOM, paccMaTpuBaeMblii HAUTYUIINKA KO JOJDKEH YIoBiIeTBOpATh rpanuiie (3.1). [lomyuaem,
4TO

d, (2™, M
Pundetzl_M

(TeopeTuveckas TpaHuIla),
Punger <1 —(q—0)g~ %! (u1s1 HAWIydLIETO CYNIECTBYIONIETO KOIA).
[TonyyaeMm HUXKHIOIO TPAHUILY MUHUMAJIBHOM BO3MOKHOM cTeneHn Y MO — 3To Takas HaMMEHbIIas

CTCIICHDb §, pu KOTOpOﬁ BBIIIOJIHACTCA HEPABCHCTBO!

) d, (2™, M
1—(q—0)g "' >1—- q(Qn; ),
(q—0)g " < Q(2m )

e mo-npexuemy § = (¢ — 1)u + 0.
Takum o06pazom, yrouHEHHAS HIWKHIS rpanuna s AMD konoB Ha 6a3e kogoB Puna—Masnepa moxer

OBITH 3allMCaHa CICIYIONIIM 00pa3oM:

Punclet Z 11— (q - fb)q_ﬁ_la

d, (2™, M
§=mins; : (¢ —v)g %1 < dy(2", M) 217; ),

si=(q—Du;+v;,8,=1,2,....

(3.2)

[TomydeHnHas HUKHSISI TPAHUIIA BO MHOTHX CIy4asiX MMO3BOJIIET YTOYHUTH CTApyl0, MEHEE TOUYHYIO
rpanuiy. OHa ObUIa HCIIOJB30BaHA JUIS aHAJHM3a ONTUMAIBHOCTH CYIIECTBYIOMIMX KOJOB C TOYKH 3pe-
HUs 0OHapykuBaromieit crmocooHoctn. AMD konbl Ha 6a3e kojgoB PM, crernienr YMO KoTOpBIX paBHA
5 u3 ¢opmyisl (3.2), o0amaOT HaWIydIIel OOHAPYKUBAIOIIEH CITIOCOOHOCTBIO, KOTOpask MOXET OBbITh
JOCTUTHYTA C IMOMOIIBIO TAHHOTO METOJ]a TIOCTPOSHHSI KOJIOB.

Paccmotpum npumep. Ilycts Heobxonumo noctpouts AMD kon Ha ocHoBe KooB PM ¢ mapamer-
pamu k = 4 6uta, m = 4 6ura, r = 2 6ura. [Ipumenenue rpanunel Cunrirona [14] k rpanune (3.1)

IIOKa3bIBACT, YTO BCPOATHOCTD HCO6Hap}/')KeHI/IH OIINOKK HE MOXXET OBITH MCHEC, UEM

444
k+ mw 9= — [%W 9=4 — (0.25.

P, undet 2 ’7
r

W3 TaGnuIbl dyqIIuX JHHEHHBIX KogoB!) clemyeT, 4To HauOombllee JOCTHKIMOE PACCTOSHUE YETBE-
pUYHOrO Koja JIMHBL 2 = 16 ¢ 5 uH(OpMalHOHHBIMU cuMBodamu (28+HmF" = 210 — 45) papno 9.
Taxum oOpaszoMm, u3 rpanuisl (3.1) nomyyaem, 4to

4 5
dy(n =2 M =4%) =9

Pundet Z 1— 24

9
=1—— =0.4375.
16 0.4375

Dhttp://www.iks kit.edu/home/grassl/codetables/
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[IpumeneHnue BbIBeACHHOI TpaHUIb! (3.2) MOKa3bIBAaeT, UYTO JJIS HAWIYYIIEro BO3MOXHOIO Koja Ha
ocHoBe ko710B PM s = 2. CnenmoBarenbHo, 1yist AMD komoB Ha ocHOBe ko/10B PM crnipaBeniiuBa ciemy-

HoIIast HUXKHAA OLICHKA BepOHTHOCTI/I HCBBIABIICHUA OI_HI/I6KI/I:
Pundet Z 1- (q - f})q_a_l =1- (4 — 2)4_0_1 = (0.5.

B vactHOCTH, 3TO 3HAUUT, YTO MAaKCUMAJIbHOE paccTOsiHME Kojia PM, Ha 0CHOBE KOTOPOTo MOXKET OBbITh

nocrpoed AMD c¢ npuBenéuHbIMU TTapameTpamu (k, m, 1), paBHO 8.

Kox Ha ocHoBe komoB PM, mocrturarommii 3Ty rpanuily npu mapamerpax (k = 4,m = 4,r = 2),

CYLIECTBYET U UMEET Kopupyounyto Gyukuuio f(z,y) = zoyo + T1y1 + x5 + 23, z;,y; € GF(2?).
Takum 00pa3om, BeposTHOCTh HeoOHapykeHus onmbok AMD komoB Ha ocHOBe K0710B PM B Heko-

TOPBIX CJIydasx BbIlIE TeopeTHuyeckor rpanuisl st AMD konos. M3 atoro cinenyer HE0OXOIUMOCTD

MOKMCKa HOBBIX KOHCTPYKLHH KOIOB ¢ Oojiee BBICOKOW OOHApy>KMBAIOLIEH CIHOCOOHOCTBIO, a TaKxke

JIajpHelIIee UCclIeJOBaHUE UX OKCTPEMAJIbHBIX XapPaKTCPUCTHK.

3.3 BriBoxa

IIpencraBnenHsle B TPETbEH IVIaBE I'PAHMIBI HA MApaMeTpPbl HEIMHEMHBIX KOIOB IIOKA3aJIM, YTO
CYILIECTBYET PACXOXKIACHUE MEKIY TEOPETUYECKH U MPAKTHUYECKHU JOCTHKUMBIMH ITapaMeTpamMH KOJIOB.
OTO rOBOPUT O HEOOXOAMMOCTH JAJbHEHIIEro M3y4eHHUs KOHCTPYKLUI HEIMHEMHBIX KOJOB C ILIEJIbI0

IIOUCKa COBCPHICHHBIX W OINTHUMAJIbHbIX.
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4 HoBble HeJIMHEHHBIE KOAOBbIE METOAbI MOBLIIICHUA

MOMEeX0YCTOMYHUBOCTH

B nanHoi#t raBe quccepTaiioHHON paOoThl PUBEICHBI HOBBIE KOJOBBIE METO/IbI TTOBBIIICHHUSI IIOME-
XOYCTOMYHMBOCTH Ha OCHOBE HEIMHEHHBIX KOJOB, METOMBI MX JEKOJUPOBAHMS, a TaKKe MOAU(PUKAIINN
CYIIECTBYIOIINX KOJIOB.

JlanHble pe3ynbTaThl MPEICTABISAIOT UHTEPEC MOTOMY, YTO MO3BOJISIIOT YMEHBIIUTH BHIYMCINUTEIb-
HYIO CIIO)KHOCTH TMPOIEAYyp KOAUPOBAHUSA U JCKOAUPOBAHUS, & TAK)KE YBEIUUUBAIOT BEPOSTHOCTH 00-

Hapy>XEHUs alreOpandecKuX MaHUITYIISIITHI.

4.1 QO0001IIeHNEe HATEKHBIX KOI0B

4.1.1 KoHcTpyKuus 0000IIEHHBIX CHCTEMATHYECCKUX HANEKHBIX KOA0B

B nanHoMm pazzene mpennaraercs KOJOBBIM METOJ| MOBBIICHHUS IOMEXOYCTOWYMBOCTH Ha OCHO-
B€ HOBOW KOHCTpYKIMH AMD Kko010B, OCHOBaHHOM Ha HaJAEKHBIX KO/aX, OOHAPYKUBAIOIIUX OLIHOKH.
KoncTpykuus nonyuuiia HazBanue o000mEHHOTr0 cucremarndyeckoro Haaéxuoro (OCH) kona [9].

Kak yxe Obl10 cka3aHO, HEOCTATKOM HalEXHBIX KOAOB MPH YCIOBHUU CHJIBHOM MOJENIN MaHUILY-
JSIMU SBJISIETCS IETEPMUHUPOBAHHOCTD BBIUUCIIAEMON NTpoBepouHOi yacTtu. Hanbonee ectecTBEHHBIM
METOIOM €€ YCTpaHEHHs MpPEeICTaBiIseTCs NMPUBHECEHHUE CIYy4YalHOCTH B Kogupyemoe cooOmienue. K
COOOIICHUIO JTOOABIISETCS 3HAUCHHE HEKOTOPOW CIy4YailHOW BENMYMHBI, (POPMUPYS IOMOIHEHHOE CO-
obOmienne. Takum oOpa3oM, yMeHblIas (aKTHUYECKYI0 pa3MepHOCTh koja (Mpu (UKCUPOBAaHHBIX Ma-
pameTrpax Koja), yIaércs COMOCTABUTh COOOIIEHUI0 MHOXKECTBO JIONOJHEHHBIX COOOIIEHUH, pa3Mep
KOTOPOT'O paBeH KOJMUYECTBY BO3MOXKHBIX 3HaYEHUH ciydaiiHol Benu4yuHbI. Jlanee, JOMOIHEHHOE CO00-
LIEHHE TIOABEpraeTcs NpoLelype KOAUPOBaHus HaI&XHbIM KojloM. KonnpoBanue npencrasiser co0oit
OJTHO3HAYHOE W O0paTuMoe OTOOpakeHHE IOMOTHEHHOTO COOOIIEHUS B KOJOBOE ClIOBO. OmucaHHas
Ipoleaypa IpUBOJAUT K HEONPEASIEHHOCTH pe3ybTaTa KOAUPOBaHMs, KOT/a KaX/10My HCXOAHOMY CO-
OOIIIEHUIO COOTBETCTBYET HAOOP JOMOIHEHHBIX COOOIIECHUMH, U, CIIeI0BATEIbHO, BO3MOKHBIX KOJOBBIX
CJIOB. 3a CYET 3TOr0 YCTPAHSAETCS YSI3BUMOCTb K CHJIBHBIM MaHUIYJIALUSAM, XapaKTepHas ISl HaJlExX-
HBIX KOZOB. /laHHast KOHCTPYKIIMS sABIseTCS 00O0OIIEHHEM HaJEXKHBIX KOJOB Ha Clyyall MCKa)KeHH,
OIUCBIBAEMBIX MOJIEIbIO CHJIBHBIX MAHUIYJISALUI.

PaccmoTpum cienyronmii METol MOCTPOSHHUs KOjla Ha OCHOBE MEPECTAaHOBKM B KOHEYHOM IIOJIE.

Iycte BekTOp 2 € GF(2¥™=") npencrapiseT co6oii KOHKAaTeHAIMIO MH(OPMAIOHHOTO COOOLIECHHS
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y € GF(2%) n 3nauenus cnyyaiinoit Benuunnel © € GF(2™), TO €cTh ABNSETCS MOAU(DHIMPOBAHHBIM
coobiienneM z = (y|x). Jlns KomupoBaHMs UCIONb3yeTcss R-HanéxHelil cuctemarnueckuit kog C' =
{(z|f(2)}, tme f(2) : GF(2") — GF(2") ectp HekoTOpas HelnWHEWHas (YHKIHUS C TTOKa3aTeieM

HenuHeitHocTH Pr. Takum 00pa3oM, KOJOBOE CIIOBO PAcCMaTpPHBAEMOI0 KOJa MOXKHO 3aIHCaTh KaK

¢ = (2[f(2)) = ((ylo)[f(y|2)) ,

a mapaMeTphl KoJia UMEFOT CIIEIYIONINI BUI: pa3MEepHOCTh Koza k, amuHa n = 2(k+m) = 2r, CKOpocTh
k/2r.

YrBepkaenue 4.1. OCH ko0 na ocrose ¢hynkyuu nepecmanosku 6 noie Ianya npu R < 2™ agnsemcs
CUNLHO 3auuéunvim AMD Ko0om 6 wupokom cmuvicie ¢ 8epOSMHOCbIO HEOOHAPYHCeHUsT OUWUOKU

S e < R/2™

undet

Jokazamenbcmeo. Kak yxe ObLIO MOKazaHO, 0OHapyxuBaromias crnocooHocts AMD kona Hanpsimyro
3aBHCHUT OT MaKCHMAaJlbHOTO KOJIMYECTBA KOPHEHW ero ypaBHEHHS MacKHpoBaHus omuokun. YMO ot

MEPEMEHHOM 2 pacCMaTpUBAEMOTO KOJIa BBINISAUT CIEAYIOLUIMM 00pa3oM:
f(z)+er— f(z+e,) =0,

f(2) +ep=f(z+e).

[Ipoananmu3upyemM KOJIMYECTBO KOPHEHW ypaBHEHHUSI MacCKUpOBaHUS omuOKd. M3 Teopun HETMHEHHBIX
(GyHKLMM HaJl KOHEYHBIMH IOJIAMHM M3BECTHO, YTO JAaHHOE ypaBHEHHE MMeeT He Oonee R = Py - 27
pelreHunii oTHoCUTeNBbHO 2. To ecTh Uit 0601 KOHpUrypanun ommboK e = (e,, €f) CyIECTBYeT HE
6onee R 3Ha4eHMH 2, IPU KOTOPBIX BHIIOIHUTCS paBeHCTBO B YMO.

Tak Kak BEKTOp 2z MpeACTaBiIseT coO0N KOHKATCHAIMIO BEKTOPOB Y M X, CYIIECTBYeT He Ooinee R
UX KOMOWHAIUH, pU KOTOPBIX omnOKa He Oyzner oOHapykeHa. CienoBareiabHO, 1 KaKI0W KOHPUTY-
pamuu omuOOK e CYIIECTBYIOT He Oosee R 3Ha4eHUU x, MPU KOTOPBIX anredpandeckas MaHUTYIISIIHS
He Oyzmer oOHapyxkeHa. Takum oOpas3oMm, eciu mapamerp R Haa&KHOTO KOAa, HA OCHOBE KOTOPOTO
ctpoutca OCH kox, menbie uem 2™, 1o, comacHo onpenenennto, OCH kon sBisiercs AMD komom
C BEpPOATHOCTHIO HEOOHAPYKEHUS HCKaKEHUH, COOTBETCTBYIOUIMX MOJAETH CHIIBHON anredpanyeckont

MaHUITyJsIuy, paBaoit P° .., < R/2™. |

B kadectBe komupyromei GyHKIMH yToOHO MCIONB30BaTh Pa3HOCTHO O-pPaBHOMEPHBIE OTOOpaske-
Hust, BBenéHHble K. Haiibepr B padote [83]. B kauecTBe mapamerpa § yka3bIBaeTCsl KOJIMYECTBO pellie-
Huil ypaBHenus f(z + a) — f(z) = b cpean Bcex 0 # a € GF(2"),b € GF(2"), To ecth napamerp
R cormacHO ucnonb3yeMbiM 0003HadeHUsIM. [ COBEpIIEHHBIX HEIMHEHHBIX (YHKIUH 0 paBeH eIu-
HUIIE, U TOYTH COBEPIICHHBIX HEMHEHHBIX QYHKIMN — IBYM. TakuMm 00pa3om, MpH UCIIOJIB30BaHUH
Pa3HOCTHO O-paBHOMEPHOTO OTOOpaskeHUsl B KadecTBe Komupytommed ¢pynkunn OCH koma momydaem,

4TO BCPOATHOCTD HCO6Hapy)K€HI/I5I CHJIBHOM MaHUITYJISIOAU COCTABJIACT

Ps o < Ppo2k=¢5/2m

u
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Paccmotpum npumep OCH kofa Ha oCHOBE MepecTaHOBKM B KOHEUHOM Ioiie: mycTh £ = 4 Oura,
m = 2 Outa, Torna r = k + m = 6 Outr. B kauecTBe QPyHKIIMHM KOAMPOBAHUS BHIOEPEM BO3BEICHHE B
TpeThio crenens B mone Lanya: f(z) = f(z,y) = (z|y)?, ABIAOULYIOCH MOYTH COBEPLICHHON HEJH-
Helinol QyHkuueii ¢ 6 = 2. Takum o6pasom, 3a 0CHOBY Oepércs 2-Hanéxkubii kox {(z|f(z) = 23)}.
[Monyuennsrit OCH kox Gymer AMD komom (6 < 2™) co ckopocteio k/(k + m + r) = 1/3, rapan-
< 0.5.

IIponemoncTpupyem npuHuun koauposanus ganueiM OCH komom. Ilycts nHdopmanmonHoe cooorie-

THPYs [IPU 3TOM BEPOATHOCTb HEOOHApYKeHHs JIF000H CHIbHOM MaHUIyISALMU, paBHYWO P. . .
uue y € GF(2%) npunsuio snauenne (0111). Ha pucynke 4.1 mpencTaBineHsl BCE COOTBETCTBYIOIIHE
€My JIOTIOJIHEHHBIE COOOIIEHUsI U KONOBbIe cioBa. MHpopmarmonHas, cirydaitHas ¥ IpOBEpOYHAs 4a-
CTH KOJIOBOTO CJIOBA pa3[eleHbl CUMBOJIOM «|», COOTBETCTBEHHO. BbIuncieHHs] MPOBEpOYHON YacTu

BbINoNHEHbI B none Fanya GF(2°%) ¢ mopoxnatommum nonuaomom % + x + 1.

HOHOHHeHHBTe KonoBnie ciioBa:
COOOIIICHUS:
Hcxonnoe (0111)00) » ¢; =(0111/00|111011)
COOOIIIEHHUE:
(0111|01) » ¢, =(0111|01]111001)
y = (0111)
(0111|10) » c3=(0111|10/111110)
IIpubasnenne™ (0111[11) » 4 =(0111|11]111010)
3HAYCHUS
- Koauposanue
CITy9aitHOM
BEJIMYMHBI

Pucynok 4.1 — [Ipunuun xoauposanus OCH konom ¢ napamerpamu k = 4, m = 2,7 = 6 Ha nIpuMepe

coobmenus (0111)

Takum o6pa3oM, B Ka4ecTBe pe3yibTara KoaupoBanus coobiuenust y = (0111) BeiOupaercs oqHo
u3 4eTsipéx cios {(0111]00]111011),(0111|01]111001), (0111|10/111110), (0111]11|111010)} B 3aBH-

CUMOCTH OT 3HAYEHHMs CIIyYailHO# Beamuuubl v € GF(22).

VYrBep:knenue 4.2. [lpu uckasiceHusx, onucvléaemvlx ciabot MOOenvblo aneedpaudeckux MaHunyayull,
OCH k00 Ha 0CHO8e nepecmano8KU 8 KOHEYHOM nojle obecneyusaem 8eposmHOCmb HeOOHAPYHCeHUs
OWUOKU, PABHYIO

P’LU

undet

T
< R/2,
umo 6 2¥ paz menvute, uem 6 cryuae cunbHOT MaAHUNYIAYUL.

Joxazamenbcmeo. ITO yTBEpKIACHUE CIEAYyEeT W3 CBOMCTB R-Han&xHbIX komoB [24]. [lycts mpowuso-
1112 HeKkoTopas omuoKy e. Cpenu Beex 2F7™ = 27 KolOBBIX CJIOB TONBLKO R OyIyT HCKaKeHb! OIMIHOKOI

€ B IPYIru€ KOAOBLIC CJIOBA. Hpeanonaraﬂ PaBHOMECPHOC pacpCaAcIICHUC KOAJOBLIX CJIOB, IIOJIy4acM, UTO
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BEPOSATHOCTH HEOOHAPYKEHUS JIF000N OIIMOKY €, ONMUCHIBAEMOI MOZIETIBIO €1a00i MaHUITYIISINH, OTpa-

T w T
HUYeHa BeuuuHoi PV . < R/2". u

PaBeHCTBO B IOCIICHEM BBIPAXKEHUH JIOCTUTACTCSI IIPH MCIIOJIb30BAaHUH R—PaBHOMEPHO HaJIEKHOTO
Koza (To ecTb Koxupyromas QyHKIHS SBIseTCs J—PaBHOMEPHBIM OTOOPaKEHHUEM).

Takum 006pa3oM, pacCCMOTPEHHBIH B MPOILIOM IPUMEpE KOJ 00eCIeYnBaeT BEPOSTHOCTD MPOITyCKa
cnaoii Manumymsiun P, = 275" &~ 3. 1072,

Jlerko 3aMeTHTh, YTO JaHHAs KOHCTPYKLHS CXOKa C KOJAMH, UCHOJb3YyeMBIMH JUIsl KOJOBOTO 3a-
mymienus [8]. dakrudecku, caydaiiHas BeIHYMHA B 000OUX CIIydasX HCIIOIb3YeTcs ISl MAaCKUPOBAHNUS
KOJIOBOTO CJIOBA, COOTBETCTBYIOIIETO HCXOIHOMY COOOLICHUIO.

[Tpu pabote B monsix xapakTepucTuku asa it noctpoeHuss OCH komoB menecoo0pa3HO MCHONb-
30Bath 2-Hanéxubie kol { (2|27} u {(z|2*)}, ucnonk3syromue mouTH coBepLICHHbIE HEMUHENHbIE
dynxmu. Ouu obecneanBaroT Beposithoctu P9 . < 2/2m = 2=mFly pw =2 /97 = 27"+ B cny-
4ae, €CIM XapaKTePUCTHKA MONIS OTINYAeTCs OT JBYX, TO PEKOMEHIYeTCsl UCIOIb30BaTh |-Haa&KHBII
kon {(z|z%)}, xomupyromas QyHKIHS KOTOPOTO SBISETCS COBEPIICHHOM HENMHEWHON (QyHKIuel. B
3TOM Cllydae JOCTHIaloTCs BeposTHocTH P35 ., = 1/2" =2""u PY =1/2" =27",

Kak yxxe Obl10 cka3aHO, mpuMeHeHHe rpanuibl CuHrTOHa K Tpanuie aiss AMD konos (3.1) mpu-

BOJMT K CJICAYIOIIEMY HCPABCHCTBY:

undet = r

s s [“_ﬂ —

Jis OCH xomoB Ha OCHOBE MEPECTAHOBKH B Toie k + m = r, CIeI0BaTeIbHO, TPaHUIA TIPUHUMACT
CIEAYIOUIUN BUJL:
S e > 2

undet

Hannas rpanuna gqocturaetcss OCH komamu npu paboTe B MONSAX XapaKTEPUCTHKH, OTIUYHON OT IBYX.
Hanpumep, na nauuoit rpanune nexur OCH kon Ha ocnoBe 1-Hanéxknoro xoma {(z|2%)}, z € GF(p"),
p # 2. HaumeHbImas BepoOsATHOCTh HEOOHapykeHHs ommOok, mocturaemass OCH komamu B monsix
XapaKTEPUCTUKHU J[BA, OTIMYAETCA OT I'PAaHUYHOIO 3HAYEHMA B JBA pa3a U cocTasuser P) ., = 2—mtl,

3acmy>KUBAIOIIMM BHUMAaHUs HAAEKHBIM KOJIOM, HA OCHOBE KOTOPOTO MOTYT ObITh ocTpoersl OCH
KOJIBI, SIBIISIETCSI KOJI, OCHOBAaHHBI Ha JKCIOHEHIMANbHOU QyHKIMHU [2]. JlaHHBIN KO TO3BOJSET WC-
MOJIB30BATh CYIIECTBYIONIME B OOJIBIIMHCTBE KPUNITOTpadUUIECKUX MPHUIIOKEHUN OJOKU SKCTIOHEHIIN-
pOBaHMs, YTO MPUBOAUT K 3HAYUTEIHLHOM YMEHBIICHHUIO amlapaTHbIX 3arpar. [Ipu 3ToM BO3MOXKHO
WCIONB30BaHME Koj/ia ¢ OOJBINON ATUHOMN, 9YTO 00eCcIeurnBaeT BEICOKYIO BEPOSTHOCTh OOHAPYKEHUS UC-
KKCHHUH 3a CYET 0OABICHUS 3HAYUTEIHHON JOJMHM CIIyYailHBIX CHMBOJIOB. boree monpoOHO JTaHHBIM
HaJIEKHBIA KOJI OMKCaH B paszaeine 4.2.

Kpome toro, Bo3amoxeH u npyroit meron nocrpoerusi OCH koga — Ha OCHOBE OIepalvu CKaJsp-
HOTO YMHOXXEHHSI B KOHEUHOM II0OJIe, a HE IepecTaHOBKU. PaccMoTpuM Metop ero moctpoeHus. Ero

KOOOBKBIC CJIOBA TAKXKE COCTOAT M3 TpéX KOMIIOHCHTOB:

c=(y € GF(2'a),r € GF(2'D), f(z,y) € GF(2")),
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HO MPOBEPOYHBIA CHMBOJ HMEET pasmep r = a + b 6ut, y = (y1,v2,..-, %), ¥i € GF(2%), ©x =
(11,22, ...,2¢), 7; € GF(2°), a QyHKIMA KOAMPOBAHHUS BBIISIUT CIETYIOIIMM 00pa3oM:

t

f(x,y) = Z (Yi> i) * (Yir1, Tiga).

i=1,3,...
To ecTh B KaueCTBE CJIAraeMbIX B BBIPAKEHUHU CKAJISIPHOTO YMHOKEHUS MCIIOJIB3YETCS KOHKATEHALIMS

KOMIIOHEHTOB MH(OPMAIIMOHHOTO U CIy4ailHOTO BEKTOpoB (y;, x;) € GF(2").

YrBepxknenne 4.3. OCH ko0 Ha ocHoge onepayuu CKAIAPHO20 YMHOJIceHus: 8 noie lanya sensemcs
cunbHo 3auuyénnbim AMD kooom 6 wupokom cmwvicie ¢ 8epOsSmMHOCIbIO HEOOHAPYHCEHUs. CUTbHBIX

manunyaayuii PS =270,

Hoxaszamenvcmeo. OGO3HAYMM KaXABIHA MEMEHT (y;, z;) 4epes z;, a (e, e,,;) depes e,,. Torna xonu-

pyromias (byHKI_II/IH SIBISIETCS] TUHEHHBIM ITOJTMHOMOM:

-1
f(2)=2z12—24z324+ ...+ 212 = E 2iZit1-
i=1,3,...

C moMOIIpI0 IPOCTHIX MAHUTTYJISIIIUN ToMy4daeM cienyromiee YMO:

t—1 t—1

E Zi€y , + Zig1€,, = €€y T EF- 4.1)
i=1,3,... i=1,

goee

TakuM 06pa3oM, Mbl IMeeM JUHEHHbIH MOTUHOM ¢ t —MYHBIMM TIEPEMEHHBIMHU 2;, Iie ¢ = 272+,

EavHCTBEHHBIN BapuaHT, IPU KOTOPOM MCKIIIOYAIOTCA BCE 2; (M, COOTBETCTBEHHO, BCE T;) U3 ypaB-
HeHus (4.1). 3T0 BOSHUKHOBEHUE OIINOKH, y KoTopoii Bce e,, = (0. Tormza YMO He Oyner 3aBHCETbh OT
3HAYEHUs CIIy4alHOW BEJIVYHHBI T:

S:f.

Ho B aTOM cilydae ey JOIDKHO TaKKe PaBHATbCA HYNIO (4TOOBI cuHIpOM S OBLI paBeH HYIIO), 4TO
MIPUBOAMT K HYJIEBOMY BEKTOPY OLIMOKH e. VI3 3TOrO CiiefyeT, UTo He CYLIECTBYET HEHYJIEBBIX BEKTOPOB
ommbku e € GF (214H1+a+b) "kotopble ObUIM Ob HEOOHAPYKUBAEMBI TIPH JIFOOBIX 3HAYCHUAX 2.

Jlerko 3aMeTUTh, YTO YpaBHEHHE MAaCKHUPOBAHUS OUIMOKU OT ¢ g—MYHBIX IepeMeHHBIX (4.1) numeer
¢V~ = 27~ pemennit oTHOCHTENBHO 2, e 1 < w < f €CTh KONMMYECTBO HEHYJIEBBIX KOMIIOHEHT €2,
CnenoarenbHo, cymtectsyer 2" (Y1) komGuHaImii BEKTOpoB (v, 2;), i = 1, ..., t, Ipu kKoTophix YMO
BBINOJNHsAETCA (M olMOKa He oOHapyskuBaeTcs). Ho mpu cuiabHOR Mozenu anredpandyeckux MaHMITYIIs-
Ui “HGOPMAIMOHHASL YacTh i W OIKOKA e (PUKCHPOBAHHBIE, CIIENOBATENBHO, KaXKIbIA 2; = (Y, T;)
NpUHKMMAaeT TobKo 2° 3HaueHuil BMecTo 2" =T, CnieoBarenbHO, MAKCHMAIbHOE KOJUIECTBO PENIECHHI

VMO (4.1) OTHOCHTENBHO 2 OTPAaHHYEHO CBEPXy BenmumHoi 20(w~1)

. 1o onpenenenuto (2.4) naHHBIA
OCH kon Ha OCHOBE Omepaluu CKaJIIPHOIO YMHOXKEHHUS siBisieTcsi AMD KoJioM B IIMPOKOM CMBICIIE C
BEPOSTHOCTHIO HEOOHAPYKEHUS OIINOKU:

Hz:S(z) =0} 20w

— 9t
undet — V.6 £0 |{.T}| 2bw ’
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Jlerko 3ametutsb, yTo mo aHanoruu ¢ OCH kogaMu Ha OCHOBE MEPECTAHOBKHU B TOJIE, TAHHBIA KOJI

TaKkke obecreunuBaeT Oosee HHU3KYI0 BEPOATHOCTD HCO6Hap}/')KeHI/IH cl1a0BIX MaHHHYHHHHﬁ.

YrBepxknenue 4.4. B kanane co cnabvimu aneeopauyeckumu manunynayuimu oanusii OCH koo na oc-
HOBe CKANAPHO20 YMHONCEHUSI obecneduugaenm 8eposimHOCMbI0 HEOOHAPYICEHUsS. CIAOBIX MAHUNYAAYULL,

pasnyio P¥ = 277=—(a+h),

U

Joxazamenbcmeo. Jl0ka3aTenbCTBO aHAJIOTUYHO MPEIbIIYIIEMY, 32 UCKIIFOUEHUEM TOTO, 4TO MpHU Cia-
00if MOJIeTTH MaHUMYJISIIHN HHPOpMAITMOHHOE cooOIeHue y He ¢ukcupoBaHo. CrnemxoBarensHo, YMO
nmeet 2"~ pemeHnii OTHOCHTENBHO ~. B cooTBETCTBHH C ompenenenreM (2.2) ToNydaeM cleayo-

€€ BBIPAKCHUC OJI1 BEPOATHOCTU HCO6Hap}I)KeHI/IH OIINOOK:

{(y,x) : S(z) = 0} B or(w—1)

N TR P T T

Paccmotpum mpumep OCH koja Ha OCHOBE OIEpaliy CKAISIPHOTO YMHOKEHUSI B KOHEYHOM TIOJIE.
[ycte y € GF(2*®) ectb nndopmanmonnoe coobuienue, a r = 13 6ur. Torna y = (1, Y2, Y3, Y4, Ys, Us)»
y; € GF(2%), t = 6. Honyuaem, uto € GF(2!==30) y o = (21, 29, 13, 74, 75, T6), 7; € GF(2°7°).

Crnenyrommii AMD ko B IIMPOKOM CMBICIE MOKET OBITh MOCTPOEH:
C={yeGF2%®), 2 c GF(2¥), f(x,y) € GF(2"®))}
C HCIIOJIb30BaHUE KOMUPYIOIICH (QyHKIIUN

f(x,y) = (Y1, 21) (Y2, 22) + (Y3, ¥3) (Ya, 24) + (Y5, 75) (Y6, To)-

Ckopoctb koza 6mu3ka K 0.53, BeposITHOCTH 0OHApY>KEeHHS CUIIBHBIX U CJIA0bIX anreOpandecKux MaHH-

gt =277 3%x103u Ps ., =271~ 107, coorBeTCTBEHHO.

MynAuui paBHbl P} undet

mn

4.1.2 MHMcnpasiieHue OIUOOK MAJIOH KPATHOCTH

YBennuenne MUHUMAIBHOTO paccrosuusas OCH konpa

Kak u GompmmucTBO AMD KkomoB, OCH konmbl 0061a1at0T HEOONBIIUM MHUHHMAIBHBIM KOJOBBIM
paccrosiHueM (y MHOTHX KOIOB OHO paBHO eauHuIe). OmHaKo AJs HEKOTOPBIX MPUMEHEHHUH KOJIOB
(HanpuMmep, I TPOSKTHPOBAHUS TIOMEXOYCTOHUNBOM MaMSITH) 3a9aCTyI0 TpeOyeTcss BO3MOXHOCTh HC-
MIpaBJIeHUs] OIIMOOK Majloil KPaTHOCTH, BBI3bIBAEMBIX €CTECTBEHHBIMH MPUYMHAMHU (KJIACCHUECKHUMHU
KaHajamu ¢ mrymoM). [Ipupona 3Tux ommOoK 3aKIF0UAETCsl B HECOBEPIICHCTBE (PH3UUECKUX XapaKTe-
PUCTHK KaHAJOB MEpeIayd MU XPAHCHUS JaHHBIX, OJHAKO 3a49aCTYH0 CBOJIUTCS K BIUSHUIO TOJIBKO al-
JUTUBHOMN 1omexu. [l MpoeKTUpoBaHUs TOMEXOYCTOMUMBOM mamMsATH Hanbosiee BOCTpeOOBaHbI KOJIbI,
HCIIPaBJISAIONINE OJHOKpaTHYI0 omHMOKYy (single error correcting code, SEC kox), U KOJbI, HCIIPABISAIO-
e OJHOKPATHYI0 M OoOHapyKHMBaroIIuMe MBYKpaTHYIo omubOku (single error correcting, double error

detecting code, SEC-DED kon). I3BecTHO, 4TO IJIsi HCTIPABICHUST OHOKPATHOUN OMUOKU HEOOXOIMMO
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MHUHUMAaJbHOE KOJIOBOE paccTosiHhe, paBHOE TpEM. {1 Toro, yToObl KOA MOT TakyKe rapaHTHPOBAHHO
0o0HapyXHBaTh ABYKPAaTHYIO OIIMOKY, TpeOyeTcsi paccTossHUE, paBHOE YeThIpEM [14].

CrenosatenbHo, 11 npuMeHennss OCH koJoB B 3aa4ax, TpeOyIOIUX UCTIPaBICHHUs OIIMOOK Ma-
JIOH KPaTHOCTH, HEOOXOIMMO MOJUPUIIMPOBATh UX KOHCTPYKIHIO C LEJIbI0 YBEINYEHUS] MUHUMAJIbHO-
ro KozoBoro pacctosiHusi. Hanbosee ectecTBEHHBIM pELICHUEM ATOM 3a/1a4M SBJISETCS MCIOJIb30BaHKE
CXEeMbI ITOCIIEI0BATEILHOTO KOAUPOBAaHUS coo0meHus cHayana AMD kozioM, a mOToM JMHEHHBIM (Kak
npeanaraercs B [94]). Onnako, k OCH kogam Ha OCHOBE MEPECTAaHOBKU B MOJIE€ NMPUMEHHUMA TaKKe
U HECKOJIbKO M3MEHEHHAs cXxeMa KoaupoBaHus, Korga He Bcé cioBo OCH koma xonupyercs: JuHEH-
HBIM KOZIOM, a OTJEIbHbIE €ro KoMroHeHTsl [ 11]. IIpu 3ToM B mpouecce 1eKOAUpOBAHUS UCTIOIB3YIOTCS
JMCTAaHIIMOHHbIE CBOMCTBA Kak JIMHEHHOro koza, Tak 1 OCH kona. DTo mo3BoIseT CHU3UTh HEOOXOIH-
MYIO JJIs1 UCTIPaBJICHHs OIMIMOOK MH(POPMAIIMOHHYIO N30BITOYHOCTh. KpoMe Toro, ynpoCcTHTh MpoLey-
Py ZleKOAMPOBaHMsI MO CpaBHEHHIO ¢ [94] mo3BoOisIeT TOT (akT, 4TO KoaMupyromas (QyHKIuUs sSBISETCS
HEC)KUMAIOIICH U, B HEKOTOPHIX CIIydasx, 00paTUMOI.

Paccmotpum npumep momudukanuun OCH koma Ha ocHoBe mepectanoBkd B mone {(y|z|f(z,y) =
(ylz)™H}, y € GF(2%), x € GF(2™), f(z,y) € GF(2*"™) ¢ uenbto yBenmMuenus ero MUHUMAIBLHOTO
paccrosinus. HamoMHuM, 4To B3SITHIH 32 OCHOBY Haa&xkubIi ko {(z|z~!)} npu neuérHoM k sBiseTcs
2-Han&KHBIM, TIPU YETHOM Kk — 4—HaAEKHBIM.

UccnenyeM aucranuuonnsle ceoiicta kona {(y|z|f(z,y) = (y|z)~!)}. Komosble cnoBa B cuiy
CHCTEMaTUYHOCTH MPEACTABISIOT COOOH KOHKaTeHaIMi0 WH(GOPMALMOHHONW U MPOBEPOYHON YacTeil, a
TaK)Ke 3HAYCHMsI CiydaiiHoM BennuuHbl. MH(OpManmoHHas 4acTh NpeACTaBisieT cOO0N BCE IEMEHTHI
nons GF(2%). Takum 06pa3oM, HHHOPMAIMOHHYIO YACTh KOJOBBIX CIIOB MOYKHO PAacCMaTpHBaTh Kak
JUHEHHBIN KO/ ¢ MUHUMAJIBHBIM PacCTOSHUEM OJIMH.

[TockonpKy 0OpaTHBIN MO YMHOXKEHHUIO 3JIEMEHT B I10JIE CYIIECTBYET Ui KaXJIO0Tro 3JeMeHTa (Ipu
YCJIOBUH JIOOTIPENIENEH s 0OpaTHOro snementa mist Hynst: 01 = 0 € GF(2¥™) [24]) u on ynukanen
(TO ecTb He CYLIECTBYET JIByX Pa3JIMYHBIX 3JIEMEHTOB I10JIsI, 00paTHBIE IEMEHThI KOTOPHIX COBIIAJIAIOT),
TO MPOBEPOYHAs YACTh KOJOBBIX CJIOB TaKKe IPHHUMAET 3HAYEHMs BCEX dIeMeHTOB mons G F(2FF™),
pUYEM KaKIbli 2JIEMEHT BCTpEYaeTcss poBHO OAMH pa3. OTcrofa cienyer, uTo MPOBEPOUHYIO 4acTb
TaK)K€ MOYKHO paccMaTpuBaTh KakK JMHEMHbIN KOA C MUHMMAJIbHBIM PAaCCTOSSHUEM, PAaBHBIM E€IHMHUIIE.
[Ipu xoHKaTeHaMKU UHPOPMALIMOHHON U MPOBEPOYHON YaCTEil KOAOBOTO CII0BA MUHUMAJIBHOE PaccTo-
SIHUE UTOTOBOTO KO/1a CTAHOBUTCSI HE MEHbIIE JBYX.

Cryuvaiinas BeTMYMHA MOXET MPUHMMATh OJMHAKOBBIC 3HAUEHUS Ul PA3IMYHBIX COOOLICHUH Y,
OTOMY IIpH J00aBiIeHUU €€ K UH(POPMALIMOHHOHN M POBEPOYHOM YacTSIM CJI0Ba MMHUMAJIbHOE PaccTo-
aaue ucciuenyemoro OCH kona He yBeIu4YuBaeTcsl.

[TockonbKy oTnenbHble yacTu kogoBoro cioa OCH koma MOXKHO paccMaTpuBaTh Kak JMHEHHbIE
KOZIbI, TO K HUM MOTYT OBbITh IPUMEHEHBI CTaHJapTHbBIE METO/IbI YIUTMHEHHS U YKOPaunBaHUs KOI0B [ 14].
Hanpumep, no6aBneHue k cioBy JMHEWHOIo Koja oOILIed NPOBEPKUM HAa YETHOCTh YBEIMYUBACT Ha

CAVMHUIY KaK JJIMHY KOJa, TaK U MUHHMAJIbHOC PACCTOAHHUC. OTCIOI[a JICTKO MOT'yT OBITh IIOJTy4YCHBI
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pasiauuHble MoAUQUKAIMK ucxoaHoi koHCTpykiu OCH konoB, HanpuMep, KOabl

C1 = {(lzlf(z,y)lp(y))}

Cy = {(ylx|f(z,y)|p(y|x)[p(f(x,y))},
e f(z,y) = (ylz)~" € GF(2");

p(-) € GF(2) ects OUT YETHOCTH JBOMYHOTO BEKTOPa—apryMEHTA.

Hpyrumu cnoBami, p(y) = wt(y) mod 2, rae wt(-) ecth Bec XIMMHHra apryMeHTa.

OCH kon, ucnpaBJslOIIMA OJHOKPATHYIO OIIHOKY

Pacemorpum ko C1 = {(y|z|f(x,y) = (y|z)'|p(y))}. Ero MunumansHoe KOmoBOE paccTosHue He
MeHee TpEX, U3 Yero CieayeT BO3MOXKHOCTb MCIIpaBlIeHUs1 0AHOOMTOBOM omuoOku. IlycTs mpousomnia
ommbka e = (e lezlerle,) # 0, wt(e) = 1 (3mech u nanee pedb UAET 0 Bece XIMMHUHTA BEKTOPOB,

MPEICTABICHHBIX B JBOMYHOM BHJe). Toraa nckaxkénnoe cimoBo OCH koma MOXKHO 3amucarb Kak
c=ct+e=(y+eylr+elylr)" +eslply) +ep) =

= (32l (. »)lp(w))

AJ'ITOpPITM JACKOAUPOBAHUA OAHHOI'O CJIOBA CBOAUTCA K BBIYMCIICHUIO BOCCTAHOBJICHHOI'O COOGH.[GHI/U{ y

w3 (y]2) = f~H(f(z,v)) = ((y|x)~' 4+ e;)~! u npoBepKe BBHINOJIHEHHS CIEAYIOIIMX PABEHCTB:

(9l2) = (g]2), (4.2)
p() = py), (4.3)
p() = py). (4.4)

IlepBast mpoBepKka CIIy>KUT sl OOHApY>KEHUs OIIMOKHM 110001 KOH(UTYpalluy C 3alaHHON BEPOSTHO-
CTBIO0. DTa YacCTh AITOPUTMA JEKOAUPOBAHUS OTHOCHTCS K UCXOIHOMY QJITOPUTMY OOHAPYKEHHSI OLIH-
6ok ¢ nomoiupio OCH kopa. Jlerko 3amMeTHTh, YTO ATOT 3Tall HECKOJIbKO M3MEHEH M0 CPaBHEHHIO C
OPHUTUHATBHON KOHCTPYKLHEil: BMecTo Bhiuncienus f(z + e,,y + e,) BBIIONHACTCS 00paTHOE Ipeod-
pasosanue f!(-) ot f(z,y) + es. IIpn yciaoBum OTCYTCTBHS OMMOOK €ro pe3ylbTar A0JDKCH COBIACTh
¢ (y|x). Heo6x0muMoO OTMETHTbH, YTO OMHOOWUTOBAs OMIMOKA B ¥, = Win f(z,y) rapaHTHPOBAHHO OyaeT
oOHapyXeHa, TaK KaK He CyIIECTBYeT TaKol KOMOWHAIMH Yy, T U e, wt(eyle,|e;) = 1, mpu KoTopoi
Bemonautess YMO ((y|z)™' + e;)™' = (y + e,z + e,). BTopas u TpeTbs MpOBepKH CIykKar Ui
OIIpeeNICHHs] MECTOIONIOKEHUST OIIMOKH: MH(OPMALIMOHHAS YaCTh, IPOBEPOYHAS WJIM OUT YETHOCTH.
B Tabnwuie 4.1 npencrapieH aHaIU3 BO3ACHCTBHUS OAHOOMTOBOM ONMIMOKH Ha CIIOBO PACCMaTPUBAEMOTO
Kozia. BreImonHeHne paBeHCTB 0003HAYaeTCs Yepe3 JOTUYECKyIo enuHuily (1), HeBBIMOTHEHUE — Yepe3
noruyeckuit Homb (0). [Ipu oTCyTCTBUM OIINMOOK BCE TPU PABEHCTBA BBIMOIHSIOTCS.

Ha ocHoBe npencTaBieHHON TaONUIBI MOXKET OBITH NMOCTPOEH AJITOPUTM JIEKOAMPOBAHMS JTAHHO-

ro KO/a, MO3BOJIIONINHA TrapaHTHPOBAHHO HCHPABIATH OTHOOMTOBBIC OMIMOKM M OOHApyKMBaTh BCE
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Pucynok 4.2 — Cxema anropurma JekoaupoBaHus koga C' ¢ UCIIPaBICHHEM OJTHOOMTOBOW ONIMOKH
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Taomuma 4.1 — A”anus Bo3aeicTBrs ogqHoOnTOBOM ommoOky Ha ciaoBo OCH koma ] ¢

MIPOBEPKOI Ha YETHOCTh MHPOPMAIIMOHHON YacTH

Tlo3unus

OIHOOUTOBO OIINOKHU

Pesynbrar

npoBepku 4.2

Pezynbrar

npoBepku 4.3

Pesynbrar Pesynerar

npoBepku 4.4 | neKoaupoOBaHUsA

Nudopmarnmonnas yacts y 0 0 1 Y
CiyyaliHasi BeJIMUMHA T 0 1 1 U,y

[TpoBepounas 4acts f(z,y) 0 1 0 v
bur uérnoctu p(y) 1 0 0 U, Y

OCTAJIbHBIC C 3aJaHHBIMHW HCHYJICBBIMU BCPOATHOCTAMU 1 —

w ~
P i 11 cIaObIX MaHMITYISALUNA U

1 — P 4. — A1 ciibHbIX. CXeMa aJIropuT™Ma JEKOJAMPOBaHUs IPOMIIIFOCTPUPOBAHA HAa PUCYHKE 4.2.

(%

AJ'IFOpI/ITM, O(i)OpMHeHHBIf/lI B BHUJC IICCBAOKOA, HpI/IBe,Z[éH HUMXKC. KOMMCHTapI/II/I K BBIITIOJIHACMBIM

JIEHCTBUSIM 0003HaYE€HBI CHMBOJIOM .
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BX0/: IPUHATBIA BEKTOp ¢ = ¢ + € = (gj|:i|f(x, y)|}5(y)>
(1) £ (F(z.p)

# IlpoBepka Hanuuus uckaxenuit B cnose OCH kona

—_—

ecan (9|7) = (y|) Toraa
# NHdopmanioHHas 4acTb HE MCKaXXeHa
BEPHYTH ¥

HHa4e
# BbruucauTh IpoBepKy Ha YETHOCTh BEKTOpA ¥

p(y) < wt(g) mod 2

b A U S

# BpraucianTh NpoBepKy Ha YETHOCTH BEKTOpaA ¥
10: p(y)  wt(y) mod 2
11: # OmnpenenuTb MO3UIUI0 OMIUOKH

12: ecan p(y) = p(y) Torma

13: # NudopmaiiionHasl 4acTh HE MCKaXKEeHa
14: BEPHYTh Y

15: nHaue ecau p(y) = p(y) Torna

16: # IIpoBepouHast 4yacTh HE UCKaKEHa

17: BEPHYTH ¥

18: HHaYe

19: # KparHocTh omMOKY MpeBbIlIeHa

20: BepHYTh OTKa3 OT JEKOAMPOBAHUS

21: KOHeL eCJIH

22: KOHeN ecJIH

Boixoa: KoppekTHoe MHpOpMaLMOHHOE COOOIIEHUE WM CUTHANI 00 omunoKe

Anroputm 4.1 — Anroputm nexkonupoBanust OCH koma ¢ ucripaBieHUE OHOOMTOBOM OITHOKH,

MPEACTABIICHHBIN B BUJIE TICEBIOKOIA

Takum oGpa3om, [UIsl HCTIPABJICHHUsI OMIMOOK JOCTAaTOYHO H0GaBieHHs oaHOro 6ura uérHoctu. Hc-
xomuslit anroput™ aexomupoBanus OCH KoZOB JOMONHAETCS BBIYUCICHHEM IBYX OHTOB YETHOCTH U
JBYMS CPaBHEHHSIMH. BBIMOTHICMbIe BHIYMCICHHS BKITFOYAIOT MOMCK OOPATHOTO 3JIEMEHTa 110 YMHOKe-
Huto B osie GF'(2"), 1Ba BBIYUCIICHHSI BECOB BEKTOPOB, a TAK)KE TPU MPOBEPKH BBINOIHEHUS PAaBEHCTB.
CIOXXHOCTB JITOPUTMA UCIPABICHHS OAHOKPATHO OIIMOKH U 3aTpaThl HA €ro peaan3aliio 3HaYUTeIb-
HO YCTYNarOT aHAJIOTHYHBIM [10KA3aTeNIIM PELICHMs], IPEAJIOKEHHOTO B [94].

PaccMoTpuM mpuMep paGoThl MPEACTABICHHOTO BBIIIE alrOpUTMa JeKoaupoBaHus koga C, Hc-
HPABILIIOIIET0 OAHOKPaTHYI0 OIIKOKy. IlycTh B cHCTEMe HCIONIb3yeTcst Koj KOHCTpykuuun C) =
{(y|z|f(z,y)|p(y))} ¢ mapamerpamu k = 4, m = 2, r = k + m = 6. Bpruucienue npoBepouHON

vactu ocymectsisiercs B none GF'(2°) man nomuaomom z° + x + 1. [lycTh B KaHaN NOCTYNUIHN Clie-
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AYIOIHUE KOAOBBIC CJIOBA:

¢1 = (0000]00/000000]0),
¢o = (0111]10/101101|1),
¢ = (0111]11]000110]1).

B pesynbrare uckakeHUI U3 KaHaia ObLIM MOMYYESHBI CIICAYIOMNE CIOBa (KUPHBIM HMIPHU(PTOM BbIIETE-

HBI HCKOKEHHBIC OUTHI):

& = (0000]00/000000|1),

& = (0111]10[1011111),

& = (0011]11/000110|1).

PaccMOTpUM JIEKOAMPOBAaHKE CIIOBa ¢;. Ha 1epBOM LIare BBIYMCISAEM MPOOOpa3 3HAYCHHsS KOMH-
pytomeli pyrkumn (y|) < 000000~! = 000000. [lanee BbImONHAEM HpOBEPKY (4.2) Ha HaIHUME
MCKa)KCHHH B 4acTH CIIoBa, siBisiromeiics ciaoBoM OCH koma. Beimonnenue paBenctBa (y|Z) = (y|4)

TOBOPHT O TOM, YTO C BEPOSTHOCTBIO P% . < 273 B JaHHOM YacTH CJIOBa OTCYTCTBYIOT MCKAKEHH,

un

COOTBETCTBYIOLIME CUIbHBIM ANre0pandeckKuM MAaHMIYISAUUAM, U ¢ BEPOSTHOCTBIO PY . = 27° —
COOTBETCTBYIOILIHE CIa0bIM anreOpandecKkuM MaHumyisiiusaM. ClieoBare/ibHO, B COOTBETCTBHH C ajl-
TOPUTMOM JICKOJMPOBAHMS TIPUHUMAETCSI PEIICHUE, YTO WH()OPMAIIMOHHAS YaCTh CJIOBA HE MCKaKCHA.
3nauenue y = 0000 sBisieTcst pe3yJbTaToM JIEKOJIUPOBAHMUS.

PaccMOTpHM IeKOMHPOBaHKE CIIOBA Cy. [Ipoo6pa3 3HaueHUsI KOAUPYIOIIeH (YHKIINH, BEIYUCICHHBIH
Ha MEPBOM IlIare ajiroputMa, paseH (y|1) <— 10111171 = 101001. Jlanee BoimonHseM mpoBepky (4.2)
Ha HaJM4Yue MCKAaXEHWH B 4acTu cioBa, sBistomnieiics cioBoM OCH koxa. HeBbinonHeHHe npoBepKU
((9]Z) # (y|¢)) roBOpUT O TOM, 4TO B CIIOBE OOHAPYKEHBI HCKaXKeHHs1. Ha clieyromiem 1mare anropurMa
BBIYMCIISIOTCS IBE MPOBepku Ha u€THOCTh: p(7) <— wit(0011) mod 2 = 0, p(y) < wt(1010) mod
2 = 0. lanee ompenensiercst no3unus ommOku. Beimonnenne nposepku (4.3) (p(y) = p(y)) aBusercs
MoKa3areseM TOTO, YTO C 33aHHOM BEPOSTHOCTHIO HH(POPMAIIMOHHAS YaCTh CIIOBa HE ObLIa MCKaKCHA.
JleKoAnpOBaHHBIM HH(POPMAIIMOHHBIM COOOIICHHEM sIBIsieTCst 3HadeHne § = 0111.

PaccMoTpuM eKoMpoBaHue ciioBa ¢3. Ha mepBoM miare BeIYMCIsIEM MPoobpa3 3HAYCHUs KOAUPY-
romel pynkumn (y|4) < 0001107 = 011111. [anee BbIMONHSAEM NMPOBEPKY (4.2) Ha HAIMYHME HCKa-
’KEHHH B 9acTu cioBa, sistomneiics cmoBom OCH koma. Hessimonuenue mposepku ((7|%) # (y|4))
TOBOPHT O TOM, YTO B CJIOBE OOHApYKEHbI HCKakeHUs1. Ha ciieyroriem miare aropuTMa BeIYUCIISTIOTCS
ABe MPOBepKH Ha YETHOCTH: p(7) <— wt(0011) mod 2 = 0, p(y) < wt(0111) mod 2 = 1. [Tanee omnpe-
nensiercst mo3uiust ommoOku. Hepbimosnaenue mposepku (4.3) (p(y) # p(¥)) 1 BBINOIHEHHE POBEPKH
(4.4) (p(y) = p(y)) siBIsIETCSI MPU3HAKOM TOTO, YTO C 3a3JaHHON BEPOSTHOCTHIO MPOBEPOUYHAS YACTh

cinoBa OCH koza He Oblia uckakeHa. Pe3ynpratoM nexkoqupoBaHus siBjisieTcs 3HadeHue y = 0111.



72

OCH kon, ucnpapisiiolIHii OTHOKPATHYI0 M 00HAPYKMBAIOIIUI ABYKPATHYI0 OLIMOKY

Pacemorpum kox Co = {(y|z|f(x,y))|p(y|z)|p(f(x,y)))}. Ero komoBoe paccrosHue HE MeHee
YETBIPEX, U3 YEero CIEAYeT BO3MOKHOCTH HCIIPABICHHS OXHOOHTOBOW OIIMOKH M TapaHTHPOBAHHOTO
oOHapy>xeHus nBykparHoi omnbku (SEC-DED kopx).

ITycth mpousonuia ommoka e = (eyle,|ef|e,, |ep,) # 0, wi(e) < 2. Torna uckaxénnoe cioso OCH

KOOga MOKHO 3aIlnuCcaTrhb KakK
=cte=(y+eylv+elf(r,y) +esplylr) +ep [p(f(7, ) +ep,) =

= (#1217 I v)) )

AJTOpUTM IEKOJMPOBAHKS 3aKIIFOYACTCS B BBIYUCICHHM BOCCTAHOBICHHOTO COOOIIeHus § u3 (y|1) =

(9}

7 (f(z,y)) = ((y|lz) "' + €;) "' 1 npoBepKe BBIIOIHEHHS CICAYIOLIUX PABEHCTB:

(ylE) = (7]2), (4.5)
p(3l2) = Bly|z), (4.6)
p(f(z,y)) = (f(z,y)). (4.7)

Bri6op nexonupoBaHHOTO COOOIICHHS TMPH OJHOKPATHOM OIIMOKE OCYIIECTBISIETCS aHAJOTUYHO
paccMOTpeHHOMY paHee anroputmy aekoaupoBanuss OCH koma ¢ mpoBepkoi Ha 4€THOCTh WH(pOpMa-
I[IMOHHOW YacCTH.

OO6HapyxeHre ABYKPaTHOH OIIMOKY OCYIIECTBISETCS MO CIEAYIONIeMY IpUHIUTY. JIerko 3aMeTHTh,

4TO PABEHCTBO 4.5 MOXET BBIIOIHUTHCS TOJIBKO MPH
wt(e,) = 1unwt(e,) =0nmwt(er) =1

WIH
wt(e,) =0nmwt(e,) =1l nwt(ep) =1

HIIH
wt(ey) =0u wt(e;) =0 nwt(e,) =0.

B mepBbIx AByX ciyuasx e, = 0 1 e,, = 0 (Tak kKak cyMMapHasi KpaTHOCTb OIIMOKH paBHA JABYM). DTO
HPHUBOJUT K HEBBIIOIHCHHIO paBeHCTB (4.6) u (4.7). B mocnenuem ciyuae (npu wt(ey) = 0, wt(e,) =
0, wt(ey) = 0) e,, = 1 1 e,, = 1. IIpu 5TOM TaKKe He BHIIOIHSAIOTCS paBeHCTBa (4.6) u (4.7). Takum
00pa3om, He CYIIECTBYET OIMUOKH ¢ KPaTHOCTH JIBa, IPH KOTOPO# BCE MPOBEPKH OYIyT BBHIIOIHEHbI HITH
e TMPOU30UAET OMMOOYHOE JACKOAUPOBaHUE B Jpyroe cioBo. ClieqoBarenbHO, IBYKpaTHas OIIHOKa
rapaHTHPOBAHHO BBIABISACTCS C MOMOIIBIO JAHHOTO KOJIA.

[Mpuammn nexonupoBanus koxga Cy mpencTarBieH B Tabmuie 4.2. Anroput™m aekonuposanust SEC—
DED xoma (5 cBomuTCs K MPOBEpPKE BBIIOTHEHHS TPEX paBeHCTB (4.5), (4.6) u (4.7), mocie 4ero
NPUHUMACTCSl PEIICHHE O 3HAYCHUU JICKOJMPOBAHHOIO COOOIICHUS B COOTBETCTBUH C Tabmuiei 4.2.
BeimonHsieMble BBIYHUCIICHUS BKIFOYAIOT TIOMCK 0OPAaTHOTO 3JIEMEHTA 10 YMHOXeHHI0 B mone GF'(27),

ABa BBIYHCIICHHA BCCOB BECKTOPOB, 4 TAKIKEC TPU MPOBCPKU BLINIOJTHCHUSA PABCHCTB.
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Tabmuma 4.2 — [Ipunnun padotsl npepiaraemoro nexonaepa SEC-DED

koma (s
Pesynbrar Pesynbrar Pesynbrar Pesynerar
npoBepku 4.5 | npoBepku 4.6 | mpoBepku 4.7 JIEKOTUPOBAHUS
0 0 0 OO6napyxeHue OUIMOKH
0 0 1 Y
0 1 0 Y
0 1 1 OO6HapyxeHHue OUIMOKH
1 0 0 OOHapysxeHHe OMIMOKU
1 0 1 U,
1 1 0 U,
1 1 1 Her ommbok

PaccmoTpum mpumep paboThl NMPEICTaBICHHOTO BHINIE aNrOpUTMa jaekoaupoBaHus koma Co, Hc-
MIPABJISAIONIET0 OJHOKPATHYIO OIIMOKY M OOHApy>KMBAaIOLIEro AByKparHyto. IlycTe B cucreme uCHoib-

syercs kon koHctpykumu Co = {(y|z|f(x,v))|p(y|z)|p(f(z,y)))} ¢ napamerpamu k = 4, m = 2,
r = k + m = 6. BeluncineHne NPOBEPOYHOi YacTH OCyLIeCTBIseTCs B nojte GF(2°) Hax nonmroMOM

28+ +1. [IycTh B KaHa MOCTYNUIIM CIIEIYIOIINE KOIOBBIE CJIOBA:

¢; = (0000]00]000000]0]0),
¢, = (0111]10/101101/0/0),
c; = (0111]11/000110|1|0).

B pesynbrare uckakeHui U3 KaHasla ObLIM MOJTYYEHBI CeIyIOIINe cI0Ba (KUPHBIM MIPUPTOM Bbljese-

HBI UCKO)KEHHBIC OUTHI):
a (0000/01]000001|0]0),
& = (0110]10/101101[0|1),
& = (1111]11]000110|1|0).

PaccmoTpum nexonupoBaHue ciioBa ¢;. Ha miepBOM Imare BBIYHCISEM MPOOOpa3 3HAUCHHS KO-
mupytomedt ¢ynkmum (y|1) < 00000171 = 000001. [lanee BBMMCISAIOTCA IBE MPOBEPKH HA YET-
HocTh: p(§|Z) < wt(000001) mod 2 = 1, p(y|&) < wt(000001) mod 2 = 1. Ha caemyromiem
mare anroputma mposepsitotes yeiosust (4.5) ((y|z) = (9])), (4.6) (p(y|z) # plylx)) u (4.7)
(o(f(x,y)) # p(f(z,y))). B coorBercTBHE ¢ TaGmuieil 4.2 TPHHMMAETCS PENICHHE 006 OTKa3e OT
JICKOTMPOBAHUS BCIIECTBHE BHICOKOW KPATHOCTH OIIMOOK.

Jlns cnoa ¢; mpooGpa3 3HaveHus Koaupyromed (yrkmuu pasen (y|4) < 10110171 = 011110.
[Ipoepku (4.5), (4.6) u (4.7) ve BemonHstoTCs. ClenoBaTenbHO, TPOU3BOIUTCS OTKA3 OT JIEKOAHPOBa-

HHL.
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[Tpu 1eKOIMPOBAHKUH CJIOBA C3 TAK)Ke HAYMHACM C BBIYHCIICHHS MPooOpas3a 3HAUCHHs KOIUPYIOIIEH
yuxiuu (y|) < 00011071 = 011111. Tposepku (4.5) u (4.6) He BHINOIHSAIOTCS, MpoBepKa (4.7)

BBINIOJHsIETCS. B cooTBeTcTBUM ¢ Tabnuuel 4.2 pe3yiasratoM JeKoAupoBaHus BelOupaercsa y = 0111.

BeiBoabl 0 Hcnpas/ieHNI0 oINO0K Mas10ii kpaTHocTH ¢ nomombio OCH kxonos

Takum o0OpaszoM, 3a cu€r M00aBIICHUS HE3HAYUTEIHHOTO KojmdecTBa n30bITouHOCTH OCH KOIBI
MOTYT ObITh Hctiosib3oBaHbl B kauecTBe SEC u SEC-DED xonoB. [Tpuniun, nexanuii B OCHOBE TIpei-
naraemoro Merona nexoaupoBanuss OCH komoB, 3akiodaeTcsi B BHIOOPE pe3ysibTrara JeKOJUPOBAHMS U3
MH(OPMAITMOHHON YacTH KOJJOBOTO CJIOBA U MPOo0o0Opa3a 3HAYCHHSI IIPOBEPOUHON (QYHKIIMHA B 3aBUCUMO-
CTH OT BBITIOJTHEHUS! JOTIOJIHUTEILHBIX MTPOBEPOKH (HAIPUMEP MPOBEPKH HA YETHOCTH). Mcrionbp3oBanme
JUHEHHBIX KOAOB C OOJBIIUM PACCTOSSTHUEM BMECTO KOJIa C MPOBEPKON HA YETHOCTH MPUBOIUT K aJTb-
HEWIIEMY YBEJIWYCHUI0 MUHHUMAJILHOTO PAaCCTOSIHHUS TOJyYaeMOoro Koja. DTO IMO3BOJISICT MCIPABIATH
omuOKu Oonpied kparHocTH. MHpOpMannoHHast H30BITOYHOCTh, TpeOyemasl sl UCIPABICHHSI OIIH-
OOK MaJioil KpaTHOCTH, MEHBIIIE, YeM Y KOIOB U3 [94].

AJNTOPUTMBI, TIPEIJIOKEHHBIE B JTAHHOM pasjielie, MCIOJBb3YIOT JTUCTAHIIMOHHBIE XapaKTePUCTUKH
KaK JUHEHHBIX KoaoB, Tak M caMmux OCH komoB, 4TO NMPUBOIUT K CHIDKCHUIO TpeOyemoil mHpopMa-
IIMOHHON M30BITOYHOCTH. BhIuncIuTEIbHAS CIIOKHOCTH aJITOPUTMOB CHUKAETCA 32 CYET 00PaTUMOCTH
KOJIMPYIOIIeH (PyHKIMH, YTO MO3BOJISIET UCIOIB30BaTh €€ mpooldpas B mporecce AeKoAupoBaHus. Bei-
YUCJIUTENIbHAS CIIOKHOCTh MPEICTABICHHBIX aJITOPUTMOB HUXE, YeM y aJTOPUTMOB U3 palboThl [94].

BaxxHol 0COOEHHOCTBIO MCTONIb30BaHus AMD KoIOB /i MCIIPABIICHUS OIIMOOK SIBJSETCS TO, YTO
HE0OXOMMO pa3nyaTh CUTYAIlMH, KOT/Ia BOSHUKAIOIINE UCKAKEHS BHI3BAHBI €CTECTBEHHBIMH TPUYH-
HaMM, ¥ KOTJIa OHM ONHUCHIBAIOTCS MOJENBIO alreOpandeckux MaHUNyisiui. Ecnu BeauciuTensHoe
YCTPOWCTBO MPUHUMAET BCE MCKWKEHUS 3a €CTECTBEHHBIC M TBITACTCS MX HCIPABIATH, TO 3TO MO-
JKET HETaTHBHO CKa3aThCs Ha IEJIOCTHOCTH JIaHHBIX. Eciu ke Bce MCKaKEHUs TPAKTYIOTCS CHCTEMOM
Kak anreOpanyecKre MaHWITYISIUN, TO BOSHUKHOBCHHE MCKA)KEHUH, BBI3BAHHBIX BKJIAJIOM KiaccUye-
CKHMX KaHaJOB C IIYMOM, HE MPHUBEAET K WX HCIpaBiIeHUI0. Takum oOpa3oM, HEOOXOIMMO BBEIACHHUE
HEKOTOPOTO MOpora, KOTOPBIA Oy/ieT pa3rpaHUYMBaTh €CTECTBECHHBIC MCKAKEHUS MajlO KPaTHOCTH OT
HCKQ)KEHUM, OMHCHIBAEMBIX MOJIENBIO aIreOpandeCcKruX MaHHUITYIISITUH.

Oco0eHHOE 3HAYCHHE JaHHBIH BOMPOC MPUOOPETAET MPH MCKYCCTBEHHOW MPHUPOJE BOSHUKAIOIIMX
nomex. Tak, B padore [94] npemnaraercs paccMarpuBaTh MOCIEA0BATEIHHO BO3HUKAIOIINE UCKAKEHUS
KaK CJIEJICTBHE HCKYCCTBEHHBIX TOMEX. JTO OOBSCHSAETCS KaK BBICOKOM TaKTOBOW YacTOTOM COBpeE-
MEHHBIX YCTPOKNCTB, TaK U OTPAHMYCHHOCTHIO BPEMEHHOT'O pa3pelieHus] MPUMEHSIEMbIX HHCTPYMEHTOB
MpUBHECEHUS TIoMeX. B paboTe BBIBOIATCS HUKHSS M BEPXHSS TPAHUIIBI AJIsI TOPOTOBON BETHYUHBI KO-
JMYECTBA MOCIEI0BATEIIbHBIX UCKAXEHHBIX TAaHHBIX. B ciydae, eciu KOJTU4eCTBO OMMOOYHBIX JAHHBIX
MPEBBINIAET ATOT MOPOT, TO CUCTEMOW MPUHUMAETCS PEIICHUE, YTO OCYIIECTBISCTCS MCKYCCTBEHHOE

IPHUBHCCCHUC TIOMCXB. B IIPOTUBHOM CJIy4dac IpPCAIIojaaracTcsa, 4To UCKaXXCHHUA UMCIOT €CCTCCTBCHHYIO

mnpupony.
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B kauecTBe aJbTEPHAaTHBHOIO METOMA Pa3/eeHHs NCKaKCHUH 10 MX MPHPOAE MOXKHO HCIOJIB30-
BaTh CJIEIYIOUIMI: 1JIsl TEKYILETO UCTIOIB3YEMOTO CEKPETHOIO KIIFOUa CO3AaTh CYETUUK OOHAPYKEHHBIX
ncKaxxeHHnU. Eciy 3HayeHue cué€rymka JOCTUINIO HEKOTOPOrO IOPOrOBOrO 3HAYEHMs, TO IPUHHUMAECT-
Csl pPeIIeHHE O BO3MOXKHOCTH KOMIIPOMETAalUH KJII04a, U CUCTEMa IPOU3BOAMUT €ro CMEHY. 3HauCHHE
MOPOTOBOM BETMYMHBI MOKET BBIOMPATHCSI HA OCHOBE JIAaHHBIX O TPeOyeMOM KOJIMYECTBE BHEIPEHHBIX
OomIMOOK ISl B3JI0Ma HCIIOIb3yEMOTrO aJI'OpUTMa IU(PPOBaHUsS, KOTOPBIE MPUBOIATCA B COOTBETCTBY-
fomux pabdorax. O4eBUAHO, YTO AAHHBIM METOJ MO3BOJISIET 00ecHeYnBaTh FrApaHTUPOBAHHYIO 3aIIUTY
JaXxe OT 3JI0yMBIIIJICHHUKOB, 00JIa1al0MNX BHICOKOTOYHBIMU METOJJAMU BHEIPEHHS ITOMEX.

B 3aKiiodeHHH CTOUT yKa3aTh Ha TOT (akT, 4To He Bce komupyromme GyHkunu f(z,y) ymo6HO
WCTIONB30BaTh JUIs Ucrpasinenus ommbok. Hanpumep, OCH ko {(y|z|(y|r)?)} me Bcerna o6manaer
MHHUMAJIbHBIM KOJIOBBIM PACCTOSHUEM OOJbIIE EAUHULIBL. DTO OOBSICHSIETCSA TEM, YTO €CIH IIPOBEPOU-
Hast (YHKIHS SBISETCS BO3BEIEHHEM B CTENEHb i B KoHedHoM nojie G F(2¥™) wu i nemar k + m, To
MIPOBEPOYHBIE YACTH KOJOBBIX CIIOB OyIyT MOBTOPATHCA (HAIIpUMeEp, ¢ = 3, k + m = 9 6ur). 910 00y-
CIIaBJIMBAETCS HAJTMYMEM LUKINYECKUX MOATPYII 0 YMHOXKEHUIO B nosne. Kpome Toro, 310 mpuBOAUT
K TOMY, 4TO (pyHKIUs He Beera oOpatuma. Ciaen0BaTellbHO, YBEIHUCHUE PACCTOSHUS KOJIa C TOMOIIIBIO
n00aBIeHNs POBEPKU HA YETHOCTH OyAeT MPUMEHHUMO TOJIBKO K MH(POPMAIMOHHON YacTH U AACT KOX

C paCCTOAHUEM HE MCHEC IBYX.

4.1.3 MHMcupasjieHue NOBTOPSIOIIMXCH OIIUOOK

Hcnonb30BaHue MpeularaeéMblx KOAOB IMO3BOJISIET KOPPEKTUPOBATh MOBTOpstomuecs omuoku. Ilo
AQHAJIOTUU C HAJIEXKHBIMU KOJAMHU, UCTIPABIISIFOIIMMHU OIMIUOKHU [86], B cllydae MOBTOPEHUS OAMHAKOBOU
koH(purypanun omubok ¢ # 0 € GF(2") B Teuenne Tpéx u Gosee TAKTOB pabOTHI yCTPOHCTBA MOXKHO
UCIPABUTD 3Ty OLIUOKY.

PaccMoTpuM asiropuT™ UCHpaBiieHHs OBTOPSAOLIMXCS OMIMOOK MPHU UCIIOIB30BAHUN 2—HaEKHOTO
xona C = {(z|f(z) = 2*)}, 2 € GF(2F) u3 [86]. Ilyctb oumbka € = (e.|ef) # 0, e,,e; € GF(2F),
MPOM301LIa Ha TPEX HE0OA3aTeIbHO MOCIIEI0BATEIbHBIX TAKTaX pabOTHl YCTpoicTBa U ObUIa 0OHApY-
KEeHa MpH JIeKoAupoBaHUU. VckaXEHHbIE KOOBBIE CIIOBA MOCTYNAIOT B OJIOK, UCIPABIISIIOIINNA MTOBTO-
pstoIyecs: omMOKH 3a CYET peleHust cucTeMbl ypaBHeHUH. O003HAYMM 3JIEMEHTHI IIEPBOTO U BTOPOTO

HCKaKEHHBIX CJIIOB KaK

2+ e, = 2y, (4.8)
Byes=f3 (4.9)
2o+ e, = 2o, (4.10)
2 tep=f3. (4.11)

3nauenue z; u3 4.8 MoxeT ObITh MOACTaBICHO B 4.9, aHANOru4yHO, 2o U3 4.10 MOXKET OBITH ITOICTaB-

neHo B 4.11. CinoxuB /Ba MOITYYEHHBIX BBIPAKEHUS U BBIIIOJHUB MaTeMaTHYecKHe IpeoOpa3zoBaHMs,
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mojrydyacMm CICAYIOUICC BEIPAXKCHUC!

yhth
21+ 29

2+ 20(3 + %) + (B1 + %) = 0. (4.12)

HamoMHHM, 9TO HCKAXKESHHBIC 3HAYCHUS 31, 3o, f1 U fo SBISIOTCS YacTAMH JEKOJTUPYEMBIX CJIOB
¥ U3BECTHBI OJIOKY MCIpaBieHHs ommuOok. YpaBHeHue 4.12 smnsercs ksaapathbiM B GF(2F) orHo-
CUTENBHO 25. Clie0BaTeNbHO, CYIIECTBYET HE Ooiee BYX pEIIeHUM, OJHO M3 KOTOPBIX COOTBETCTBYET
KOPPEKTHOMY 3HAUEHUIO 21, a APYroe — 3HAYCHUIO z5. Ha TaHHOM 3Tare HEBO3MOXHO COIOCTAaBUTh pe-
[ICHUSI YPaBHEHUS BEIMUYMHAM 21 U 2o (B pabote [86] Takas cuTyanusi Ha3bIBae€TCs CIa0bIM HaAEKHBIM
JIEKOJTMPOBAHKUEM ), TIOITOMY HEOOXOUMO JOOABHUTH €IIE OTHO OMIMOOYHOE CIIOBO.

HOBTOpI/IB aHAJIOTUYHEIC JIEeHCTBUS I BTOpPOI'0 U TPETHETO HCKa)XXEHHBIX CJIOB, ITOJIy4acM

R N
25 + 29(%0 + Z3) + (%5 —i—zg)—i—M = 0. (4.13)
2o+ 23
U3 ypaBHenuii 4.12 u 4.13 MOXXHO MOJTYYUTh JIMHEHMHOE ypaBHEHUE
- 9 - fo + fL+ f
2(Z + 2) + (F+ 2 + ERE + ht/ =0, (4.14)

Zo+2z3 Z1+ 2

KOTOpOC€ MMCECT CAMHCTBCHHOC PCIICHHUC OJIA Zo. AHanoruysele YPaBHCHUA MOI'YT OBITH COCTaBJICHBI

VIS 21 U 23
R 2 o~ f1+f3 f1+f2
2(Zg+ 33) + (B2 + 32) + = 4+ = — =0, 4.15
(%24 23) + (5 + %) 5 Et (4.15)
- - - N + +
SYERIEARUE BE- )W (Rt LR ) (4.16)

C moMomIbl0 JaHHBIX YpaBHEHHH MOTYT OBITh BBIYMCIICHBI KOPPEKTHBIC 3HAUCHHS 21, 29 U 23,
TaKOKe 3Ha4YeHUs OMHOKU e = (e,|es). Eciin Bce TPU BBIYUCICHHBIC 3HAYCHMsI OLIMOOK COBMAJAIOT,
TO JCKOJUPOBAHHBIC 3HAUCHHS 21, 22 U z3 MOCTYIMAIOT Ha BBIXOA ycTpoiicTBa. HecoBmajeHue BbIYMC-
JICHHBIX 3HAYEHHUI OIIUOKH SIBIISIETCS CIIEACTBUEM TOTO, YTO UMEJIa MECTO U3MEHSIOMIAsICS BO BPEMEHU
omuOKa, a He IOBTOPSIOIIAsACS. B 3ToM cityuae BeITaéTcs OTKa3 OT JEKOIUPOBAHMS.

Tot ¢akt, yto koHCTpyKIKsa OCH K0mOB OCHOBaHA Ha HAIEKHBIX KO/IaX, MPUBOTUT K BO3MOXKHOCTH
ucnpasieHus nopropsromuxcst omrbok OCH komaMu. ANTopuTM HCIPaBiICHHUS OMIMOOK MOJHOCTBHIO
COBIIAJAET C AJITOPUTMOM Ui HaI&KHBIX KOAOB. IIpu 3TOM, B KadecTBE COOOIICHHUS 2z HCHOIB3YeT-
Csl KOHKaTeHaus MH(POPMAIIMOHHOTO COOOIICHHUS § U 3HAYCHUS CIy4ailHON BeluuuHbl : 2 = (y|T).
[Tocne nexoaupoBaHus KOPPEKTHOE 3HAYCHUE MHPOPMAIIMOHHOTO COOOIIEHHUS U3BIIEKACTCS U3 JIEKOIH-
POBaHHOTO Z.

Paccmorpum mpumep ucnpapieHus: noBTopsitomuxcs omubok ¢ nomomrsio OCH koma. Ilycts B
cucreme ucnonszyercs kox C' = {(z]f(z) = 23)}, tne z = (y|z) € GF(25),y € GF(2%), x € GF(2?),

f(z,y) € GF(25), none GF(2°) nopoxkneno mommnomom % + z + 1. TlycTh KomoBbIe ClI0Ba

(0000]00]000000),
¢y (0111]10[111110),
¢ = (0111]00[111011).

1
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ObUTH HCKaXeHbl Ha BenmuuuHy e = (1000(11/000001). Takum oGpa3om, n3 KaHama ObUTH MOTYYCHBI

clenyromue caoBa (KUPHBIM MIPUGTOM BBIJENIEHBI UCKaKEHHBIE OUTHI):

& = (1000/11]000001),
& = (1111]01]111111),
&G = (1111]11]111010).

[Ipu nexommpoBaHWM JAHHBIX CIIOB HEOOXOAMMO BBIYMCIHUTH 3HAYCHUS 21, 22 U 23 C MIOMOIIBIO (hOpMyIT
(4.14), (4.14) u (4.16), coorBerctBerno. ITo dopmyne (4.14) nmomygaem, aro z; = 000000. Anamno-
ru4Ho, o hopmysaam (4.14) u (4.16) momydaem, uto z; = 011110 u 23 = 011100. Jlerko 3amMeTuTh,
4TO Pe3yNbTaThl ACKOAUPOBaHUS 2; = (¥;|T;) cOBHAAIOT ¢ MCXOAHBIMU 3HAYCHUSMH z; = (y;|x;) pac-
CMaTPHUBAEMBIX KOJOBBIX CIIOB. COOTBETCTBEHHO, PE3yIbTATOM JCKOTUPOBAHUS SBISIOTCS COOOIICHUS
71 = 0000, g2 = 0111 u g3 = 0111. Takum obpa3om, aexomupoBanue ommbku e = (1000/11/000001),
VICKa3MBIIIEH TPU KOIOBBIX CJIOBA, OBUIO BBITIOJIHEHO YCIEUIHO.

Heo6xonumo yxka3zark, 4to B [93] onmucsiBaeTcs Mporenypa UCIpaBIeHHs TOBTOPSIOUIMXCS OMNOOK
¢ ucrnons3oBanneM AMD konoB Ha 06a3e 0000mEHHBIX K0o0B PM. OnHako ¢ pocTtoM 3HaueHuil b u
{ 3HAYUTEIHHO YBEINYHMBACTCS 00BEM HEOOXOIUMBIX BBIUMCICHHUH. J{JIs ynpomeHus mporeypsl Kop-
PEKIMHU OIIMOOK B CTAaThe MpEIIaraeTcs 3allMIaTh CIy4aiHyl0 BEIMYMHY T OT OMIMOOK C MOMOIIBIO
Hanéxubix konoB {(z|r®)} wm {(z|r~!)}. Takum obpasom, TpeGyemas ammaparHas H30BITOYHOCT

3HAYUTEIHHO YBEIIMYUBACTCA IO CPABHEHUIO C MPEAiaraeMoil KOHCTPYKITHEH.

4.1.4 T'uOpuaHbIil KoJeK, O0HAPYKMBAKIIHI ajJredpanveckue MAHUILYJISIIIAA

[Tpunaiun noctpoenuss OCH KomoB O3BOJISIET CITPOSKTUPOBATH CXEMY THOPUIHOTO KojieKa, 0OHapy-
YKHUBAIOIIETO alredpanveckue MaHUMy Isun. [ mOpuaHbIN Kojek paboTaeT Mo cleayoueMy IpUHLIUITY:
UCTIONIB3YeTCs KOJIeK HaJI&KHOTO KOJIa, O/THAKO B KaU€CTBE KOJUPYEMOT0 COOOIEHHS ITOCTYAeT coyeTa-
HUE MH(OPMAILMOHHBIX U CIIy4alHbIX CUMBOJIOB, IIPY 3TOM MX COOTHOILLIEHHE MOXET M3MeHAThes [10].
[IpuHiMnuanbHas cxema KoAeKa MpeacTaBlieHa Ha pucyHke 4.3. B kadecTBe MCXOQHOTO HAIEKHOIO
KOJIa UCTIonb3yeTcs 2-Hanéxubii kox {(z]z3)}. Kpome Toro, B JaHHON cXeMe MCIIONB3yETCs OIOK HC-
MIPaBJICHUS TTOBTOPSIOLIMXCS OIIMOOK, KOTOPBIA MOXKET OBITh 3aMEHEH Ha OJIOK MCIpaBICHUS OMINOOK
MaJIOM KPaTHOCTH.

OnucaHHasi KOHCTPYKLMS TO3BOJSET AMHAMUYECKH MEHSTh CKOPOCTh KOojAa 3a CYET yBelude-
HUSI/yMEHBUICHHS] TOJU CIy4allHBIX CHMBOJIOB B 3aBUCMMOCTH OT CUTyallMHM B KaHajie WJIHU K€ OT 3Ha-
YUMOCTU JaHHBIX. [Ipu 3TOM (UKCHPOBAaHHOW OCTAETCs IJIMHA KOZA, KOTOpast COXpaHsIeTCs Al BCeX
KOJIOB, pEaJIM30BAHHbBIX OJHUM KOJIEKOM.

[IpumeHeHne TaHHOTO KOJAEKa MOXKET 3HAYMTEIbHO CHU3HUTH TpeOyemble anmapaTHble 3aTpaThl Ha
3alUTy TeXHU4ecKoi cucteMbl. Komek crnocoben obecrieunBath TpeOyemblil YpPOBEHb OOHAPYKECHUS
WCKaXCHHUI /ISl PA3NIMYHBIX OJOKOB yCTPOMCTBA M MOXKET 3aMEHUTh HECKOJIBKO PAa3IMYHBIX KOJEKOB

citbHBIX U ci1a0oerx OCH xomos.
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Pucynok 4.3 — Cxema ruOpuaHOTO KofieKa, OOHAPYKUBAIOIIETO anredpanvyeckue MaHUMYIIAIUN

Paccmotpum mpumep. [omyctum, kpunrorpaduueckuid MOIyTb UMEET TpH OloKa mamsT, K Iie-
JIOCTHOCTH JIaHHBIX B KOTOPBIX MPEIbSIBISIOTCS pa3iuuHble TpeOoBaHus. B mepBom Onoke Tpebyercs
o0OHapyXeHHUE TOJIBKO CJIAa0bIX MaHUIYJISLMNA, IPU 3TOM JOIYCKACTCs HEBBISBIEHHE OIIMOKU C BEPOST-
HOCTBIO He Gosee 1073, i ocTanbHBIX GIOKOB TpeOyeT 0OHAPYKEHUS CUIBHBIX MAHMITYJISLIAA: JIs
BTOPOTO — C BEPOSATHOCTBIO HEOOHAPYKeHHUs OmMOKK He Bbimie 0.5, Jis TpeThero — He Bbime 1073
B stoMm citydae 1t oGecnieueHus 3aluThl YCTPONUCTBA OT UCKAKEHHM, ONUChIBAEMBIX MOJIEbIO areo-
panyecKuX MaHUMYIALUN, MOXKET ObITh UCIIOJIb30BaH THOPUAHBIA KOJEK ¢ JUIMHOM 2—-HaAEXHOro Kojaa
n = 32.

[Tpu pabore ¢ mepBBIM OJIOKOM HMAMATH CIIyYaifHbIE CHMBOJIBI HE Oy/IyT IMOCTYNATh HA BXOJ MYJIBTH-
IJIEKCOpa, CJIE0BATENbHO, Oy/IeT UCIIOJIb30BaThCs 2—HaAEKHBIN KoJ ¢ mapaMmerpamu n = 32, k = 16,
m = 0, r = 16, ckopoctb kona 1/2. Kog oGecneunBaeT BEpOSTHOCTh HEOOHAPYKEHUS CIa0bIX MAHUITY-
msumit PY . = 2/2% ~ 31075, Jlannas BepostHOCTs PV, OyneT 06ecrneunBarbes BCeMU KOJaMH,
MOJTYyYaeMbIMU M3 UCXOMHOTO 3a CYET J00aBICHUS CIYyYailHBIX CUMBOJIOB (TO €CTh U ISl KOAOB, KOTO-
pbie OynyT UCHIOIB30BATHCS JUISl 3aLIUTHI BTOPOTO U TPETHErO OJIOKOB).

Bropoii 610k mamsaTH TpeOyeT 3alUThl OT CHIbHBIX MaHUIynAuui. ClenoBaTesbHO, HEOOXOIUMO
no0aBiIeHUE CIIy4alfHBIX CHMBOJIOB B MCXOJHOE cooOuieHue. s ToCTHKeHus: BepOsITHOCTH HEoOHa-
PYXEHMsI CUIbHBIX MaHumyasinui 0.5 mocrarouHo nobasineHue m = 2 ciydaiHbIX OuToB. ITomyuaem
OCH «xon ¢ mapamerpamu n = 32, k = 14, m = 2, r = 16, ckopocth koaa 0.44. BeposTHOCTH
gt = 2/2™ = 0.5, cnabpix — PY ., ~ 3-107°.

HEBBIABIICHNS CHJIBHBIX MaHUIYIALUH P, ”

n

JIIsl TOCTHIKEHHS. BEPOSTHOCTH HEOOHAPY)KEHUs CHIIBHBIX MaHumynsmuid 1073 npu 3ammre Tpe-
Thero Onoka tpedyerca m = 10 cayuaiinbix Out. Ilapamerpsr nmomydaemoro OCH koma cnenyto-
uwme: n = 32 6ura, k = 6 Our, m = 10 O6ut, »r = 16 Our, ckopocth koma 0.2. Ilomyuaem
Ps iy =2/2" ~ 1073, PV ., ~ 3107,

w undet



79

TakuM 00pa3oM, UCTIOJIB30BaHME THOPHUIHOTO KOJIEKa BMECTO TPEX OTNEIBHBIX KOJIEKOB B JaHHOM
pUMEpPE TTO3BOJIMIIO 3HAYUTEIHHO CHU3HTH almapaTHbIe pacXo/bl Ha 3alIUTy OJIOKOB MaMSATH OT OIIH-

60K, oOecrieyrBast MpH ATOM TpeOyeMblii ypPOBEHb IOMEX0YCTOWYHBOCTH.

4.1.5 CpaBHeHHe ¢ OCHOBHBIMH CYIIECTBYIOIIMMH KOHCTPYKIUSIMHU

KoncTpykuusi Ha ocHOBe 0000IEHHBIX K010B PM

B nanHOM pasnene npuBOIUTCS CpaBHEHHUE ONMMCHIBAEMON KOJIOBOW KOHCTPYKLUHU HA OCHOBE Iepe-
CTaHOBOK B mojie ¢ AMD komamu u3 [25], KoTopble OCHOBaHbI Ha 0000MIEHHBIX Kojax Puma—Masiepa
(pa3men 2.1.4). O6e cpaBHMBaeMble KOHCTPYKIMHU sBIsiOTCS AMD komamu B IIMPOKOM CMBICTE, TO
€CTh TapaHTHPYIOT OOHapyXXeHHE JTIOOBIX OMHMOOK C 33JaHHOW BEPOSTHOCTHIO (BKIIOYAs KOH(UTYpa-
MU OMKOOK, HE UCKAKAIONUX WH()OPMAIIMOHHYIO YacTh).

[Tpu ¢dukcupoBaHHBIX MapameTpax k£ M m KoAsl u3 [25] o0OecrneunBaloT BEPOSTHOCTH HEOOHAPY-
KeHust omnOKH Pynqer < ([k/m] + 1)/2™. U3 atoro caemyer, uto npu k < m CpaBHHBaeMbIE KOIbI
00J1a1at0T OJMHAKOBOM BEPOSITHOCTHIO HEOOHApYKeHHsI omHOOK. B cimydae k£ > m mpemiaraeMslid KoJ
obecrieunBaeT 6oJiee HU3KYIO BEPOATHOCTh HEOOHapyXeHHsI omnOKU. B 000X cirydasx u30bITOYHOCTh
OCH xopa 6ombuie Ha k OUT.

CpaBHEHHE KOJIOB C OJIMHAKOBOH cKkopocThio. [lycth ectb OCH kon ¢ y € GF(2F), v € GF(2™) u
flx,y) € GF(2M™),

o et < 2/2M.

undet

ComiacHo [25] MOXKHO MOCTPOUTH KOJI (YBEJIMYHMB pasMep CIyd4ailHOro 4ucia U MPOBEPOYHOM YacTh
TaK, 4ToObI CKOPOCTH KOIOB coBmaziamu) ¢ y € GF(2F), v € GF(2™+*/2) u f(z,y) € GF(2m+Lk/2]),

BCPOATHOCTH HCO6H3.py>K€HI/I5I OIIINOKH KOTOPOI'O OrpaHUYCHa CBEPXY BEJIMYMHOU
Pundger < ([k/(m + [k/2])] + 1) /22 < 9 jomtl/2],

U3 storo cnemyert, 4To Mpu 3aJaHHOM CKOPOCTH KOAa KOHCTPYKIIHMS Ha OCHOBE KogoB PM nemoncTpu-
pyeT 6oJee BHICOKHI YPOBEHD 3aIIUTHI OT aare0panyeckux MaHUMYISIIIHA.

CrouT OTMETUTH, YTO TpU c1aboil MoJenu MaHUMYNIAIUNA MpeagaraeMasi B TUCCEPTAMOHHON pa-
6ote xoucTpykuus OCH KooB NpomyckaeT OMHMOKU ¢ BEPOSTHOCTBIO B 2% pa3 MeHbIIe, ueM KObI Ha
OCHOBE 0000IIEHHBIX KO/I0B PM.

Koncrpykuus OCH Kof0B Ha OCHOBE NEPECTAHOBOK B I10OJIE MTO3BOJISIET UCIIPABIATH MOBTOPSIOIIM-
ecsl OIIMOKHU U OIMOKK Mol KPaTHOCTHU C MEHbBIIIEH CI0KHOCTBIO, YeM KOHCTpyKius AMD kofoB Ha
ocHoBe 0000mmEHHBIX Ko70B PM. Kpome Toro, ninss OCH komoB BO3MOXXHO THHAMUYECKOE H3MECHEHUE
CKOPOCTH KO/Ia M 0OHApyKUBAIOIIEH CIIOCOOHOCTH.

OCH xozpl Ha OCHOBE OIEpaIUU CKAJSIPHOTO YMHOXEHHUS TPEOYIOT CIy4aifHYyI0 BEJIMYUHY H IMPO-
BEPOYHBIII CUMBOJ OOMNBIIETO pa3Mepa Ui JOCTHXKEHHUS Takoi e oOHapyKHMBaroIield crocoOHOCTH,
KaK KOZbl Ha OCHOBE TIOJTMHOMOB, 4TO MPUBOIUT K MeHbInel ckopoct OCH kona. [Ipu aTom, oGHapy-

xeHue cnadpix Mmanunyisiuii OCH komaMu OCyIIecTBISETCS CO 3HAYUTENBHO OONbINEH BEPOSITHOCTD.
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OcHoBHOE npenmytiecTBo KOHCTpYKuu OCH KomoB Ha OCHOBE OINEpalvy CKaJsPHOTO YMHOXKEHHUS B
T0JIe 3aKJI04aeTcs B 6osiee MpoCToi Koaupyomei pyHKIMY, SBISIONIECcs TOTMHOMOM NEpBO cTere-
HU (Y KOZIOB Ha OCHOBE IOJIMHOMOB — MMHHUMYM TpeTheil crenenu). Takum oOpazoM, UCIOIb30BaHUE
OCH xozna MoXeT ObITb 3PPEKTUBHO B MPUIOKEHUAX, UMEIOIINX OTPaHUUYEHUS 0 annapaTHON U30bI-

TOYHOCTH M BBIYUCIMTEIIFHOH CIIOKHOCTH.

KOHCprKHHI/I HAa OCHOBeE JIMHEHHBIX HOMBXO}’CTOﬁ‘II/IBLIX KOI0B M ollepanuu YMHOXKCHUA B I10J1€

Kon Ha ocHoge JITIK siBasiercs AMD KomoMm B y3KOM CMBICIE M O0ecnieurBacT Pyqe; = 27" 1pH
k = m = r [27]. Kog Ha OCHOBE omepanuu yMHOXXEHHsS HH()OPMAIMOHHOTO M CIIy4aifHOro KOMIIO-
HEHTOB KOJIOBOTO cJioBa Takxke siBisgercds AMD koznom B y3koM cMbICiIe U 00€CTIEUUBAET aHAJIOTUYHYIO
BEPOATHOCTD Pypier = 27" ipu k = m = r [27]. D1y BeposTHOCTh qocTuraroT Heasondnbie OCH ko-
nel. [Tpu aTom, mmuaa OCH Gonbiie Ha m cumMBoJIOB. Heo0xoqumMo oTMeTHTh, 4To KOHCTpyKIus OCH
KOJIOB 00ecIeyrBaeT riOKOCTh B BRIOOpPE MapaMeTPOB KOJa, YTO BHITOJHO OTIIHYAET €€ OT KOHCTPYKITHIA

Ha ocHoBe JIIIK u onepannn yMHOXKEHHS.

4.1.6 3axkirouyeHHe MO KOAOBOW KOHCTPYKUMHU

JlaHHas KOoAOBasi KOHCTPYKIMA MPEJCTAaBIsAET TEOPETHUECKUI HHTEPEC, MOCKONbKY sABIsETCS 0000-
IIIEHUEM HaJ&XKHBIX KOJIOB Ha CJIyyall HCKa)KEHHH, ONMMCHIBAEMbIX CHIbHOM MOZEIBIO alredpanyecKux
MaHUNYIAuid. GaKTUYECKH, UCTIOIB3YeTCs HETMHEHHBIN HAJEKHBIN KOI Pa3MEepHOCTH k + m U3 Tpo-
CTPaHCTBa, Pa3sMEPHOCTH KoToporo 2(k-+m). [Tpu 5ToM KaxaoMy u3 2% HHQOPMALMOHHBIX COOOMIEHUH
Y COOTBETCTBYIOT 2" KOJIOBBIX CJIOB. BEIOOpP OJJHOTO M3 3TUX CJIOB OCYLIECTBIAETCS 3a CUET CIIydaliHON
BesinuMHbl 2. Ecau m = 0, TO IpUCYTCTBYET OAHO3HAYHOE COOTBETCTBUE MH(POPMAIIMIOHHOTO COO0OIIIe-
HUS KOIOBOMY CIIOBY. B TaHHOM cCily4ae MOJIY4YEHHBIN KO SIBJISICTCS HEIMHEHMHBIM HAJIEKHBIM KOZOM,
00OHapy>KUBAIOIIUM TOJIbKO ciaOble MaHunynsauuu. Ecou m > 0, To kaxaoe cooOuieHre B pe3ylibTare
KOAMPOBAaHUS MOXKET OBbITh IpeoOpa3oBaHO Oosee 4eM B OJJHO KOJOBOE CIOBO MCXOJHOIO HaAE&KHOTO
kozna. IIpuBHeceHue ciay4aillHOCTH B MPOLECC KOAMPOBAHMS MPHUBOIUT K BO3MOKHOCTU OOHApYKEHHUs
TOOBIX CHJIBHBIX MaHUMyIsAui. CienoBaTenabHO, MOTYYESHHBIH KOJ SIBISETCS CHIIBHO 3aIIUIIEHHBIM
AMD xkonom. C yBenuueHHEM pa3Mepa 1m CIydyallHOro 4uciaa 00ecreunBaeTcs pOCT BEPOSITHOCTH 00-
Hapy>KEHUSI UCKAKEHUM, COOTBETCTBYIOIIUX CUIBHBIM MAaHUITYJISLIAAM.

HecmoTps Ha TO, YTO KOJIOBbIE KOHCTPYKIMH U3 [25] 00nagaroT MeHblIed N30bITOUHOCTBIO, 0000-

MIEHHBIE HAAEKHBIE KOABI 00JIQAAI0T PSIIOM MPAKTUYECKUX MPEUMYIECTB!

1. BO3MOXHOCTD M IPOCTOTAa JUHAMMYECKOTO U3MEHEHMsI CKOPOCTH KOZa 3a CUYET MU3MEHEHHUs CO-
OTHOUICHUSI KOJMYECTBA MH()OPMAIMOHHBIX U CIy4alHBIX OUTOB B KOAMPYEMOM COOOIIECHUH.
daxkTHUeCKH, KOIeK 0000IIEHHBIX HAAEKHBIX KOJOB MOXET COZIEpXk aTb B ce0e HEKOTOpBIH Ha-
00p KOJIOB C pa3HbIMU XapaKTepUCTUKaMH. /laHHas 0COOEHHOCTb MO3BOJISET MCIIOIb30BATh OAUH

KOJACK IJIA PA3JIMYHBbIX THUIIOB IIaMATH HJIN PA3JIMYHBIX PCKUMOB pa6OTbI YCTpOﬁCTBa.
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2. Monudukauuu OCH kof0B ¢ LENIBI0 YBEIMYEHUSI MUHUMAIBHOTO KOAOBOTo pacctosiHus. [lpu-
BHOCHMAs MpHU 3TOM HH(OpMAIMOHHAs W30BITOYHOCTh MEHbILE H30BITOUHOCTH, HEOOXOAUMON
st AMD konoB Ha ocHoBe kofoB PM [94]. Hanuuue BBIYMCIUTENBHO MPOCTHIX aJTOPUTMOB

HCIpaBJIeHUs OMNOOK Manoi kpaTHocTu it Mmogudukanuiit OCH koznos.

3. Ilpouenypa ucnpapieHUs MOBTOPAIOIUXCA OLIMOOK, ONMMCaHHAas AJ1s HaJEXHbIX KooB B [86]. C
e€ HCIIOJBb30BaHUEM IpeJIaraeMblid KOl CIOCOOEH MCHPABIATh OMIMOKU, KOTOPbIE MPOSBISIOTCS
Ha 3 u Oosee TakTax pabOTHI yCTPOWCTBA, 3a CUET peIIeHUs cucTeMbl ypaBHeHHMH. [lomoOHast
nporenypa Uit kofoB u3 [25] TpeOyeT 3HaunuTeIbHbIX allapaTHbIX, HHPOPMALMOHHBIX U BbIUUC-

JUTENbHBIX 3arpat [93].

4. BpIcoKas IOMEXOYCTOHUUBOCTh MPH UCKAKEHUAX, OMUCHIBAEMbBIX MOJIENbIO cllaboil anreOpande-

CKOM MaHUITYJISALIMH.

OnucanHblii 0000NEHHBIN HAIEKHBINA CHCTEMAaTUYCCKIM KOJI COBMEIAET B ceOe Kak [R—HaEKHBbINI,
TaK ¥ CHJIbHO 3amuEHHBIN AMD kozpl, o0ecriednBas BEpOSITHOCTH HEOOHAPYKEHHsI OLITUOOK, paBHbBIC
w k+m S m w — S —b

W e < RJ2 u P ... < R/2™ mus nepectaHoBok B moie, u PY .. <2 a+bwu P? ,, <2

AJIg onepalv CKaJIApHOro0 YMHOKCHUS, COOTBECTCTBCHHO.

4.2 HanéxXublii KOI HA OCHOBE DKCIOHEHIIHAJILHOM MOYTH

COBEPUICHHOW HeJJUHEHHON PyHKUUN

4.2.1 DKCHOHEHUHMAJbHASI HeJIMHEeNHAA QYHKIUA

B crarbe [83] Haiibepr nokasaina, uro ¢yukius f(y) = u? mod p, rae y — 3meMeHT abereBoi
rpynnsl G = {0, ...,p— 1} (p — npocrtoe 4ncio), a u — dIEMEHT nopsiaka ¢ u3 nonst GF(p), sBasercs
pasHoctHO ((p — 1)/q + 1)-paBHOMepHBIM OoTOOpakeHueM. Mcciieqyem CTeneHb HETMHEWHOCTH TON

¢yukuuu. I[lyctb a,b € G u a # 0. Torna ypaBHeHue
plvre)medp _ gy — p (4.17)
9KBUBAJICHTHO
uWte) — b =bun0<y<p—a-—1
WIH (4.18)
uteP) ¥ =bup—a<y<p-1.
Tak Kak penicHue y ypaBHCHUS

wTE— ¥ =b

YHUKAJIBHO TI0 MOAYJIO ¢, TO M3 ATOTO CIEAYeT, 4TO mepBoe ypaBHeHue u3 (4.18) umeer He Ooree
|(p — a)/q| xopueit B G. Ananoru4Ho, Bropoe ypaBHeHue u3 (4.18) nmeer He Gonee |a/q| xopHeii.

CrnenoBarenbHoO, ypaBHeHue (4.17) umeer He Oonee

-
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pemenuii B G.

BriGupasi B Ka4ecTBe u MPUMHUTHBHBIN 3memMeHT monst G F'(p), Mbl onyvaem u3 (4.17) ypaBHeHue
Buma f(y + a) — f(y) = b, xoropoe mmMeer He Oosee ABYX KopHeil. OHO aHATIOTHYHO MPOBEPOYHO-
My BBIPQXKEHHUIO HAJEKHBIX KOJOB C TOYHOCTBIO IO UCIIOJIB30BAaHHBIX 0003HaueHui (pasunen 2.1.4). C
MIOMOIIbIO 3TOTO COOTHOHIICHUS OJIOK OOHAapy>KeHHsI OIIMOOK BBIABISET Hajduuue McKakeHuH. CTOUT
OTMETHUTh, YTO TP KCIOJIB30BAHUU B KAa4eCTBE v MPUMHUTUBHOTO 3neMenTa noist, f(y) = u¥ mod p
CTaHOBHTCS IIOYTH COBEPIICHHO HeNMMHeitHO# (ynkuueit ¢ Py = 2/p. Ilapamerp P; ompenenser cre-

IeHb HeJIMHeHocTH QyHkiuu (paszaen 2.1.4).

4.2.2 KoHcTpyKIus Koaa

Cornacno Teopeme 2 u3 [24], koHkaTeHanus HHpopMaMoHHO#M yacTh y € G F'(2%) u npoBepounoii
qactu f(y) € GF(2"), obpasyer komoBbie cioBa (y|f(y)) HAAEKHOrO CHCTEMAaTHYECKOTO KOfa, mapa-
METPBI KOTOPOTO OIPEIEIAIOTCS CleaytommmM obpasom: R = 2% - Pr,on =k +r, M = 2%, Ecin jns
BBIYHCIICHUS IPOBEPOYHBIX CHMBOJIOB HCIIOJIB30BaTh SKCIOHEHIMaNbHY0 GyHKIMoo f(y) = u¥ mod p,
I B KayeCTBE U B3AT NMPUMHTHBHBIA 3JIEMEHT IOJIS, TO TPU OObeHUHEHHH HHMOPMAIMOHHOW M
MPOBEPOYHOI YacTell MOJyYaeM CHCTEMATHYSCKHH HaJEXKHBIA KOJ CO CICAYHOIIMMH IapaMeTpaMHu:
k = [logy(p)], n = 2k, R =2 [2].

PaccmoTpum npumMep paboTsl mpearaemoro koxa npu p = 31 u u = 3, k = [log,(31)] = 5 6ur.
[TycTh B cHCTEME BO3HHMKAET IMOMEXa, IIPUBOJISIIKME K MCKAKEHIIO 00pabaThIBAEMbIX JAHHBIX HA BEJIH-
unHy e = (ey|ey) = (5]11). Cpean Bcex BO3MOXKHBIX KOoBBIX cii0B koxa C' = {(y|f(y) = u¥)} cyue-
CTBYIOT BCero JiBa ciioBa ¢; = (13]24) u ¢y = (27|23), pe3yabTaToM npubaBIeHHs OLIMOKH K KOTOPBIM
CTaHyT KOJIOBBIC ClIOBa ¢3 = ¢1 + e = (18|4) u ¢4y = ¢ + e = (1|3). [Ipubapnenue omWHUOKU e K APYTUM
KOJZIOBBIM CIIOBaM NPHBEIET K 3aNPEIIEHHBIM KOMOMHAIMSM, YTO SIBJISCTCS TIPU3HAKOM OIIMOKH. Takum
00pa3oM, pH MPEINONIOKEHUH O PABHOBEPOSITHOCTH KOOBBIX CJIOB IOJIy4aeM, 4TO BEPOSITHOCTH HE0O-

HapyXXeHUsI c1aboi MOJeN MaHUIYJSLMU OrpaHuYeHa BeposiTHOCThI0 PV . < 2/p =2/31 ~ 0.07.

4.2.3 IIpuMeHMMOCTH KOAOBOH KOHCTPYKIUMN

[IpennioxkeHHbIEe HA TAaHHBIIT MOMEHT 2—HaAEKHbIE KOl B KAYECTBE MOYTH COBEPIICHHO HEJITUHEH-
HBIX (QYHKIMI UCTIONB3YIOT CTENEHHbIE (PYHKIIMH U (PYHKLHIO MHBEPTUPOBaHUs B mojie [24]. DTu KoJbl
SIBIIIOTCSA HAAEKHBIMUA KOAAMU C 33/IaHHOM BEPOSATHOCTHIO OOHAPYKEHHsI OIIMOOK MPH aJAUTUBHOMN
MOJIENIU TIOMEXH.

OpHako He Bcerja omnOKY B YCTPOWCTBE MOTYT OBITh ONMCaHbl aJAUTUBHON Mojenbto. Kak moka-
3bIBaeT npakTuka, [uist Flash-mamsary, ontudyeckux QUCKOB U ceTel XapakTepHa J0CTAaTOuHO OOJIbIIast
pa3HuIa MeXy BeposiTHOCTAMU nepexoqoB 0 — 1 u 1 — 0 [95]. 3ayacTyro UCHOIB3yeTCs AOIYIIECHHE,
YTO B TaKUX CHCTEMaX BO3MOXKEH TOJBKO OJMH THUII MEpexoaoB. Takue OMMUOKU MOTYUYWIH Ha3BaHHE
aCUMMETPUYHBIX. bollee Toro, uccienoBanus mokasanu, 4yto ais Hekoropbix LSI/VLST ROM u RAM
XapaKTepHbI OIHOHANpaBJiIeHHbIe OMMOKH. OHU OTIIMYAIOTCSI OT ACUMMETPHUYHBIX TEM, YTO 00a Iepexo-

Ja 0—>1ul—0 BO3MOJXHBI, HO B Ka’XXIOM OTACJIbHOM CJIOBC BCTPCUACTC TOJIBKO OJMH THUII IIEPCXOJa
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— OJIMH THI ACUMMETPHYHON omnOku. MaTeMaTH4ecKH Takasi OlIMOKa MOXKET OBITh MPECTaBIeHA KaK
NOOMTOBAsT KOHBIOHKIMS/IN3BIOHKIMS KOJOBOTO CJIOBAa ¢ W HEKOTOPOIO BEKTOpA w, COCTOSAIIETO M3
Hyned u equnuLl: nepexoq 0 — 1 - ¢V w ; mepexog 1 — 0 - c A w.

[Ipu HCKyCCTBEHHOM NMPOUCXOKICHUM OIINOKHM — HAaBEACHUM NOMEX KPUITOAHAIMTUKOM — TAKXKe
BO3MOKHBI aCUMMETPUYHbIE U OJHOHAINpaBJICHHbIE MOJENN OMHOOK (Kak B mpumepe araku Ha DES
¢ HequddepeHInanbHbIM aHAIN30M IoMeX U3 paszzena 1.2.3). Bo3MOXHOCTh OCYLIECTBIATh NMEPEXO]
Bcex 6uToB B 0 Ma€T 370YMBIIUICHHHUKY 3aBEIOMO YCIICUIHBIM METO/ BHEIPEHUSI HEOOHAPYKUBAEMbIX
OLIMOOK Ja)Ke MIPU UCIOJIb30BAHNUHU CYIIECTBYIOIINX HAAEKHBIX KOJIOB.

Paccmorpum npumep. [l 3amuThl 610Ka MaMATH HCTIONB3yeTes 2—-Hanéxubiii kon (y|f(y) = y?)
Haj noneMm G F'(p™). JlomycTiM, MpoU30IILIa OmmroKa, KoTopast puseia K nepexoqy 0 — 1, 1 — 1 must
Bcex OUTOB KomoBoro ciosa. Torna nposepounoe ypasuenue f(y A0) = f(y) A0 npu f(y) = y® Gyner
YIAOBJIETBOPEHO INpH JIIOOBIX ¥, U MCKaKeHUE He OyneT OOHapyX eHO. AHAJOrMYHas CUTyalus U JUIs
(QYHKIMY MHBEPTUPOBAHMS B MOJIE, TAK KAK OHA JOOINpEIENsIeTcs TeM ycnoBuem, uto 01 = 0 [24].

[Tpeanaraemslii ko[ oOecreunBaeT 3alIUTy Jake NMPH OJHOHANpaBIEHHBIX OIIMOKax. 1o obecre-
4uBaeTcs TeM, 4To B obmem ciaydae u’ # 0 u uP~! # p — 1. HanbGonee >pPeKTUBHBIM CLIEHAPUEM BO3-
HUKHOBEHUS] OLIMOKH MPHU TaHHOM HAAEKHOM KOJE MPEACTABIAETCS NPUBEICHUE JaHHBIX K KOIOBBIM
CJIOBaM HaMMEHBIIEr0 MM HauOOJbIIEro Beca XeMMHUHIa (B 3aBHCHUMOCTH OT HAalpaBJICHUs OIINO-
ku). Hanpumep, nHaumensmmm Becom obmamaer cnoso (0|u’ = 1). Hampumep, npu MCKYCCTBEHHOM
MIPUPOJIE UCKAKEHUH 370YMBIIIICHHUK MOKET OOHYJIUTh BCE OMTHI MHPOPMAIIMOHHON YacTH KOAOBOTO
CJIOBA, a y NMPOBEPOYHON YaCTU OCTaBUTh HETPOHYTHIM TOJIBKO MJIaAIIuii Out. Jlanee, B 3aBUCUMOCTHU
OT 3HA4YEeHMsI MJIAJIIIEr0 OUTa BBINOJIHUTCS WM HET MpoBepouyHoe cooTHolIeHue (0 — He BBIMOJHUT-
csi, 1 — BeimonmHUTCA). Takum 00pa3oM, BEpOATHOCTh HEOOHAPYKCHHs OJHOHANpPaBICHHON OIIMOKU
orpaHuueHa cBepxy 3HaueHuem 0.5 (mpu paBHOMEPHOM pacmpeseieHnu cooluienuit). CrnenoBarensHo,
IpeyIaraeMblid Kol 00€CIIeYBAET 3aLUTY HE TOJIBKO OT aJJUTUBHBIX OIIMOOK, OMHUCHIBAEMBIX CI1a00i
MOJIETIBI0 aJIreOpanyecKX MaHUITYIISANWA, HO U o0namaeT Jaydineil 0OHapyKHUBAOIIECH CIIOCOOHOCTHIO
OTHOCHUTEJIBHO OJIHOHAIPABJIEHHBIX OLIMOOK MO CPAaBHEHHUIO C aHAJIOIaMHU.

OueBUAHO, YTO MPOLETYPHl KOTUPOBAHUS U JEKOIUPOBAHHUS MIPEIaraeMoro Koja ooiasaoT oosee
BBICOKOW BBIYMCIUTENIBHON CIIOKHOCTBIO, HEXKEJIU CYIIECTBYIOIINE KOJOBbIE KOHCTpyKUMU. OpmHako,
eciu KpunTorpaguaeckuii MoayiIb UCTIONB3yeT anroput™ Juddu—Xemimana uisi TeHEPAIMA CEKPeT-
HOT'O KJIFOYa MEXY JBYMS YCTPOUCTBAMHU, TO OJIOKH, BHIIOIHSAIOLIME BO3BEIEHHE B CTENICHb 110 MOAYJIIO
MIPOCTOTO YMCia, MOTYT OBITh MCIOJIB30BaHbI U JUIs MIPOLEYP KOAMPOBAHUS U JIeKoaupoBaHus. boiee
TOTO, B 000UX Cllydasix TpeOyeTcsl BO3BeeHHE (PUKCUPOBAHHOIO OCHOBAHMSI B CTEIIEHb, 3HAYEHHE KOTO-
poii siBIsieTCs mepeMeHHO BennyuHou. [1oaToMy MOryT ObITh pUMEHEHB! YPPEKTUBHBIE AITOPUTMbI
BO3BEJICHHsI B CTENEHb [0 MOAYJII0 IPOCTOTO YucIia, Hanpumep, Meto] EBkinnaa ans GUKCUpoBaHHOTO
ocHoBaHus [81]. Taxke BO3MOXHO 3(p(heKTHBHOE HCIIOIB30BAHUE TAHHOTO HAJI&KHOTO KOJa B KPHUIITO-
rpadUYeCKUX MOAYJSAX, UCIOJB3YIOIIMX BO3BEACHNUE B CTENEHb NPU MNU(POBAHUN U ACIIU(PPOBAHUU.
[Ipumepamu Takux anropuTMmoB sBIsFOTCS WUGPsl RSA 1 Dnp—lamans, a Takxe 371eKTpOHHbIE U ]-
pOBbIE NOANKMCH Ha UX OCHOBE. COOTBETCTBEHHO, MCIIOJIB30BAHUE Y)KE PEAIU30BAHHBIX B YCTPONCTBE

0JI0KOB CBOJIUT alIapaTHbIe 3aTPaThl K MUHUMYMY.
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4.2.4 3axJio4yeHue MO0 KOAOBO KOHCTPYKIIUHU

[Ipennaraemas kKomoBasi KOHCTPYKIMS HAJAEKHOTO KOJa Ha OCHOBE AKCIOHEHIIMATBHON (YHKIIUU
MO3BOJISIET 00ECTIeUBaTh TapaHTUPOBAHHOE OOHAPYKEHHE MCKAKEHUH, OMUCHIBAEMBIX CJIa00i Moje-
bro aTakd. JlaHHBIA ko1 0OecrednBaeT BEpOsITHOCTh HeoOHapy eHus omubku P2 . < 2/p, koTopas
MpU OMpENeNEHHBIX MapaMeTpax (3HaueHue p OMM3KO K CTEMeHU ABOWKM cjeBa) Onu3ka K oOHapy-
YKUBAIOIIEH CIOCOOHOCTH CYIIECTBYIOIIUX KOJOBBIX KOHCTpYKUMM. IIpu 3TOM pacnpocTpaHEHHOCTH
OTIepalliy SKCTIOHEHIIMPOBAHUS B KPUNTOTPAQUUECKUX MPUIIOKEHHUSIX TO3BOJISIET BO MHOTHX CIy4asx
YMEHBUIUTH allapaTHbIE 3aTpaThl HA PEaIM3alUI0 JTaHHOTO KOZa 3a CUET MOBTOPHOI'O UCIIOIb30BAHUS
CYLIECTBYIOIIMX OJIOKOB BO3BEJEHUS B CTeNeHb. Kpome TOro, mpenMyIiecTBOM JAaHHOTO KOAA SIBIISETCS
TOT (haKT, YTO OH oOecreunBaeT 0A30BYI0 3ANUINEHHOCTh JAHHBIX OT ACHMMETPHUYHBIX OMIMOOK, YTO

HE XapaKTEePHO I OCTATBHBIX HAEKHBIX KOJOB. JJaHHBIN KOJ MOXKET OBITh A3((HEKTUBHO HCTIOIH30BaH

IJI1 IOCTPOCHUA Ha €TI0 OCHOBE 0606IHéHHOFO CUCTEMaTHUYECKOr0 HaAEXHOT0 Koja.

4.3 Monupuxanuu AMD koaa Ha OCHOBe ONepal¥ YMHOKEHUS

UH(OPMAIMOHHOIO U CJIYYailHOI0 KOMIIOHCHTOB

4.3.1 Kox Ha ocHOBe onepanuy YMHOKeHUsI HHPOPMALMOHHOIO U CJIy4aHHOI0

KOMIIOHCHTOB

Paccmorpum kox C' = {(y|z|f(z,y) = x - y)} HA OCHOBe Omepali YMHOXXCHUS, ONMUCAHHbIN B

paznene 2.1.4. YMO kofa BBIIIAIUT CIEAYIOIIUM 00pa3oMm:
r-yter=(v+e) (y+ey).

Jlerko 3aMCTUTH, YTO MAaKCHUMAaJIBbHOC KOJINYCCTBO peI_HeHI/Iﬁ JaHHOI'O YMO OTHOCHTENLHO T IIpu (1)I/IK-

CHUPOBAHHBIX Yy U € paBHO CAUHHIIC, TAK KaK:

€f =T €yt Y- €xt €€y,

_epte e ty-e
T = o :
IIpaBast 4acTh MOCIEIHETO BBIPAXKCHHS PH (UKCHPOBAHHOW BEIMYHHE OIIMOKH HPEACTaBIsACT COOON
KOHCTAHTY; €CJIM 3HAYCHHE CIIy4aifHON BEIMYMHBI & PABHO TOW KOHCTaHTE, TO NPUBHECEHHAs OLINO-
Ka e = (ey|e,|ef) ocranercs neobHapyxeHHoil. Ciry4aiiHas BeJIMYMHA ' PACIPEIEICHO PAaBHOMEPHO,
CJIEZIOBATENILHO, BEPOSTHOCTh HEOOHAPYKEHHUS JTF000H OIMOKU e Tpy PUKCUPOBAHHOM Y paBHA

b Moy ber=flatenyte)l 1
undet ‘{J]H om

=27F (4.19)

[Tocnenuuii mepexo CrpaBeyIuB TOTOMY, UTO IS JAHHOW KOHCTPYKIIUU k = m.
N3 YMO cnenyer, uto naHHbIA KoJ sABsieTcss AMD KoJloM B y3KOM CMBICIIE, TO €CTh HEPUMEHUM

IIPU TaKoW ommoOKe e, y KoTopoii e, = 0.
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JlonoJIHEeHHbIE _
) Kopnogsle cioBa:
COOOIIEHNS:
HcxomHoe (1000) —— > ¢, =(10/00|00)
COOOIIIEHYE:
(10j01) ——— > ¢, =(10/|01)10)
y = (10)

(10]10) —— > c5 = (10[10[11)

lpubasnenne™ (10[11) —— > ¢, = (10/11/01)
3HAYCHUS
CIIy4alHOU
BCJTMYHMHBI

Komuposanue

Pucynok 4.4 — [Ipunnun xogupoanus AMD KofoM Ha OCHOBE OIeparii YMHOXKEHHsI B TIOJIE C

napamerpamu k = m = r = 2 Ha npumMepe coodbmmenus (10)

[IponemoHcTpupyeM npuHUMN KoaupoBaHuss AMD KooM Ha OCHOBE ONEpali YMHOXEHHUS B I10-
ne. Ilycts k = 2 Guram, a uHpopManroHHoe coobuenue y € GF(2%) npunsno 3nauenue (10). Ha
pucyHke 4.4 mpeacTaBiIeHbl BCE COOTBETCTBYIOIME €My JOIOJHEHHBIE COOOIIECHUSI M KOJOBBIE CIIOBA.
WudopmanmonHas, ciaydaiiHas ¥ IPOBEPOYHAs YaCTH KOJOBOTO CJIOBA Pa3esieHbl CUMBOJIOM «|», COOT-
BETCTBEHHO. BBIYMCIIEHUS TIPOBEPOMHON 4acTH BHINONHEHBI B nosie [anya GF(22) ¢ nopoxmaronum
nonuHoMoM 2 + z + 1.

CTouT OTMETHUTbH, YTO O LEJIECOOOPA3HOCTH HCIIONB30BAHUS YMHOKEHUS B IOJIe Ui OOHapyxe-
Hus ommOok nucamu emé€ B. WM. Kopxuk u JI. M. ®unk B [15]. B ux xHure npeanaraicsi yHU-
BEpCAJIbHBII METOJl KOAUPOBAHMS JUIsl CUCTEM CBSI3M C OOpaTHOM CBs3bI0 B KaHallaX CO CIIydailHOM
CTpyKTypoi. OmnuiieM NpeasioKeHHBIH UM METOJ] B TEPMHHAX, UCIOJIb3yEeMbIX B JaHHOU AuccepTa-
1MOHHO} pabote. IlycTh ecTh MHpopMamMoHHOE coobmenne y € GF(2F) u cnyuaiinas Benuuuna
r € GF(2™), k < m. IIpu 3TOM HyJIeBOE 3HAYCHHE CIYYAHON BETMIMHBI SIBISCTCS 3APEIIEHHBIM, TO
ecth  # 0 € GF(2™). Kanai, o KOTOpPOMY TEpeIatOTCs IaHHBIE, CAUTASTCS] KAHAIOM C aIMTUBHBIM
nryMoM. MeToJ1 KOIMPOBaHUs 3aKJI04aeTcs B BBIMOIHEHUHU ABYX AeiicTBuil. [Ipexae Bcero unpopma-
LIUOHHOE COOOIIEHNE JOMONHACTCS HYIAMH 10 m OUT. [locie uero BBHINOIHAETCS €ro yMHOXEHHUE Ha
3HAYEHUE CIly4alHOM BeJMYMHBI . Pesynprar nepenaércs mo xaHany cBsa3v. Ha nmpuéMHON cropoHe
MOJTyYEHHBIN U3 KaHaa OJI0K noaBepraercs ooparHbIM npeodpasoBanusaM. [Ipu npuéme BO3MOXKHBI /1BE
CUTyaluu: OJIOK MOXET ObITh NPHHAT 0€3 OMIMOKU C BEPOSITHOCTBIO P, UJIU K€ OJIOK MOXKET OBbITh
MIPUHST C OMIHOKOM, BEpOATHOCTH 4ero paBHa 1 — FP,,,... B mocneqnem ciydae nuHopManmoHHbIH 610K
C paBHOW BEPOSITHOCTBIO MEPEXOAUT B JHOOOM JIpyroil 610K (A0Ka3aTeNnbCTBO IPUBOAUTCS B KHUTE).

Ommbxka octaércst HEOOHAPYKEHHOM B TOM CITy4ae, €CJIH OITMOOYHO MPUHATHIA OJIOK MPUHAICKUAT
komy. Eciii 610k ObLT IPUHAT O€3 OMIMOOK, TO TIOCIIE IEJICHUS Ha & MOCISAHNE m — k pa3psaoB OyayT
HYJEBBIMU. JTO W SIBISETCS MpHU3HAKOM Oe3omubouHoro npuéma. [lpusHakoMm ommubOKu MpUHUMAETCS
HaJIWYHe HEeHYJCBBIX CHMBOJIOB B 3TUX pa3psanax. Takum oOpa3oM, paboTta jexkoaepa CBOAUTCS K 0TOpa-

CBIBaHUIO MTOCIICAHUX Pa3pAa0B BOCCTAHOBIICHHOIO 6]'[01(3, C€CJIM OHH paBHBI HYJIIO, U OT6paKOBI>IBaHI/IIO
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ONIOKa, €CIIM B 3THX PaspsAaax UMEETCs XOTS Obl OJMH HEHyNeBOM cuMBoi. OTCIONA JIETKO MOIYyYHThH
BCPOATHOCTD HeO6Hapy>I(eHI/I}I OH_II/I6KI/I. Tak kak IIpH HAJIUYIUH OH_H/I6KI/I BCC€ BO3MOKHBIC 3HAYCHUSA BOC-
CTaHOBJIEHHOTO GJIOKA PABHOBEPOATHBI, U M3 2™ OIOKOB IMIIb 2F mpuHaiexar koay (OMH U3 KOTOPBIX
SIBJIICTCSL KOPPEKTHBIM), TIOJTy9YaeM CIICAYIOIIYIO BEPOSTHOCTh HEOOHAPYKSHUSI OIIHOKH
2k 1
Pundet - (1 - Pcorr)m-

[lonaras P, = 0 (TO €CTh BO3HUKHOBEHHE HCKAXEHHE rapaHTUPOBAHO), MOITYYaeM:

P B 2k 1
undet — m

Taxum obpazom, npennoxeHusrid B. 1. Kopxxukom u JI. M. ®uHKOM YHUBEpCATBHBIN METOJ KOIH-
pOBaHUs MMO3BOJIIET OPraHU30BBIBAThH Mepefady JaHHBIX B KaHalaX CBSI3U C 0OpaTHO CBs3bIO, oOec-
MeYrBasi BBICOKYIO CTEIEHb MOMEXOYCTOWYMBOCTH. [Ipu oOHApyKEHUU OIIMOKK B MPUHSITOM OJIOKE
10 OOpaTHOM CBSI3U OCYIIECTBIISIETCS, HAPUMEp, MEPECIPOC HA €ro MOBTOPHYIO Tepenady. YHHUBEP-
CaJbHBIN METOJ KOJUPOBAHHUS Ui KaHAJIOB CO CIy4YaillHON CTPYKTypoil oOecrieunBaeT 0ojiee BBHICOKYIO
BEPOSITHOCTD MPOMyCKa OmMO0K, ueM uccieayemsrii AMD kon. Kpome Toro, B Moaenu u3 [15] moapasy-
MEBAETCS, YTO NPUEMHHUK U NIEPEAATUNK UMEIOT TOYHO CUHXPOHU3UPOBAHHYIO CIIyYalHYIO BEJIUYUHY T,
YTO OrpaHWYMBaeT 00NacTh NPUMEHEHUS JaHHOTo MeToAa koaupoBaHus. Mcnons3oBanue AMD kona,
OCHOBAaHHOTO Ha OIEpallud YMHOXEHHUS, IO3BOJIIET 00€CTIEYNTh MUHUMAIBHYIO JOCTHKUMYIO BEPOST-
HOCTb HEOOHApPYXKEHHsS OMIHOKH P4, = 1/2. 3HaueHUE Cly4ailHOW BEIUYUHBI X SBISETCS YaCTHIO
KOJIOBOTO CJIOBa, MEpefaéTcs Mo KaHaly U He TpeOyeT JOMOIHUTEIbHON CUHXPOHU3AIUH MepeaaTynuKa
U IpUEMHHUKA.

OCHOBHBIM HEIOCTaTKOM KOJIOBOW KOHCTPYKIIMH SIBIISIETCS OTCYTCTBHE T'MOKOCTH IpU BBIOOpE Ma-
pametpoB kona [19]. ®akTuuecku, pazmep k HHPOPMALMOHHOTO COOOIIEHUS MOJHOCTBHIO ONpEAeseT
JUIMHY Kozia n = 3k, pa3Mep CilydaifHOTro yuciia — k OWT, a Tak)Ke BEpOATHOCTh HEOOHAPYKEHHS OIINO-
KA Pget = 2-% Hxke OyayT MpeNCcTaBICHBI JIBa BapuaHTa MOAU(UKAIMKA TaHHOW KOHCTPYKIIHMH,

KOTOpBIE TPEAOCTABISIOT OOJBIIYI0 THOKOCTh NP BbIOOpE mapameTpoB kozna [3].

4.3.2 Monudukanusa Ha 0CHOBE pPaCIIMPEHHUs CJIYYAHON BeJNYUHbI

HaunGonee ecrecTBEHHBIM METOIOM MOAM(PHMKAIIMU ONMCAHHON KOHCTPYKIMHU SBJISETCS HCIIOJB30-
BaHHE CIIy4aifHOI BEIMYMHBI U3 MeHbIIero noist ['anya, To ectb x € GF(2™), m < k. Jlnst BbinonHe-
HHS YMHOXEHHs (GOPMHPYETCS BEKTOP 4 ITyTEM JOIOIHEHMS JABOUYHOIO NPEICTABICHUS DIEMEHTA T
k — m wHynsmu, TO ecTh BbIMoNHsieTCcss otodpaxenue g(x) = &, & = (0,...,0, 21, T2, ..., To), TAE
(Tm—1, Tm—2, ..., Tg) €CTh JIBOUYHOE TIPEACTABICHHUE 3eMeHTa 1ouist 2. [lomydeHHbIi s7ieMeHT GoJbIie-
ro noys & € GF(2%) ucnonw3yercs s BBIIONHEHKS ONEpaLi KOJUPOBAHMS COITIACHO OPUTHHAILHOM

KOHCTPYKIHH. KOZ[OBOC CJIOBO BBIITIAJAUT CJICAYHOIIHUM 06p330M:
c=(y € GF(2Y|z € GF(2™)|i -y € GF(2¥)),

TO €CTh JJIMHA KO/Jda YMCHBIIACTCA Ha k —m OuT.
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Ha mpuémnoii cropore nepen nposepkoid YMO mnonydeHHOE M3 KaHalla 3HAYEHHUE CIIydailHOW Be-

.. —_
JIMYUHBL T + €, elé pa3 MoABepraeTcs OTOOpaKeHu o g(x + e,) = T + e,.

Yr1Bepikaenue 4.5. Beposmnocmov neoOHapysceHUs CUIbHOU aleedpauyeckot MAaHURYIAyuU 02panuie-
Ha ceepxy CedyIouWUM BblPANCEHUEM.
—m
Pundet S 2 .

Jlokazamenvcmeso. Paccmorpum Gopmyiry 2.4. MOmHOCTh MHOKECTBA 3HAYCHHM CITyJaiHON BETMIHHBI
x, CTosIIIasi B 3HamMeHarene npoOu, paBHa 2. HeoOXoqumMo ompenenuTh 3HaYCHHE YUCITUTENS APOOHu
u3 2.4. Jlerko 3aMeTUTh, YTO ISl JAaHHOW MOAM(HUKAIIMH UCXOJHONU KOJAOBOM KOHCTPYKIIMHM YHCIUTENb

Ipobu mpuobpeTaeT Cleayouni BUI;
{z: f(@y) +ep=f@+eyte)hglx) =1 =

[{&: f(@,y) +ep = f(@+ ey +e,)} 397 (@),

TO ecTh A00aBiIsgeTCs yCIOBUE, YTO AJs moidydaemoro pemeHus YMO H0oKeH CyIIecTBOBaTh MpPooo-
pa3 cpenu © € GF(2™). JIoNONMHUTEIFHOE OrPAHHYCHHE HA MOIIHOCTh MHOXKECTBA TIPHBOIUT K TOMY,
4yTO 00HAPYKUBAIOIIAsi CIOCOOHOCTD KOJIa CTAHOBUTCS HEpaBHOMEpHOM. Eciu 11 opuruHanbHOM KOH-
CTPYKIIMM 3Hau€HHE YHCIUTENs ObUTo paBHO | Ui BceX BO3MOXHBIX y UM € # (0, TO mpu NaHHOH
MOIM(HKALUU HEKOTOpasi 4acTh KoMOMHaIMi y u ¢ # 0 npuBenér k pemenusmM Y MO, KoTopbie HE
HUMEIOT MPOo0Opa3a OTHOCHTENIBHO OTOOpaxkeHusi ¢(r), TO €CTh 3HAUCHUE YuciauTelst Oyaer paBHO 0.
Takum 06pa3zom, 4acTh OMKOOK He OyIeT 0OHAPYKUBATHCS C BEPOSATHOCTBIO Pypger(e) = 0/2™ =0, B
TO BPEMsI KaK OCTabHbIE — C Pyqe(€) = 1/2™ = 27™, rie uepe3 Pynqet(€) 0003HauCHA BEPOSTHOCTH
HeoOHapy)KeHUsI KOHKPETHOH OIIMOKHU e, COOTBETCTBYIOIIEH CHIIbHON MOJIEIH MaHUITYJSIUH.

TakuM 00pa3oM, BEPOSTHOCTb HEBBIABICHUS CHJIBHOW MAHMITYJISALWU sl TAHHOH KOJOBOHM KOH-

CTPYKIIMH COCTABISACT Pypger < 277 [

4.3.3 Moaudpukanus Ha OCHOBe pa30MeHUuss HHPOPMAIMOHHOTO COO0IIEHMSI

BropsiM BapraHTOM MOIU(HUKAINN OPUTHHAIBHONW KOZOBOW KOHCTPYKIMH SIBISETCS CIEAYIOIIHMA:
nycth k = m - u (B MPOTUBHOM Cily4dae JIMOO YMEHBIIACTCS Pa3psIAHOCTD 1M CIyYalHOTO YHCla X,
aubo pasmep k£ MHGOPMALMOHHOTO BEKTOpA Y YBEJIMYMBACTCS JO HEOOXOIUMOIO 3HAYEHHUS 3a CUET
nobasneHus, Hanpumep, Hyneil). [lanee nHPOPMAIMOHHBIN BEKTOP AEIMUTCSA HA u 4yacTed Mo m OWT:
y = (yily2|..-|yu), tHE ¥; € GF(2™), i = 1,2, ..., u. Kaxzplil y; HA OCHOBE CIy4ailHOTO 4MCiIa 1M MOJ-
Bepraercs Npoleype KOAUPOBaHUS COIVIACHO OPUTMHAIBHON KOHCTPYKIUH, TO €CTh MOoJIy4aeM Habop

N3 U KOJOBBIX CJIOB:
¢ = (y; € GF(2™)|z € GF(2™)|y; - v € GF(2™)),i = 1,2, ..., u.

Takum 00pa3oM BBINONHAETCA U MPOLENYpP KOAMPOBAHMS BEKTOPOB ¥; Ha OCHOBE (PMKCHPOBAHHOTO
ciryyaiiHoro uucina x. IlonydeHHble TPOMEXYTOUHBIE KOJOBBIE CI0BA ¢; OOBEAUHAIOTCS B OJHO CIIOBO

¢ CIEMYIOMUM 00pa3oMm:

c= (ylz|f(z,y)),
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c= (yy2|.-.lyulzlys - 2|y - |- |yu - ).

HroroBoe KoI0BO€E CIIOBO UMeET uHy n = 2k + m. Ha npuéMHHUKe CIIOBO ¢ PacKJIAIBIBAETCS B U
KOJIOBBIX CJIOB ¢;, © = 1,2, ..., u, mocje yero BblinoiHsAeTcs u npoepok ux YMO. [Ipu obHapyxeHuu
omubKM XOTst ObI B OHOM KOIOBOM CJIOBE Bech Habop y = (y1|yz|...|y,) mpu3HaeTCs OMMOGOYHBIM.
PaccMOTpHM BEpOSATHOCTH OOHAPYIKCHHUSI CHIIBHBIX MAaHHIYJISIUA C MOMOIIBIO TaHHOW MOAU(UKAIMN
AMD xopna.

Yr1Bepxnenue 4.6. Bepoamnocms HeoOHAPYIHCEHUS UCKANCEHUS, ONUCLIBAEMO20 CUTILHOU MOOEIbIO Al

2ebpauieckol MaHUnYIAYUY, 02Panuidena ceepxy Genudutol Py,q. < 27,

Hoxaszamenscmeo. O4UeBUIHO, YTO YeM GoIblire GIOKOB y; (M, COOTBETCTBEHHO, KOIOBBIX CIIOB C;) TIOA-
BEPraeTcsi HCKaKEHUIO, TEM MEHBIIIE BEPOSITHOCTD TOTO, YTO MCKa)XCHHE HE OyleT BBISBICHO (Tpeo-
JIAraeTcsl, YT0 BEPOSTHOCTh BO3HUKHOBEHHMSI HEOOHAPY)KUBAEMOW OIIMOKH MEHBINE CAUHHUIBI). TaKum
00pa3oM, GoJbIIeH BEPOSTHOCTBIO OCTAaThCs HEOOHAPYKEHOH o0nasaer omuoKa, HCKaXKaroIas ToJb-
KO OflMH U3 u OJOKOB y;. IIpu 3TOM BEPOSITHOCTH OCTaThCsi HEOOHAPY)KCHHOW OyaeT MaKcHMajbHa.
PaccMOTpUM 3Ty BEpOSTHOCTH, TaK KAK HIMEHHO OHA OMPE/IENSCT BEPXHIOK TPAHHIYY Ha Py e
VckaxkeHHEe OIHOTO U3 OIIOKOB ¥J; MOXKHO PacCMaTpuBaTh KaKk UCKaKEHHE OHOTO M3 KOJOBBIX CIIOB
OPMTMHAJBHON KOHCTPYKUMM C mapamerpamu: y € GF(2™), x € GF(2™), f(z,y) € GF(2™),
n = 3m. Iloxy4aeM, 4TO BEepOSTHOCTh HEOOHAPY)XCHHsSI CHIBHON MaHHITYJISLMH OJHOTrO OloOKa paB-
Ha P4 = 27™. Ot1crona, BEpOsSTHOCTh HEOOHAPYKEHHSI UCKaKEHUSI KOJIOBOTO CJIOBA, OMKMCHIBAEMOI0

MOJIETIbI0 CHITFHOM anre0pandecKod MaHUMYIISIIIUN, OTpaHUYeHA CHUBY P e < 27 n

Heo6xoqumMo OTMETHUTh, 4TO TOT (DaKT, YTO BCE U KOJOBBIX CJIOB ¢; IOJIy4€Hbl HA OCHOBE OHOTO
U TOTO K€ CIy4alHOro YMCla x, HE CIIOCOOCTBYET YBEIMUYEHHUIO BEPOATHOCTH HEOOHAPYKEHHOTO BO3-
HUKHOBEHUS OIIMOKU B CIIOBE C MPHU JTaHHOM METOZE JNeKOIUpoBaHUsA. Eciam Obl penieHne o HaJIu4uu
OLIMOOK MPUHUMAJIOCh HE3aBUCHMO Ha YpOBHE KaXKI0ro OJioKa, a HE Ha YpOBHE IIEJIOrO CJIOBa, TO B
3TOM CJly4ae BOZHUKHOBEHUE NCKaKEHHUI 0CTaBanoCh Obl HEOOHAPYKEHHBIM C 0OJIbIIECH BEPOSITHOCTHIO.
PaccmoTpum npuMep ¢ UCKyCCTBEHHOH MPUPOAOH MPOUCXOKACHUS MTOMeX. B 3ToM ciydae 3710yMblII-
JICHHUK ObLT ObI CITIOCOOEH MPOBOIUTH aTaKy ¢ 00Jee BRICOKOI BEPOSTHOCTHIO ycrexa. J{ist 3Toro oH Obl
IS KaXKIOTO U3 ¢; CIydYailHO BBIOMpAI HEKOTOPhIEC HEMOBTOpSIONHECs uucna 2; € GF(2™), koTopbie
npezmnosarai Obl COOTBETCTBYIOLUIMMHU 3HauUeHUIO . Mcxons U3 2; pacCuuThIBAJIMCH Obl TaKHE 3HAYECHUS
omKOoK e;, 4To0b!I BhIMONHAIOCE YMO. TakuM 06pa3oM, 3710yMBIIIIICHHUK CMOT OBl Ilepedparhb v BO3-
MOJKHBIX 3HaUE€HUH CiIydaiiHOro uyucia. B 3ToM ciiydae BEpOSITHOCTh YCIIELIHOTO BHEAPEHUS OIINOKHU B
OJIMH U3 U OJIOKOB (TO €CTh YCHEIIHOE HCKAaXEHHE KOJOBOI0 CJIOBA C MPHU TAKOM METOJE JIEKOAHpPOBa-

HHS) PaBHSITACH OBl Pger = u/2™ iput u < 2™ U Pypger = 1 mpu u > 2™,

4.3.4 3akiarwueHue o MoaUPUKALUAM

Kak BugHO, mpuBeAEHHBIC MOAM(UKAIINNA KOOBOW KOHCTPYKITMU AMD K0/10B, OCHOBaHHOM Ha OTIe-
paluu YMHOXKEHHUS B TI0JI€, MPEAOCTABISIIOT BO3MOXXHOCTh THOKOTO BBIOOpa JITMHBI KOJa M COOTBET-

CTBYIOILIEH BEPOSATHOCTH OOHAPYKEHHS MCKAKEHHH, OMUCHIBAEMBIX CHIIBHOW MOJETBIO MAaHUITYJISIHHA.
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3aBHCUMOCTh BEPOSTHOCTH OOHApYy>KEHHsS! CHIIBHON MaHHUMYJSALUU OT pa3Mepa CIy4aillHON BEJIUYUHBI
2 aHAJIOTMYHA OPUTMHAIBHOM KOHCTpYKUMHU. Takum o0pa3zoM, ImpeAcTaBlIeHHble MOAU(DUKALIUN HEIH-
HEIHOTO KOJI0BOTO METO/a Ha OCHOBE KoZla Ha 0a3e omepaunuu YMHOKEHHsI HHPOPMAIIMOHHOTO U CITy-
YaifHOro KOMIIOHEHTOB MOTYT ObITh 3()()€KTUBHO HCIOJIb30BAHBI B TEXHUUECKHUX CPEJICTBAX C IIEJIBIO
MOBBILICHUS UX TIOMEXOYCTOMUMBOCTH U KaueCcTBa (PYyHKIIMOHUPOBAHHUSL.

AnmnapatHasi CIOXXKHOCTb peaji3allii NepBOM MOAM(UKAIMM COOTBETCTBYET CIOKHOCTU OPUIH-
HaJbHON KOIOBOM KOHCTPYKIMU. CIOXKHOCTD peaan3alui YMHOXKEHUsI B KOHEYHOM I10JI€ UMEET KBaJl-
PaTUYHYIO 3aBUCUMOCTb OT CTEIEHU PACIIMPEHUs MOJsA. brarogapst 3ToMmy BTopas IPeIIoKEHHas MO-
TUUKAIUS [T03BOJIET 3HAYUTEIBHO CHU3UTH CIOKHOCTH KOJEKa 3a CUYET TOTO, YTO YMHOKEHHUE BbI-
YHCIIeTCs B MeHbIIEM noje. CxeMa OHOTO U3 BapUaHTOB peajau3aluy Kojepa IIPUBEJEHAa Ha PUCYHKE

4.5.

X
L VYMHOXHUTENE B fl
Ay Tone GF(2™)
Vi
Moayiin > VMHOKHUTEND B f2
Y | mone GF(2") f Monys
,| reHepauun _[f V2 ~| TeHepauuH C}
HpOpPMAILHO .| KOJOBOTO |
HHBIX OJIOKOB > CJIOBA
> YV MHOKHUTEID B ﬁv
» none GF(2™)
Vp
y

Pucynox 4.5 — O6mas cxema xozaepa aist mogudukamnun AMD koxa Ha OCHOBe pa3OHeHHs

MH()OPMAITMOHHOTO COOOIIIECHUS

Ha cxeme u300paxkeHo p ymHoxuTteneit B mosie G F'(2"). IX KOIMYECTBO MOXKET BaAPbUPOBATHCS OT
1 10 u, B 3aBUCUMOCTH OT TpebyeMoii mpou3BoauTenbHOCTH. [Ipn p < u yMHOXUTETU OyIyT UCHONb-
30BaThCs MMOBTOPHO AJI PA3JIMYHBIX ¥;, YTO MPHUBEAET K YBEIIMUEHUIO BPEMEHHBIX 3aTpaT KOAUPOBAHUS,
HO YMEHBIIUT anmapaTHylo U30BITOYHOCTb. [Ipu p = w CIOXHOCTH peanusanuu Kojepa OyneT Mak-
CUMaJIbHA U COCTaBUT mopsiaka u - O(m?), B To BpeMs Kak B JAPYTMX KOHCTPYKIHUSX, [JI€ YMHOKEHHE
semonasercs B GF(2%), ona umeer nopsagok O(k?), uro comocTaBuMo co cnokHocThio u? - O(m?)

JTAHHOW MOIU(UKAIUH.
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4.4 Kox Ha oCHOBe Onepany CKAJSIPHOI0 YMHOKEHUSA
KOMIIOHEHTOB HH()OPMALIMOHHOIO COO0IIeHUsI U 3HAYEHUS

CJIyYAllHOU BeJIUYUHbI

4.4.1 KoHcTpyKuus

JlaHHas mIaBa JUCCEPTALMOHHONW pabOThl 3aBEpIIAETCS ONMCAHUEM KOHCTPYKLUHM CHIIBHO 3ally-
ménHoro AMD kozxa B y3KOM CMBICIIE, OCHOBAaHHOIO Ha ONEpalUy CKaJSIPHOTO YMHOXeHMs [4]. Ota
KOHCTPYKIMSI 00€ecIieunBaeT MHUHUMAJbHYIO BEPOSTHOCTh OOHApPYKEHHsI MCKAaXEHUH NpU 3aJaHHOM
pasMepe IPOBEPOYHOI YacTH KOIOBOIO CJIOBA M 00JalaeT MEHbLIEH BBIYUCIMTENBHON CIOXKHOCTBIO,
YeM CYyILECTBYIOIINE KOHCTPYKIUH.

PaccmoTpum koz
C={yeGF2")|xrc GFT)|f(y,x) € GF(2))},

S

e f(x,y) = > x; - y;. Takum 006pa3om, COOOIICHUE Y U 3HAYCHUE CIyYAHON BETHMUYMHBI T PaccMar-
i=1

PHBAIOTCSI KaK BEKTOPA, KOMIIOHEHTHI I;,Yy; KOTOPBIX JieKaT B KoHeyHoM moie GF'(2"). B kauectBe

KOJUPYIOIIeH (PYyHKIIUU UCIIONIB3YETCs PE3YJIbTaT CKAJIIPHOTO MPOU3BEICHHUS TaHHBIX BEKTOPOB.

YrBepknenue 4.7. [annwvii koo senisemca AMD xkooom 6 y3xkom cmulcie u obecneyusaem 8eposin-
HOCMb HEOOHAPYICEHUSI UCKANCEHUU, ONUCHIBAEMbIX MOOENbIO AN2eOpaAUYecKUx MaHUnYIAyull, pagryio

Pundet =27"

Jloxazamenvcmeo. Kak cnenyer u3 (2.4), odHapyxuBaromias cnocooHoctb AMD konma ompenensercs
MaKCHMaJIbHBIM KOJMUYECTBOM KOpHeW ero YMO OTHOCHTENBHO T Cpeau Bcex y W e. PaccMoTpum

CHUH/IPOMHO€ BBIpaXCHHE MPEAIAraéMoil KOJOBON KOHCTPYKIIMHU:

S=fly.x)+ fly+e,v+e)+ep=

Zwi "Yi + Z(mz ten) (Y tey) +ep=
=1 =1

s

Z(‘rz * €y, +Yi- ey + €, 6%) + €f-

i=1
[IpupaBHSAB CUHAPOM HYJIIO U NIEPEHECS BCE CBOOOIHBIE WIEHBI B IIPaBylO YacTh PAaBEHCTBA, MOIydaeM

caeayromee YMO:

S

in ey, = Z(yj €yt €q; €y) e (4.20)
i=1

j=1
VMO siBrisieTcsi ypaBHEHHEM TIEPBOW CTEIIEHH OT, B O0IIEM cliydae, s mepeMeHHbIX x; € GF(27),
1 = 1,...,s. dakTUYecKoe KOJIUYECTBO MEPEMEHHBIX T;, OT KOTOpbIX 3aBUCUT YMO, ompenensercs

KOJIMYCCTBOM HCHYJICBBIX €. O003HaYUM 3TO KOJUYECTBO qgepes w. YTBepmz[aeTcsl, 9To HaHHLII)’I KO
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JlononHeHHbIE :
_ Konogele cioBa:
COOOIIEHHUS .
Hcxonnoe (10j00) — > 1 =(10]00|0)
COOOIICHHE:
(10/01) ——— > ¢, =(10|01/0)
y =(10)

(10[10) ——»  ¢5 = (10]10[1)

[pubasnenne™ (10/11) ——— > ¢, = (10[111)
3HAYEHUs
CIIy4anHOU
BEJINYMHBI

Konuposanue

Pucynok 4.6 — Ilpuauyn koguposanuss AMD kooM Ha OCHOBE OIlepalui CKAIIPHOTO YMHOXKEHUS C

napameTpamu k = m = 2, r = 1 Ha npumepe coobmierus (10)

aBnsiercds AMD KozloM B y3KOM CMBICIIE, CIIE/IOBAaTENbHO, OH 0043aH 00HapyKUBaTh OMIMOKH ¢ e, 7 0.
Taxum o6Gpasom, monaraeM, 4To Kak MUHEMYM OJIUH €,, HE paBeH HyJo, TO ecTh 1 < w < s.

O4eBHIHO, YTO HE CYHIECTBYET TaKOH mapel y H e : e, 7# 0, npu KoTopoil B (4.20) BBIIOIHUTCS
PaBEHCTBO IIPU BCEX 3HAYCHMS CIIydaifHON BenuduHbl x. [ GUKCUPOBAHHBIX Y U € : e, 7# ( mpaBas
yacTh BeIpakeHus (4.20) mpencrtaBisieT co0Oil HEKOTOPYIO KOHCTaHTY. JIeTKO 3aMeTWTh, YTO JieBas
4acTh BBIPAKEHUs IPH YCIOBHH, 4TO XOTS Obl 0fuH e,, 7# 0, HE MOXKET OBITh paBHA 3TOH KOHCTAaHTE
MpHU Bcex 3HaueHusix x. M3 aToro cineayer To, 4To AaHHBIA KoA siBisieTcss AMD kooM B y3KOM CMBICIIE
B COOTBETCTBHH C ompeneneHueM (2.3).

Hanee, uccnexyem konudectBo pemennit YMO. M3BecTHo, 4TO IMHEITHOE ypaBHEHUE OT w Tepe-
MEHHBIX, KaX/1as U3 KOTOPBIX IPHHUMAET OJHO M3 2" 3HaueHmi, nMeeT poBHO 27 (“~ 1) xopmreii. Takum
o6pazom, npu 2" (Y1) 3HaueHMSX CciIy4aliHOM BENMYMHBI 2 CHHAPOM IPHHATOH IIOCIENO0BATEIBHOCTH
OyZeT paBeH HYII0, U omuOKa He OyzneT oOHapyskeHa. OTcroa MoIy4aeM, 9YT0 BEPOSTHOCTh yCIIEITHOTO

MpOBENCHUSI C1ab0N M CHIIBHOW MAaHUTYJISIIIUN paBHA Pypger = or(w=1) J2VT =277, n

[TponeMOoHCTpHpyeM MPUHIKI KoAupoBaHus AMD KomoM Ha OCHOBE OMepaIiiu CKaIsIPHOTO YMHO-
JKEHHUsI KOMIIOHEHTOB MH()OPMAIMOHHOTO COOOIICHHUS M 3HAYCHUS CIIy4aiiHON BenuuuHbl. [lycth k =
m = 2, r = 1, a unpopmammonnoe coobmenne y € GF(2%) npunsuio 3uauenue (10). Komupyromas
bynkims umeet Bun f(x,y) = x4y + Ty, i,y € GF(2), 1 = 1,2. Ha pucyHke 4.6 mpenctaBieHbl
BCE COOTBETCTBYIOIINE €My JOMOIHEHHBIE COOOIIEHNUS U KOJOBbIe cioBa. MH(opMmalmonHas, ciayJaii-
Hasl ¥ TMPOBEPOYHAsT YaCTH KOJOBOTO CIIOBA pa3leiieHbl CHMBOJIOM «|», COOTBETCTBEHHO. BorancieHus
MPOBEPOYHON YaCTH BBIMOIHEHBI B Tonie [aimya GF'(2).

Paccmorpum mpumep. Ilycts y € GF(232), v € GF(2%?), r = 8 6ur. ®yHKIuMs KOIUPOBAHHUS
uMeeT creayrommii Bu: f(y, 1) = 11y + Tays + T3Y3 + Tays, T, y; € GF(28). CropocTs Koza paBHa
k/(k +m + r) ~ 0.44. Vcnonp30BaHUe MpeIaraeMoro Koja IMO3BOJSIET 00ECIEYnTh BEPOSTHOCTD

HEOOHAPYKEHHS MAHUITYIISLUN, PABHYIO P40 = 275 ~ 4 - 1073,
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AMD xoxa, ocHOBaHHBI Ha orepanuu ymHoXxeHust (pasaen 4.3.1 u [19]) undopmarmonHoro u
CIIy4aifHOTO KOMIIOHEHTOB, SIBJIIETCS YACTHBIM CIy4YaeM JaHHON KOHCTPYKUUU pu s = 1 (k =m =)
U ckopocTu Koma 1/3.

CToUT OTMETUTH, YTO MOXKET OBITh UCIOIH30BaHA MOMU(UKAIUS JAHHOTO KOJa, OCHOBAHHAS Ha
pacmmpennn cirydaitHoro uncina (pasaen 4.3.2). [Ipu atom pazmep ciaydailHON BETUYHMHBI MOXKET OBITH
YMEHBILEH 10 S - h OUT, h < 7, 4TO MPUBEIET K BEPOATHOCTH HEOOHAPYKEHUS OMMOKU P40 < 27"
Hannas MmoguduKamus MO3BOISIET YBEIMUNBATh CKOPOCTh KOJIa 32 CYET YMEHBIIICHHUS BEPOSITHOCTH BbI-
SIBIICHUS OIHUOOK, a TaKKe 00CCIeUnBaTh 3aIUTY JAHHBIX PA3IUYHBIX PA3MEPOB MPHU yYCIOBUH (HUKCH-
POBaHHOTO pa3Mepa CIy4YaiHOTO YHUCIIa.

[puBeném pumep MoauuKauy peaaraemoro koaa. I[ycrs y € GF(232), r = 8 our. Bennuuny
h BeIGEpEM paBHYyIO 5 6uTaM, cienoBarensho, v € GF(2%0). Ilpu KomupoBaHuY 3HAYEHHE CITyYaiHOM
BENIMUMHBL T OyzieT pa3outo Ha 4 6noka z; € GF(2°), Kaxkaplil U3 KOTOPBIX Oy/IET PACHIMPEH 3a CYET
JIOTIOJTHEHUST HYJISIMH JI0 pa3Mepa, paBHOTO 8 OutaM. DyHKIUSA KOTUPOBAHUS aHAJIOTHYHA (DYHKIIUU U3
npeabiaymiero npuMepa. CKoOpocTh Koia B 3ToM ciiydae paBHa 32/(32 + 20 + 5) & 0.53. BeposiTHOCTb

HEOOHAPYKEHHs anreOpandeckoil MAHUIYJIALMKE COCTABIAET Pypger = 27° ~ 3 - 1072

4.4.2 CpaBHeHHe C OCHOBHBIMH CYLIECTBYIOIIUMH KOHCTPYKIHUSIMH

Koncrpykuust Ha ocHOBe KogoB PM

MuHuManpHasi BEpOSTHOCTh HeOOHapyskeHus: ommnobok, obecneunBaemasi AMD kogamu Ha ocHOBe
ko70B PM, paBHa P4 < (b+ 1)/2", npu stom (yHKUMs KogupoBanus umeet Bux: f(y,xr) = zy; +
oo 2ty + 22 e b=k /m, r = m. O4eBUIHO, YTO MpeIaraeMblil KOJ 00eCIEeUNBACT MEHBIIIYIO
BEPOSATHOCTh HEOOHApY)KEHUs anreOpanvyeckux MaHUMYJIsAUUN (BEpOATHOCTH BIUIOTH 10 B b + 1 pa3
Menblie). Kpome toro, ¢GyHKIMS KOAMPOBAHUS MMEET MEPBYIO CTENEHb, YTO TapaHTUPYET MEHBUIYIO
BBIYMCIIUTEIBHYIO CIIOXKHOCTh MPOLEAYP KOAUPOBAHUS U JEKOJUPOBAHUS, UEM KOHCTPYKLIUS HA OCHOBE
kof0B PM (MUHMMAanbHas cTeneHb (PyHKIMU KOJUPOBAHUS KOTOPBIX paBHA TPEM).

Heo0xonumo oTMETHTh, 4TO KOHCTPYKLUS HAa oCHOBE k0J10B PM sBnsercas AMD konoM B mmpokoM
cMbIcie, o0ecnieunBasi OOHapyKeHHs OIIMOOK BO BCEM KOJI0BOM ciioBe. KpoMe Toro, 3Ta KOHCTpYKLUs

HCIIOJIB3YCT, B 06H_I€M ciiydace, CHy‘I&ﬁHOG YHUCJIO MCHBIICTO pa3Mepa.

O0001IIéHHBIE cHCTEMATHYECKHE HAJEKHBIE KOIbI

OCH xogp! sBisitorcsi AMD kogaMu B HIMPOKOM CMBICIIE U 00€CIIEUMBAIOT BEPOSATHOCTh HEOOHA-
pyKeHus: uckaxenuii P* . < 2'7™ mpu 3TOM pasmep MPOBEPOMHON YacTH KOJOBOTO CIIOBA PABEH
r =k +m (paznen 4.1). [Ipu s = 1 (K = m = r) npeanaraeMplii Kol TapaHTUPYET MEHBIITYIO BEPO-
ATHOCTb HEOOHApYXKEHUs oMeX P4 = 27 ™, IPU 3TOM pa3mep MPOBEPOYHOM 4aCTH KOIOBOI'O CJIOBA
paBeH r = k = m. [Ipu s > 1 npennaraemasi KOHCTPYKIHA TpeOyeT OONBIIETro pa3Mepa CIydaiiHOro
YUCIa JUIsl TOCTUKEHUS 3aJaHHOUN P, e, HO TIPH 3TOM 00€CTICUMBAET MEHBIIUN pa3Mep 7 MPOBEPOUHON

YaCcTH KOJOBOI'0O CJI0OBa.
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Crout ormetutb, uTo OCH KOmBI 00ecmeunBaroT 0oiee HU3KYIO BEPOSITHOCTh HEOOHAPYKEHUS Cla-

w

w < 2177 1 UMEIOT BBIMUCIUTENBHO DMEKTHBHBIE ATOPUTMBI HCTIPABIEHHS OIHOOK.

OBIX arak

KoHcTpykuusi Ha 0CHOBe JIMHEHHBIX MOMEX0YCTOMYMBBIX KOI0B

Kon na ocunoge JITIK siBnsiercs AMD konom B y3koM cMbICie U o0ecrieuuBaeT P,,q.; = 27" npu
k = m = r [27]. JlaHHble XapaKTEpUCTUKHU JOCTUTAIOTCS IpeularaeMoil KOHCTpyKIuen npu s = 1.
B ommuune ot koHcTpykumu Ha ocHoBe JIIIK, mpemmaraemsbiii Koj TO3BOJIIET BapbHpPOBaTh pasMep
MIPOBEPOYHOMN YaCTH ", CKOPOCTh KOJIa M, COOTBETCTBEHHO, O0ecIIeunBaeMyto P, 4. ipu s > 1. Kpome
TOTO, UCTIOJIH30BAHUE METOa PACIIUPEHUS CITyJaiHON BETMYMHBI CHUMAET OTPaHUYCHHE Ha €€ pa3Mep

(to ectb m < k BMecTo m = k).

4.4.3 3axkirouyeHHe MO KOAOBOW KOHCTPYKIUMHU

HenuHelHblii KOTOBBIM METO Ha OCHOBE INpeaaraeMoro Koja obecreyuBacT MUHUMAJIbHYIO Be-
POSTHOCTb HEOOHAPY)KEHUsI MCKAXKCHUH cpenu cymecTByromux AMD konoB, paBHYO Pyuqee = 277
Kpome Toro, MeTon Takke XapaKTepHU3yeTCs YMEHBIIEHHON BBIYMCIIUTEIBHOM CIOXKHOCTBIO 110 CpaB-
HEHHIO CO MHOTMMM HCIIOJIB3YEMBIMU KOJIAMH.

Crout TakXke OTMETHUTb, YTO BO3MOXKHO MCIIOJIb30BaHUE MOAM(UKAIIMYU JaHHONW KOHCTPYKLHH, OC-
HOBAaHHOW Ha pacIIMpeHHH ClIy4daiHoW BenuuuHbl (pasznen 4.3.2). Moaudukanus mo3BoisieT BapbH-
pOBaTh CKOPOCTh KOZA M BEPOSTHOCTH MPOIYCKA OMMUOOK F,;4cr, 1 MOXKET OBITH MCIIONB30BAHA JUIS
KOJMPOBAHMs JAHHBIX Pa3IMYHOro pasmepa npu GUKCUPOBAHHOM pa3Mepe ciaydailHoro uucia. Takum
0o0pa3oM, UCMOIb30BAHKE JAHHOTO METO/1a IOBBIIICHUS IOMEX0YCTOWYMBOCTHU SABISAETCS dPPEKTUBHBIM

M MO3BOJISIET MTOBLICUTh HAAEKHOCTh M KaueCTBO (I)YHKLII/IOHI/IpOBaHI/IH TCXHHUYCCKHUX CUCTCM.

4.5 BrbIBOa

B mpencraBiieHHOl 11aBe AMCCEPTAMOHHON pabOThl OBLIM MPUBEAEHBI KaK HOBbIE KOHCTPYKIIMU
HEJTMHEWHBIX KOJOB, pa3pa0OTaHHBIE aBTOPOM AUCCEPTAIMH, TaK U MOAU(PHUKAIMH CYIIECTBYIOIIUX.
Hcmonb30BaHue MpeiaraeMbIX METOI0OB OOECIIeUeHUS IIEJIOCTHOCTH JaHHBIX TIO3BOJIIET BO MHOTHX
CIIy4asiX YMEHBIIUTH BEPOSITHOCTh OOHAPYKEHHS anreOpandecKuX MaHUITYISIUN 10 CPAaBHEHUIO C CY-
LIECTBYIOIIUMU KOJIAMHU, & TAKKE YMEHBIIUTD BRIUUCIUTENBHYIO CIOKHOCTh IPOLIEAYP KOIUPOBAHUS U
nexkonupoBanus. Kpome toro, ucnons3zoanre OCH ko0B MO3BOMISIET KaK 3HAYUTEIBHO YBEIINYUTD BE-
POSITHOCTH BBISIBJICHHUS MCKKEHUH, COOTBETCTBYIOIINX CIA0BIM MaHUITYJISAIHUSIM, TaK U IPUMEHHUThH BbI-
YUCJIMTEIILHO MPOCTHIC aJTOPUTMBbI UCIIPABIICHHUS OIIMOOK MajoW KPAaTHOCTH W TOBTOPSIFOITUXCS OIIH-
0ok. Mcronb3oBanue THOPHIHOTO KOJEKa, BKIIOYAroNIero B cebs 3amanHoe konmdectBo OCH komos,
MIPUBOJIUT K 3HAYUTEIILHOMY YMEHBIIIEHUIO TpeOyeMol ammapaTHOW W30BITOYHOCTH.

Janubie o nmapamerpam AMD ko10B 1 X 0COOEHHOCTSIM MPECTaBICHBI B CBOJHOW Tabnuie 4.3.
[IBeToM BBIZIETICHBI KOJIBI M UX MOAU(UKAIIMH, TIpearacMble B JUCCEPTAIIMOHHON pabote. B ciyudae,

w

S
ecw P, wa P

e det COBIIAJIAIOT, TO B COOTBETCTBYIOLIEH rpade yKas3blBacTCsa OJHO 3HaYeHHE. bykBamu
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«¥Y» u «1I» B rpade «Tun koma» 0003HAYECHBI KOJBI B y3KOM U IMUPOKOM CMBICIAaX, COOTBETCTBEHHO.
Heo6xonuMo OTMETHTB, YTO JUIsI KOHCTPYKIIMHM Ha OCHOBE KoA0B PM mpuBeneHa HauMeHbIas JTOCTH-
KHUMasi BEPOSITHOCTh MPOIMYycKa OOk P, 4.;. OHA clipaBennuBa JIUIIb PU OMPEACIEHHOM BBIOOpPE
rapamMeTpoB, B 00IIIEM ClTydae BEpOSITHOCTh MPOMycka ormnoku Beie (pazzaen 2.1.4). [lox cinoxHOCTBIO

IIOHUMACTCS BBIYUCIIUTCIIbHAA CIOKHOCTD p€ain3alui IpoucaAyp KOAUpOBaHUA U JCKOAUPOBAHUA.
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Tabnuna 4.3 — XapakTepucTiku KoHCTpyKimit AMD konos ¢ y € GF(2F), z € GF(2™),

f(z,y) € GF(2T)

w
KomcTpyxu T [TapameTpsr undet OcobenHocTH
AMD xona Koz1a e del
UCIIpaBJiIeHUE OIHOOK;
e OCH;EZ 11 E>m>r A rHOKOCTh B BHIOOPE MapaMeTpOB;
FOAOB BBICOKAsI/CPEIHSAS CIIOKHOCTB;
UCIIpaBJICHUE ONMIHMOOK;
OCH xonbt 1 k>1,m >0, 9—r+1 THOpH IHbIi Koﬂe;’w .
(epecTanoBKH) r—Etm - HU3Kas BEPOSTHOCTh P .
BBICOKAsI/Cpe/IHss CIOKHOCTB;
THOKOCTH B BBIOOpPE TTApaMETPOB;
THOKOCTh B BBIOOpPE MTApaMETPOB;
OCH xojsI - k = ta, m = tb, Gl pu
(CkapH, YMiL) b obi1 HH3Kas BEPOSITHOCTD P . .
BBICOKasi/Cpe/IHss CIOKHOCTB;
Ha OCHOBE OTCYTCTBUE THOKOCTH
orepanuu v k=m=r 27m B BBIOOpE MapaMeTpoB;
YMHOXCHHUS CPeIHSS CI0KHOCTD;
OTCYTCTBHE THOKOCTH
Ha;gzm v k=m=r 27m B BhIOOpE MapaMeTpoB;
CPEeIHSS CIIOKHOCTbD;
MonupuKauu
KOZIa Ha OCHOBE v k> m — rMOKOCTh B BBIOOPE MapaMeTpoB;
orepanuu - CPeIHss CI0KHOCTD;
YMHOKCHUS
Ha OCHOBE
orepanuu v k = sr, m = sh, o+ THOKOCTh B BBIOOpE TTApaMETPOB;
CKaJIIPHOTO h<r HU3Kas CIIOKHOCTb.

YMHOXCHHA
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S Hay4yHo-TexHUYeCKHe NMPEeAJT0KEHUA 0 MPUMEHEHUIO

HeJIMHEHMHBIX KOAOBbBIX ME€TOA0OB

5.1 Oo0aacTu npuMeHEeHUs UCCIAeAYyeMbIX HeJIMHEHHbIX KOA0B

OmnuncaHHEIC B HHCCCpTaHHOHHOﬁ pa60Te HeJIMHEHHBIE KOJIOBBIE METOIbI IIPUMCHAIOTCA:

— IJId IPOCKTUPOBAHUA IIOMEX03alUIIEHHOM ImaMsITH, HCHOHBSyeMOﬁ AJId XpaHCHUA I/IH(bOpMaHI/II/I,
HalIMYhe HMCKaXXCHUU B KOTOpOﬁ SABJIACTCSA KPUTHYHBIM (HaHpI/IMep, IIpHU XpaHCHHUHN CCKPCTHBIX

KITIoueil Kpunrorpauueckux alropuTMOB MM YIPABISIOMIMX KoMaHN) [25,76,94];

— I IIPOCKTHUPOBAHUA allllapaTHBIX CXEM, YCTOﬁqHBLIX K IIPUBHOCHUMBIM IIOMEXaM (HaanMep,

KpUNTOrpadu4ecKiux MOAYJIEH B BUIY YTPO3bl, MIPEACTABIAEMOM BHIYUCIUTEIBHBIMI OITHOKAMH )

[25,76,94];
— B CHUCTEMax Iepeadu JaHHBIX ¢ 00paTHOi cBs3bio [15];
— IS OpTaHMW3alliy CEKPETHOM mepenadyn cooomeHu [27];
— B HaJ&XKHBIX HEYETKUX dKCTpakTopax [19];
— B CHCTEMax HaJIE&KHOTO paszeneHus cekpera [19];

— IIpU OpraHU3alM aHOHMMHOM KBaHTOBOM cBs3U [96].

5.2 Ilpensio:keHus1 MO MPUMEHEHUIO Pa3padOTAHHBIX METO0B

Jlanee MNpEaACTaBJIICHO JBa MPCIJIOKCHUA MO0 HCIIOJIB30BaHNIO METOAOB ITOBBIINICHUA HOMeXOyCTOI\/'I-

YMBOCTH Ha OCHOBEC KOJOB, O6Hapy>KI/IBaI-OH_II/IX anre6pa1/meCKI/Ie MaHUITYJISAOUHA:

— JUIsl TOBBILICHUS HAAEKHOCTH MHpOpMaIK, oOpadaTbiBatonieiicss 60PTOBBIMU BBIUYMCIUTEIbHbI-

MH KOMIIJICKCaMHU KOCMHUYCCKHUX allllapaTOB,

— JUIs 3aiUThl peanu3anuu mudpa AES oT npuBHOCHMBIX MOMeEX.
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5.2.1 TIloBbllIeHHE JOCTOBEPHOCTH JAHHBIX B KOCMMYECKHX anmaparax

Kak yxe ObLIO cKa3aHO, JUIMTEIHHOE HAXOXKICHHE KOCMHYECKHX amnmaparoB Ha opoute (10-15
JIET) MOXKET MPUBOIUTH K HEMPEICKa3yeMbIM UCKKEHUSIM B pab0Te OOPTOBBIX BHIYUCIUTEIBHBIX KOM-
IJIeKCOB. JIJI MX 3aIIMTHI OT IOMEX 3a4aCTYI0 MCIOIb3YHOTCS METO/IbI JIMHEHHOTO IOMEX0YCTOMYNBOIO
KoupoBaHus u AyonupoBanue. Hanpumep, B ciytHukax FASat-Bravo, Thai Phutt u UoSAT ucnons3y-
€TCsl TPOMHOE MOAYJIBHOE PE3EPBUPOBAHKUE CTATUYECKOTO OMEPATUBHOTO 3allOMUHAIOIIETO YCTPOICTBA
(CO3Y) [97]. IIpu uTeHHHU NaHHBIX BCE TPU MOIYJIS AMSATH 3a/1€HCTBOBAHbI, IPOYUTAHHBIE 3HAYECHUS
CPaBHMBAIOTCS MEXIy COOOM, U MO MaXOPUTAPHOMY IMPHUHILIUITY MPUHUMAETCS pPEIIeHHEe O 3HAYECHUU
BbIXOAHOTO Oaiita. Takum 06pazom, 3a cu€t ucnonpzoBanus 200% cTpyKTypHOU U3OBITOUHOCTH TOCTH-
raetcsi rapaHTUPOBAHHOE HCIIPABIIEHUE OAHOKPATHBIX OmMO0K. Kpome Toro, manHasi cxema mpejiaract
HaJ&XKHYIO 3alIUTy OT MHOTOKPATHBIX OIIMOOK B OAHOM M3 MOIYJIEH MaMSTH.

Opnaxko, nyOoIupoBaHHEe YA3BUMO K anreOpandeckuM MaHumyssiusaM (pasaen 2.1.1). bonee toro, B
otyéte CyppelcKoro KOCMHYECKOTO LEHTPa MPUBOAUTCS HH(POPMALIUI O TOM, UYTO CPEeld MHOTOKpaT-
HBIX OMIMOOK YacTO BCTPEYACTCS MHBEPCHSI OUTOB HA OJHOUN M TOW K€ JIOTUYECKON MO3UINH Y OTIEIb-
HbIX OaiToB [97]. [IpennonoxuTensHo, 3TO CBI3aHO C T€M, YTO SUYCHKU, HAXOAAIINECS OTHOCUTEIIBHO
OJM3KO, TOJIBEPraloTCs BO3ACHCTBUIO TSHKEIBIX 3apsHKEHHBIX YACTHII, «IPOJICTAIONINX» KOCMUYECKUN
anmapara HackBo3b. COOTBETCTBEHHO, P OTHOCUTENIHHO BBICOKOW BEPOSTHOCTH TaKHX OIIUOOK TPOii-
HOE TyOIMpOBaHHME MOXET OKa3aTrbcs He coBceM 3(PQekTHBHO. JIerko 3aMeTHTh, YTO, paccMaTpHUBas
JTAHHYIO apXUTEKTYPY OpPTaHU3aIMHU MTaMATH OTHOCUTEIHHO MOJEIIN KaHala ¢ alnreOpandyecKuMu MaHU-
MyJSALUAME, KOJIMYECTBO HEOOHAPYKMBAEMBIX KOH(HMIypaluii omu6oK u3 23*8 — 1 BO3MOXHBIX PaBHO
28 — 1.

Bonee Toro, ymeHbIlIeHHE pa3MepoOB TPAH3UCTOPOB M CHIDKEHUE PA00Yero HANpsHKEHUS TaKKe 3Ha-
YUTEJIHHO YBEJIWYUBAET BEPOSTHOCTH MOSIBICHHS OIMMOOK BBICOKON KpaTHocTH. K mpumepy, B [98]
onuckiBaeTcst TOT ¢akt, uro mia CO3Y, npousBeAEHHONW MO TEXHOJOTHH 65 HM, BEPOSITHOCTH MHO-
rooutoBol ommOku B 10 pa3 mpeBbIIaeT aHAJOTHYHYH BeposaTHOCTH it CO3Y mo texHonoruu 90
HM (0K0JI0 55% ommOOoK, BEI3BaHHBIX OOMOApAMPOBKOM HEUTPOHAMHU, UMENIM KPAaTHOCTD J1BA U BBIIIIE).
Kpome Toro, B kauecTBe MHHYCOB HCIIOJIb30BaHHUS TPOMHOTO JYOJMPOBAHHUS MOXKHO TaKXKe yKa3aTh
3HAYUTEIHHOE YBEJIMUEHUE HYHEPronoTpeOIeHUs], YTO SIBISIETCA BEChbMa KPUTHUHBIM HapaMeTpoM JUIs
HEKOTOPBIX KOCMHUYECKHUX aliaparoB (HampuMep, MabIX CITyTHUKOB).

Yerpanuts Henoctarku 3ammThl CO3Y ¢ MOMOIIBI0 TPOWHOTO TyOIMpPOBaHUS MOXKHO, TIPUMEHUB
KOJIbI, OOHApYKMBAIOLIUE alNreOpandecKue MaHUIYISIUUA. PaccMOTpUM BO3MOXKHOCTH TMPUMEHEHUS
OCH Kko/0B Ha OCHOBE IMEPECTAHOBOK B KOHEYHOM IToJie i 3amuThl 8—outHoro CO3Y, ucnonb3y-
€MOr0 Ha INEepEeYUCIEeHHBIX Bbllle cnyTHUKaX. Mcnonb3zoBanue mmeHHo OCH koqoB mo3BosIET Ham
COXpPaHUTh BO3MOXKHOCTh TaPAaHTHPOBAHHOTO UCTPABICHHS OJHOKPATHON OIIMOKHU, a TaKKe 00ecredn-
Ba€T OTHOCHUTEIILHO BBICOKYIO BEPOSTHOCTD UCIIPABICHUSI MHOTOKPATHBIX OITMOOK B OTJEIBHBIX YaCTSIX
KOJIOBOTO cJioBa (MH(GOPMAIIMOHHOM, CIIy9aifHOU, MTPOBEepoUHOi). KpoMe Toro, BO3MOXHA pean3aius
aITOPUTMAa UCTIPABIICHHSI MOBTOPSIIOIIUXCS OMINOOK, TPEICTABIAIONINXCSA BECbMa BEPOSITHBIMU TSI JaH-

HO II0CTaHOBKH 3aJda4Hu. MCTO,ZL MOCTPOCHHUA KOAA U aJITOPUTMbI JCKOAUPOBAHUA ONIMCAHLI B Pa3/iCiIic
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4.1.2. HanoMHUM, 4TO MCIOJIb3YyEMbIM KOJI UMEET CIEAYIOUIYIO0 CTPYKTYPY:

C ={(ylalf(z,y) = (x[y)""[p(y) = wt(y) mod 2)}.

B Tabnuue 5.1 npencrasiens! napametpbl OCH ko10B, UCTIPaBISIONINX OAHOKPATHYIO OLIMOKY, KOTO-
pble MOTYT OBITh MCIIOJIb30BAaHbI B KAYECTBE aIBTEPHATUBBI TPOMHOMY ayOiaupoBanuio. [IpencraBieHs

T€ KOJIbl, U30BITOYHOCTH KOTOPBIX HE MPEBOCXOAUT M3OBITOYHOCTH TporHOro nyonupoBanus (200%).

Tabmuna 5.1 — TTapamerpsr OCH K0OB, HCTIPABIISIOIIMX OTHOKPATHYIO OITHOKY,

it ipuMeHeHust B CO3Y manbIx CITyTHUKOB

Homep xona | k (6ur) | m (6ut) | r (but) | U366ITO4HOCTD P e et
1 8 0 9 112,5% 2760~2.1072 1
2 8 1 10 137,5% 28~ 4-1073 1
3 8 2 11 162,5% 278~4-107% | 0.5
4 8 3 12 187,5% 2710~ 1-107*| 0.25

W3 Tabnuibl BUAHO, YTO UCTIOIH30BAHKE MPEATIAraeMbIX KOJJOB TIO3BOJIUT 00ECTICYUTHh BEPOSTHOCTh
HeoOHapyKeHHs TI0OBbIX MCKakeHHH B auanaszoHe oT 2% 1o 2710 s cnaGeix MaHUMYIAMI U JOCTHYB
BEPOATHOCTU OOHapyxeHus 0.25 s CUIBHBIX MPU MEHBIICH W30BITOYHOCTH, YeM TpeOyeT TpoiHoe
ny6nupoBanue. [lpu 5ToM coXpaHUTCS BOSMOKHOCTH UCTIPABICHHSI OMHOOUTOBBIX OIIUOOK U MOSBUTCS

BO3MOKHOCTb UCHIPABJICHUSA ITOBTOPAIOIINXCSA OIIHOOK.

5.2.2 3ammra apxurexktypsl inppa AES oT BEIYHCIUTEIBHBIX OIIMOOK

Huxe OyayT npuBefeHbl NMPEASIOKEHHS 10 peatu3aliy 3aluIEHHON apXuTekTypsl mudpa AES—
128 (AES ¢ mnunHoit kimova 128 OUT), yCTOHYMBOM MPUBHOCUMBIM IToMexaM. KOMIOHEHTHI anmapaTHoit
peanuzanuu mudpa 3aMUIIeHbl ¢ TOMOMIbIO peuiaraeMblX B AuccepTanuun AMD konoB, uto obecre-
YHBAET IIEJIOCTHOCTD PE3YJBTaTOB KPUNTOrPahUIECKIX BRIYUCICHUN U 3HAYCHHS KITIOYa MIM(POBAHHUS.

Hanmomuauwm, yto mmdposanue B AES coctout u3 10 payHaoB nmpeoOpa3oBaHUi HAJl TaHHBIMU pa3-
Mepa 128 OuT, nocienHuil payHa uMeeT Ha OAHO MpeoOpa3zoBaHNe MEHbIIIE, a IEPBOMY payH.y Mpelie-
cTByeT npubasnenue kimoua payHaa (Round key addition) (pazmen 1.2.3). B kaxaom u3 9 omuHaKOBBIX
payHIOB OCYIIECTBISAIOTCS 4 mpeoOpa3oBanus: noactaHoBka (SBox), cnsur crpok (Shift Rows), nepe-
MemuBanue ctonouos (Mix Columns) u npubasnenue kitoda paynna (Add Round Key). IHocnennuii
payHJ OTIMYAeTCs] OT OCTAJIbHBIX T€M, YTO B HEM HET MEPECTaHOBKH CTONOIOB. BIok momcTaHOBKU
(haKTUYECKH COCTOMT U3 ABYX MPEeoOpa3oBaHUil: BHIYHCICHUS OOPAaTHOTO MYJIBTHILTUKATHBHOIO 3Jie-
menTa B G F'(2®) n ahunHOrO npeobpa3oBanus, KOTOPOE BKIIIOYAET YMHOKEHHE Ha MaTpuiy Hax G'F'(2)
C MOCJIEAYIOLIUM IPpUOaBIEHUEM KOHCTAHTHOTO BEKTOPA. 3a UCKIIOUEHUEM OIepaliy OOpalieHus dJie-
MEHTa B KOHEUHOM TI0JI€ BCE ONEpalluy SBISIOTCS JTUHEHHBIMU.

PaccmarpuBas onuH payHj, MOKHO 3aMETHTh, 4TO 128—OuTHBINH OIOK 00pabOTKM JaHHBIX MOXKET

OBITH pa3ienieH Ha 4 WICHTUYHBIX O0Ka pazmepHocTH 32 6uta. Kpome Toro, B Ka)10M U3 3TUX OJIOKOB
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BBIYMCIICHHE OOPATHOTO 3JIEMEHTA BBIYUCIISIETCS Hall OJIOKOM JaHHBIX pasmepa 8 6ut. Takum oOpazom,
HEJIMHEWHAs 4acTh Mpeo0pa30BaHUi OTHOTO payHJla MOXKET OBITh IPE/ICTABICHA B BUIC 16 MICHTUYHBIX

OTOKOB, a MUHEWHas — B Buje 4 OJ0KOB (pUCYHOK 5.1).

Bxonuble naHHble payHia (128 our)

Henuneiinbie
Gi10KH
Kimrou Kimrou Kirou Kitou
payHzia payHzia payHzia payHna

(32 6ura) (32 6ura) (32 6ura) (32 6ura) Junefirie

TTT TTTT TTTT TTT T

Brixonnsle nanuble payHza (128 6ur)

Pucynok 5.1 — Paznenenne paynna AES Ha nuHeHbIe 1 HEJTMHEHHBIE OJIOKH

3amura HenMMHEWHBIX OI0KOB AES MoxeT ObITh OCylIecTBI€Ha, HAIpHUMEp, C HCIOJIb30BAaHUEM
U3SIIIIHOTO METo/a, npeasioxkeHHoro npodeccopom M. Kapnosckum B [87]. OH ocHOBaH Ha MOYTH CO-
BEPILEHHOW HEJIMHEHHOCTH Olepallii WHBEPTUPOBAaHUS B IOJI€ U OOecreyrBaeT 3aJaHHbI YPOBEHb
oOHapy)XeHHUs1 cnadbIX MaHHUMyNIAUui. [ 3alIUThl HETMHEHHBIX OJIOKOB OT CHUJIBHBIX MaHUMYJISLUN
PEKOMEHIYEeTCSI UCTIIOIb30BaTh (PU3MUECKUE METOJbI, HAIpUMEp, SKPAHUPOBAHUE U YCTAHOBKY CEHCO-
pOB Bo37ciCTBUI. PasMep HEMHMHEHHBIX OJJOKOB OTHOCHTEIIBHO MaJl 10 CPABHEHUIO C JTMHEHHOM YaCThIO
mdpa, MO3TOMY 3aTpaThl Ha BHELIHIOKO 3aIIUTY ATHX OJIOKOB OyIyT HECYIECTBEHHBIMHU.

3amuTa nuHeitHOW Yactu mudpa AES ocymiecTBiseTcs ¢ MOMOIIBIO KOJOB, OOHAPYKUBAOIINX
anreOpanveckre MaHumyisinuu. IlycTs Tpebyercs 00ecreunTh EIOCTHOCTh JAHHBIX C BEPOSTHOCTHIO
HeOOHApYKEHHsI CHJILHOM MaHUMy/suuu mopsaka 1072, PaccMOTpHUM 3aIIMTy JMHEHHBIX OJIOKOB C
MIPUMEHEHNEM JIBYX KOJOBBIX KOHCTPYKIIMMA, ITPEAJIaraéMbIX B JaHHOW nuccepTannoHHoi padore: OCH
KOJIOB U KOJIOB, OCHOBaHHBIX Ha OINEPAlMU CKAISIPHOTO YMHOKEHUSI KOMIIOHEHTOB WH(OPMAIIMIOHHOTO
COOOIICHUS U 3HAYEHUS CIIyYaifHON BEIUYHHBI.

Paccmotpum BapuanT ucnonb3oBanust OCH komoB 11t 00ecriede st eJI0CTHOCTH PE3YIIBTaTOB BhI-
YUCJIeHUH JIMHeHHBIX O710K0B mudpa AES. Kaxnprit u3 4 32—O6uTHBIX OJI0KOB JTUHEHHBIX MpeoOpa3oBa-
Hu 3amumaercs ¢ nomousio OCH konoB. Mcnonb3yeTcst KoA co CleAYINUMU TapaMeTpaMu: pa3mep
MHPOPMAITMOHHOTO coo0meHus k = 32 Outa, pa3mep ciydaitHoro yuciaa m = 11 OHUT, B KauecTBe KO-
nupyromei GpyHKIMU UCTIONB3yETCs BO3BEICHHE B TPETBIO CTENEHD B KOHEUHOM noie: f(x,y) = (y|x)3.
Jlyis yMeHbIlIeHUs BHOCUMOM M30BITOYHOCTH UCHOJIB3yeTCss MOIU(pUKalus KoJa, OCHOBaHHAs Ha pas-
OueHun MHQPOPMAITMOHHOTO COOOIIeHH Ha 2 Onoka 1mo 16 6ut. Takum 00pa3oM, HA OCHOBE OJHOTO
ciyuaiinoro snementa r € GF(2'') ocymectnsercs komupoBanue aByx GIOKOB Yy, Yo € GF(2'%) ¢
BBIYKMCIIEHHEM MPOBEPOUHBIX cHMBONOB (y;|x)% € GF(2%7), i = 1,2. Ucnonb3yeMblil KOII MOKET ObITh

IpeACTaBJICH CICAYIOIIUM 06pa30M:

C={(y e GF(2")|z € GF(2")|(ylz)” € GF(27))}.
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BeposatHocTh HeoOHapyKeHHsI MCKa)KeHUHM, OMHUCHIBAEMbIX €1a00il MOJENbI0 MAaHUMYISLIUNA, C TTOMO-

WL JAHHOTO Kofa cocrapisier PY .. < 2/227 = 2726 ~ 1.5 . 107%, BeposTHOCTL OOHApYKEHUS

U

VICKQKCHUH, ONKMCHIBAEMBIX CHIIbHOM Mozenbio, — P . < 2/21 = 2710 ~ 1073, Cxema 3aumrsl

32-6utHoro nuHenHoro 6moka mudpa AES ¢ nomompio OCH kona npuBeseHa Ha pucyHke 5.2.

Bxon
v
32y 1 16‘ IIpencka T'enepatop
\| sarems Cnyuaitaeix Yucen
vz 16 .| Ilpencka
7| satems
v
Komep | X
OCH koma | | v
v
: Komep |, X
JIuneitnas OCH xoma |
gacth AES
32 27 27 11
Y VACHY) A C A2 X
e A e v e 4 e v
£ 5+ / LN = 5+
y:y®ey f(xay1)®efi f(x:yz)@ef X=x®e,
_______________ et e it

Pacmpennsiit
BBIXOJ

> OOHapyKeHUs [«
OIITHOKH
A4
Biok
> OOHapyXEHHS [«
OIIMOKH
v v ¥ ArnmnapartHas
W CoobuieHue 06 U30BITOYHOCTE
HO.
omuodke

CO00IIeHHE

Pucynok 5.2 — Cxema nmapaJiielbHOT0 0OOHapy»XeHHUsI OITMOOK B JIMHEHHON yactu mudpa AES ¢

ncnons3oBanueM OCH konos

Paccmotpum BapuaHT ucnonb3oBanusi AMD koja, OCHOBaHHOTO Ha OIEpaldy CKAJIAPHOIO YMHO-
KEHUSI KOMIIOHEHTOB MH()OPMAIIMOHHOTO COOOIIEHUS U 3HAYEHUs CIy4YalHOM BEJIMYMHBI, U o0ecre-
YEHUs 1IETIOCTHOCTHU PE3yNIbTaToOB BIUMCIICHHH THHEHbIX O10K0B muppa AES. 3ammra 610K0B JInHEH-
HBIX IPe0Opa30BaHU MOKET ObITh peaan30BaHa Pa3IMYHBIM 00pa30M B 3aBUCUMOCTH OT OTPAHUYECHUM
Ha BHOCHMYIO M30BITOYHOCTh U TpeOyeMblil ypOBEHb OOHapy>KeHHsI MCKaxxeHHH. bioku mMoryT ObITh
3alUIIEHbI KaK OJIHUM KOZOM pa3MepHOCTH 128 OuT, Tak U KoJaMH MEHBIIEH pa3MEepHOCTH, 3alllUIIa-
IOLIMMH NIapbl OJIOKOB WM OTAEIbHbIE OI0KH. [lapaMeTpbl HCIIOIb3yeMBbIX PH 3TOM KO/I0B IPUBEIEHBI

B Ta0immue 5.2.
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Tabnuua 5.2 — Bapuantsl napamerpoB AMD ko10B, OCHOBaHHBIX Ha ONepaluu
CKaJIIPHOTO YMHO)KEHUSI, UCIIOJIb3YEMBIX JIJIs 3aIlUThl OJIOKOB JTMHEHHBIX
npeoOpazoBanuii mudpa AES, rme R — cKopocTh UCTIONIB3YEeMOTro Kojia
(R=(k/(k+m+r))), N — KOmH4eCTBO KOJIEKOB, 1" — 00l1ee KOINYECTBO
IIPOBEPOYHBIX CUMBOJIOB, a ¥ — 00I11ast CKOPOCTh UTOTOBOW ITOMEX0YCTOMYUBOM
cxembl (R* = 128/(128 + r*))

k (6ut) | m (6ut) | r (Out) | R Py = P2 e | N | r* (bur) | R*
128 128 32 044 | 2732 ~23-1071% | 1 160 0.44
128 128 16 047 | 27~ 15-107° | 1 144 0.47
128 128 8 049 | 2%~4-107° 1 136 0.49
64 64 32 04 | 272 ~23-1071 | 2 128 0.5
64 64 16 044 | 279 %=15-107° | 2 96 0.57
64 64 8 047 | 28=4-107° 2 80 0.62
32 32 32 033|232 ~23-1071°| 4 160 0.44
32 32 16 04 | 27 ~15-107° | 4 96 0.57
32 32 8 044 | 2%~4-107° 4 64 0.67
16 16 16 033 | 27%~15-107° | 8 144 0.47
16 16 8 0.4 28 ~4-107° 8 80 0.62
8 8 8 033 | 2%~4-10° |16 136 0.49

O0111ee KOIMYECTBO MPOBEPOYHBIX CUMBOJIOB 77* MOJCUMTHIBAETCS 1O cienytonieMy npuHiuimy. Ko-
JMYECTBO KOJEKOB, YKa3aHHOE B TaOJHIIE, TOBOPUT O TOM, UYTO MUCXOAHbIN 128—-OuTHBIN 610K pazouBa-
€TCsl Ha KOJIMYECTBO IMOJ0I0KOB, PABHOE KOJIMUYECTBY TPEOYEMbIX KOJIEKOB, KaXIblii U3 KOTOPBIX OyaeT
KOJUPOBAaThCsA U JEKOIUPOBATHCSI OTIENbHBIM KOEeKOM. IIpyu 3TOM Kakaplii KofeK OyneT BBIUUCISTH
IIPOBEPOYHBIE CHMBOJIBI pa3Mepa 7 OUT, CIel0BaTelbHO, ISl BEIUUCICHUS BCel MH(POPMALIMOHHON U3-
OBITOUHOCTH, HEOOXOAUMO pa3Mep NMPOBEPOUHBIX CHMBOJIOB YMHOXHTh Ha KOJIMYECTBO KoekoB. Kpome
TOTO, K pa3Mepy BHOCUMOW HM30BITOYHOCTH HEOOXOJMMO MPHUOABUTH pa3Mep cilydaiHOro Bekropa. B
3TOM CJly4ae YMHOKEHHE Ha KOJIMYECTBO KOAECKOB HE TpeOyeTCsl, TaK KaK OJIMH CIIy4alHbII BEKTOp pas-
Mepa m OUT MOXKET ObITh HCIIOJIb30BaH BO BCEX KojieKax. BTOpoi XapakTepuCTHKOMN TaHHBIX BApUaHTOB

ABJIICTCA CIIOKHOCTD p€ain3allu KOACKOB. I/ISBGCTHO, 4TO CJIOKHOCTDB p€ajin3alluu OICpaliu YMHOKEC-
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HUS B I0JI€ TIPONOPIMOHAIbHAS KBaIpaTy CTENEHH PacIlUpEeHUs MO, TO3TOMY, YEM MEHBIIE pa3Mep
NpOBEpOYHOI (DyHKIIMH, TeM MEHbIIE anmnapaTHOil M30BITOYHOCTH MOTpelyeTcs Ha peanu3allio Ko-
neka. Kpome Toro, Cl0XKHOCTh peajn3aluu MpeiaraéMoi CXeMbl IOMEX0YyCTONYUBOIO KOAMPOBAHMS
3aBHCHUT TaK)X€ M OT KOJMYECTBAa OJIOKOB YMHOXXEHHS B KOHEUHOM I10JIe, KOTOPOE PAaBHO BEJINYMHE
128 /r. KonndecTBO OIOKOB YMHOKCHHS MOKET OBITH CHHXKCHO 3@ CUET WX MEPEHCIIONb30BaHUS MPU
peayin3ali MHOTOTAKTOBOM CXeMbl KOMPOBaHUS/IEKOIUPOBAHHUS.

3aluIleHHas apXuTeKTypa JnHelHbIx 010koB AES ¢ ncnons3oBanuemM AMD kona, OCHOBaHHOIO

Ha ONEpallU CKaJIIPHOTO YMHOXEHMs, ¢ mapamerpamu k = 128, m = 128, » = 32 npuBezneHa Ha

pucyHke 5.3.
Bxon
V
128 C
eHepaTo
» [Ipenckazarenn C pu P
v v v v JTy4aiHbIX
1 2 3 4 Yucen
v v v ¥
JIuneHbI JIuHeHbIi JluneHbIit JIuneHbIi ¥ X 128
ook (32 050K ook (32 ook (32 <
oura) (32 6ura) owura) owura)
| | | |
Y
128 128
e Yy e v
Yy > + X +
y=y®@e, f(x,y)®e, F=x®e,
1Ty PaciipeHHbIi
Brox BBIXOJ]
> OOHApYXEHUS [«
OIIIHOKH
\4 ¢
Und. CooOuienue AnmapartHas
coo0IIeHHE 00 ommoke HM30BITOYHOCTD

Pucynok 5.3 — Cxema napaiensHOro oOHapyKeHHs: OIMOOK B JIMHEHHOH yacTn mmgppa AES ¢
ncrnonb3zoBanueM AMD koja Ha OCHOBE ONEpPAlMK CKAJISIPHOTO YMHOKEHHSI KOMIIOHEHTOB

I/IH(bopMaHI/IOHHOFO COO6IJ.[CHI/I$I 1 3HAYCHUA CHy‘l&ﬁHOﬁ BCIINYHHBI

[Tomumo 3amuTh! anmnapatHoil cxemsl, peanusyroueil mudp AES, Taxxe HeoOXxonuMo oOecreunThb
IEJIOCTHOCTh CEKPETHOTO KITF0Ya, XPAHSAIIETOCs B MaMATH yCTpoiicTBa. st 3Toro TpedyeTcst HCIoib-
30BaHUE 3AMIMIIEHHON MaMSTH, YCTOWYMBOW MPUBHECEHUIO ToMeX. PaccMOTpUM apXUTEKTypy MOMEXO-
ycroiiunBoi namsatu Ha ocHoBe OCH koznos.

Pa3mep cexperHoro kito4a paBeH k£ = 128 6urtam. Pasmep ciywaitHoro yucina m = 11 6ur. B ka-
4eCTBE KOAMPYIOUIeH (PyHKIIMH UCTIONB3YeTCs BRIYUCICHHE OOPAaTHOTO JIEMEHTA 110 YMHOKEHHUIO B KO-
neynoM none: f(y,z) = (y|r)~!. Jlnsg yMeHbLIEHUs U30BITOYHOCTH UCTIONB3yeTcs Momudukams OCH
KOJIa Ha OCHOBE pa3OueHus MH(OPMAIMOHHOrO coobuIeHus Ha 8 GnokoB y; € GF(21%), i = 1,...,8.

Takum 00Opa3om, B Ipoliecce KOAHPOBAHHUS HAa OCHOBE OJHOTO CIyYaWHOTO YMCIAa X BBIYUCIACTCS 8
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IIPOBEPOYHBIX CUMBOJIOB 1715l 8 GI0KOB MH(BOPMAIMOHHOTO coobmenus y;: (y;|z) ™t € GF(2%7). Kpome
TOTO, [T KaX/I0k KOHKaTeHamuu (y;|z) ¥ JUIs KaXkIoro IIPOBEPOYHOro cuMBona (y;|x) ™! Berumciser-
cs1 OMT MPOBEPKH HA YETHOCTh. TaKMM 00pa3oM, PACCTOSIHHE KOIa, UCHOIb3YeMOTrO sl KOAHPOBAHUS
Ka)k70ro UH(popMalmoHHoro 6soka, paBHo 4. MITorosle nmapameTpsl koja cienyromue: k* = 128 our,

m* = 11 our, r* = 232 6uta. Kox MokeT ObITh MPEACTaBICH CIASAYIOMNUM 00pa3oM:
C={(y € GF2)]x € GF(2")|(ylz)™" € GF(2*)|p(yilx) € GF(2)Ip((yilx) ") € GF(2))}.

ToroBasi CKOPOCTh Kofa MpUOIM3uTenbHO paBHa 1/3. CxeMa 3alMIIEHHON apXUTEKTyphl GJI0Ka Ma-
MSATH TIpUBEIEHA HA PUCYHKE 5.4.
JlaHHAs cXeMa 3aIMTHI IAMATH FAPAHTHPYET BEPOATHOCTh HEOOHAPYKEHHUS CIIA0BIX MAHUITYIISIHIA
w o <27 ~ 151078, cunbabix — P2, < 2719 &~ 1073, Tlpu sTom, B Kakaom u3 8 GIOKOB
y; TAapaHTUPYeTCs UCIIPABJIEHNE OJHOKPATHON OMIMOKM M OOHapy:KeHHe NABYKpaTHOH omuOku. Takum
o6pazom, kox ucnonbsyercs kak SEC-DED kof, 4To MOBBIIAET JOCTOBEPHOCTh KIIOYa MIH(PPOBAHUS.
I[Ipu ycIIOBHMHM, €CIIU 3aIlUCh U YTEHHE KJII0Ya MOTYT OCYILECTBISATLCA B TEUCHHE HECKOJBKHX TAKTOB,
KOJIMYECTBO KOJEKOB MOKET OBITh COKPAILEHO 32 CYET IIOBTOPHOIO UCIOIB30BAHMS OJHOrO KOJeKa Ha
KaXKJIOM TaKTe.
ITpoBenéHHbIE pacyEThl TOKA3BIBAIOT, UTO IpejiaraeMas 3allMIéHHas apxuTekTypa mudpa AES
00ecreunBaeT LEeJOCTHOCTh JAHHBIX ¢ BEPOATHOCTHIO HEOOHAPYKEHHs CIa0bIX anreOpandecKux Ma-
w

Hunynsuud P~ 1.5 - 1078, cunpHBIX — P°

~ 10-3
et = 107°. TIpu 3TOM oOecrnieunBaeTcsi HCIpaBICHAE

olKOOK MajIoi KpaTHOCTH B Kitoue mudposanus. [IpoBenéHHble pacu€Thl MOKa3ain, YTO UCIIOIb30Ba-
HUE TpeylaraéMblX METOJ0B MOMEXOYCTOHYHMBOIO KOAMPOBAHUS MO3BOJISIET FAPaHTUPOBATh 3aJaHHBIN
YPOBEHb HaAEKHOCTU 00pabOTKH M XpaHeHUsT HH(OpMAIMK NPH yCIOBUU HEIPEICKa3yeMbIX TTOTOKOB
OLIMOOK, XapaKTEepHbIX JJIS JAHHBIX MPWIOKEHUI HccleayeMold Monenu KaHaia. Takum oOpasoMm, 3a
Cu€T UCNOJIb30BaHMs MpeIIaraéMbIX METOJ0B HEJIMHEHHOIO KOAMPOBAHUS 3aJada MOBBIMLICHHs HalExX-

HOCTH N Ka4u€CTBa (bYHKI_II/IOHI/IpOBaHI/IH TEXHUYCCKUX CUCTEM YCIICIIHO pCHICHA.



104

Bxon
128 W
y 16 X 11 FeHepflTop
» Komep #1 <« Ciy4aitHbIX
Uucen
16V, N _ X
16 Vg
» Koxmep #8 <
y /(X 0) ACS N
W Ll bbine |
A 4 A4
Biox mamsitn
Lol *
y f(xayl) f(-xayS) X
128 29 29 11
e ) 4 e ) 4 e v e ) 4
y=y®e, f(xy)®De, f(x,y)@e, |X=xDe
0 ] Pacmpenmmii
—~ BBIXOJL
Biok ~
i .| obuapyxenns u | X
" xoppexrmm |
omuook #1
v, W ;
A 4
- Biok ~
s OoOHapyKEeHHs 1 X
R Y. <
"|  koppexmum |
omnook #8
AmnmnapatHas
! ! l l l l l l l HN36BITOYHOCTD
Wng. Coobrenne 06
coo0rIeHne omubke
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3aKkJII0UeHue

OCHOBHEBIE PE3YybTarkbl, IIOJTYYCHHBLIC B ,HHCCCpTaHHOHHOﬁ pa60Te:

1.B pa60Te MpEAJIOKCHBI HOBBIC KOJOBLIC MCTOIBI obecrieueHuUs OCJIOCTHOCTU AAHHBIX IJIA Ka-
HaJIOB, OIIMCBIBACMBIX MOJICJIBIO KaHajla C anre6pa1/1qec1<HMH MaHUITYJIAIUSAMHA. HoxasaHo, 4qTo
HCIIOJIB30BaHUC IIpEAjIaracMbIX MCTOAOB U AJITOPUTMOB IMO3BOJISICT YBCIUMYUTL BCPOATHOCTD 00-
Hapy>XCHUA MaHI/IHyJ'IHI_II/Iﬁ U YMCHBIIHUTD BBIYUCIHUTCIIbHYIO CJIOKHOCTD IMMPOUCAYP KOAUPOBAHUA
U ACKOAUPOBAHMA, YTO, B CBOKO OUCPCAb, MOBLIIACT JOCTOBEPHOCTD O6pa60TKI/I " nepeaain nuH-

(opMaIK BbIUUCIUTEIBHBIMU YCTPOHCTBAMH.
2. Ilomy4eHHbIe pe3ylbTaThl MOXKHO CHOPMYITHPOBATH CIASAYIOIMIUM 00pa3oM:

— Pa3pabotka u ucciegoBanue KOA0BOTO METO/Ia MOBBIIIEHUS IOMEXOYCTOMYMBOCTH HA OCHO-
Be Kj1acca 000OMIEHHBIX CUCTEMAaTUYECKUX HAAEKHBIX KOI0B, OOHApYyKUBAIOUIMX ajireOpa-

HYCCKUC MAHUITYIIALIUUA.

— Pazpabotka anroputma oOHapy>KeHHs U MCIPABICHUS OLIMOOK Majioi KPaTHOCTH C MOMO-

B0 000OMIEHHBIX CHCTEMATHYECKUX HANEKHBIX KOOB.

— Pa3pa60TI<a N UCCICIOBAHHUE KOJOBOI'0O METOJa IMOBBIINICHUSA HOMGXO}’CTOI\/'I‘II/IBOCTH, OCHO-
BAHHOI'O Ha OII€pally CKAJIIPHOIO YMHOXCHHA KOMIIOHCHTOB HH(bOpMaHHOHHOFO COO6I.H€-

HUA U 3HAYCHUA cnyqaﬁHoﬁ BCJIMYHHBI.

— OcymecTBieHne MOIU(pHUKaUi KOJOBOTO METOJa, OCHOBAHHOTO HA OINEPALMH YMHOXECHHUS
MH(POPMAIIMOHHOTO U CIIy4aliHOTO KOMIIOHEHTOB, C LIEJIbI0 YMEHbIIECHHUSI HH(POPMAI[MOHHOM

n30BITOYHOCTH.

— BrIBOA OLIGHOK OKCTpEMAJIbHBIX 3HAUCHU U mapamMcTpoOB HEJIMHEHHBIX KOIO0B, O6H3py>KI/IBa-

IOIIMX anreOpandecKrue MaHUIYIISALUH.

Takum 00pa3oM, peleHbl Bce 3aJayd, MOCTaBJIEHHbIE Ui TOCTHXKEHUS c(hopMyInpoOBaHHOHN B

pabore 1enu.

3. TlokaszaHo, 4T0 TIpeoOpazoBaHKE JAHHBIX C HCIIOJIb30BAHUEM IPEIaraeMbIX KOJOBBIX METOIIOB
3a4acTyr0 oOecrmeunBaeT 0oJiee BBICOKHM YPOBEHb 3aIIUTHI OT anreOpandecKux MaHUMYISIUH,
HEeXXeITM HCIOJb30BaHHe CYHIECTBYIOLIMX perieHuid. Kpome Toro, airopuTmbsl JEeKOAMPOBAHUS
HEKOTOPBIX KOJIOB 00J1a/1al0T MEHbIIIEH BBIYMCIUTENBHOMN CI0KHOCTBIO, YTO IPUBOAUT K CHUXKE-

HUIO 3aTpaT Ha HUX pCaiu3allui0 IO CPAaBHCHHIO C aHaJIOTaMH. Hcnonp3oBanue npeaiaracMbIix
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METOJIOB TIOMEXOYCTOMYMBOTO KOAMPOBAHUS TMO3BOJISIET MOBBICUTH HAJIEKHOCTH 00pabOTKHU WH-
dbopmaru 1 kKa4ecTBO (GYHKIIMOHUPOBAHUS TEXHUYECKUX cucTeM. TakuM 00pa3om, 11eb paboThl

JIOCTUTHYTA.

. Ha ocHoBe peH_IéHHBIX B JUCCEpTAallMU 3aa4 MOXHO OIpCACIUTL CICAYIOIIUE HaAIlpaBJICHUA

IaJIbHEUIIINX UCCIIeIOBaHUMN:

— Pa3paboTka MeTO0B IOCTPOCHHS CHCTEMATHUSCKUX HAIEKHBIX KOJOB, OOJIAArOIINX MU-

HUMAJIBbHOI W30BITOYHOCTHIO.

— PazpaboTka ajropuTMa HCIpaBiICHUS OMMOOK MO KPaTHOCTH JUIsl KOJOB, OCHOBAHHBIX
Ha OIEepaly CKaJIIPHOTO YMHOKEHHSI KOMIIOHEHTOB MH(POPMAIIMOHHOTO COOOIICHHS U 3Ha-

YECHUS CIIy4YaliHON BEJIMYUHBI.

- I/ICCJIC,Z[OBaHI/IC BO3MOXHOCTHU HOCTPOCHUA CHCTCM CBA3U C OGp&THOﬁ CBA3bIO Ha OCHOBC

HaAEKHBIX KOOOB.

— Pa3paborka u uccienoBaHue HEIMHEWHBIX KOAOBBIX METOIOB C MPOCTHIMHU AJITOpPUTMaMU
KOJAMPOBAHUS U JEKOAMPOBAHUA (C HU3KUM 3HEpromnorpediieHnem) i OOpTOBBIX CHUCTEM

06pa6OTKI/I PIH(bOpMaI_[I/II/I A9POKOCMHUYCCKUX CUCTEM H KOMIIJICKCOB.
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Cnucok UCnoJIb30BAHHBIX COKPANIEHWI

AES — advanced encryption standard;

AMD - algebraic manipulation detection;
APN — almost perfect nonlinear;

CED — concurrent error detection;

DED — double error detecting;

DEMA - differential electromagnetic attack;
DES — digital encryption standard;

DFA — differential fault attack;

DPA — differential power attack;

PN — perfect nonlinear;

RSA — Rivest, Shamir, Adleman;

SEC — single error correcting;

SEMA - simple electomagnetic attack;

SPA — simple power attack;

BAK — Bricmas Arrecranmonnas Komuccus;
BOO — 0ok oOHapyKeHUs OIINOOK;

JITIK — JIMHEWHBIA TOMEXOYCTOMYUBBIN KOJI;
HIIK — HEJMHEWHBIA TOMEXO0YyCTOMYMBBIN KOJI;
OCH — 0000MEHHBIN CHUCTEMATUYECKUH HaIEKHBII;
PM —  Pup—Mannep;

CO3Y - craruueckoe OnepaTUBHOE 3alIOMHUHAIOIIEE YCTPOMCTBO;

YMO - ypaBHEHHE MAaCKUPOBAHUS OUIHOKH.



121
[Ipuioxenune A

Croponnsiss uH(OPMALNA M ATAKU HA €€ OCHOBeE

JlaHHO€ TPHIIOKEHUE SBISIETCS MOOOYHBIM PE3yJIbTaTOM JUCCEPTALIMOHHOTO HCCIIEAOBaHMSA, IO-
SIBUBLIUMCS B PE3YyJIbTaTe€ OCHOBATEIBLHOIO MCCIEAOBAHMS OJHOIO U3 IMPAKTUYECKUX IPHIIOKEHUN MO-
JieNid KaHajla ¢ anreOpanyeckuMy MaHumyassuusMu. OTHOcHTENbHAss HOBU3HA JAHHOTO HalpaBiICHUS
U €ro MHTEPECHbIE PEe3yJbTaThl CIIOCOOCTBOBAIM COCTABJIECHHUIO JAHHOIO 0030pa arak 10 CTOPOHHUM
kaHasaM. [IpesncraBieHHble B HEM MaTepuabl CBUIETEIbCTBYIOT O SIPKO BBIPAKEHHOM HEOOXOAUMOCTH
3alIUTHI OT TAKOTO POAA aTak, BKJIIOYAsl OHY U3 HanbOosee 3((PEKTUBHBIX — aTaKy MO MPUBHECEHHBIM

ImoMexaM.

A.1 Bsenenmne

B coBpeMeHHOM MUpe poJib BBIYUCIUTENIBHBIX YCTPOUCTB TPYJHO MEPEOLCHUTh. TenedoHsl, amek-
TPOHHBIE KHUTHM, CMapT—KapThl, IJIAHILIETHBIE U NEPCOHAIBHBIE KOMIIBIOTEPHI — BCE 3TO CTAHOBUTCS
YacThIO JKU3HU 4enoBeka. C poCTOM NpPOHM3BOAMTEIBHOCTH HA IU(POBYIO TEXHUKY BO3JIAraercsi Bc
Oonblie (QYHKUIMNA: omiaTa MOKYNOK C MOMOIIbI0 OaHKOBCKMX CMapT—KapT, NEpecedeHHe IpaHull Mo
3NIEKTPOHHBIM NACIIOpTaM, yIpaBieHue GpuHaHcamu yepe3 VIHTepHeT-0aHKMHI, Olpe/ieIeHue MECTOIIO0-
JIO>KEHHSI C TIOMOIIIBIO CUCTEM HaBUTalMU U MHoroe japyroe. C yBeianueHueM (PyHKIIMOHAJIa YCTPOMCTB
pacTéT TakKe M KOJMYECTBO KOH(PHICHIMATHHON MHPOPMAIH, K KOTOPHIM OHH MOJIYYaroT JOCTYII.
PIN- u CSC—xonpl cMapT-KapT, HOMepa OAHKOBCKUX CUETOB WM MApOJIH i yNPABICHUS UMU, KOHPU-
JIeHLMaJIbHBIE TaHHbIE, XPAaHUMbIE HAa KOMIBIOTEPE WU NepeaBaeMble ¢ Tese()OHa — BCe ITU JaHHBIE
JIOJDKHBI OBITH TIIATEIbHBI 3AIIUIIECHBl OT HECAHKIIMOHUPOBAHHOI'O JOCTYIA CO CTOPOHBI TPETHUX JIUII.

Kpunrorpadus pemraer kak pas 3Ty 3a7aqy — OHa BKIIIOYAET B ce0sl pa3IM4YHbIE MEpHI JJIs 00ec-
MEYEHUs] COXPAaHHOCTU KOH(QUACHINAIbHBIX JaHHBIX U ayTEHTUYHOCTH MH(popMarun. CUMMETpUYHbIE
U OTKPBITbIE KPUINTOCUCTEMBI, CUCTEMBI IEKTPOHHON IMPPOBON MoAMUCH, X3II-(YHKIUH, YIIpaBie-
HHUE KJII0YaMU — BCE 3TU HalpaBlIeHUs] KpUNTOrpaguu Mpu rpaMOTHOM HCIOJIb30BaHUH 00€CIeUYUBAIOT
BBICOKUH ypOBEHB 3alIUTHI HH()OPMAIIHH.

OO6b14HO, B KpunTorpaduu NpearnonaraeTcs, 4To peannsanms aaropuTMOB U IPOTOKOJIOB OCYIIECTB-
JsIeTCs 0 MPUHLUITY «4EPHOTO SALIMKa», KOrAa KpUNTorpaduyeckre BBIYMCICHUS HE TOJIBKO CKPBITHI OT
CTOPOHHET0 HaOIOATENsl, HO U HE MOTYT MOJBEPraThCs BO3eHCTBUIO U3BHE. [IpH Takux TOMyIIEHHUIX
YPOBEHb 3aIUIIEHHOCTH KPUNTOrPahuIecKOi CUCTEMBI MOTHOCTBIO ONPENENIeTCs MaTeMaTH4eCKIMHU
CBOMCTBaMU HCIOJIb3yEMBIX AJITOPUTMOB U pa3MepaMu Kirodeit [99]. B kimaccnyeckoM KpUIITOaHAINA3E
CUUTAETCS, YTO 3JI0YMBIIUICHHUKY W3BECTEH aJITOPUTM IIHU(POBAHMS, a TAKKE OTKPBITHIA U HIM(pO-

BaHHBIA TEKCTHI (pUCYHOK A.1).
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Pucynok A.1 — Knaccuueckoe npezcrasienue 06 nHGOpMaLMK, JOCTYITHOW KPUTITOAHAIIUTHUKY, TIIE P

— OTKPBITBIN TEKCT, ¢ — mHU(POTeKCT, a k' u k” — kmroun mmdposanus u aenmdpoBaHus

C nmpyroit ctopoHsl, Jr000H KpunTorpaguueckuii alrOpUTM JOJDKEH OBITh peann30BaH TUO0 Kak
UCTIOJIHSAEMBIN TPOLIECCOPOM KOJI, JTMOO KaKk COOTBETCTBYIOLIAs ammaparHas cxema. M3 sroro ciemyer
BBIBOJI, UTO IPOIECC MHU(PPOBAHUS JaHHBIX MMOJBEPKEH BO3IEHCTBHIO (PU3MUECKUX YCIOBUN OKpYXkKa-
toieit cpensl. boee Toro, camomy mpoiieccy TakKe MOTYT ObITh XapakTepHBI Olpeiel€HHble (hu3nye-
CKHE MapaMeTphl.

ATaku, HCIIONB3YIOLINE JONOJTHUTENFHYI0 HHPOPMAIMIO O pean3allii KPUIITOAITOPUTMA, TT03BO-
JISIFOT 3HAYUTENIFHO OCJIA0UTh CTOMKOCTH aJITOPUTMA, @ B HEKOTOPBIX CITydasiX — IMOJHOCTBIO YCTPAaHHUTh
e€. DPPEeKTUBHOCTh ITUX aTaK TapaHTUPYETCS CYLIECTBOBAHHWEM KOPPESALHH MEXAY H3MEPEeHUSIMU
(bu3MYECKUX TTapaMeTPOB YCTPOUCTBA B OIpPeIeIEHHbIE MOMEHTHI M BHYTPEHHUM COCTOSIHHEM Iugpa-
TOpa, KOTOPOE, B CBOIO OYEpellb, CBSI3aHO C CEKPETHBIM KIIIOYOM. B KauecTBe mpumepoB (puznyecKkux
apaMeTpoB YCTPOICTBA MOXXHO TPUBECTH €T0 DHEPrornoTpeliieHue, IEKTPOMATHUTHOE H3ITyYeHHE
(BMMN), npousBoarMBIC 3ByKH U Tak nanee (pucyHok A.2). Takue araku MoMydwiv Ha3BaHUE aTak 1o
ctopoHHUM (1106ouHbIM) KaHamam (Side-Channel Attacks, SCA).

ATaku 10 CTOPOHHUM KaHajlaM — BHJ KPUNTOrpaMueCKUX aTak, UCHONb3YIOMUX HH(OpMAIHUIO,
MOJTyYeHHY10 1o cTopoHHUM KaHaiaMm [100]. Croponnel nadopmanneii Ha3biBaeTcs ar00ast nuHpopMa-
s, OTHOCALIAsICS K mpoueccy mudpoBanus (Iemu@poBaHus) U HE SBISIOMIASCS OTKPBITHIM TEKCTOM
nu mudporekctom [100]. Kak yxe oTMedanoch, KIAaCCHYSCKHN KPUTITOAHAIM3 pACCMaTPHUBACT KPHUII-
TOAJITOPUTMBI KaK YHCTO MaTeMaTHUECKHe OOBEKTHI, B TO BpeMs KaK KPHIITOAHAIN3 MO CTOPOHHUM
KaHajaM TaKkke IMPUHUMAET BO BHUMaHHE 0coOeHHOCTH uX peanusauuu. [lostomy SCA Taxxe Hazbl-
BalOT aTakaMU 110 peash3alti.

OdeHb yIauyHBIM Ka)KeTCsl clieAyrolee cpaBHenne. Kimaccnueckuit KpunToaHaiu3 MOX0XK Ha TOMBIT-
Ky rpabuTesnell BOpBaThCs B 3alepThIN 1OM Yepe3 Hal&KHYIO BXOAHYIO IBEPh. DTO MOTpedyeT OOIbIINX
BpeMeHHbIX 3aTpaT. CTOpOHHUI KPUIITOAHAIN3 MOXKHO CPaBHUTH C Oosiee pa3yMHBIMHU U 3((EKTUBHBI-
MU JIeHCTBUSAMU rpaOuTesiell: MPOHUKHYTh B JIOM MOXHO 4epe3 pa30uToe OKHO HIIU K€ YKPacThb KIIOY

OT JIBEPH y BJIAJICIIBIICB.
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Pucynok A.2 — IlpuMepsl TONOTHUTEIBHON HH(OPMaIIUKU, KOTOpask MOKET OBITh TOCTYITHA

KpUIITOAHAJIUTUKY

Ha npaxtuke SCA 3HauntensHo 3 (QEeKTUBHEE TPATUIIMOHHBIX aTaK, OCHOBAaHHBIX Ha MareMaruye-
ckoM aHanu3e mudpa [100]. [Ipu sToM aTaku MO CTOPOHHMM KaHallaM HampaBlIeHbl Ha KOHKPETHBIE
peann3anuy KpunTorpaguyecKkux alropuTMOB, YTO 3HAYUTEIBHO CY’KAeT 00NacTh MX MPUMEHUMOCTH
B 00MeH Ha 3 PEKTUBHOCTD B3JIOMA.

WHTeHcuBHOE pa3BUTHE aTak 0 CTOPOHHUM KaHajlaM CIIPOBOLIMPOBAJIO 3HAUUTEIILHOE YBEJMUCHUE
KOJIM4eCTBa CIOCOO0B cOopa U 00paboTku cTopoHHEH uH(opmauuu. Hampumep, NPOTUBHUK MOXKET
OTCJICKUBATh YPHEPTOMOTPEOICHNE aTaKyeMOT0 YCTPOIMCTBAa BO BPEMS OCYIIIECTBICHUS OTEpaIlHii ¢ CeK-
pPETHBIM KJTF04OM. [IpOTUBHHUK MOXKET TaKKe 3aMepsiTh BpeMs, 3aTpaulMBacMO€e Ha BHIMIOJTHEHUE KPHUIITO-
rpaduyeckoi omepanuu, WM aHAIU3UPOBATh MOBEIEHNE KPUNTOrpauyecKoro ycTpoicTsa Mmpu BO3-
HUKHOBEHUH OIpeeEHHbIX omnOoK. YacTo Ha mpakTHke cO0p cTOpoHHEN HHGOpMAIK OCYIIECTBIIs-
€TCsl IOBOJILHO JIETKO, TIO9TOMY NP MPOCKTHPOBAHUH U OLIEHKE 3AIIMIIEHHOCTA CUCTEM HEOOXOIMMO
YYUTBIBATH YTPO3Y OT YTEUKU CTOPOHHEH MH(OpMAaInu.

Hcxons u3 cepbE3HOCTH aTak MO0 CTOPOHHUM KaHaJlaM OCTPO BCTAET BONPOC O TPEOOBAaHUSAX K pe-
anu3aluy Kpunrorpaguueckux ajaropuTMoB. Hamucanue ucnonHseMoil mporpaMmbl WIH MPOEKTHPO-
BaHUE APXUTEKTYPbl KPUIITOMOAYJCH TOMKHO OBITh MPOAYMaHHBIM U YYUTHIBATH BCE CYIIECTBYIOIIHE
KaHaJbl YTEYKH CTOPOHHEH MHpopMaIuu. 3aluIIEHAbIE KPUITOTPAGUISCKUE YUITBI HAXOAST MPUMe-

HeHue B crneayromumx cdepax [101]:

— MAlIMHOCYUTBIBACMbBIC ITPOC3AHBIC JOKYMCHTDBI (SHGKTPOHHBIG macriopra, nNpoe€3aHbIC JOKYMCH-

ThI);
— 0e30macHOCTh TPAHCTIOPTA (AHTUYTOHHAS 3AIINUTA);

— TMOCTaBKa Pa3IMYHBIX YCIYT (KapThl IOCTYyIA, MIaréxHbie keToHbl, RFID-MeTKu, 3neKTpoHHbIE

KJIIOYH);
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— coToBble TenedoHb! (KOHTPOJIb OaTapelt U akceccyapoB, 3alUIIEHHBIE Teae(OHbI);

— HWBTOTOBJICHUE PA3IMYHOTO OOOPYIOBaHUS (3aIlUTa MPOTUB KIOHUPOBAHUS, 3alIUTa OOBEKTOB

UHTEJIJIEKTYalbHONH COOCTBEHHOCTH);
— OaHKoBcKast UHAYCTpUs (0AHKOBCKHE KapThl, 3alIUIIEHHBIC OAHKOBCKHUE OTIEPAIIHH);

— BOCGHHBIC IPUMEHEHUS (3alUTa JaHHBIX, THU(PPOBAHUE CBS3U).

[lepBoii opunmansHoi HHOpMalell, OTHOCAIIEHCS K aTakaM [0 CTOPOHHUM KaHajlaM, SIBJISIE€TCS
paccka3 [Tutep Paiit (Peter Wright) o cBoeit pabote B kauecTBe yu€HOrO B L[eHTpe mpaBUTEIbCTBEHHOM
cBs3u BenmukoOputanuu B 1965 roxy [102]. B To Bpems OputaHckas KoHTppas3Beaka MIS G6e3ycnenino
MBITAIACh B3JIOMATh MHU(P, KOTOPHIM MOJIB30BaIOCh ETUIIETCKOE MOCOIbCTBO B JIoHnone. Paiit mpemso-
KW YCTAaHOBUTb MUKPO(OH OKOJIO POTOPHOM HIM(pPOBATbHON MaIIMHbI, UCIOIb3YEMOH B MTOCOIBLCTBE,
U MOJICTYIINBATh 3BYKH, IPOU3BOAMMBIEC MaIMHON. Ciyias mieTYKd poTOPOB BO BpeMs yTpeHHeH Ha-
cTpoiiku mudparopa, MIS ynanock ycnemHo OnpeieauTbh HO3ULUU CEPICUYHUKOB 2 UM 3 POTOPOB
MamuHbl. JlonogHuTenbHas UH(GOPMAIKs CHU3MIIA CIIOXKHOCTh B3JIOMa IIU(pa, MO3BOJIUB OPUTAHCKON
KOHTPPAa3BE/IKE IIMHUOHUTH 32 KOMMYHHUKAIUSIMHU €rUIIETCKOTO MOCOJIbCTBA FOAAMHU.

B pacnopskeHHH COBpPEMEHHOTO KPHUITOAHATUTHKA HAXOIUTCS MOIIHOE 00OpYIOBaHME: BBICOKO-
TOYHbIE LU(POBBIE MYIBTUMETPbI, HCTOYHUKH JIA3€pPHOTO U 3JIEKTPOMArHUTHOTO M3ITy4eHMs, pa3iiny-
Hble€ XMMHMYECKHE BEIECTBAa, a TAK)KE€ MOIIHBbIC BBIUMCIUTENBHBIE cpeicTBa. Bcé 310 MOXeT OBITh
YCIELIHO MPUMEHEHO JUIsl B3JI0Ma KpUNTOrpauyecKux aJlrOpUTMOB, HO BCET/Ia HAJl0 B3BELIMBATh Tpe-
OyeMbIe 3aTpaThl U pe3ynbTar B3jioMa. J{ist Toro, 4ToObI B3ioMarh OaHKOBCKYH0 KapTy ¢ $100 Ha cuety

enBa yim crout Tpatuth $10000 Ha ammaparypy.

A.2 Omnucanue yCTPOMCTBA CMAaPT-KAPT KaK KEPTB aTaK IO

CTOPOHHMM KaHaJIaM

[Iupokoe pacnpocTpaHEHHE U MPOCTOTAa BHYTPEHHEW pealu3allid CMapT—KapT MPUBEIO K TOMY,
YTO OHM CTalM HauboJiee YacThIMU KEePTBAMH 3JI0yMBIIIJICHHUKOB. B 1aHHOM pasnene gaércs Kparkoe
OINKCaHME YCTPOMCTBA CMapT-KapT.

ITo cytu, cMapT—KapTa 3TO KOMIbIOTEpP, BCTPOCHHBIN B celid. OH cocTouT U3 nporeccopa (00bI4-
HO, 8— wuinu 32-OuTHBIN), TOCTOSIHHOTO 3anmoMuHarouero ycrpoicrsa (I13Y, ROM), snekrpuuecku-
ctupaemoro nporpammupyemoro 13V (3CIITI3Y, EEPROM) u He6ombIIOr0 OMepaTUBHOTO 3allOMHU-
Hatoero ycrpoicta (O3Y, RAM), uTo no3BossieT cMapT-KapTe BBINOIHATH BblUMcIeHUA. OCHOBHas
3ajja4a cMapT—KapThl 3aKJIIOYAETCS B BBIMOJHEHUHM KPUNTOTpaUUeCKUX Omepanuid, UCIONb3YIOIUX
CEKpETHBIN MmapameTp (KJI04), HE pacKpbIBasi 3HAUEHUE KIII0Ya OKpY’KAloUleMy MUpy. 3ajada aTakylo-
LIET0 MPOTUBOIOJIOXKHA — BBIYUCIUTH KIIHOU.

[Ipomieccop BCTPOEH B UMM U MOJAKIIOUEH K OKpY’KarolleMy MHUpY depe3 8 KOHTAKTOB, Ha3zHade-
HUe, MO3UIIHs, UCIIOIb30BAaHUE U JIPYTHE MapaMeTpbl KOTOPhIX CTaHIapTU3UpPOBaHbl. B nonoiHeHue ko

BXOJTHBIM/BBIXO/IHBIM ITPOBOJIAM HAC OyIyT WHTEPECOBATh CIEAYIOIINE OCOOCHHOCTH YHIIA:
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— DHepronotpebieHue (power consumption): cMapT-KapThl HE UMEIOT BHYTpeHHEH Oatapen. Tok,
HEOOXOMMBIH 1S €€ paboThI, MPEIOCTaBIAETCS 000PYIOBAHUEM, OCYIIECTBISIONIMM OTICpaIliU

C KapToi. JTO J€NaeT IHEPronoTpedIeHne cMapT-KapThl JIETKO U3MEPSIEMBIM CO CTOPOHBI.

— Takruposanue (clocking): anamoruuno, cMapT—KapThl HE UMEIOT BHYTPEHHETO TeHeparopa TakTo-
BOI 9acTOTHI, TAKTOBBIN CUTHAJ JOJDKEH MOCTYIATh U3 YUTAIOIIETO 000pYIOBaHMs. JTa 0COOCH-

HOCTB pCajin3alu KapT ACIAaCT UX YA3BUMBIMU K aTaKaM 11O BPCMCHU BLIIIOJTHCHUSA onepaum‘i.

3ayacTyro cMapT-KapThl CHaOXKEHbI 3alllUTHBIM 3KpaHoM (shield), ubs 3a1a4a COCTOUT B COKPBITUU
BHYTPEHHETO MOBEJICHHsI YUIla, U CEHCOPOB, KOTOPBIE JOJKHBI YHUUTOXKHUTh BCIO CEKPETHYIO MH(OP-

MaIMIO TIPU BCKPBITHH 3KpaHa M MPEI0TBPaTUTh PabOTy KapThl.

A3 Kiaaccupukanusi CTOPOHHUX KAHAJIOB

ATaky IO CTOPOHHUM KaHaJIaM OOBIYHO KJIacCU(PUIIMPYIOTCS MO 3 xapakTepuctukam [99]:
— KOHTPOJIb HaJl BEIYUCIUTEIBHBIM IIPOLIECCOM;
— METOJ JOCTyNa K MOAYIIIO;

— MCTOA, HpI/IMeHHeMHﬁ B IIPOLECCE aHalIn3a.

A.3.1 KoHTposb HaA BEIYMCJIUTEIbHBIM MPOLECCOM

OTHOCUTENIBHO KOHTPOJISI Ha/l BBIYMCIUTEIbHBIM MIPOLIECCOM CO CTOPOHBI 3J10yMblluIeHHHKa, SCA
MOTYT OBITH pa3/ieleHbl Ha 2 KaTeropuH: NacCUBHBIE (passive) aTaku M akTHBHBIE (active) araku. K
[IACCUBHBIM aTakaM OTHOCSITCSI T€ BUJbl aTaK, KOTOPbIE HE BIMSIOT HAa MIPOTEKAaHUE BBIYMCIUTEIBHOTO
Iporecca B aTakKyeMOM MOAYJE; aTaKyOUIMH IOoly4aeT CTOPOHHIOK HH(OpMalKio, HO MOLYy/lb IpU
9TOM paboTaeT B CTAHIAAPTHOM pEXHUME.

AKTHBHBIE aTaKkH, B IPOTUBOIIOJI0KHOCTh ACCUBHBIM, IIOAPA3yMEBAIOT HEKOTOPOE BO3AEHCTBUE HA
BBIYMCIUTENBHBIA Mpouecc. Cucrema, MoABEpKEHHAsE aKTUBHOM arake, MOXET ObIThb COCcOOHA WM
HecriocoOHa OOHApYKMBaTh TaKO€ BO3/AEHCTBHE, OJHAKO CTOPOHHHMM HAOIIOaTeNb 3aMETHT pa3jindyue

B pa60Te CHUCTCMBI.

A.3.2 Metoa aocTryna K MOAYJII0

[Ipu ananu3e 3aMUIIEHHOCTH KPUOTOTPAPUUECKOr0 MOAY/S BaXKHO UMETh Mpe/CTaBlIeHHe 00 aTa-
KyeMol MOBEPXHOCTU — Habope (PU3MUECKUX, DIEKTPUUECKUX U JIOTUYECKUX HHTEP(EICcOB, KOTOphIE
MOTYT OBITh HCIIOJIb30BaHbI 3710yMbIlIUIEHHUKOM. Ha ocHoBe 3TOro npusnaka SCA kinaccuduuupyrorces

CIIEIYIONUM 00pa3oM:

— arpeccuBHbIC (invasive) aTaku;
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— HearpeccHuBHBIC (NON-invasive) aTaku;

— TIOJyarpecCUBHBIE (Semi-invasive) aTaku.

Al"peCCI/IBHI)Ie aTaKu

ATrpeccuBHBIE aTaky MOAPa3yMEBAIOT PACIaKOBKY YMIIA JUISA TOMYYEHHUS IPSMOTo JAOCTYyINa K BHYT-
pPEHHHM KOMITOHEHTaM KPUNTOrpadrueCKUX MOIYIICH WM yCTpOUCTB. TUNHYHBIN IpUMEp TaKo# aTaku
3aKJIIOYAETCSl B CO3/IaHUM JIBIPHI B TTACCUBUPYIOIIEM CIIO€ U KOPITyCe KPUNTOTPapuuecKoro MOIyis U
pa3MelIeHny IyTa Ha MIWHE JaHHBIX U1 0030pa rnepeaaBaeMoil HHGopMaIuy.

MexaHHU3MBI, 3alIUIIAONIe OJOKH OT HECAaHKIMOHMPOBAHHOTO JOCTYTIA, 3a4acTyl0 BCTPOCHBI B
anmaparHble cXeMbl At 2 )EeKTHBHOW 3alUThI IPOTHB arpeCCHBHBIX arak. /s mpumepa, HEeKOTOpbIe
KpUnTorpaduyeckrue MOAYIN C BBICOKUM YPOBHEM 3aIIUTHl OOHYJISIOT 3HAYCHUSI BCE MX BHYTPEHHEH
MaMSTH TIPH 0OHAPYKEHUH HAPYIICHHUS [IETOCTHOCTH MOMYJIS.

DTOT THI aTaK XapaKTepu3yeTcs MHIMBHUIYAJIbHBIM MOAXOJIOM K KaKIOMY aTaKyeMOMY MOIYIIIO
(HamprMep, HEOOXOAUMO YHHYTOXXUTH YacTh 3aIIUTHOTO CJIOS C KaXKJIOTO YWIIa) M BBICOKOH CTOMMO-
CTBIO HMCIOJIB3yeMoro obopynoBanus. C qpyroil CTOpPOHBI, 3TH aTaku SBIAIOTCS Hanbosee >PQPeKTUB-

HBIMHU 32 CYET MPSAMOTIO JAOCTYNa K BHYTPEHHUM 3JI€MEHTaM KPHUITOrpapuuecKkoro Oaoka.

HearpecanHLIe aTaKu

HearpeccuBHbIe aTaku 3aKIII0YAIOTCS B HAOIIOACHUH 3a pabOTON KPUITOCXEMbI WJIM MAHHITYJIUPO-
BaHUU €€ pabOThl. DTU aTaKu UCTIOJIB3YIOT TOIBKO BHEIIHIOW WH(OPMAIUIO, KOTOPas 3a4aCTyI0 JOCTYI-
Ha B HEOOJBIIOM KoJudecTBe. CTaHAapTHBIM MPUMEPOM TAKOTO THIA aTaK SBIISAIOTCS aTaKu MO BPEMEHHU
BBITIOJIHEHUSI BHIYMCIICHUI: U3MEPEHNE BPEMEHHU, TPeOyeMOro YCTPOMCTBY AJisi pabOThI, M KOPPEIAIUs
3TOTO MapaMeTpa ¢ TUIIOM BBIMOJHAEMOUN onepanuu sl ONpeAeIeHUsI 3HaYEHUs CEKPETHOTO KIIoYa.

OcHOBHasI XapaKTepUCTUKA HEArPECCUBHBIX aTaK 3TO TO, YTO OHU MOJHOCTHIO HEOOHAPYKUBAEMBI.
s mpuMmepa, cMapT-KapTa HUKaKUM 00pa3oM HE MOXKET ONpPEeNeInTh, YTO BpeMs €€ paboThl u3Mepsi-
eTcs B JTaHHBIA MOMEHT.

HearpeccuBHbIe aTaky OTHOCHTEIIBHO JIETKO OCYIIIECTBUMBI Ha IIPAKTUKE, HE TPEOYIOT 0c000i 00-
pabOTKH Ka)KJIOTO YUIIa ¥ BBITOJHEE C YKOHOMUYECKOU TOUYKH 3peHus. TakuM 0Opa3oM, HearpeCCUBHBIC

aTaky MPEJCTaBIAIOT OOJIBIIYIO YTPO3y Ui HEKOTOPBIX TUIIOB YCTPOMCTB, HAIIpUMEpP, CMAPT-KApPT.

HonyarpecanHHe aTaKu

OTOT THN aTak MCIOJIb3YEeT JOCTYIl K YCTPOMCTBY, HO HE MOAPA3yMEBAET MOBPEKIACHUS YUIA WIH
CO3aHMS DIIEKTPUYECKUX KOHTAKTOB KPOME OpUIMHaIbHBIX. [IpuMEpoM Takol aTaky sBIIAECTCS araka
C IPUBHECEHUEM IIOMEX, KOTJla aTaKyIOIUI MCIONb3YeT Ja3epHBIN JIyd Ui HOHU3ALMKA yCTPOUCTBA C
LIETIbI0 U3MEHEHHUS JaHHBIX B €r0 MaMsTH.

[TonmyarpeccuBHBIE aTaky SIBISIOTCS CBSI3YIOLIUM 3BEHOM MEXJy arpeCCHBHBIMHU U HEArpeCCUBHBI-

MU, O6’be,Z[I/IHH$I B ce0€e JIErKOCTh IIOBTOPCHUS aTaKu C OTHOCHUTEJIBbHOM JCIICBU3HOM.
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A.3.3 Mertoa anaausa

B 3aBucumocTH OT MeTOna, MPUMEHSEMOro Ul aHaJlu3a MOJyYeHHBIX JaHHBIX, aTaKd MO CTOPOH-
HUM KaHajaM MOryT ObITh paszesieHbl Ha npocTtble (HenuddepeHunanbable, simple, non-differential)
ataku 1o ctopoHHuM kKaHanam (SSCA) m muddepennuansubie (pasHoctHble, differential) atakm mo
cropoHHuM kaHajaM (DSCA).

B mpocThIX aTakax MCIONB3yeTCsl CTOPOHHSSA MH(OPMAIHs, 3aBUCSAIIAs B OCHOBHOM OT BBITIOJHS-
embIx omepanuii. O6619HO, B SSCA-aHammu3e MCHONb3yeTcs oAuHOuHBI crnen!) (trace), U3 KOTOpPOro
MOKET OBITh BBIYHMCIIEH CEKpeTHBIN Kitod. O4eBHIIHO, YTO CTOPOHHSS MH(OpMaLMs, OTHOCAIIASACST K
aTaKkyeMoi KomaHje (CHUTHal) JAOJDKHA 3HAYMTEIBHO MPEBbIAaTh WHGOPMAINIO, OTHOCSIIYIOCA K TO-
60uHBIM oreparusaM (1rym). [IpocTeie aTaku IO CTOPOHHUM KaHajaM UCTOJIB3YIOT 3aBUCUMOCTh MEKIY
WCTIOJIHSIEMBIMH KOMaHJIaMU ¥ CTOPOHHEHN HH(OpMaIuei.

B ciydae, korna Mcnosib30BaHUE MPOCTHIX aTak MO CTOPOHHUM KaHajaM HEBO3MOXHO HM3—3a BBI-
COKOTO YpOBHS IIyMa H3MEpSEMOTro Cliefa, MPUMEHSIOT Oojiee CIOXKHBIM U TpeOyromuid OonbIIero
KOJIMYECTBA CIIEAOB TUIl aTak — Auddepenunansueie araku. /{uddepeHnnansapie aTaku MO0 CTOPOH-
HUM KaHaJaM UCTIOJB3YIOT KOPPEISIIHI0 MEXTy 00padaTbiBaeMbIMU TaHHBIMU M COOTBETCTBYIONIYIO TIO
BpPEMEHH YTeuKy MH(OpMAIUU U3 YCTPOHUCTBA. B CBSI3M ¢ HEBBHICOKMM 3HAUEHUEM KOppEesuuu A 00-
nee 3¢ (GeKTUBHOTO €€ MCIOJIb30BaHUsI HEOOXOAUMO MPUMEHTh cTtatucTudeckue metonsl. [Ipu DSCA
aTaKyloIUi HUCHOIb3YeT THIIOTETHYECKYI0O MOJENh YCTPOWCTBA, MOABEPralolIero aTake. JTa MOIETb
CITy’KUT JIJISl TIPE/ICKa3aHus 3HAUCHHsI YTEUKU CTOPOHHEW MH(POPMALUH, U €€ Ka9eCTBO 3aBUCHT OT BO3-

MOXKHOCTEH aTaKyromero.

A.4 OcCHOBHBIC TUIIBI ATAK M0 CTOPOHHUM KaHAJIAM

B nmannom pasaciie 6y,ZLYT NPUBCACHBI OCHOBHLIC THIIBI aTaK IIO CTOPOHHHM KaHaJlaM, HCKOTOPLIC

MPOCTLIC MPUMCPEI, a@ TAKKC TCKYIICC IMOJTOKCHUC OCIT IJIS HaunboJIee HUCCIICAOBAHHBIX aTak.

A.4.1 Araka 30HAUPOBaAHUEM

Araka 30HAMpoBaHMEM (probing attack) — arpeccuBHas macCUBHasl MPOCTas aTaka, 3aKJII0YAIOIIAsCcs
B oOecIieueHNH NPsMOTo JIOCTyNa K JaHHbIM. ATaka 30HAMPOBAaHMEM COCTOUT U3 HECKOJIBKUX 3TaroB.
Jist mosryyeHust IpsSIMOTO JI0CTyIa K KpunrorpadguiaeckoMy O0JI0Ky yCTPOUCTBO BCKpbIBaeTcs. i 3Toro
3a4acTyl0 MCHONB3YIOT Kucnotel: H NO3 u aneron npu temneparype 60°C (pyunas oOpaboTka) min
xe coeguaenne HNO; u H,SO, (aBromarmueckas) [103]. Ilpu 3TOM 3aIlIMTHBIN MACCHBHPYIONIHNA
CJION MOKeT OBITh yAaN€H Kak C MepelHel, Tak U ¢ 3aJHel yacTW 4MIla, IOJTHOCThIO MM YaCTHYHO.
[Tpumeps! AeKancCyTupOBaHHBIX YMIIOB MPEACTABICHBI Ha pUCYHKE A.3.

Ha ceropnsiminuii eHb OCYIIECTBICHHE aTakh CTAaHOBHUTCS BCE OoJiee CIIOKHOM 3adadyeill u3—3a

YMCHBIIAIOMIUXCA Pa3MCPOB YUIIOB U IPUMCHCHHA ACTCKTOPOB HCCAHKIIHMOHUPOBAHHOTO JOCTYIIA. Onu

DCrem — 3ammch MaHHBIX C HCTOpHEH COOBITHI, TPOUCXOAMBINNX B CHCTEME (KOMII.)
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MOTYT MPEACTABIATH COOON JJOMOIHUTENIbHbIE METAJUIMYECKHE CII0U, KOTOpbIe (POPMUPYIOT CEHCOPHYIO
CeTh HaJl HETIOCPEICTBEHHOU cXeMoil. Bce yyacTku 3Toi CeTH MOCTOSHHO MPOBEPSIOTCS Ha MpephbIBa-
HUS ¥ KOPOTKHUE 3aMBIKaHUs, B CITy4ae Yero YCTPOUCTBO MpeKpalaeT paboTy H YHHUTOXKAET CEKPETHYIO
nHpopmanuto. bonee Toro, 4acTo Takke NPUMEHAETCS MOHUTOPUHT TAKTOBOM YacCTOTHI (11 yCTPOMCTB
C BHELIHUM TaKTOBBIM T'€HEPATOPOM). DTO OOBSICHIETCS TEM, YTO JUIsl YIPOILEHUSI HAOIIOACHNUS KPUII-
TOAHAJUTHK OOBIYHO 3aMEJUISIET TAaKTOBYIO 4acTOTy pabOThl yCTpoicTBa. JOMONHUTENBHBIE CEHCOPHI
(yneTpaduornert, cBeT, TeMIeparypa) TaK’Ke MOTYT ObITh UCTIOTH30BaHBI.

OI[HaKO U IJId TaKUuX MCpP 3allUThl CYHICCTBYIOT CHOCOOBI HpOTI/IBO):[efICTBI/ISI CO CTOPOHBI aTaKy-
romero. Hampumep, cymiecTtByeT crnoco0 HEWTpaau3allud CEHCOPHOM CETH C MOMOIINBI0 yCTaHOBKH,

reHepupyroIiei (okycupoBaHHBIH HOHHBIN My4ok (focused ion beam workstation) [104].

S

Pucynok A.3 — Ilpumepsl nexancynauuu yunos u3 [104]

Crenyromum 3TarnoM aTaku SIBISETCS WCCIEA0BaHUE MEYaTHOM IUIAThl C MOMOIIBbI0 MUKPOCKONA U
oOHapy)KeHHUE IIWH JaHHBIX, BEIYUCIUTEIBHBIX OJOKOB M MOIYJIeH mamMsTu. [[Jist 3TOro MCIONb3YIOTCS
MUKpOCKOIbl. M300pakeHus meyaTHbIX I1J1aT, IOJIYyUYEHHbIE C MOMOUIbI0 MUKPOCKOIOB, IPEICTaBIECHBI
Ha pucyHke A.4.

[Ipu TexyiieM COCTOSSHUM TEXHOJIOTMI ONTUYECKUE MUKPOCKOIBI, B CHJIy OrpaHUYEHUN, HAKIa/Ibl-
BAaE€MbIX ONTHUKOW M JUTMHOW BOJIHBI, 3aMEHSIIOTCSL Ha AJIEKTPOHHBIE MUKPOCKOIIBI.

3aKJIIOYUTENBHBIM ATAIOM aTaKu SIBISETCA pa3MelleHue LIyNoB (30HI0B) Ha MPOBOJHUKAX, IO KO-

TOPBIM UAYT CUI'HAJIbI JaHHBIX, n/unu HCCIEA0BAHUC AYECCK IMaMATHU C IIOMOINBKO MHUKPOCKOIIA. TaK)Ke,
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Bausch&Lomb MicroZoom, 50%2x, NA = 0.45 ;Leit.zErgqux AMC, 100%, NA=0.9

Pucynok A.4 — N3o0pakeHus yuna, mojryqaeMbie C MTOMOIIBI0 OMTHYECKOTO (CIeBa) U 3JIEKTPOHHOTO

MUKpOCKOTOB (crpaBa) u3 [104]

4Cpe3 NOAKIHOYCHHBIC IIYIIBI B YCTpOﬁCTBO MOTYT MepeaaBaTbCsa TCCTOBBIC CUT'HAJIBI C TOCICAYIOIIUM
aHaM30M BbIxoza. [IprMepsl IynoB MpeacTaBieHbl Ha PUCYHKE A.S.

Ha ceromsiunuii 1eHb IMPOLECC MPOBEAEHHUS aTaKK YIPOLIAETCS C MOMOIILIO HCIIOIb30BAHMS 30H-
JUPYIOMIEN YCTAHOBKH, BKJIIOYAOIIEH B €0 MUKPOCKONBI M MUKPOMAHHUITYJIATOPHI /IS YCTAHOBKU
IIyIOB HA MOBEPXHOCTH uYumna. Takue yCTAaHOBKH HCIIONB3YIOTCS B TOJIYIPOBOIHUKOBOW IPOMBIIII-
JICHHOCTH JIs1 TECTUPOBAHUA O6pa3HOB MPOAYKIHWH, I€HAa Ha BTOPUYHOM PBIHKE COCTAaBJIACT IOpsAAKa
$10000 (pucynok A.6).

— i
—— —
= ‘a‘ \
L |

Pucynok A.5 — Hlynsl ans noakinrodeHust K uumy [104]

MeToabl 3alMTHI: KaK y’e ObIJIO0 HAIMMCAHO BHIIIE, OCHOBHBIMU METOJaMH 3aLIUThI KpUITOTpadu-
YECKHUX YCTPOWCTB OT aTak 30HIMPOBAHUEM SIBIISIOTCS SKPAaHUPOBAHHUE U UCIIOJIB30BAaHUE CEHCOPHBIX
ceTell M JaTYMKOB HECAHKIIMOHUPOBAHHOTO IOCTyma. HemocTtaTkoMm 3THX Mep SBJSETCS CYLIECTBEHHOE

YBCIMYCHUC CTOUMOCTHU U pa3MCpoOB YCTpOﬁCTBa.

A.4.2 Artaka no BpemMeHH

Araka mo BpemeHH (timing attack) — maccuBHas HearpeccHBHAsl aTaka, OCHOBAHHAs Ha aHAIIN3E

BPEMEHH BBINOJIHEHUS onepainuil mudpoBanus. ATaka 0 BpEMEHH SIBJISIETCS caMOW MEpBOU U3 aTak
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Pucynok A.6 — [Ipumep 30Haupyromeil ycranoBkH u3 [104]

110 CTOPOHHHUM KaHajaM, MOSBUBLICHCS B TpakaaHckoi kpunrorpaduu. beia npennoxena [Tomom Ko-
xepom (Paul Kocher) B 1996 rogy [105]. ATaka mo BpeMeHH OCHOBaHA Ha U3MEPEHUU BPEMEHH, HE00-
XOJUMOTI0 KpUNTOrpapuuecKoMy MOIYIIIO 11l BBIOJHEHUS onepanuu mudpoBaHus (AemrppoBaHus).
310 MH(pOpPMALIUA MOXKET BECTU K PACKPBITHIO HHPOPMAIIMH O CEKPETHOM KIIIOUE.

Brruncnenus B peanu3anusax KpUNTorpaguyeckux alropuTMOB YacTO BBIIOIHSAIOTCS 32 PAa3ITUYHBIC
UHTEpBaJIbl BpeMeHH. [IprurnHaMu ToMy MOTYT OBITH ONTHUMM3ALMSI TIPOU3BOAUTEILHOCTH, IPOIYCKAIO-
1iast JINIIHKE ONEPALMN, BETBICHHUE U YCIIOBHBIC BBIPDAKEHUS, YTEHUE JAHHBIX U3 KAILIA B ONEPATUBHOU
NaMsTH, ONepaliy, BHIIOIHAEMBIE 32 HEAETEPMUHUPOBAHHOE BpeMs (HalpuMep, YMHOXKECHUE UIIH Jie-
JIEHHE) U TaK jJajiee. 3a4acTylo, BpeMs BBINOJIHEHUS OllepallMidi 3aBUCUT KaK OT BXOJHBIX [IapaMeTpoB,
TaK U OT CEKpETHOro Kitoua. Eciu npu 3ToM U3 3T0ro pazdpoca BpeMEHH MOKHO MOJIYyYUTh HEKOTOPYIO
MHGOPMALUIO O CKPBITBIX ITapaMeTpax M €CJIM UMEeTh JOCTATOYHO 3HAHMN O KOHKPETHOH peanu3alyi,
TO MPUMEHEHHE CTATUCTHUECKUX METOJOB aHAJIN3a CIIOCOOHO MOJTHOCTHIO BOCCTAHOBUTH 3THU CKPBITHIE
apaMeTphl.

B nuteparype NpHHSATHI ClIeAyIOLUE OCHOBHBIE MPEANOI0KEHUS OTHOCUTENIBHO aTak 10 BPEMEHU
[99]:

— BpeMs BBINOJIHEHUS! KpUNTorpaduyeckux onepanuii HEKOTOPbIM 00pa30M 3aBUCHUT OT KIIIOYa;

— JIOCTaTOYHO OOJBIIOE KOJMYECTBO Onepanuii mu(poBaHUs MOXKET ObITH BBIMOJHEHO HA OJHOM

KITIOUE;
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— BpeMs MOXET ObITh 3aMEpPEeHO C OMpeAeNEHHBIM ypOBHEM OIMOKU. UeM MeHblle ommlKa, TeM

MCHBIIC OIIBITOB Tpe6yeTc;1.

Heo0xoauMo OTMETHUTH, YTO aTaku MO BPEMEHU ObUIM KpalHEe yCIEUIHO NMPUMEHEHbI Ui B3JoMa
CETEBBIX KpUNTOrpaduyecKuX MpoTOKoyIoB, Hanpumep, OpenSSL u SSH [106, 107].

Hwxe nmpuBeaéH npuMep alropuTma, KOTOPBIH MOXKET OBITh YCIHEIIHO B3JIOMaH C MOMOIIBIO aTa-
KM 10 BpeMeHH. bricTpoe BO3BeleHUE B CTENEHb HCMONb3yeTcs B anroputmax uppu—Xennmana u
RSA. TmarensHO 3aMepsis BpeMs BBIIIOJIHEHMS ONEPALMM SKCIOHEHIIMPOBAHUA Yy = a“, aTaKyOLIUN
MOYKET HaWTH BEC CEKPETHOTrO KiIo4Ya & = (Tp_1, Tp_2, ..., To) (€CIU OUT x; paBeH 1, TO BBHIOTHSICTCS

JOIIOJTHUTCIIbHAA I/IHCprKI_II/IH) n JaXX€ TOYHOC €TI0 3HAUYCHUC.

Bxoa: a, x
1: R+1
2: A1 < n— 110 0 BBINOJIHUTH
3 R+ R?
4 ecau r; = 1 Toraa
5: R+ R-a
6 KOHell eCJIn
7: KOHel JJIs
8 y<+ R

9: BEPHYTb Y

Boixoa: BrruucieHnHoe 3HayeHue y = a”

AnroputMm A.l — Beruncnenue y = a® no cxeme ['opuepa

MeTonsbl 3alIUTBI: OCHOBHBIM METOJIOM 3aIIUThI OT YTEUKU MHPOPMALIUU 110 CTOPOHHUM KaHaJlaM
ABJIACTCS] BBINIOJHEHUSI YCJIOBHS HE3aBUCUMOCTH BBIYMCIIEHMM OT JIaHHBIX. ECIIM BBIYUCIIEHMS SBHO
HE 3aBUCAT OT BXOJAHBIX JAaHHBIX WJIM CEKPETHOTO KJIF04Ya, TO KPUITOAHAIUTUK TAK)KE HE CMOXKET UX

NOJYYHUTh U3 MH(pOopMaIMK 1Mo No6oYHOMY KaHay. JIoOMThCSA 3TOr0O MOXKHO HECKOJIBKHUMHU CIIOCOOaMU:

— MackupoBanue (masking) — crmoco0 mpu KOTOPOM K BXOJIHBIM JaHHBIM MPUMEHSIETCS] HEKOTopast
Macka, Jiajiee MPOU3BOMAATCS BBIYMCIICHHUS, MOCIE YEro OCYIIECTBIAETCS oOpaTHas KOPPEKLHUs
Macku. Takum 0Opa3oM Mpu aTake Mo CTOPOHHUM KaHallaM KPUNITOAHATUTHK MOyYUT HEKOTOPOE

IMPOMEKYTOYHOC 3HAYCHUC, HEC PACKPBIBAIOIICE BXOAHBIX TaHHBIX,

— mpousBeneHue BeuncieHui Benemnyio (blinding) — moaxon B kpunrtorpaduu, MpU KOTOPOM
YCTPOWCTBO MpeAoCTaBisieT QyHKIHUIO MUGPOBAHUS, HE 3HAS MPH 3TOM PEATBHBIX BXOIHBIX H
BBIXOAHBIX JaHHBIX. BriepBrie mog00HBINH oAX0A ObLT MpuMeHEH K anroputMy RSA u ocHoBan

Ha CBOWCTBE TOMOMOP(HHOCTH (PyHKIIMU IIHUPPOBAHUS.

BrimonHenue YCJIIOBUA HC3daBHCHUMOCTU BBIUMCIICHUIN OT JAHHBIX SIBJISCTCS YHUBCPCAJIBbHBIM METOAOM

3alIUTHl OT YTEYKH WH(POPMALIUHU 1O OONBIIMHCTBY CTOPOHHUX KaHajoB. OJHAKO MPUBEAEHHBIC BHIIIE
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METOZIbl HE BCErJja MOTYT OBITh IPUMEHEHBI K KOHKPETHBIM aJITOPUTMaM U ycTpoiicTBaM. B aTom cirydae
NPUMEHSIOT METOAbI, MPeIHA3HAYCHHBIE /IS 3aIIUThl OT KOHKPETHBIX THIIOB aTakK.

OCHOBHBIM METOJIOM 3aLIMTHI AlIIAPATHBIX CXEM OT aTak IO BPEMEHM SBJISETCS BBEIEHHUE LIyMa
(noise injection). Illym MokeT ObITh 100aB/IEH Kak MPOrpaMMHO (BBEIECHHUE CIy4alHbIX BBIUMCICHUN U
(UKTUBHBIX 33/IepKEK), TaK U anmnapaTHo (yCTaHOBKA Pa3lIMYHBIX T€HEPATOPOB IIyMa).

Jpyrast uznes Juid 3allUThl OT aTak 10 BPEMEHHU 3aKJIF0YAeTCsl B TOM, YTO BBIYMCIICHHS, COOTBET-
CTBYIOLIME BCEM BETKAaM YCIOBHOI'O OIIEPATOpa, JOJLKHBI 3aHUMATh OJMHAKOBOE KOJIUYECTBO BPEMEHU
(branch equalization). YToOpl KpUNTOAHAIUTUK HE CMOTI IPOBECTH aTaKky IO BPEMEHM HCIOIHEHMS,
BCE ATaIlbl HIU(PPOBaHUS B YCTPOMCTBE JOJKHBI BBIIOJIHATHCS 32 OIMHAKOBOE BpeMs. JJoOUThes 3TOro

MOXXHO CJICAYIOIIUMHU crocodamu:

— nobapneHue (UKCUPOBAHHOU 3aaep:kku. Eciin u3BecTHa KOHeUHas ammaparHas miargopma, To
MOXHO PacCUUTaTh BPEMs BBIMOJIHEHHs Ka)KIOH OINEepaluy U ypaBHATh UX, 100aBUB (pUKCUPO-

BAaHHBIC 3aJICPIKKU,

— BBIIOJHCHUC OAHOBPEMCHHO HECKOJBKHUX BO3MOKHBIX onepaunﬁ. Ecau B xakoi-ToO MOMEHT HC-
MOJIHCHU aJITOpUTMa NOJIZKHO BBIIIOJIHUTLCA 0o YMHOXCHHC, 1160 BO3BCIACHUC B KBaApar, TO

JIOJDKHBI BBITIOJIHUTBCS 00€ olepaliy, a HEHYKHbIN pe3ynbTaT OTOPOIIEH.

OueBUAHBIM HEJOCTATKOM TaKHUX PEIICHUI SBISETCS 3aMeljIeHne paboThl ycTpolcTBa. Takke Takue
Mepbl HE MOMOTal0T OT JMHAMUYECKUX 3aJep’KeK, TAKUX Kak Ipomax B K31 (IIoIpoOHee B pasjene
A.4.8).

Jpyrum cnoco6oMm 3aIuThl TPOrpaMMHBIX peain3aliii KpUunTorpaguueckux anropuTMOB SIBIISIETCS
YCTPaHEHHUE YCIOBHBIX NIEPEXOI0B B AJITOPUTME, OJHAKO ATO MPEACTABIAETCSA JOCTATOYHO HETPUBUAIIb-
HOM 3ama4eil. D(P(PEeKTUBHOCT MPEIIOKEHHBIX CPEJICTB TAKOBA: HAKJIaIbIBAHHUE IIyMa OCIa0IseT CHITy
aTaky 1O BPEMEHH, J00aBisst okojio 2-10% BBIYUCIMTENBHBIX PAacX0J0B, HO HE YCTpaHSET €€, TOoraa
KaK y/aJeHe BETBICHUH YacTO yCTpaHSET aTaky, HO 3a BEChbMa 3HAYUTEIbHYIO IIeHY [99].

Ha naHHBII MOMEHT OGOJNBUIMHCTBO OLIMOOK, MPOBOLMPOBABIIUX YTEUKY CTOPOHHEH MH(OpMAIIH,
OblTu ycTpanensl npousBoguterssMu [99, 100]. Mcnonb30Banre BHYTPEHHUX HCTOYHHMKOB TAaKTOBOTO
curHaia u (as3ooil aBronoactpoiiku yactoThl (phase-locked loop, PLL), a Takxe ciay4ailHbIX 3anep-
KEeK M (PUKTHUBHBIX OMNEpaluid AEeNaeT COBPEMEHHbIE KPUIITOMOIYJIM Majio YS3BUMBIMH K aTakaM IO

BPEMEHH.

A.4.3 Araka 1o 3HepronorpedJeHHI0

Araka 1o sHepronorpednenuto (power analysis attack) — nmaccuBHas HearpeccUBHasi aTaka, OCHO-
BaHHAasl HA aHAJIM3€ MOIIHOCTH, MOTPEOJIIEMON YCTPOMCTBOM B Tipoliiecce mudpoBanus. beuta npemio-
xeHa [Tomom Koxepom B 1999 romy [108]. C moMomipio nmpocToro u/wiu quddepeHnnanibHoro aHaan3a
SHEPronoTpedIeHus 30YMBIIUIEHHUK CIOCOOCH MONYyYUTh MPEACTaBICHUE O Mpoleccax, MpOTeKaro-
mUX B ycTpoiicTBe. OObeIMHEHNE TTOMyYSeHHON CTOPOHHEH MH(OPMALUHU C IPYTUMHU METONAMH KPHII-

TOaHaJin3a MO3BOJIACT 3HAYUTCIIbHO CHU3UTD CJIIOKHOCTH BBIYUCIICHUA CCKPETHOI'O KJIKO4Ya.
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Kak u3BecTHO, MHTErpajbHbIE CXEMbI COCTOAT U3 TPAH3UCTOPOB, PabOTAIONIUX KaK yHpaBiseMble
HaNpsHDKCHUEM TepeKiIoyarenu. B 3aBUCHMOCTH OT HampsHKEeHUs, IOJAHHOTO Ha 3aTBOP TPaH3UCTOPA,
4yepe3 HEro MOXKET Te€4b WM HE T€4Yb TOK. JTOT TOK IEPEHOCHUT 3apsj Jajbllle — K 3aTBOpaM APYTUX
TPaH3UCTOPOB, K IPOBOJHUKAM U JPYyTUM BUIAM HArpy3okK LEeNu. J[BUKEHHE IEKTPUUECKUX 3apsoB
MOTJIOIIAET SHEPTUIO U BBIJEIIAET AIEKTPOMAarHUTHOE U3JIy4eHHe; 00a 3TH MapaMeTpa JIeTKO U3MEPUMBI
U3BHE.

UroObl U3MEPUTH MOTPEOIIIEMYIO CXEMON MOIIHOCTh HEOOXOJMMO IMOCIIEI0BATEIbHO C IETbI0 MH-
TaHUS WU 3a3€MJICHUS TOJKIIIOYUTE PE3UCTOP Mayioro conportuBiieHus (Hanpumep, S0 Om). [Tagenue
HanpsOKEHUs, JISJIEHHOE Ha COMPOTHUBIICHUE, acT cuily Toka. CoBpeMeHHbIe 1adopaTopuu pacrosara-
10T 000pyIOBaHHEM, CITOCOOHBIM TPOU3BOIUTE IIU(PPOBBIE U3MEPEHHS HAMIPSHKEHUS Ha UCKITIOYUTETHHO
BbICOKHX yactoTax (6onee 1 I'T) u ¢ mpeBocxoqHON ToYHOCTHIO (ormmbka meHee 1%). YcTpoiicTBa,
criocoOHble BeCcTH n3MepeHus ¢ yactoroit or 200 MI'n1 u nepenaBaTh JaHHBIE KOMIIBIOTEPY, CTOST MEHEE
$400 [108].

ATaku 10 MOIIHOCTH SIBIIIIOTCA Hanboliee ucciaeyeMbIMU U3 BCEX aTak 1o CTOPOHHUM KaHanam. Ha
JAHHBIA MOMEHT oryonukoBaHo 6osee 200 paboT Ha 3Ty TeMy. Pe3ynbraTsl HccinenoBaHHid TOKA3bIBAIOT,
YTO aTaky 110 SHEPronoTPEOICHUIO ABJISIOTCS OYE€Hb MOIIHBIM MHCTPYMEHTOM JJISl B3JIOMa KPUIITOTpa-
¢uyeckux cxeM. BapuaHThl mpoBefeHUs aTak 10 SHEPronoTpedleHN0 ObUIM MPOJEMOHCTPUPOBAHBI
JUTsl OOJIBITMHCTBA MIM(POB, KAK CUMMETPUYHBIX, TaK U C OTKPBITBIM KitouoM, Hampumep [109-111].
CornacHo 3KCIIepUMEHTaIbHBIM JaHHbIM U3 [112], mpocTas araka 1mo 3HepronoTpebIeHHIo sl CMapT-
KapT OOBIYHO 3aHMMAET HECKOJBbKO CEKYH], B TO BpeMs KakK IPOBEJCHHE Pa3HOCTHON aTaku MOXKET

3aHUMaTbh HECKOJIBKO YaCOB.

HpOCTaﬂ aTaKa 1no 3Hepr0n0Tpe6J1eHmo

[Ipocras araka mo sHepromorpedienuto (simple power analysis attack, SPA attack) ocHoBana Ha
aHaJIM3€e CIIEAO0B MOTPEOIIEMON YCTPOWCTBOM MOIIHOCTH IMPH BBIMIOJIHEHUH TIpoliecca Aenm(poBaHms.
JIJIs yCIenrHOTo TPOBEICHHUs aTaK! 3JIOYMBIIIUICHHUK, 0071a/1asi TOYHBIMU 3HAHUSIMH O BHYTPEHHEH pe-
aNM3aly KPUIITOAITOPUTMA, UCIIONB3YEeT HEMOCPEACTBEHHbBIE Pe3yJabTaThl U3MEPEHHM dHEpromnoTpeo-
JICHUsI JJIS TIOJIy4EHHUsl CBEJIEHUI Kak 0 paboTe caMOro yCTpOMCTBa, Tak M O KIIOUe.

[Ipumep criena sHEPronoTPeOICHHS YCTPOMCTBA, BHIMOIHSIONMIETO MUGPOBAHUE C TOMOIIBIO aJTo-
putma DES, npencrasien Ha pucyHke A.7. Ha rpaduke MOXXHO pa3inuyuTh 3Tal HauyajabHOU mepecTa-
HOBKH, 16 payHJ0OB M 3aKJIIOYUTEIHHYIO IIEPECTaHOBKY.

Tak xak SPA 1mo3BosisieT BOCCTAaHOBUTH MOCJEI0BATEIHHOCTh UCIIOIHEHHBIX HHCTPYKIIHMA, OHAa MO-
XKeT OBITh HMCIIOJIb30BaHa NI B3JIOMa KpUINTOrpauuecKux peanu3alii, B KOTOPBIX 3Ta MOCIeI0Ba-
TEJIBLHOCTh 3aBUCUT OT 00pa0aThIBAE€MbIX JAHHBIX.

[Ipumeps! onepanuii, noasepraromuxcs araxke [114]:

— Pacniucanue xmroueit (key schedule) DES: Berumciienne mogkiaoda B kaxaom payHae DES wmc-
MOJIb3YEeT LMKIMYECKUN CHBUT 28-OMTHOTO perucrpa Kikoda. YCIOBHBIM MEpexoj 3a4acTylo McC-

MOJIb3YeTCA ISl TIepeHOCca CIIBUHYTOTO OMTa B JIPYroi KOHEIl peructpa (eciu 3ToT Out paseH 0,
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Pucynok A.7 — I'paduk snepromnorpedinennsi cMapT-kapThl, peanmsyromeir DES [113]

TO ero He mepeHocsT). Pesynprupyromuii cien norpeduseMoit sHepruu st OuToB paBHBIX 0 u
1 Oyner mpuHUMATh PAa3JIMYHBIA BHUJ, €CIM 3TO 3HAYCHHWE OMTA BIUSET HA BBINOJHSIEMBIEC OIle-
pauuu. [Ipumep paziauuuii B 3HEPronoTpedIeHUH YCTPOHCTBA MPU BBIYUCICHUM KIII04Ya payHaa

MPEJCTaBIICH Ha pUCYHKE A.8.

key shits of DES 0-5

Pucynok A.8 — Paznuuune B sHepronoTpeOiIeHny yCTPOHCTBA TP BBIYUCIICHUH MOJKIIIOYA payHaa

anroputMa DES B 3aBUCUMOCTH OT 3HaY€HUs CTapIIiero Ourta KirodeBoro peructpa [115]

— TIlepecranoBku DES: peanuzauuu anroputma DES ucnonb3ytor 60sbiioe KoIu4ecTBO mepecra-
HOBOK. YCJIOBHBIE MT€PEXO/IbI B MPOTPAMMHOM KOJI€ MOTYT MPUBOJIUTH K 3HAYUTEIbHBIM pa3JInyu-

M norpeOnenus 3uepruu st 0 u 1 6uros.
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— CpaBHeHI/ISIZ ornepanru CpaBHCHUA CTPOK HIIN 3HAYEHWH IaMAITH OOBIYHO HCIIOJB3YIOT YCJIOB-
HBIC IMEPEXOJbI B ClIydac, Koraa 06Hapy>1<eHo HCCOBIIaACHHUC. OTH MEPEXOAbl CIYyKaT HpH‘IHHOfI

3HAYUTEIIBHBIX PA3JIMYMI BO BpDEMEHH M DHEPrONOTPEOICHUN YCTPONCTBA.

— YMHOXUTENU: OIOKM YMHOXKEHHS 10 MOZYIIO MPOBOIUPYIOT OTPOMHBIE YTEUKH CTOPOHHEW WH-
¢dopmanmu. BennunHa yTeuky 3aBUCHT OT YCTPOWCTBA YMHOXHTENSI, HO 3a4acTyl0 UMEET OYCHb

CHWJIBHYIO KOPPEJSIUIO CO 3HAYCHHUSIMU OTIEPAH/IOB M UX BecaMu X3MMHUHTA.

— DKCIIOHEHIIATOPBI: MPOCTasi pean3alusl ONepaluy 3KCIOHEHIIMPOBAHUS TOOMTOBO CKaHUPYET
3HAYE€HHUE SKCIIOHEHTHI, BBIMOJHSAS OINEpALMI0 BO3BEICHHUS B KBaJpaT Ha KaKJOW HUTEpaluu c
JIOTIOJIHUTEJIbHBIM YMHOXEHHUEM I KaXKIAO0r0 €IMHUYHOIO OUTa HKCIIOHEHTHI. DKCIIOHEHTa MO-
&KeT ObITb CKOMIIPOMETHPOBAHA B CJIyyae, €CJIM OINEepalliy BO3BEIECHUS B KBAJpaT U YMHOKEHHS
NOTPEOIISAIOT pa3IMYHOE KOJIMYECTBO SHEPIHH, 3aHMMAIOT PAa3IMYHOE BPEMS BBITIOIHEHUS WIIH

Pa3saciICHbl Pa3IMYHbBIMU UHCTPYKIOUAMU.

JuddepenunanpHas araka 1no 3HepronorpedIeHuI0

Juddepennmansuas ataka mmo suepronorpedennto (differential power analysis attack, DPA attack)
— oziHO u3 Haubosee >(PQPEKTUBHBIX CPEIACTB Ui OCYIIECTBICHHs aTak [0 CTOPOHHMM KaHaiam. B
OTJIMYHUE OT MPOCTHIX aTaK IO IHEPronoTPeOIEHNIO, KOTOPhIE TPEOYIOT AETAILHOTO 3HAHUS PealIn3alun
anroputma, 1udepeHnragbHble aTaki UCIOIb3YI0T CTATUCTUYECKHE METO/IbI B IPOLIECCEe aHaJIn3a, He
TpeOysl MpU TOM IMOAPOOHBIX JTAHHBIX O KOHKPETHOW peanu3anuu. J1o aenaer DPA araky kpaiine
3G peKTUBHOM, TeM Oonee YTo I ee MpOoBeIeHHs TpeOyroTcs KpaliHe He3HaYUTeNIbHbIe pecypebl [99].

[ToMuMO 1OCTaTOYHO 3HAYMMBIX M3MEHEHHH 3HEPronoTpeOIeH s, CBA3aHHBIX C MTOCIIEI0BATEIBHO-
CTBIO BBINOJIHEHUSI MHCTPYKIHM, CYIIECTBYIOT TaK ke 3¢ (eKThl, BbI3BaHHbIE 00padaThIBaéMbIMU JJaH-
HBIMU. OTH U3MEHEHHUs JOCTATOYHO MaJibl U MHOIZA «3aTEMHSIOTCS» OIIMOKaMH MU3MEPEHUS U IPYTUM
nryMoM. B Takux ciyyasx 4acTo Bce )K€ BO3MOXHO B3JIOMaTh CHUCTEMY, MCIIONb3Yysl CTaTHCTUYECKHE
(GyHKLIUY, TPUBSI3aHHBIE K aJTOPUTMY MIH(POBAHHUSL.

CrangaptHas DPA-araka 3axiioyaeTcsi B HAaKOIUIEHHHM 3JI0YMBIIIJICHHUKOM MHOXECTBa Tap
{C;, T;}, tne T; — cnen, coorBercTBytomuii mupporekcty C;. Takxke, 3T0yMBIIUICHHAK OMPEICIseT
¢yHkLuIo BeIOOpa D, KOTOpasi B 3aBUCUMOCTH OT IIU(PPOTEKCTa U MPEIOIOKEHNUS O 3HAYEHUN YacTH
KJII04Ya BBIJAET OMHApHBIN pesynbrarl. Maes 3akitodaercs B TOM, YTO €CIU IPEIOI0KEHHUE O KIII0Ye
BEPHO, TO pe3yapTar GyHKUUU [ 0ToOpakaeT 0COOEHHOCTH, MPOSBISEMbIE B IPOLIECCE BHIYMCICHUM.
B nportuBHOM cityuae, D Oyzaer ciaydaidHON QyHKIMENH Ha BCEM MHOXECTBE HIM(DPOTEKCTOB.

3710yMBIILIEHHUK JIeNIaeT NPEANoNokeHHe K, 0 KItoue U UCHOJIB3YET 3TO NPEINOI0KEHNE U PyHK-
IMI0 BBIOOpA IS pa3lesIeHuss MHOXKECTBA CJICIOB Ha 2 moamHoxecTBa: s oguoro D(C;, K) = 0,
a it apyroro D(C;, K,) = 1. Jlanee oH HCCIEAyeT pa3indHe YCPEIHCHHBIX IO HOIMHOKECTBAM
cnenos. Eciu K ; 6buT OIIMOOYHBIM, TO 3TH JIBa MOJAMHOKECTBA HEKOPPEIMPOBAHBI, M Pa3HOCTh YCPE/-
HEHHBIX CJIEJOB CTAHOBUTCS IUIOCKOM ¢ pocTOM pazmepa BbIOOpKHU (pucyHOK A.9). B ciyyae, ecin K,

ObUT BEPHBIM, TO PAa3HOCTb CTPEMUTCS K KOppeisiiuu [ u 3HepronorpebieHus, KoTopas OyaeT mpea-
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cTaBieHa nukoM. [Ipumep rpaduka pazHOCTH MPH BEPHOM MPEANONIOKEHUU O 3HAUYEHUH YacTH KIIoYa

npuBeqéH Ha pucyHke A.10.

Mryesne phalirala - Mryessnos sealsctlsn Reand 1

-10

=g

Pucynok A.9 — Pa3HOCTb MEXly YCPEIHEHHBIMU CIIEAaMH HEPTOMOTPEOICHUS IPU OMIMOOYHOM

MPEINONIOKEHUN O 3HaYeHnHn 6uToB kitoua [100]

ATaku 1o 3HepronoTpedaeHuIo ObLIN Jerko mpuMeHeHsl npoTuB RSA. B xauectBe npocToro npu-
Mepa yS3BUMOCTH MOXKHO MPUBECTU TOT (PAKT, YTO €CIH MOTpeOieHue HEeprun OJ0KaMH YMHOKEHUS
U BO3BEACHUA B KBaJpaT pa3jIMuYaeTCsl HACTOJIBKO, YTO MX MOYKHO OTIMYATh APYr OT JApyra, TO 3Haye-
HUE CEKPETHOM 3KCIIOHEHTHI MOXKET OBITh JIETKO MOJIyYE€HO U3 CJIEZ0B SHEPronoTpeOaeHHs 3TUX OJIOKOB
(BO3MOXKHO, YCPEAHEHHBIX 110 HEKOTOPOMY KOJIMYECTBY ONEpaluil UIsl yMEHbIIEHUS 11yMa). JlanbHeil-
IIME PEe3yJIbTaThl 110 ATOW TeMe MOTYT ObITh HaimeHsl B [116] u [117].

Axkap (Akkar) u npyrue BepHyIuCh K npobieme aHanusza MomHocTd B [118]. Onu momeitanuck
OIIpPENIEIUTh OTHOCUTEIbHYIO 3HAYUMOCTh YTEUKH MH(OpManuu o0 3HEPronoTpedIeHU B 3aBUCHMO-
CTH OT BBINOJHIEMbIX MHCTPYKLUMHA, 00pabaThiBaeMbIX NaHHBIX M T.J. U B Pe3ylbTaTe MPEeaIoxKIIN
JIOBOJIBHO MPOCTYI0 Moziesib. OCHOBBIBAsSICh Ha HEKOTOPBIX MPAKTUYECKUX pe3yJIbTaTax, OHM MOKa3aJIu,
4yTO KpuTepuil pasaeneHus Koxepa (paszneneHue cienoB B 3aBUCUMOCTH OT 3HAYEHUsI KOHKPETHOIO OM-
Ta) HE SABJISIETCS ONTUMAJIbHBIM, U IPEIIOKUIN IPYTOi KpUTEpUil, KOTOPBIH MaKCHUMU3HUPYET Pa3HOCTh
SHEPromnoTpedIeHus. DTO TO3BOJIACT B 5 pa3 COKPATUTh pa3Mepbl HEOOXOAMMBIX CTATUCTUYCCKHUX JIaH-

HBIX, HO Tpe6yeT IIpHu 5TOM bonee JACTAJIbHOI'O 3HAHUSA O pCaiu3allii aJIrOpuT™Ma.

MeToabl 3alIMTHI

OCHOBHBIM IIoAX0AO0M AJId 3alllUThI OT aTak I10 3H€pI‘0HOTpe6JIeHI/IIO SABIIACTCA 6aHaHCI/Ip0BKa 9HEP-

ronotpednenus. [1o BO3MOXXHOCTH, PU MPOBEACHUH OTIEPAIIMNA TOJDKHBI OBITH 33JI€HICTBOBAHBI BCE all-
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Moysoos gindoals - Moysoos sslwstios Rousd 1
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Pucynok A.10 — Pa3HocTh MeXy yCpeIHEHHBIMU CIIEIaMU SHEPronoTpedaeHus MpyU NPaBUILHOM

MIPEATIONOKEHUH O 3HaYeHUH 6 OuToB Kitoya [100]

napaTHbIE YaCTH yCTPOUCTBA (HAIIpUMep PETUCTPBI MU BEHTHIIN ), HA HEHCIIOIb3YEeMbIX YacTAX CIIEAYeT
IIPOBOJIUTH JIOKHBIE BBIUMCIIEHUA. TakuM 00pa3oM MOKHO JOOUTHCS MOCTOSHCTBA SHEPrONOTPEOICHUS
YCTPOWCTBOM.

MeTo/pl 3alUTHI allllapaTHBIX CXEM OT aTak II0 3HEPronoTPeOICHUIO TaKXKe BKIIOYAIOT HCIIOIb30-
BaHUE BHYTPEHHUX HMCTOYHHUKOB SHEPIUH, UCIIOJIHEHHE MHCTPYKLMH B CIydyailHOM IOpSIKE, Ciaydail-
HOE NepEeUMEHOBaHUE PETUCTPOB, UCIIOIb30BaHUE 2 KOHJEHCATOPOB, OJIMH U3 KOTOPBIX 3apsKaeTcsl OT
BHEIIHEro UCTOYHUKA, [T0OKa BTOPOU MUTAET YCTPOICTBO, U MHOTOE JPYTOe€.

HHTEepecHbIM METOOM 3alLUThl KpUNTOrpapUUECKUX yCTPONUCTB OT aTak IO SHEPrornoTpeOIeHuro
ABJISIETCS pas/ielieHne 00pabaThIBaeMbIX JaHHBIX Ha 2 YacTH TaKUM 00pa3oM, 4TOOBI MOXHO ObLIO
JIETKO OCYIIECTBUTH OOpaTHYIO MpOLENypy OObeAMHEHUs (Hampumep, Kirod /X MOXKHO pas3lelnuTh Ha
yactu K; u K5 ¢ nomousio onepaunu XOR: K = K; XOR K5). O0e yactu ki1roua 06padbaTeIBatoTCs
OT/EIbHO, U3-32 YEero MponajaeT KOppessius Mexay OutamMu UCXoAHOro kitoda K (oHu Oosblie He
UCTIONIB3YIOTCS. B YUCTOM BHJIE) U dHepronoTpediaenueM. CienoparensHo, Metong DPA He MoxeT ObITh
npuMeHéH. OmHako 11 60pbOBI ¢ TAKMM METOIIOM 3aIluThl ObLT pa3padoran DPA BTOporo mopsiaka.
Jlanee oH 6b11 00001IEH Ha ciayyail 1r000r0 mopsaKa.

Ha nanHBII MOMEHT aTaku 10 3HEPronoTpeOICHUIO HaX0AATCs B (POKYCe CeroJHAIIHUX UCCIe10Ba-
HUI CTOPOHHUX KaHAJOB, OJJHAKO MPOBEJCHUE TAKUX aTaK CTAaHOBUTCS BCE Ooree crnoxHO 3amaueit. C
YBEIMYEHUEM YaCTOThI paOOThl yCTPONCTB YBEIMYMBACTCS U YPOBEHB LIyMa H3MEPEHHH, 3T (pakTOphI
TpeOyIOT UCIOIb30BaHMs OoJiee OBICTPOro U TOUHOTo 0bopynoBanus. Kpome Toro, yMeHbIIEHUIO OTHO-
IIEHUs] CUTHAJI/IIIYM CIIOCOOCTBYET CHMXKEHHUE 3HeprocHabxkenus ¢ 5 B no 1 B. Boiaenenue nzmenenus

1 OuTa yciaoxHseTcs 3a cuéT nepexoAa K JaHHBIM OOJbLICH pa3psAHOCTH (epexoa OT 8—OUTHBIX JaH-
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HBIX K 32— 1 64-OuTHBIM JaHHBIM). bosee cloXHbBIE MEKTPUUECKUE LENH MPUBOIAT K YBEITUUYECHHUIO
YPOBHS MOMEX OT JPYTHX 3JIEMEHTOB, BO3HHUKHOBEHHIO NepeKpEcTHhIX momex (crosstalks). ITomumo
TEXHOJIOTUYECKUX CIOKHOCTEH, BO3HUKAIOIINX Y KPUNTOAHAIIUTUKOB, YCUIIUSAMU YUEHBIX U HHKEHEPOB
Ha JaHHBIA MOMEHT pa3paboTaHbl 3((HEKTUBHbIE MEPHI IPOTUBOACHCTBUS aTakaM 110 SHEPronorpedie-

HUIO OJ1d OOJILIIMHCTBA AJITOPpUTMOB.

A.4.4 Artaka 1o 3JIeKTPOMATHUTHOMY H3JIy4Y€HUIO

ATaka 1o JIeKTpOMarHUTHOMY H3iydeHuto (electromagnetic analysis, EM attack) — tum maccus-
HOM HearpecCUBHOM aTakH 10 CTOPOHHHM KaHajaMm, 3aKJIIOYarOUIUIICsS B aHAJIU3€ AJIEKTPOMArHUTHOIO
W3Ty4eHUs] KpUNTOrpauueckoro MoayJs.

[TpocTeiM mpUMEpPOM aTaku MO 3IEKTPOMArHUTHOMY H3JTyUEHHIO SIBJISIETCS TaK Ha3bIBa€MbIil mepe-
xBaT BaH DJika. B 1985 rogy Beimma crares Buma Ban Ditka (Wim van Eyck) «DnekrpomarHutHoe
W3Iy4YeHUE OT MOHHUTOPOB: OMACHOCTH moxaciymuBanus» [119]. B 31oil crathe mompoOHO omHCHIBa-
JIOCh, KaK C MOMOIILI0 000PYIOBaHUS CyMMapHOW CTOUMOCTBIO He Oosbiie $100 MOXKHO OCYIIECTBUTh
nepexsar UH(oOpMaluu, NpeACTaBIeHHONW Ha yAaJIeHHOM 3JIEKTPOHHO-Ty4€BOM MOHHUTOPE KOMIIbIOTE-
pa. U3 oueBUIHBIX TOCTOMHCTB TAKOTO MepexBara WH(GOPMAIMN MOKHO BBIACIUTH TO, YTO 3aC€Yb €ro
HEBO3MOXKHO (OH HE OCTaBIISET ClIe0B). M3 HEJOCTATKOB e MOXKHO BBLACIHTH HEOOXOAUMOCTh (pU3H-
YeCKON ONMM30CTH K OOBEKTY MOJCIYLIMBAHUSA U HUCIIOJIB30BAaHUE JONOJIHUTEILHOrO 000pynoBaHus. B
2004 rogy Mapkycy Kyny (Markus Kuhn) ynanoce ocymecTBuTh nepexsar BaH JWKa IS KUIAKOKPHU-
CTAJTTMYECKUX MOHUTOPOB [120].

Bynyun snekTpuyecKkuMHu yCTpOUCTBAMH, KOMIIOHEHTHI KOMIIBIOTEPA U3JIyHatOT JIEKTPOMAarHUTHOE
nznyudenue (OMU) Bo Bpems BBINOJNIHEHUs omnepanuil. Pacnonoxus psaoM ¢ KOMIIOHEHTaMU YCTpOii-
CTBa MPOBOJHUK, 3JIOYMBIIIJICHHUK CIIOCOOEH M3MEPUTh BEIUYMHY MHAYKIIMOHHOIO TOKA, BO3HUKAIO-
1Iero B HEM, U BBIYMCIUTH apaMeTpbl OM nosnd. [IpumMep 351eKTpOMarHuTHOTO U3JIy4eHHs yCTPOICTBA
n3 [115] npencrasnen Ha pucyHke A.ll. 13 pucynka nerko 3ameruts, uto nuku OMU coBnagaror
C MEPEXOHBIMH TPOIIECCaMU Cliefa IHEPronoTpedIeHUsl. DTO TOBOPUT O CXOXKeH MHPOPMATHBHOCTH
JAaHHBIX KaHAJIOB yTEUKU CTOPOHHEH nHpopmaimu. Ananu3z DMMU ycTpoiicTBa MOXKET J1aTh aTaKyoLie-
MY JOIMOJHUTENIbHYI0 HH(POPMALIMIO O BHIMOIHSIOMIUXCS BHIYUCICHHUSIX M UCIOIb3yEeMbIX JAHHBIX, UTO
MOKET YIIPOCTUTH BBIYHCIICHHE CEKPETHOTO mapameTpa. Kak u araku mo aHainu3y SHEPronoTpedIeHus,
araku 1o DMMU moryT OBITH TakKe pasfelieHbl Ha JBE Kareropuu: mpocThie (simple electomagnetic
attack, SEMA) u nuddepennmansubie (simple electomagnetic attack, DEMA).

Ataku 1o BpeMeHH, sHepronorpedienno 1 MU MOXKHO paccMaTpUBaTHCS KaK aTakd C yBEJIUYH-
BAIOIIMMCS KOJIMYECTBOM pa3MepHocTel. Tak, aTaka 1o BpeMeHu U3MepsieT JJIUTEIbHOCTH UCTIOTHEHUS
omepanuii s Kaxoro onbita (1 BenuunHa). ATaka 1Mo SHepronoTpeOICHUIO I aHAJIW3a UCTIONIBb3YEeT
napbl U3 JJIUTEIBHOCTH ONEpali U COOTBETCTBYIOLIET0 €€ 3Hepronorpednenus (2 BeJIUuuHbl). ATaka
no OMMU 3a cuér u3MeHeHus NOJIOKEHUsI TECTOBOIO MTPOBOAHUKA MO3BOJIIET COCTABIATh TPEXMEPHYIO
kapty OMMU ycTpoiicTBa, KOTOpO€ K TOMY K€ OyJeT U3MEHAThCS BO BPEMEHHU (4 BEJIMYMHBI). JTO I03-

BOJISIET, HAIIpUMeEp, Pa3/eIbHO paccMaTpUBaTh BKJIaJ Pa3JIM4HbIX 3JIEMEHTOB CXeMbl B 001ee OMMU.
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Pucynok A.11 — ConocraBnenue sHepronoTpediIeHns BEIYUCIUTEIBHOIO YCTPOICTBA €ro

ANEKTPOMarHUTHOMY M3JIy4deHuto [115]

OMMU moxet ObITh mozeneHo Ha 2 tuma [121]:

— mnpsimoe uznydeHus (direct emanations) — U3Iy4YeHHs], BOZHUKAIONIUE H3-32 HHTEHCUBHOTO JIBU-

JKCHUS DJICKTPUUCCKOI'O TOKa BHYTPH CXEMBI,

— chmyuaiiHple u3nydeHus (unintentional emanations) — W3My4eHHs, BO3ZHUKAIOIIUE B PE3yabTaTe

s dexTa B3auMOIEHCTBHS YaCTEl CXEMBI.

[Mocnennue nccnenoBanus MOKa3bIBAIOT, YTO CIIyYalHBIC H3TyYSHHS, KOTOPBIMU aKTHBHO IIpeHeOpe-
raJli paHbllle, MOTYT CIIY’)KMTh UCTOYHUKOM YTE€UKU 3HAYUTEIHHO OOJIBIIET0 KOIUYECTBA HH(OpMAIIH,
HEeXelu npsMble. boee Toro, uX paanyc paclpoCTpaHEHHsI MOXKET COCTaBIIATh nopsiaka 4,5 m. Takxe,
CYIIECTBYIOT CUTYallUH, IPU KOTOPBIX aTaku o OMU MoryT ObITh HCIIOIB30BaHBI IS B3JIOMa METO/I0B
3alIUTHI OT aTak [0 YHEPronoTPEOICHHUIO.

HecMmotps Ha To, yTo aTaka no OMMU sBisercs HearpecCUBHOH (Tak Kak OHA COCTOMT B U3MEPEHUHU
OM nons BOMM3U YCTpOMCTBa), BCKPhITHE YCTpoiicTBa nenaer e€ Oosnee 3(pdekTuBHON M ycTpaHsSeT
BO3MYILIEHUS, CBA3AHHBIE C TACCUBUPYIOLIUM CIIOEM.

Bo03MOXHOCTB HCIIOJIB30BAHUS NIEKTPOMArHUTHBIX U3JIyYEHHUH YK€ OTHOCUTEIBHO JaBHO U3BECTHA
B BOEHHBIX Kpyrax. Hanpumep, HenaBHO paccekpeueHHbl qokyMeHT TEMPEST, n3nannsiii Hamuo-
HaJlbHBIM AreHTCTBOM besonacHoctu (NSA), ucciaenyeT pa3aruuHble KOMIPOMETHPYIOLINE U3TyUeHHUS,
BKutoyasi OMMU, n3nmydeHus NpoBOIOB U pacIPOCTPAaHEHHUE aKYCTUYECKOIO CUTHAJIA.

Mertonsb! 3amUTBI: MepaM OOpBHOBI € MEKTPOMATHUTHBIM H3JIyYEHUEM IOCBAIIEHO OOJBIIOE KO-
JIMYECTBO JIUTEPATYPbl 1 HOPMAaTUBHBIX JOKYMEHTOB. 110 MpUHIMIY 3aIIUTHI HX MOXHO Pa3JelHuTh Ha
JIBE€ TPYIIBI: YMEHbIIEHHE MOIIHOCTH CUTHAJIA M yMEHbIIEHHUEe HHPOPMATUBHOCTH CUTHaia. MeTossl,
HalpaBJICHHbIE HA YMEHBIIEHUE MOIIHOCTH CUTHaJa, 3aKJIKOUYAIOTCSA B NEPENPOEKTUPOBAHUU YCTPOil-

CTBa C ICJIbKO YMCHBLIICHUSA CHy‘I&ﬁHOFO H3JIy4YCHUS, UCIIOJB30BAHUHU SKPAHUPOBAHUSA U (1)I/I3I/I‘ICCKI/I
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3aIUIIEHHBIX 30H. MeTo/bl /ISl yMEHbIIIEHUSI HH(OPMATUBHOCTH CUTHAJIa OCHOBaHbI HA IPUBHECCHUU
CJIy4alfHOCTH B IPOLIECCHI BBIUUCIICHHMH, a TaK)Ke Ha YaCTOM OOHOBJIEHUH KJIIOYa.

[IpoBenenne faHHOW aTaky B COBPEMEHHBIX YCIOBHAX PA3BUTUS TEXHOJIOIMM 3HAYUTEIIBHO YCIIOXK-
HseTcs. CIoXKHOCTH, BO3HUKAIOUIME MPU NpoBeAeHUU aTak 1o DM, aHamoru4Hel CIOXKHOCTIM arak

10 PHEPronoTPeOICHUIO:

— BBICOKHC Tpe60BaHI/I$I K 9aCTOTC pa6OTI>I HU3MEPUTCIIBHOT'O 060py)10BaH1/m;

— CHHWIXXCHHUC YPOBHA HAIIPAKCHUA UHTCTPAJIBHBIX CXEM NPHUBOAWUT K YMCHBIICHUIO OTHOICHUSA CUT'-

HaJI/IIyM U3MEPSEMbIX JTaHHBIX;
— Tepexoi K JaHHBIM OOJbIICH Pa3MEPHOCTH YCIOXKHSICT aHAIN3 H3MEPCHUI;
— YCJIOXHEHHE CXEM MPUBOJUT K YMEHBIIEHUIO TOYHOCTH U3MEPEHHIA;

— 3¢ deKTUBHbIE MEPHI 3aLUTHI 1151 OOIBIIOTO KOJIMYECTBA alTOPUTMOB.

A.4.5 Araka no npuBHeCEHHBIM IOMeXaM

Araka 1o npuBHec€HHbIM noMmexaMm (fault-injection attack, FIA) — axkrtuBHasi araka, cBsi3aHHas C
aHaJIN30M paboThl YCTPOICTBA B HEMPEyCMOTPEHHBIX YCIOBHUSX.

B pyccKosi3bIYHBIX MCTOYHMKAX OOBIYHO HA3bIBAETCS aTaKOW 10 OLIMOKAaM BBIUYMCIICHUH.

C momenTa coero nosinenus B 1997 rony [51] FIA Obpuin ycremHo npuMeHEeHbI IOYTH KO BCEM
KpunTorpaUyeckuM ajJropurMaM. ATaky 0 IIOMEXaM IPEJOCTaBIIAIOT KPUIITOAHAIUTUKY OOJIbIION
BBIOOP BO3MOXKHBIX CLIEHApUEB aTaKuh CUCTEMbl. METOJbl HCIOIB30BAaHUS MOMEX MOTYT CHJIBHO OT-
JMYaThCS IS pa3HbIX anropuTMoB. OCYLIECTBUMOCTb aTaKH 3aBHCUT OT KOHKPETHBIX BO3MOKHOCTEH
aTaKyIOILIEro U TUIA ITIOMEX, KOTOPbIE OH MOXET MHAYLUPOBaTh B ycTpoiicTBe. B o0Ouiem, Monens mo-

MCXHU OOJDKHA ONpPCACIATH KAK MUHUMYM CICAYIOIUC MapaMCTPhl IIOMCXU:

— TOYHOCTb, C KOTOPOM aTaKyrOIIMi MOXXET HHAYIHPOBAaTh MOMEXH B OINpeneia€HHON o0yacTu

yCTpOMCTBA (IIPOCTPAHCTBEHHAs pa3pellarolias CliocoOOHOCTh);
— Ppa3MEepHOCTh JIaHHBIX, OJBEPKEHHBIX TTOMeXe (HampuMep, OAUH OUT UM OJIUH 0ailT);

— CKOPOCTb BHCAPCHUSA U ITOCTOAHCTBO CYHICCTBOBAHUA IMOMCXHU: ITOMEXAa KPATKOBPECMEHHA, J0JII0-

BpEMEHHasl WM MTOCTOSIHHA (BpeMEHHas pa3peniaronias criocoOOHOCTh);

— THUN TIOMEXHU: WHBEPCHUS OJHOTO OWTA; OMHOCTOPOHHEE M3MEHEHHWE 3HAYeHHs OJHOro OuTa (Ha-
npumep, 0 — 1, 1 — 1); u3meHeHue OaiiTa JaHHBIX Ha HEKOTOPYIO CIIy4YailHyIO BEMUYHMHY; U TaK

nanee.
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B o6mieM, ataky mo mpuUBHECEHHBIM IOMEXaM COCTOST M3 JABYX 3TamnoB. IlepBblil 3akmioyaercs B
HaBE/ICHUU MOMEX B ONpeeNEHHBI MOMEHT paboTsl ycTpoiicTBa. Haubonee mccnenoBaHHble KPHUIITO-
rpadUYecKuM COOOIIECTBOM MEXAaHHM3MbI BHEAPEHHs MOMEX BKIIOYAIOT B Ce0Sl OTKIOHEHHE B DJICK-
Tponutanuu [42, 122-124], Bo30yXx/aeHHE CUIMKOHOBOIO CJIOS YWIIA C IOMOILBIO CBETa WM Jase-
pa [41,43,122,125-127] u co3gaHue MHAYKIMOHHOIO TOKA HA MOBEPXHOCTH YHUIIA C MOMOIIBIO Mar-
HUTHOTO oyt [127,128].

Bropbim 3TanoM ataku SIBISETCS aHAU3 PE3yIbTATOB BO3ACHCTBUS MOMEX Ha paboOTy yCTpoOicTBa
C LIEJIbIO BBIYUCIIEHUS CeKpeTHoro napamerpa. OqHuM u3 HambOonee 3(p(HEeKTUBHBIX METOJOB aHAIN3a
paboThl yCTpOHCTBA B YCIIOBUSX MoMex sBisieTcs nuddepeHunansHbplid ananu3 omubok (differential
fault analysis, DFA) [39]. DFA Obl1 XOpOIIIO M3y4YeH C TEOPETUUCCKOW TOYKU 3PEHUS U KAXKETCS TPHU-
MEHHUMBIM MOYTH KO BCEM CUMMETPUYHBIM U aCUMMETPUYHBIM KPUIITOCUCTEMAM.

HNHTepecHbIM MIPUMEPOM YCIIEUTHOTO MPOBEJCHUS aTaKi C TPUBHECEHHEM TTOMEXH SBIIECTCS IKCIIe-
pument, onucannbiii C. I1. CxopoboraroBeim (Sergey Skorobogatov) u P. JIxx. Aanepcornom (Ross J.
Anderson) [49]. [IpuHIMI HHAYIHUPOBAHUS TIOMEX 3aKIIFOYAJICS B UyBCTBUTEILHOCTH MOTYTPOBOAHUKO-
BBIX TPAH3UCTOPOB K MOHU3UPYIOIIEMY U3TyYeHUI0. Takoe U3ydeHHe MOXKET ObITh BbI3BAHO SICPHBIM
B3PBIBOM, PaJIMOAKTUBHBIMH M30TOIIAMH, PEHTTEHOBCKUM HM3JIYYEHUEM HIIM KOCMHUYECKUMHU JTydyamu. B
MIPOMBILIUIEHHOCTH JJI1 MOAETUPOBAHUS BO3EHCTBHUS MOHU3UPYIOIIETO U3JTyUYeHHUs Ha MOIYyIPOBOIHU-
KU MPUMEHSIOTCS J1a3ephl.

B cBoém skcniepumente CkopoboraroB U AHJIEPCEH B Ka4eCTBE UCTOYHMKA M3JIy4YEHHUS UCIOJIb30-
BaJIM (DOTOBCIIBIIIKY, KYIUICHHYIO B CEKOHA-X9H/ MarasuHe 3a $30, u nmasepHyr0 yKasKy, KyIUICHHYIO
3a $8. B kadecTBe arakyemoro ycrpoiictBa ObUia BeIOpaHa O3Y cTaHIapTHOrO MHKPOKOHTpOJUIEpA
PIC16F84. C nmoBepxHOCcTH uuIia ObUT ymanéH 3allMTHBINA c0i, mocie yero O3Y ObLI0 MOABEPIKEHO
MHOTOKpPaTHOMY M3JIy4eHHUI0. B pe3ynbraTe Takoro ombiTa OBLJIO MOKA3aHO, YTO Ja)Ke MCIOJb3Ys Ta-
KO€ HEJIOpOroe M JOCTYNHOE 000pYyAOBAaHUE, MOXKHO M3MEHATH 3HAYEHMsI KOHKPETHBIX SUEEK MaMsTH
Ha Tpebyemoe. Takske, ¢ HOMOIIBIO METOAa OOPATHOIO MPOEKTUPOBAHUA>) OblIa COCTABIEHA TAOIUIA
COOTBETCTBHSI aIPECOB AYEEK MaMATU UX (PAKTUYECKOMY PACIIONIOKEHHUIO Ha YUIIE.

Heo0xoqmumMo 0TMETHUTh, YTO ATOT MUKPOKOHTPOJUIEP HE SBISUICS 3alMIIEHHBIM, TIOATOMY U3 (hakTa
YCIICIIHOTO OCYIIECTBIICHHS aTaKH HE CIIE0BAJI0, YTO MO00HAas aTaka MOXKeT ObITh 3(pekTuBHON Tpo-
TUB CIELUAIN3UPOBAHHBIX YCTPOHCTB. OHAKO caM (aKT MPOCTOTHI MAHUIYIMPOBAHUS COAECPHKAHHEM
naMsATH Ha TPAH3UCTOPAX YK€ TOBOPUT O OOJIBIIOM MOTEHIMANE TaKON aTaku.

Pa3BuTHe 3TOrO SKCIepHMEHTa MpencTaBieHo B pabore [50]. B crathe cOTpyIHUIBI KOMITAHUU
Samsung omMchIBAaETCS 3KCIIEPUMEHT IO BO3CHCTBHIO Jlazepa HAa pabOTy CMapT-KapT, SIBJISIOLIUXCS

3alUIIEHHBIME ycTpoiicTBaMu. OOIyUeHUIO MO/IBEPTaIUCh pa3IMyHbIe 3JIEMEHThI CMapT-KapT:

— JIOTUYECKasl 4acCTh, BKITFOYAOIIAsS POIIECCOP, COMPOIIECCOPHI, KPUNTOTpadhuIeCKUe MOIYIIH, JIO-

THYCCKHE CXEMBI U TaK JaJiec,

2O6paTHOE MPOEKTUpOBaHKE (reverse engineering) - MPOLECC CHCTEMATHYECKOTO pa3opa MporpaMmsl (BOCCTAHOBICHHS
e MCXOMHOTO TEKCTa M CTPYKTYpPbI) MJIM MHUKDPOCXEMBI Ul H3YYECHUS aJTOPUTMOB €€ pabOThl C LENbI0O MMHTALUN WU
MOBTOPEHHsI HEKOTOPBIX WM Bcex e€ (yHKIMH B Apyroit ¢opme wiam Ha Gosee BBICOKOM ypoBHe abcrpakiwu. LIupoko

HCIIOJIB3YETCA B COBpCMeHHOﬁ HHAYCTPHUHU - OT YUCTOT'O KOMMPOBAHHUS NO CKPBITOIO.
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— mocTosiHHOe 3anoMuHaroliee ycrpoiicto (I13Y, read only memory, ROM);
— 3amoMuHaromiee ycrporctBo npsmoro pocryna (3YII/, random access memory, RAM);

— sHepronezaBucumas namaTh (OHII, non-volatile memory, NVM).

Ha6op c6oeB B paboTe yCTPOICTB, MOIYYCHHBIA B PE3YAbTATE SKCIICPUMEHTA, IPEJICTABIICH B TAOIHUIIS
A.1. Kak BusHO W3 TaONUIBI, IPH BO3JCHCTBUU HA JIOTHUECKUE AJIEMEHTHI YCTPOMCTBA OBLIO CIPO-
BOLIUPOBAHO BCE MHOXKECTBO NEPCUYNCICHHBIX CGOCB. I[HH BCEX TUIIOB ITaMATH 6BIJII/I OCYHICCTBJICHBI
cOOM YTEeHUS U 3aIlUCH. KpOMe TOTrO, IpH B03ﬂ€ﬁCTBHH JIa3€pOM Ha THUIIBI MMaMATHU, IPCAHASHAYCHHBIC
IJId XpaHCHUA UCIIOJIHAEMOro Koaa, OBLIM TAKXKE CIIPOBOLMPOBAHBI HAPYIICHHUSA B IMTOCIIECA0OBATCIbHOCTHU

BBIIIOJIHACMBIX onepaum?l.

Tabmuua A.1 — Tumnsl c6oeB B paboTe cMapT-KapT B 3aBUCUMOCTH OT 00OBEKTa

BO3/ICHCTBHUSA JIa3€pOM

Tun ommOku Jloruka | I13Y | 3VIIJ | OHII

OmmboyHble KpUntorpaguueckre BEIYUCICHUS v

v v v

OmmoOKy 3armmucu/9TeHns U3 ITaMsITU

Ommb0oYHBIN apec 3arucu/YTeHUS

[Ipomyck/noBpexieHne HHCTPYKLIUN

OmmboYHbIe BRIUUCIIEHUS TPOIeccopa

NENENENEN
\
(\

[ToBpexenne perucrpa

MeTO}ILI 3alUTBI: IIPpU JOMMYIHNCHHWH, YTO 3JIOYMBIINIJICHHUK HEC cnocobeH IMPOBOIMPOBATH OAWMHAKO-
BYIO OIIMOKY JBaXKIbl, €CTECTBEHHBIM CIIOCOOOM 3allIUTHI MPEACTaBIsETCS TyOnupoBaHrue o0opynoBa-
HUS WIK MTOBTOPEHHE MpoLenypsl mudpoBanus. CpaBHEHUE Pe3yabTaTOB MMOKAKET HATMYUE OLIMOKH.

JInst 3aUTBI CUCTEM € OTKPBITBIM KIIKOYOM CYILIECTBYET METOJ, IIPU KOTOPOM IIepes, OTIPABKOU
ANEKTPOHHOHN U(PPOBOI MOANHMCH TIPEITONIaracTcsi €€ MPOBEpKa C MOMOIIBIO OTKPBITOTO KITIOYa.

Jpyrumu MeToamMu 3aluThl YCTPOMCTB SBJISIOTCS: UCIOJIb30BaHNE KOHTPOJIBHBIX CYMM M METO/IOB
[IOMEXOYCTOMYUBOIO KOJUPOBAHUS, IIPUBHECEHUE CIIYYaWHOCTH B IIPOLIECC UCIIOJIHEHHS ONEpALMi U
MHOIO€ JIpyroe.

Ha naHHBIif MOMEHT aTaku MO IOMEXaM IMPEJICTaBISIOT CePhE3HYI0 OMACHOCTD Ul KpunTorpadu-
YecKUX yCTpohcTB. HecMoTpst Ha 00ibIlIoe KOJIWYECTBO MpelaraéMbIX CIOCOOOB 3alUTHI, MHOTHE
N3 HUX HC MOT'YT OGGCHG‘II/ITB I[OCTaTO‘-IHHﬁ YPOBCHB 3alllUThI IIpU CUJIBHOM MOACIN aTaKu (BBICOKOC
MIPOCTPAHCTBEHHOE W BPEMEHHOE pa3pelieHue, MPOBOIIMPOBAHNE KOHKPETHBIX 3HAYCHUH OLIMOOK U TaK

nanee).

A.4.6 Araka o BUAUMOMY HM3JIYYCHUIO

Araka o BuanMomy u3nydenuto (visible light attack) — maccuBHas araka, npennoxenHas Mapky-

coM Kynom B 2002 roxy [129]. B cBoeit pabore oH mokasaj, 4TO, UCIOJIb3ys BHICOKOTOUHBIM JaTUUK



143

MHTEHCHUBHOCTH CBETa, MO)XHO M3MEPUTh W3MEHEHUS B MHTEHCUBHOCTH PACCESIHHOIO OT MOHHUTOpA
cBeTa (Hampumep, OTPaXEHHOTO OT CTEHbI), U TAKMM 00pa30M BOCCTAHOBHUTH M300pakeHHE Ha SKpaHe.
Jlaxxe mpu yCIIOBHH, YTO YCTPOMCTBO HE HAXOAUTCSA B 30HE INPSMOM BHIMMOCTU aTaKyIOLIETO, 3J10-
YMBIIUIEHHUK CHOCOOEH IMOoJIydyaTh MHPOPMALMIO OT BBIUMCIUTENBHOIO ycTpoicTBa. TakuMm obpazom,
Jla)ke 3alUThl OT yTeuku uHpopmanuu depe3 DMU moxeT okazaThes HemocTtatouHo. Kak u B cimydae
araku o OMU, 0coOOEHHOCTBIO aTaku MO BUAMMOMY H3JIyYEHHIO SBJISIETCA TO, YTO OHa He Tpedyer
(u3MUeCcKOro JOCTyIa K YCTPOMCTBY M HE MOXKET ObITh OOHapy)KeHa.

JlaHHBIN THUII aTakK TakXKe MOXKHO NPUMEHHUTH K IIM(paTropaM, UCIOJIb3YIOLUIMM CBETOIUOIHbIC UH-
JUKaTOPbI, AHAJTU3UPYS JaHHbBIE OT KOTOPBIX, MO)KHO MOJTYYUTh HHPOPMALIHUIO 00 onepanusx B yCTpoil-
ctBe [130]. Taxxe, B 3TOl paboTe MpeacTaBiIeHa CUCTEMaTHKa METOJOB 3allUThl OT YTEUKU UH(pOpMa-
LMY Yepe3 BUAUMOE U3IIy4YE€HUE, KOTOPHIE M103BOJIAIOT OJOKMPOBATh COOTBETCTBYIOIIME aTaku. OCHOB-
HBIM METOZIOM 3alllUTHl OT JAHHOW aTaky SIBJISETCS JIMKBUAALMSA BUAMMOIO W3JIy4YEHUs, HAIpUMEp, C
MIOMOIIbIO MTOMEIIEHHs] 000pyAOBaHuUs B HEMPO3payHble KOpITyca.

Ha panHbIli MOMEHT ONMCaHHAas aTaka He [MoJIy4unJsia pa3BuTHUA.

A.4.7 AkycTHYeckasi aTaka

AkycTHYeckas araka (acoustic attack) — maccuBHas araka, HampaBlieHHas Ha MOJy4YEeHUE HH-
(opmanuu U3 3BYKOB, MPOU3BOIUMBIX YCTPOWCTBOM. McTOpHUecKH MaHHBIA THUI aTak CBSA3BIBACTCS C
MPOCTYIIKONW paboThl MU(POBATIbHBIX YCTPOMCTBA, IPUHTEPOB U KiaBuaryp (mpumep u3z A.l ¢ mpo-
CJIyILIKOH pOTOPHOM IIM(POBAIBHON MAIIMHBI), HO B HOCJEIHHE TOJbl ObUIM HaNAEHBl YA3BUMOCTH,
MI03BOJISAOLIME UCIIOIb30BaTh AKYCTUYECKUE aTaKy, HAIIPABICHHbBIE HA BHYTPEHHNUE KOMIIOHEHTHI JJIEK-
TpoHHBIX MmudppaTopoB. Tak, llamup (Shamir) u Tpamep (Tramer) B [131] mpomemoHCTpUpOBaNIH
IIPEIBAPUTEIBHOE JJ0KA3aTEIbCTBO TOrO, YTO CYILECTBYET KOPPENALUs MEXIYy 3BYKOM IIpoleccopa U
IIPOU3BOIUMBIMHM UM BBIYHUCICHUSIMH.

Pesynbrar mpoBeIEHHOIO UMH SKCIIEPUMEHTA II0Ka3all, YTO 3BYKOBOM CUTHAJI, IIPOU3BOAUMBIN IPO-
LIECCOPOM, HE UCKAKAETCS IIYyMOM OT BEHTWJIATOPOB CHUCTEMBI OXJIAXKJIEHUS U CTOPOHHUX OOBEKTOB.
Kpowme Toro, 6bu10 BBISIBICHO, YTO HaWOOJIBIINM KOJIMYECTBOM IIyMa COIPOBOXKIAIOCH COCTOSIHUE T1O0-
KOsl TIporieccopa, Be3biBaeMoe koman 1o HALT. Takum o6pa3zom, yrpolaeTcst onpeieieHie MOMEHTOB
HayaJla ¥ KOHLa paboThl npoueccopa. Ilpumep cnekrpa 3BykoBoro curxana u3 [131] npeacrasien Ha
pucyHke A.12.

Ha npencraBieHHOM pUCyHKE H300paKEH CIIEKTP 3BYKa, IPOU3BOJUMBIN MPOIIECCOPOM, NP BHIYHC-
JIEHUH 3J1eKTPOHHOHU 11dpoBoit noanucu no anroputmy RSA. OCHOBHBIMM 3TaliaMu IaHHOTO aJITOPUT-
Ma SIBJISIFOTCSI BBIIIOJHEHMS BBIYMCIEHUM 110 MOLYJISM P U ¢, KOTOPBIE B IAaHHOM IIPUMEPE 3aKIIHOUEHBI
Mexay komannamu HALT. Takum oOpasoM, o6nanas 3HaHHSMHU O IPOLECCOPE U AITOPUTME, KPHII-
TOAHAJUTHK Ha OCHOBE 3BYKa, MPOM3BOJMMOIO IPOLIECCOPOM, MOXKET pa3inyaTh pa3jIUYHbIE 3Tallbl
aJITOPUTMA, a TAKXKE BBIIEIATH OAMHAKOBBIE 3Tallbl HA OCHOBE MJIEHTUYHOCTH 3ByKOBOI'O CUTHAJA.

JlaHHas araka IOKa HE IOJy4MJIa JaJIbHEUIIEro pa3BUTHS.
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Pucynoxk A.12 — IIpumep cnexTpa 3ByKOBOTO CHTHala, IPOU3BOJUMOTO Ipoueccopom, u3 [131]

A.4.8 Araka mo K31

Artaka no ka1 (cache-based attack) — maccuBHasi HearpeccuBHas araka, OCHOBaHHAs Ha aHAM3E
IIPOMAxoB K3II-MaMATH mpoueccopa. CoBpeMEHHbIE KOMIIBIOTEPBI HCHOIb3YIOT IMPOLIECCOPHBIN KAIII
(CPU cache), nnu npocTto K311, MEX1y IpoLeccOpOM U OCHOBHOM MaMAThIO JJIsl yBETUUEHUs CpeHel
ckopocTH paboThl. B ciydae, ecnu nporieccopy Tpedyercst nHopmanus, KOTopasi He XpaHUTCS B KdIIIe,
TO €CTh IPOMU30ILEN MpoMax Ka31a (cache miss), To 3arpy3Ka JaHHBIX U3 OCHOBHOM MaMATH B K311 OyJeT
COMPOBOXKJATHCS 3aJCPIKKOM.

Ataku 1o k311 genarcs Ha 2 Buga [132]:
— araku Ha ocHOBe ciena (trace driven attacks);
— arakd Ha OCHOBE BpeMeHHU (time driven attacks).

ATaku 1o K311 Ha OCHOBE cJie/la OCHOBAHbI Ha CIIOCOOHOCTH 3JI0YMBIIIJICHHUKA TOTy4aTh M aHaJIH-
3UpOBaTh NMPOGUIb 0OpameHHs MPOIECCopa K KA IPU UCTIOIHEHHH KPUITOTPaGUIECcKOro aaropur-
Ma [133]. s ycrenrHoro oCymieCTBICHUS aTaKH 3JIOYMBIIUIEHHUKY HE0OXOIMMO UMETh cief (Tora-
JaHUE WIM MPOMax K3II) JUIS KaXJ0ro oOpamieHus K maMsaTH. PaccMOTpHUM NPHHIMUIT 3TOH aTaku Ha
npuMepe O10KOB MoACTaHOBKHU (S-box) anroputma DES, peann3oBaHHBIX dyepe3 TaOMHUIIbI Tpeodpa3o-
Banuit®) (look-up table). IlycTs cien o6paleHus K K3II-NAMATH I 3 PayHI0B airOPMTMa BBINISIUT

CIIeYIONUM 00pa3oM:

MM MMM MMM HHMMMMNMH HMHHMMHDM,

3 Tabnuia npeoOpa3oBaHus - CTPYKTYpPa JaHHBIX, OOBIYHO MACCHB HIJIH CBA3AHHBINA MACCHB, 3a9aCTYI0 HCTIONb3YeTCs [T
3aMEHBI MPSIMBIX BBIUMCICHUN HA TPOCTYIO OMEpaIuio HAeKcHpoBaHus. [10 3HaYeHNI0 BXOTHOTO apryMEeHTa BBIUYUCISETCS

HOMEP STYCHKU Ta6J'II/IHLI, co,uepxcamni/i KOPPEKTHOC BbLIXOAHOC 3HAUYCHUC.
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rae M oOo3HayaeT mpomax KiIi;

H — nomnananue.

JU1a mpencTaBlIeHHOIO IpHUMepa KPUITOAHAIMTUK MOXKET CHENaTh IPEAINOIOKEHHE O TOM, UTO
BXOJIHbI€ 3HAYEHMsI MEPBOro OJOKa MOJCTAHOBKM Ha NEPBOM M BTOPOM payHJaxX COBHAAaoT. Takum
o0pa3oM, MOIUGUIUPYS OTKPBITHIN TEKCT U aHAJM3UPYS MOJydyaeMble NP €ro MuQpoBaHUH NPOPHIN
oOpalleHus K K31, KPUIITOAHAINTUK MOXET BBIIBUTh 3HAYEHUSI CEKPETHBIX MTapaMeTpOB alrOpUTMa.

ATaxu 110 K311 Ha OCHOBE BPEMEHHU SIBIISIOTCS YaCTHBIM CiIydaeM arak 1o Bpemenu [99,100]. Onu-
CaHHbIC paHHEE aTaku 10 BPEMEHHU HCIIOJIB30BAIM TOT (PAKT, YTO YCIOBHBIE IEPEXOJbl B AJFOPUTME
mUQppPOoBaHUS MOTYT MPUBOAUTH K PAa3JIMYMsIM BO BPEMEHU BBINOJHEHUs omnepanuu. HemocTarok kil
HaMsTH, MPU KOTOPOM HpOLieccOpy NPUXOAMTCS 0OpalaTbcs K OCHOBHOM MaMsTH, TakkKe CHOCOOeH
IIPOBOLIMPOBAaTh BpEMEHHbIE pa3inuusi. V3MepeHue 3Tol 3aJep:KKM MOMKET MO3BOJIMTH aTaKyHOIEMY
OIIPE/IETUTh NOSABJICHUE U YacTOTy IIPOMaxoB K31ia. M3 3TOro BO3HUKAaeT CTOPOHHUN KaHaJl.

OpuruHanbHas Uies UCIOJIb30BaHUS KAII NMaMATH KaK CTOPOHHETrO KaHalla, 4yepe3 KOTOPBIN Mpouc-
XOJUT yTeuka WH(POPMALIUK B MPOLECCE UCTIONHEHUs KPUIITOrpapuuecKoro alropurMma, obuia mpeao-
xena Kencu (Kelsey) u apyrumu B [134]. Ataku 1o k3111 ObUTH YCHEIIHO MPUMEHEHBI K IPOrpaMMHBIM
peanuzanusm mudpo MISTY 1, DES, Camelis u ap. [135,136] Unest ataku Ha ko111 OblIa paciinpeHa
Ha ciIyd4ail OJ0KOBBIX MIK(POB, UCTIONB3YIOLUINX MTOICTAHOBKYU U NepecTaHOBKH, Hanpumep, AES [137].
OTOT MOAXO0A MOXKET OBITh MPUMEHEH JJIs B3JIOMA KPUNTOTrpaUUeCKuX MPUMHUTUBOB, KOTOPbIE peaju-
3yIOT (DYHKIIMH C TIOMOIIBIO TaOIuI] IpeoOpa3oBaHus. ATaka 1o K31y SBJISETCS JOCTATOYHO CHIIBHBIM
TUIIOM aTak [0 CTOPOHHUM KaHaJlaM, TaK KaK HE HYXJaeTCs HU B 3HAHUM CIIELUAIbHOIO OTKPBITOTO
TEKCTa, HU MHU(POTEKCTa, U MPOBOAUTCS MPOCTHIM MOHUTOPUHIOM BO3ACHCTBUS KPUIITOTpapruecKoro
npouecca Ha K3II.

Mertonasbl 3aIMTBI: CPEOU METOJOB 3allUThl OT aTak 10 K3II MOXXHO MEPEUUCIUTH CIELYHOIIUE:
yOparh K3II WU JOCTYI K K3II CO CTOPOHBI OJIOKOB MOACTAaHOBKH (S-bOX), OTKITIOYHTH OYHCTKY KJIIIA,
OCYUIECTBIIAITh BPEMEHHOE CMEIICHHUE ONepaluii, UCI0JIb30BaTh allapaTHy0 apXUTEKTypy pas3ieicH-
Horo kama. Kpome Toro, Bo3Mo)KHa MOJTHAs WK ClIy4aiHO—4acTH4Hasl 3arpy3ka TaOluIl OJCTAHOBKU
B K3ILI-NIaMSTh.

Ha nanHbIil MOMEHT yrpo3a OT aTaku 1o K31 He ycrpaHeHa. B [137] yrBepxnaercs, 4to npumu-
TUBBI, peajin30BaHHble 0e3 Tabnul nmpeobpazoBanus, Takue kak SHA u Serpent, HEBOCIPUUMYMBBI K
ONMCAaHHOMY THITy aTak. B To ke Bpems HaxoxaeHue 3(h(heKTUBHBIX PELICHUH, KOTOpble OyayT He3a-

BHUCHUMBI OT aJITOPUTMOB U aPXUTEKTYPBI, IO CUX TOP OCTAETCSI OTKPBITON MPOOIEMOI.

A.4.9 Araka mo 4yacrore

Araka o ygacrore (frequency-based attack) — nuddepennmansnas ataka TpoTUB MOOMIBHBIX BBI-
YHUCIUTENIbHBIX YCTPOHUCTB TakuX kKak PDA, MoOuibHbIE TeneQOHbI U MEeHKepsl, npeanoxkeHHas Turo
(C. C. Tiu) B [138].

Ota araka B HEKOTOPOM CMBICIIE€ aHAJIOTHYHA AU (epeHInaTIbHBIM aTakaM 0 SHEPronoTpeOIeHuIo

u OMU, HO NpOU3BOAMUTCS B YACTOTHOW OONACTH. ATaka 3aKJIIOYAeTCs B BBIUMCICHUH TUBPEpeHIIH-
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aJbHOM CIIEKTPaNbHOM MJIOTHOCTH 3HEpruu curHajia. OHa 3¢ ¢deKkTuBHa a)xe MpHU YyCIOBUH CMEIIECHUs
CJIEZIOB PE3YNbTAaTOB HKCIIEPUMEHTAIBHBIX aTakK, B TO BpeMs KakK OMNMCAHHbIE Bbllle aTtaku 1o OMMU
OKa3bIBatOTCA HEeA(P(PEKTUBHBIMU (3a CUET CABUIOB BO BPEMEHHOW 00JIACTH TEPSAIOTCS KOPPEIAIHOHHBIE
CBOMCTBA CUTHANIOB). Takas 0COOEHHOCTB MO3BOJISIET aTaKe EPBOTo MOPsIKA M0 YaCTOTE MIPEOI0IEBATh
J€CHHXPOHU3UPYIOLINE KOHTPMEPHI, BBOIAIINE CIyYalHbIE 3a1€PKKU.

Araka mo JacToTre K Ha JAHHBIM MOMEHT HE [moJIry4yuJia JadbHEHIIero pa3sBUTHA.

A.4.10 Araka no CKAaHMPOBAHUIO

Artaka no ckanupoBanuio (scan-based attack) — appexruBHas araka, UCHOIB3YIOIIAs BCTPOCHHBIE
B alnapaTHbIEe CXEMbl CKAaHUPYIOIUE TECThl. TecThl, OCHOBaHHbIE HA CKAHUPOBAHUMU, SIBIIAIOTCS KpaiiHe
3¢ hexTUBHOI METOAMKON TeCTUPOBaHMsl anmapaTrypbl. OgHako, B [139] ObL10 MOKa3aHo, 9TO OHU TAKKe
SIBIIIFOTCS MOIIHBIM WHCTPYMEHTOM JJIsl TIPOBEACHUS aTakU MO CTOPOHHUM KaHalaM. Takue TecTbl
OBbUIN MCTIONB30BAHBI [T N3BJICUCHUSI CEKPETHBIX KIIIOUEH B almapaTHhIX peanu3aius aaropurma DES.

Ha nannbiii Moment B CLLIA npeanpuHATHI MONBITKY O CTAHAAPTU3ALMH TECTOB JUIsl 3allUIIIEHHBIX
ycrpoiicts. B nokymenre [140] ¥ pexoMeHayeTcsl HCIOIB30BAHKME ONPENEIEHHOIO BHIa BCTPOEHHBIX
CaMOTECTUPYIOUINXCS CXEM JIs FapaHTUU 3alIUThl KPUNTOrpadhuIeCcKUX cXeM Ha PU3NYECKOM YPOBHE.
OnHako BBICOKOE IMOKPBITHE OMIMOOK € IMOMOILNBIO TECTOB, OCHOBAaHHBIX HAa CKAaHUPOBAHUU, SIBIAETCS
CepbE3HBIM MMOBOJIOM JIJISl IPOEKTUPOBAHUS 3aLMILEHHBIX CKAaHUPYIOLIUX TECTOB JUIsl KpunTorpagduye-

CKHUX YUIIOB.

A.5 BebiBoa

B nanHOM MpHUIIOKEHUH K AUCCEPTAIIMOHHON paboTe ObLTH MpeCTaBlIeHbl OCHOBHBIC THIIBI aTaK IO
CTOPOHHUM KaHallaM (OCTaIHCh 0€3 BHHUMAaHUs, HAPUMEDP, aTaku MO COoOoO0meHusM 00 ommokax [141]
u ocraroyHas nHdopmarnus [142]). OgHako maxe KpaTkuid 0030p ITUX arak Aa€T MPEACTaBICHUE O TOU
yrpo3e, KOTOPYIO OHU MPEICTABISIOT A peain3aluil KpunTorpadguyeckux alropuTMOB.

Kak Obuto cka3aHo, JUIi MHOTHX CYIIECTBYIOIIMX THIIOB aTak y>K€ MPEIJIOKEHBI METOABI 3allly-
ThI, MO3BOJISAIONIUE OCIAOUTH TUOO MOTHOCTBHIO YCTPAHHUTH YIPO3y UX YCIEIIHOTO MPOBENCHUS MPH
YCIIOBUM OTHOCHUTEIIEHO HEOOJBIIUX alllapaTHBIX/BPEMEHHBIX pacxomoB. OIHAKO HCCIIEOBAHHUE CTO-
POHHUX KaHAJIOB SBJSIETCSI OBICTPO Pa3BUBAIOIIMMCS HAIPABICHUEM KPUITOJIOTHH, PE3YJIBTaTOM Yero
SIBIISIETCS. HEMIPEPHIBHOE PA3BUTHE U YCOBEPIICHCTBOBaHHE MHCTPYMEHTOB KpumrToaHanusa. [locTosH-
HOE M3YyYeHHE CYIIECTBYIONINX YIPO3 U CO3JaHHE KOHTPMEP CTAHOBUTCS HEOOXOIUMBIM TpeOOBaHHEM
JUTSE O0eCTICUSHUS 3aIUThl KOHPUICHIINATHHBIX JAHHBIX.

Opnnoit u3 Hanbosee H3PPEKTUBHBIX aTak SABJISETCS aTaka 1o NpuBHECEHHBIM nomexaM. CodeTaHue
aTak 1Mo NPUBHECEHHBIM IMOMEXaM M allaparoB MPocToro u quddepeHnnaIb-Horo aHalu3a moMex Obun

YCIICHIHO MPUMCHCHBI JJII BBIYUCIICHUA CCKPCTHBIX MAapaMCTPOB MHOTHUX CYHICCTBYIOUIUX KPHUIITOIpa-

YFIPS 140 - cTannapt, ucronb3yeMsblii GenepanbabiMu opranusamuamu CILIA npu crienuukanuy KpUnTorpadudecKux

CUCTEM IJIsd obecrieueHus 3alIMThl Ba)XHbIX JTaHHBIX.
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¢uyeckux anroputmoB, Bkiarouasi DES, AES u RSA. Ataka He TepsieT cBoto 3(h(heKTUBHOCTh AaXKe MpU
TaKOM peaju3allMy KpUNTOAJIrOpUTMa, Korja paboTa yCTpoilcTBa He KOppelupoBaHa ¢ oOpalaTbiBae-
MBIMM JaHHBIMH U BBIIOJIHIEMBIMHU OIEPALIUSMHU.

Hanuuune 6onpbioro quamna3oHa METOI0B BHEAPEHUS IIOMEX B paboTy KpUNTOrpaduuecKoro MoayJis
MPUBOAMUT K 3HAYUTEIBHOMY YCIOKHEHHIO TpeOyeMmbIx KOoHTpMep. M3 storo ciemyer HE0OXOIUMOCTD
pa3pabOTKH YHUBEPCAIbHBIX METOJOB 3alllUThl YCTPOICTB OT IOMEX BHE 3aBUCUMOCTH OT MX MpO-
ucxoxnaeHud. JlaHHas AuccepTaloOHHas padoTa MOCBSILEHA HCCIEN0BAaHUIO U COBEPILIEHCTBOBAHUIO

CYHICCTBYOIINX MCTOA0B 3allIUThLI OT JTOM aTaKHu.
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