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General Information

The Federal State Institution of Science St. Petersburg Institute
for Informatics and Automation of the Russian Academy of Sciences
was founded in 1978 according to the Decree of the Council of Ministers
of the USSR dated 12/19/1977 and to the Decision of the Presidium of
the USSR Academy of Sciences dated 01/19/1978 on the basis of the
Computer Science Department of loffe Physical and Technical Institute
of the USSR Academy of Sciences, and was assigned the name of Len-
ingrad Research Computer Center (LRCC) of the USSR Academy of
Sciences. Currently the Institute is the only one scientific institution in
the North-West region of Russia that does basic research in information
technologies and automation. Since February, 1991 and at present Pro-
fessor Rafael M. Yusupov, Corresponding Member of RAS is the head
of the Institute.

Based on LRCC one of the first global computer and information
networks in the country the Academic Network “North-West” was cre-
ated. In 1985 LRCC was transformed into Leningrad Institute for Infor-
matics and Automation of the USSR Academy of Sciences.

By 1991 the Institute grew into a large scientific research organi-
zation, and its several departments gave rise to a new institution of the
Academy of Sciences: Center of Ecologic Security of the St. Petersburg
Scientific Research Center of RAS. In 1992 when historic name of St.
Petersburg was returned to the city the Institute in turn was renamed in
St. Petersburg Institute for Informatics and Automation of RAS
(SPIIRAS). According to the Decree of the Russian Federation Govern-
ment dated 12/30/2013 No. 2591-p the Institute was handed over to the
RF Federal Agency for Scientific Organizations (FASO Russia).

The Russian Academy of Sciences provides for the scientific and
methodological guidance in regard to the Institute research activities.

The Institute purpose and object of activities are to do basic, pre-
discovery and applied scientific research aimed at the acquisition of new
knowledge in the area of informatics and automation, control methods
and information and telecommunication technologies applicable to solv-
ing actual scientific and engineering as well as social and economic
problems, including those of interdisciplinary nature.

In its basic, prediscovery and applied scientific research the Insti-
tute follows the below directions:

- fundamental basics of the informatics, informatization of the soci-
ety and regions, origination and development of the national state
and world intelligent information resourses, social networks;



- fundamental basics of the information security, cyber-security of
the computer and telecommunication systems; counteractions
against cyber-terrorism;

- theoretic basics of constructing the technologies of Big Data anal-
ysis and processing intended for solving problems of regularities’
detection, machine learning, estimation models’ building (con-
struction), prognostication, and decision-making over a finite set
of alternatives;

- fundamental basics of integration and self-organization in the ex-
isting and promising public as well as commercial information-
management and telecommunication systems and networks at
various stages of their life-cycles;

- fundamental and technologic basics of building and implementa-
tion of intelligent integrated systems for decision-making support
and multimodal users’ interfaces in man-machine and robot com-
plexes;

- fundamental basics of complex modeling and automation at pro-
active monitoring and information processes control in complex
(info-, bio-, eco-, cogni-, socio-, geo-, aerospace and transporta-
tion) systems.

Basic and applied research as well as design projects in the above
listed areas are being done in accordance with the works of the Govern-
ment Task approved by FASO Russia for the Institute in regard to the
RAS Programs, within the projects of the Federal Special Programs and
Programs of the Russian Federation Ministries and Services, under re-
gional scientific programs, under grants of the Russian Federation State
Scientific Foundations and other state foundations, international and for-
eign institutional foundations, order-driven works for domestic and inter-
national agencies and organizations in conjunction with domestic and for-
eign universities, research institutions and industrial companies.

Applied results of the Institute’s research are oriented to develop-
ing the technologies specified by The List of Crucial Technologies for
the Russian Federation. The Institute latest research developments
cover a wide range of up-to-date information technologies:

- technology and software environment for aggregation, normaliza-
tion and analysis of big arrays of heterogeneous structured, semi-struc-
tured and unstructured data that is intended for monitoring and security
management of the consumer electronic devices’ distributed network;

- technology of Big Data analysis and processing intended for
solving the problems of regularities’ detection, machine learning, esti-
mation models’ construction, prognostication, and decision-making over
a finite set of alternatives;



- technology of building the decision-making support systems
based upon the reciprocity (communication) between man-machine
cloud services within the ontology oriented intelligent spaces, that use a
“blackboard” concept for exchange of information;

- technology of supporting the communication between autono-
mous robot systems and users in a group behavior within a surrounding
cyber-physical space the cloud services and resources are incorporated
into. As a technological base are used the multi-agent architecture and
five level model of software-communication infrastructure;

- design technology for the on-board computational module
SMARC-AM335x notable for its use of an external real-time microchip;
independent feed system, low cost, small overall dimension (82*50*5
mm), low power consumption (2-3 W) at the processor frequency up to
1000 MHz; DDRS3 on-line storage up to 1024 MB, nonvolatile storage
up to 8 GB, supporting the external interfaces of peripheral units (USB,
UART, ADC, GPIO, Ethernet and other) meant for the sensor infor-
mation processing and activation units’ control in the embedded sys-
tems and mobile robot complexes;

- technology and computer system for a paralinguistic analysis of
natural speech meant for an automatic speech-based recognition of
persons’ emotional states and classification of the speech paralinguistic
phenomena;

- technology of import substitution of hardware components by
their software realizations based on a being developed concept of soft-
ware determinate systems;

- technology and software complex for solving the mathematical
problems of prognostic evaluation, analysis and synthesis of the sys-
tems’ and processes’ characteristics and their functioning based upon
their operation features’ indices;

- technology evaluating the information system’s stability under
socio-engineering attacking impacts.

The above technologies are ready for realization; many of them
are already implemented by domestic and international R&D and indus-
trial organizations. It is worth noting that many developments are solving
the import substitution problem.

Certain part of the developments is of the twofold purpose, and
some are used in the products’ serial manufacturing, for instance, the
system of information protection against the unauthorized access, the
system of information guaranteed destruction, the on-board computa-
tional module SMARC-AM335x.

The Institute is obviously one of the leading Russian scientific re-
search organizations in the field of society informatization. The Institute
scholars developed informatics’ scientific and methodological basics,
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the concept of informatization of the city of St. Petersburg and proposed
the ways of its realization, the strategy of its transition to the information
society, conceptual frameworks of the information policy accepted by St.
Petersburg Administration as guiding documents. Also were developed
the model laws for the Commonwealth of Independent States (the CIS)
countries: “About Informatization, Information and Information Protec-

tion”, “About Electronic Commerce”, “About Crucially Important Objects

", W

in Information and Telecommunication Infrastructure”; “Strategy Ensur-
ing Information Security for the CIS Countries”; “Model Regulations for
Administrative Procedures Executed by Authorized Agencies in the
Sphere of Information Security Assurance for the CIS Countries”. These
documents are accepted as guidance by the CIS Interparliamentary As-
sembly. Besides “The Recommendations on Reapproachment and Har-
monization of National Legislations in Assurance for Information and
Communication Security of the Countries — CSTO Members” were de-
veloped. The problems of information assurance on the assumption of
the society informatization were investigated.

The SPIIRAS research and development basis (RDB) is consti-
tuted by researcher-oriented workstations integrated into a multi-level
local computer network furnished with an Internet access through the
nodes of RCOM and ROKSON providers. The above RDB'’s most im-
portant constituents are the SPIIRAS Computer Research and Educa-
tional Center, Research and Educational Center “Technologies of Intel-
lectual Space”, Innovation and Educational Center of Space Services,
established under the agreement with RosCosmos, “Educational Center
for Training the Certified Specialists in Processing Data of the Earth Re-
mote Sensing” that includes the geoinformation complex of space mon-
itoring. The RDB also incorporates High Performance Computer Cluster
and Robot-Technical Complex.

The Institute organizes and hosts series of international scientific
conferences like: “Regional Informatics”, “Information Assurance of Re-
gions of Russia”, “Speech and Computer”, “Mathematical Methods,
Models & Architectures for Computer Networks Security”, “Information
Fusion and Geo-information Systems”, “Simulation: Theory and Prac-
tice”, “Interactive Collaborative Robotics”; conferences on the theory of
multi-agent systems and their applications and other. SPIIRAS scholars
actively participate in international and domestic conferences and exhi-
bitions; serve on the boards of international and Russian scientific jour-
nals. Within 39 years the Institute researchers published over 110 mon-
ographs and 1100 papers with domestic (“Nauka”, “Mashinostroenie”,
etc) and international (“Springer-Verlag”, “Kluwer”, CRC Press, etc.)
publishers. SPIIRAS prints its own transactions, and over 90 collected

articles were published over 39 years time span. Since 2006 the

6



SPIIRAS proceedings are included in the list of the RF VAK journals,
and since 2016 — in the Scopus international data base.

To-day the SPIIRAS staff comprises one corresponding member
of RAS, 38 full professors and 58 scientists bearing Ph. D. degrees.
SPIIRAS members are bestowed 32 governmental awards, among them
twelve honorary titles of the Honored Scientist of The Russian Federa-
tion. Nine researchers are the RF Government Prizes winners, ten - are
awarded the scholarships of the Presiden of the Russian Federation,
eight — received the RF President Grants.

Currently, the SPIIRAS post-graduate course counts 30 post
graduate students, also functions the institution of doctoral candidacy.

SPIIRAS obtained an accreditation of educational activity valid
until May 18, 2022, and has a right to perform the educational activity in
accordance with the license No. 2719 issued on April 04, 2012 by the
Federal Service for Supervision in the Sphere of Education and Science
in the following areas:

- 09.06.01 Informatics and Computer Science

a) direction “System analysis, control and information processing”
(05.13.01);

b) direction “Mathematic- and software of computers, computer
complexes, and computer networks” (05.13.11);

- 10.06.01 Information Security

a) direction “Methods and systems for information security, infor-
mation assurance”(05.13.19).

The Doctoral Dissertation Council functions in the following spe-
cialities: 05.13.01 “System analysis, control, and information pro-
cessing”; 05.13.11 “Mathematic- and soft- ware of computers, computer
complexes, and computer networks”; 05.13.19 “Methods and systems
for information security, information assurance”.

The Museum of SPIIRAS and Carl May (1856-1918) School is
established and maintained at the Institute that currently occupies the
building that used to be the above mentioned school premises. 40 mem-
bers of the Russian Academy of Sciences and the Academy of Fine Arts,
156 Full Professors, two ministers, seven governors, four members of
the State Council, twenty generals and admirals, three Heroes of Social-
ist Labor, two pilot-cosmonauts G. M. Grechko and A. |. Borisenko are
among the C. May School alumni.

Using the Museum’s factual database the Institute scientists
run enlightenment and educational activities at the secondary and
higher schools of St. Petersburg promoting, at that, the best scien-
tific, pedagogic, cultural and ethical traditions of the Russian educa-
tion and science.
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Conferences, Exhibitions

Conferences Managed and Hosted by SPIIRAS in 2016:

Il Interregional Theoretical and Practical Conference: “Advanced
Lines of Development in National Information Technologies”,
http://pnroit.code-bit.com/. Sevastopol (Crimea), September 13-17,
2016 (Yusupov, R.M.)

9-th Multi-Conference “Information Technologies in Control (ITC-
2016)” within the 7-th Russian Multi-conference on Control Prob-
lems (RMCCP 2016). St. Petersburg (Russia), October 04-06,
2016 (Yusupov, R.M).

18-th International Conference “Speech and Computer” SPECOM-
2016. http://[specom.nw.ru/. Budapest (Hungary), August 23-27,
2016 (Ronzhin, A.L.)

1-st International Conference “Interactive Collaborative Robotics”
ICR-2016. http://specom.nw.ru/icr. Budapest (Hungary), August
23-25, 2016 (Ronzhin, A.L.)

XV Jubilee St. Petersburg International Conference “Regional Infor-
matics (RI-2016)”, St. Petersburg (Russia), October 26-28, 2016
(Yusupov, R.M.)

13-th International Symposium on Neural Networks, ISNN 2016,
http://cs.cityu.edu.hk. St. Petersburg (Russia), July 06-08, 2016
(Ronzhin, A.L.; Karpov, A.A.).

2-nd International School for Young Scientists “Incident Manage-
ment and Counteraction to Target Cyber and Physical Attacks in
Distributed Large-Scale Crucially Important Systems”, The Russian
Science Foundation (RSF) Grant No.15-11-300029 “Incident Man-
agement and Counteraction to Target Cyber and Physical Attacks
in Distributed Large-Scale Crucially Important Systems with due
Regard for Cloud Services and Networks of Internet Things”.
http://www.comsec.spb.ru/ru/conferences. St. Petersburg (Rus-
sia), October 31-November 02, 2016. (Kotenko, 1.V.)

Furthermore, 50 SPIIRAS scientists and professionals participated in
over 40 other international conferences, workshops and meetings as in-
vited speakers, speakers and program committees’ members.
Conferences and Workshops to be Organized by SPIIRAS in 2017

19-th International Conference “Speech and Computer* SPECOM-
2017. http://[specom.nw.ru/. Hatfield (England, UK), September 12-
16, 2017 (Ronzhin, A.L.)



e 2-nd International Conference “Interactive Collaborative Robotics”
ICR-2017. http://specom.nw.ru/icr2017.html. Hatfield (England,
UK), September 12-16, 2017 (Ronzhin, A.L.)

e X St. Petersburg Interregional Conference “Information Security of
the Russian Regions (ISRR-2017)". www.spiiras.nw.ru. St. Peters-
burg (Russia), October 25-27, 2017 (Yusupov, R.M.)

e 8-th All-Russian Theoretical and Practical Conference “Simulation.
The Theory and Practice” (IMMOD-2017). www.simulation.su. St.
Petersburg (Russia), October 18-20, 2017 (Sokolov, B.V.)

e |l Interregional Theoretical and Practical Conference “Advanced
Lines of Development in National Information Technologies”,
www.spiiras.nw.ru. St. Petersburg (Russia), October 19-21, 2017
(Kasatkin, V.V.)

e  25-th Euromicro International Conference on Parallel, Distributed,
and Network-Based Processing (PDP-2017). http://pdp2017.org.
St. Petersburg (Russia), March 06-08, 2017 (Kotenko, 1.V.)

e 3-rd International School for Young Scientists “Incident Manage-
ment and Counteraction to Target Cyber and Physical Attacks in
Distributed Large-Scale Crucially Important Systems”, The Russian
Science Foundation (RSF) Grant No.15-11-300029 “Incident Man-
agement and Counteraction to Target Cyber and Physical Attacks
in Distributed Large-Scale Crucially Important Systems with due
Regard for Cloud Services and Networks of Internet Things”.
http://www.comsec.spb.ru/ru/conferences. St. Petersburg (Rus-
sia), November 27-29, 2017. (Kotenko, 1.V.)

e VIl All-Russian Theoretical and Practical Conference “Fuzzy Sys-
tems, Soft Computing and Intelligent Technologies — 2017” (FSSC-
2017). www.spiiras.nw.ru/ru/scientific-organizational-activity/con-
ferences.html. St/ Petersburg (Russia), July 03-12, 2017.
(Tulupyev, A.L.)

International Cooperation
In 2016 SPIIRAS continued interactions and international scientific
cooperation through international contracts, agreements, grants, has
further proceeded with the established R&D contacts, information ex-
change; a number of international scientific centers SPIIRAS keeps in
touch with accepted the Institute scientists delegated to participate in
joint projects, conferences and other meetings outside Russia. In addi-
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tion SPIIRAS put a sincere effort in receiving international scholars, pro-
fessionals and delegations on the Institute premises; international con-
ferences were organized and held.

The following professional contacts are worth mentioning and in-
clude: the Institute of Information and Communication Technologies (the
Bulgarian Academy of Sciences); the Belarus Academy of Sciences, the
Belarus State University, the Academy of Belarus Ministry of Domestic
Affairs and other Belarus organizations like, the Institute of National Se-
curity, the Belarus State University of Informatics and Radio-electronics;
the Ukrainian National Academy of Sciences (UNAS); the Kazakh Acad-
emy of Sciences; the Uzbek Academy of Sciences; Novi Sad University
(Serbia), Riga Technical University (Latvia); Research Economic Insti-
tute in Poznan (Poland); University Paris-VII, Research Institute for In-
formatics in Grenoble, LIMSI-CNRS, University Paul Sabatier, Toulouse
lll (France); Jonkoping University (Sweden); the University of Berlin,
Fraunhofer Institute, Oberwolfach International Mathematic Institute,
Rostock University; Bremen University, Ulm University (Germany); Yale
University, EMS Company (USA); University of West Bohemia in Plzen
(Czechia); a number of EC institutions in Spain, Italy, Poland, Portugal,
Finland, institutions in China, Bogazici University in Turkey and other.

The research works were done on the contracts and orders by EMC
Company (USA); the Secretariat of the CIS Interparliamentary Assembly;
the EC Program TEMPUS; University of West Bohemia in Plzen
(Czechia). A sincere effort has been put in the further development of the
research cooperation with “SAMSUNG Research Center”, Ltd (Korea);
and in maintaining cooperation and information exchange based on the
agreements with the Institute of Space Research and Technologies (the
Bulgarian Academy of Sciences).

Intensive scientific exchange totally comprised 66 business trips of
40 SPIIRAS scientists (52 trips to International Conferences, Congresses,
Workshops and Exhibitions). 11 trips had been related to the current re-
search contract/agreements/grants; three trips concerned research in-
ternships.

In turn SPIIRAS received quite a few international scholars, for in-
stance, visa support had been arranged for 48 scientists and profession-
als; at that, directly at the Institute 31 scientists had been received, in-
cluding three — from Belarus, one — from Vietnam, nine — from Germany,
five from Kazakhstan, four — from the USA, two — from Ukraine, one —
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from Finland, one — from France, two- from Czechia, one — from Swe-
den, one — from South Africa, one — from Japan.

Links with the Higher School and Branch Science
The Institute administers four basic departments in the leading

St. Petersburg universities as well as several joint research laboratories.
Basic Departments:

“Information Technologies and Computer Security” at The St. Pe-
tersburg State Electrical Engineering University, established in
1979.

Affiliated department “Mechanics of Controlled Motion” at The St.
Petersburg State University, established in 1981.

“Distributed Intelligent Automation Systems” at The St. Petersburg
State Polytechnic University, established in 2009.

“Information Security” at The St. Petersburg State University of
Transport Communications, established in 2010

Research Laboratories:

12

Joint R&D Laboratory “Problems of Regional Informatization and
Management” at The Astrakhan State University, established in
2006.

R&D Laboratory within CAD Department at Technological Institute
of the Southern Federal University, Taganrog, established in 2010.
R&D Laboratory of Information Technologies in Transport Systems,
Power Engineering, Automation and Modeling Systems at Mari
State Technical University, established in 2012.

International Research Laboratory “Intelligent Proactive Protected
Technologies and Systems” at ITMO University, established in
2014.

International Research Laboratory “Intelligent Technologies for So-
cioCyberPhysical Systems” at ITMO University, established in
2014.

Virtual Joint Laboratory at The Military Teaching and Research
Center of the RF Air Force “Military Air Force Academy”, Voronezh,
established in 2015.

Joint Research Laboratory for Robotic Systems’ Design and Pro-
gramming at The St. Petersburg State University of Aerospace In-
strumentation, established in 2016.



The Institute also has cooperation with a number of universities in St.
Petersburg, Moscow and other cities: Russian State Pedagogical Univer-
sity, Moscow State University, Moscow Engineering and Physical Insti-
tute, Moscow Physical and Technical Institute, Moscow State Technical
University, Astrakhan State University, Petrozavodsk State University,
South Federal University, Northern Caucasian State Technological Uni-
versity, Naval Academy named after N. G. Kuznetsov, A. F. Mozhaysky
Military Space Academy, etc.

SPIIRAS Scholars deliver lectures for the students of the basic de-
partments and other higher schools in the advanced areas of informat-
ics, information and telecommunication technologies, engage students
in research activities, encourage the most capable ones to joint SPIIRAS
post-graduate course, teach courses at SPIIRAS centers: Research and
Education Center of Computer Studies (RECCS); Research and Edu-
cation Center “Technologies of Intelligent Space”; Innovation and Edu-
cation Center of Space Services; Educational Center for Training Certi-
fied Specialists in Processing Data of the Earth Remote Sensing.

The Institute organizes and runs the continuing city seminar “Informat-
ics and Computer Technologies”, Prof. Baranov, S. N. is the seminar
leader. The seminar on the one hand is aimed at maintaining professional
exchange of latest scientific developments in informatics and computer
technologies at the city level and on the other hand at involving young re-
searchers in submitting presentations on their own in front of competent
scientists. Thus, the seminar contributes to integration of St. Petersburg
higher school and academic science, clearly recognizes talented young
people and fosters their professional growth.

The Institute did joint research and performed customized works
under agreements and contracts with the following organizations: FGUP
“CNIllmash”, FGUP “GosCSI”, FGUP “NPO “Technomash”™, OAO
“CTSS”, FGUP “GosNIIAS”, OAO “Russian Space Systems”, FGUP
“GKNPC named after M. V. Khrunichev”’, OO0 “CTS”, OAO “NPO
RusBITech”, ZAO SKB “Orion”. In addition the Institute had entered into
five other agreements with the following organizations: OOO “Skartel”,
Parliamentary Assembly of the CSTO countries, OOO “ASM Reshenia”,
APIG “North-West UGSM”, Central Bank of the Russian Federation.

The Institute worked in close cooperation with Secretariat of CIS
Countries General Assembly, Secretariat of Parliamentary Assembly of
CSTO countries, Committee on Science and Education, Committee on
Informatization and Communication of St. Petersburg Government,
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St. Petersburg Government Information and Analytic Center; with a
number of agencies and departments of the Russian Federation Minis-
tries and services.

During the past 2016 year the Institute received 43 grants from the
Russian Foundation for Basic Research, three grants as subsidies from
the RF Ministry of Education and Science, two grants of the Russian
Federation President and three grants from the Russian Science Foun-
dation.

Major Publications

Monographs Published by SPIIRAS Scientists:

1. Azarov, AA., Tulupyeva, T.V., Suvorova, A.V., Tulupyev, A.L.,
Abramov, M.V., Yusupov, R.M. Social engineering attacks. The
problems of analysis. - SPb: Nauka, 2016. - 352 p.

2. Svinyin, S.F. Theory and metods of infinitive spectrum signals sam-
pling. — SPb: Nauka, 2016. — 71 p.

3. Shpakov, V. M. The Computer Implementation of Processes. Saar-
brucken: Palmarium Academic Publishing, 2016. - 244 p.

4. The strategic vector of ensuring international information security.
Collected articles / [composed by Vus, M.A., Makarov, O.S.] / Intro-
duction by Corresponding Member of RAS Yusupov, R.M. — SPb:
SPIIRAS. Publishing House "Anatolia", 2016. — 122 p.

5. Bachilo, I. L., Bondurovsky, V. V., VUS, M. A,, Lepyokhin, A. N.,
Makarov, O. S., Perevalov, D. V. A paradigm for the legal regulation
ensuring the international information security by example of CIS
and CSTO experience. Makarov, O. S. (Ed.) — Minsk: INS RB, 2016.
- 344 p.

Manuals and Teaching Aids:

1.  Tampel, |. B, Karpov, A. A. Automatic Speech Recognition. Tutorial.
— SPb, ITMO University, 2016. - 138 p.

Conference Proceedings, SPIIRAS Proceedings:

- 18-th International Conference “Speech and Computer” - Springer
International Publishing Switzerland. A. Ronzhin et al.(Eds):
SPECOM 2016, LNAI 9811, 2016. -746 p.
http://link.springer.com/book/10.1007/978-3-319-43958-7

- 1-st International Conference “Interactive Collaborative Robotics”
- Springer International Publishing Switzerland. A. Ronzhin et al.
(Eds.): ICR-2016, LNAI 9812, 2016. - 262 p.
http://link.springer.com/book/10.1007/978-3-319-43955-6.
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- Printed materials of the Il Interregional Theoretical and Practical
Conference. Sevastopol, September 13-17, 2016 — Sevastopol
State University. B. V. Sokolov (Ed.) — Sevastopol: SevGU, 2016. -
148 p.

- Collected printed materials (articles’ synopses) of the XV Jubilee
St. Petersburg International Conference “Regional Informatics (RI-
2016)”. Sovetov, B. Ya., Yusupov, R. M., Zabolotsky, V. P., Kasat-
kin, V. V. (Eds.) — St. Petersburg, October 26-28, 2016: Confer-
ence Materials. SPOISU - SPb, 2016. - 599 p.

- Collected articles of the XV Jubilee St. Petersburg International
Conference “Regional Informatics (RI-2016)”. Issue 2. Sovetov, B.
Ya., Yusupov, R. M., Zabolotsky, V. P., Kasatkin, V. V. (Eds.).
SPOISU - SPb, 2016. - 491 p.

- Printed materials of the 9-th conference “Information Technologies
in Control” (ITC-2016) — SPb: “Concern “CNII “Electropribor,
2016.-895 p.

- Proceedings of the 13-th International Symposium on Neural Net-
works — Advances in Neural Networks .Springer International Pub-
lishing Switzerland. Long Cheng, Qingshan Liu, Andrey Ronzhin
(Eds.): ISNN 2016, LNCS 9719, 2016. - 741 p.
http://link.springer.com/book/10.1007/978-3-319-40663-3

Print Media and Electronic Media — “SPIIRAS Proceedings” Journal (in

VAC list since 2011, in international database SCOPUS since 2016) — 6

issues:

SPIIRAS Proceedings. Vol. 1(44)/. St. Petersburg: Publishing cen-

tre GUAP, 2016. 14,0 p. sh.

SPIIRAS Proceedings. Vol. 2(45)/. St. Petersburg: Publishing cen-

tre GUAP, 2016. 14,2 p. sh.

SPIIRAS Proceedings. Vol. 3(46)/. St. Petersburg: Publishing cen-

tre GUAP, 2016. 15,25 p.sh.

SPIIRAS Proceedings. Vol. 4(47)/. St. Petersburg: Publishing cen-

tre GUAP, 2016. 14,0 p.sh.

SPIIRAS Proceedings. Vol. 5(48)/. St. Petersburg: Publishing cen-

tre GUAP, 2016. 14,0 p.sh.

SPIIRAS Proceedings. Vol. 6(49)/. St. Petersburg: Publishing cen-

tre GUAP, 2016. 14,0 p. sh.

Since December of 2015 the Journal publishes papers on two
groups of specialities: 05.13.00 Informatics, Computer Science and

Control; 01.01.00 Mathematics. The Journal subject with regard to AJSC
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Scopus: Computer Science. Full-text papers’ versions are available on
the journal site: http://proceedings.spiiras.nw.ru/ .

In addition the Institute scientists have published over 400 research
papers in various domestic and international journals and collected arti-
cles.

2016 Honours and Awards

Kuleshov, S.V. - Prize of the St. Petersburg Government, in nomi-
nation of natural and technical sciences — the “Prize for young scientists
named after L. Euler” (Ordinance No. 406 of May 25, 2016)

Karpov, A. A. — Grant of the President of the Russian Federation
No. MD-3035.2015.8 “Development of software for a multimodal assis-
tive technology aimed at helping people with disabilities”, 2015-2016.

Kipyatkova, |. S. — Grant of the President of the Russian Federation
No. MK-5209.2015.8 “Development of a neural network based Russian
language model for a speech-to-text conversion system”, 2015-2016.

Budkov, V.Y. — Grant of the President of the Russian Federation
No. MK-7925.2016.9 “Mathematical support and software for evaluating
speech truthfulness in a speech flow”, 2016-2017.

Ronzhin, Al. L. — Scholarship of the President of the Russian Fed-
eration No. SP-3872.2015.5 “Development of the mathematical support
and software for automation of audiovisual data processing aimed at
maintaining events in intelligent room”, 2015-2018.

Smoktiy, O. |. — Order of Honour for a significant contribution into de-
velopment of science, education, training of highly qualified professionals
and many years fruitful professional activity. Presidential Decree of January
29, 2016

Ronzhin, A. L. - Winner of the contest for the Government of St.
Petersburg prize in the field of scientific and educational activities in
2016.

Karpov, A.A. — Winner (1-st Place) of the international scientific
contest: Interspeech Computational Paralinguistics Challenge (Com-
ParE-2016) in "Sincerity Sub-Challenge", San Francisco, USA, Septem-
ber 2016

Karpov, A.A. — Winner’'s Diploma of the contest “The best young
scientist of the ITMO University of 2015”.
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Saenko, |. B., Kotenko, |. V. - Best Paper Award bestowed at the
International Symposium of Mobile Internet Security (MobiSec 2016).
Taichung, Taiwan. July 14-15, 2016.

Desnitsky, V. A., E. Novikova, E. S. - Winners of the 2016 contest
for subsidy’s provisions to young scientists, young candidates of sci-
ences at higher schools and academic institutions located in St. Peters-
burg.

Doynikova, E. V. - Finalist of the “Youth Prize of St. Petersburg” in
the nomination of science and technology in 2016. Awarded a diploma
of the St. Petersburg Public Chamber.

Bulgakov,M. V. - Winner of the annual competition of scientific
achievements of students and graduate students of ETU "LETI" in the
University scientific and educational areas of 2016.

Levshun, D. C. - Winner of the creative projects’ contest of ETU
"LETI" students in the field of science, technology and innovations in
2016.

Levshun, D. C. - Winner of the annual competition of scientific
achievements of students and graduate students of ETU "LETI" in the
University scientific and educational areas of 2016.

D. Levshun and A. Chechulin - Best paper award bestowed at LXIII
International Theoretical and Practical Conference "Innovations in Sci-
ence", Novosibirsk, Russia.

Malchevskaya E.A., Tulupyev A.L., Berezin A.l. — Best Paper
Award bestowed at [ITI'2016 conference.

Vus, M. A. — Commemorative Badge “70 Years of the National Se-
curity Institute, Republic of Belarus”.

Levonevsky, D. K. - Commemorative Badge “70 Years of the Na-
tional Security Institute, Republic of Belarus”.

Shishkin, V. M. - Commemorative Badge “70 Years of the National
Security Institute, Republic of Belarus”.
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Main Research Results of Laboratories

Laboratory of Research Automation

Head of Laboratory before 01/11/2016: Dr. Sci. (Tech), Honored Sci-
entist of the Russian Federation, winner of John von Neumann prize,
winner of the Russian Federation Government prize in science and tech-
nology Prof. Victor V. Alexandrov — algorithmic models, digital pro-
grammed infocommunication, informatics, infology, epistemology of
growing  infocommunication  systems, NBICS technologies.
alexandr@iias.spb.su, http://sial.iias.spb.su.

From 01/11/2016 Dr.Sci (Tech), winner of the St. Petersburg Gov-
ernment prize: “Prize for young scientists named after L. Euler” — Sergey
V. Kuleshov — analytical Internet monitoring, data processing, digital
software defined infocommunication systems, kuleshov@iias.spb.su
Laboratory Staff — 8 members.

Research Activities

Semantic analysis of audio-, video data and texts within the framework
of digital programmed infocommunication theory. Software defined re-
configurable infocommunication systems. The methods of energy effec-
tive optimization for program defined digital data transmission channels.
Active data. Infology approach to information analysis systems develop-
ing, analytical monitoring of Internet media. The basis for theory and
methods of digital technologies for cognitive programming of complex
spatial forms and their 3D prototyping. The application of mathematical
methods for digital signal processing.

Research Fellows

Chief Researcher from 01/11/2016 Dr. Sci. (Tech) Prof. Victor V.
Alexandrov — algorithmic models, digital programmed infocommunica-
tion, informatics, infology, epistemology of growing infocommunication
systems, NBICS technologies, alexandr@iias.spb.su

Leading Researcher Dr. Sci. (Tech) Sergey F. Svinyin — application
of modern mathematical methods to digital processing of multidimen-
sional signals, svinyins@mail.ru

Leading Researcher before 01/11/2016 Dr.Sci (Tech) Sergey V.
Kuleshov — analytical Internet monitoring, data processing, digital soft-
ware defined infocommunication systems, kuleshov@iias.spb.su

Senior Researcher PhD (Tech) Alexandra A. Zaytseva — data pro-
cessing, digital technologies of cognitive programming, methods of 3D
data digital processing, cher@iias.spb.su

Researcher PhD (Tech) Pavel P. Kokorin — infology information
systems, kokorin@list.ru
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Researcher PhD (Edu) Associate Professor Valeria A. Alexandrova
— technologies of cognitive programming, methods of 3D modeling and
3D prototyping of complex spatial forms, alexandr@iias.spb.su.

Researcher PhD (Tech) Alexey J. Aksenov — digital signal pro-
cessing, modern methods of scanned 3D data processing and compres-
sion, a_aksenov@mail.iias.spb.su
Grants and Projects

Alexandrov, V. — contract No0.1/2016. Reference number:
“Alebarda-S”. Analysis and developement of algorithms and software for
transport stream processing used in modern television broadcasting,
2016.

Alexandrov, V. — RFBR project No. 16-29-09482-ofi_m “Prediction
of the network-based terrorist threats appearance and elaboration of
countermeasures in metropolises”, 2016-2018 (research team mem-
ber).

University Courses

SPSPTU, Department of Control Systems and Technology: Com-
puter and cognitive systems; Knowledge engineering; Intellectual sys-
tems for data processing (Victor V. Alexandrov).
Conferences

5th Computer Science Online Conference 2016 (CSOC 2016),
Czech Republic, April 27-29, 2016 r. — Alexandrov, V., Aksenov, A.,
Zaytseva, A., Kuleshov, S.

Conference on Information Technologies in Control (ITC), October
4-6, 2016, St. Petersburg — Alexandrov, V., Zaytseva, A., Kuleshov, S.

2-nd International Scientific Conference “Technological perspective
within the frame of Eurasian space: new markets and points of econom-
ical growth”, St. Petersburg, October 20-22, 2016 — Alexandrov, V.,
Aksenov, A., Zaytseva, A., Kuleshov, S.

XV Jubilee St. Petersburg International Conference "Regional In-
formatics (RI-2016)”, St. Petersburg, October 26-28, 2016 — Alexan-
drov, V., Zaytseva, A., Kuleshov, S., Svinyin, S.

Membership in Domestic and International societies, editorial
boards, etc.

Victor V. Alexandrov — active member of the Russian Academy of
Natural Sciences. Editorial board member of “Scientific Instrumentation”
journal.

Sergey F. Svinyin — member of St. Petersburg Assotiation of Sci-
entists scientific council, chairman of St. Petersburg Department of Lo-
monosoVv’s Foundation, member of international scientific society “Euro-
science”.

Sergey V. Kuleshov — Expert of RAS.
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Intellectual property registered in the reporting year
The certificate of state registration of an electronic resource No.
2016619368 of August 18, 2016, “Software for recursive generation of
three dimensional space filling curve”, Kuleshov, S., Zaytseva, A,
Aksenov, A.
The invention patent No. 2587724 of May 27, 2016, “Digital biome-
try complex for aircraft pilots functional state assesement”, Chuntul, A.,
Alexandrov, V., Kuleshov, S., Zaytseva, A.
Recent results
1. The approach to import substitution of hardware parts by their soft-
ware realization based on a concept of program defined systems is pro-
posed [4, 5, 8, 13].
2. The method of dynamic partitioning and scaling of clouds of points is
proposed accounting for the specifics of optical contactless 3D scanning
technology [3, 15].
3. The software defined method for realtime remote aircraft monitoring re-
ducing the limit of simultaneously monitored aircraft is proposed [6, 9, 13].
4. The approaches to developing the software reconfigured telecommu-
nication systems using the concept of active data is proposed which pro-
vide an access to telecommunication services in the areas without public
cellular coverage and special radio or satellite in which the broadcasting
equipment [2, 9, 13].
5. The architecture of software defined camera is developed where dig-
ital signal processor besides the tasks of processing the data obtained
from sensor also controls all of the camera components in order to ob-
tain needed optical and information features [7].
6. The methodology and analysis of Internet content growth properties
and problems of its automated analysis on current level of Internet tech-
nologies are proposed and carried out. The updated methods for text
quality assessement are proposed [12, 14, 16].
7. The foundation for multidimensional signals sampling theory are de-
veloped based on mathematical apparatus of spline-wavelets [1, 10, 11].
Awards and scholarships
Prize of the St. Petersburg Government in nomination of natural
and technical sciences — the “Prize for young scientists named after L.
Euler” (Ordinance No. 406 of May 25, 2016) — Kuleshov, S.V.
References
Monographs
1. Svinyin, S.F. Theory and metods of infinitive spectrum signals
sampling. — SPb.: Nauka, 2016. — 71 p.
Publications indexed in WoS, Scopus
2. Alexandrov, V.V., Kuleshov, S.V., and Zaytseva, A.A. Active Data
in Digital Software Defined Systems Based on SEMS Structures. //
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Logical Analysis of Data and Knowledge with Uncertainties in
SEMS - Gorodetskiy, A.E. (ed.), Smart Electromechanical Sys-
tems, Studies in Systems, Decision and Control 49, 2016, pp. 61-
69. DOI 10.1007/978-3-319-27547-5_6

Alexandrov, V.V., Kuleshov, S.V., Aksenov, A. J., Zaytseva, AA.
The Method of Lossless 3D Point Cloud Compression Based on
Space Filling Curve Implementation // Automation Control Theory
Perspectives in Intelligent Systems // Year: 2016, Vol. 466 of the
series Advances in Intelligent Systems and Computing. pp. 415-
422. DOI 10.1007/978-3-319-33389-2_39

Serguei Levashkin; Viktor Alexandrov; Adolfo Guzman. Kolmogo-
rov's Theory of Computer Science. IEEE Latin America Transac-
tions. Year: 2016, Volume: 14, Issue: 3. pp. 1447 — 1453

Publications indexed in Russian Science Citation Index

5.

6.

Kuleshov, S.V., Yusupov, R.M. Is Softwarization the Way to Import
Substitution? // SPIIRAS Proceedings. 2016. Issue. 3(46). p. 5-13.
Kuleshov, S.V., Zaytseva, A.A., Aksenov, A.Y. The Technology of
the Remote Real-Time Monitoring of the Manned Aircraft Spatial
Position and Onboard Systems Status. // Intellectual Technologies
on Transport. 2016. No. 2(6). pp. 43-49.

Kuleshov, S.V., Aksenov, A.J., Zaytseva, A.A. An Approach to the
Software Defined Camera Creation (review). // Nauchnoe Priboro-
stroenie, 2016, Vol. 26, No. 3. pp. 44-49.

Alexandrov, V.V., Kuleshov, S.V., Yusupov, R.M. Software-Defined
Environments Technology and Import Substitution // Informatiza-
tion and communication, 2016, No. 3. pp. 82-85.

Kuleshov, S.V., Zaytseva, A.A. Software Reconfigurable Formats
in Telecommunication Systems // Innovative science, 2016, No. 12,
Vol. 2. pp. 75-80.

Other publications

10.

11.

12.

Svinyin, S.F., Alexeev, A.V., Popov, A.l.,, Fedorchenko, L.N. The
theory of Information: from Whittaker-Kotel’'nikov-Shannon Theo-
rem to the Theory of Information Space Management. // Proceed-
ings of the XV Jubilee St. Petersburg International Conference "Re-
gional Informatics (RI-2016)”. SPb, 2016. pp.49-50.

Svinyin, S.F., Zainitdinov, H.N., Hamdamov, U.R. Spline-Wavelets
and their Application to Signal Restoration from Discrete Samples
Il Proceedings of the XV Jubilee St. Petersburg International Con-
ference "Regional Informatics (RI-2016)”. SPb, 2016. pp. 291-292.
Alexandrov, V.V., Zaytseva, A.A. The Development of Approaches
to Reveal Cultural Canons of Different Social Groups Based on An-
alytical Self-Reference Methods // Proceedings of the XV Jubilee
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13.

14.

15.

16.

17.
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St. Petersburg International Conference "Regional Informatics (RI-
2016)". SPb, 2016. pp. 283.

V.V. Alexandrov, S.V. Kuleshov. Digital Programmed Electronics //
Proceedings of XV Jubilee St. Petersburg International Conference
"Regional Informatics (RI-2016)". SPb, 2016, pp. 284.
Alexandrov, V.V., Afanasiev, A.V. Intelligent System of Text Quality
Analysis using Machine Learning Methods // Technological per-
spective within the frame of Eurasian space: new markets and
points of economical growth. Proceedings of the 2-nd International
Scientific Conference. Prof. Alexandrov, A.A., Alexankov, A.M.,
Prof. Barabanova, M.l., Prof. Voronova, N.S., Gorlushkina, N.N.,
Zaytseva, A.A., Prof. Ignatiev, M.B., Prof. Korableva, O.N., Prof.
Shelepin, J.E., Prof. Yakovleva, E.A. (Eds.) - SPb: “Asterion’,
2016. pp. 283-286.

Zaytseva, A.A., Aksenov, A.J., Kourneva, D.A. Photogrammetry vs
Laser 3D-scanning // Technological perspective within the frame of
Eurasian space: new markets and points of economical growth.
Proceedings of the 2-nd International Scientific Conference. Prof.
Alexandrov, A.A., Alexankov, A.M., Prof. Barabanova, M.I., Prof.
Voronova, N.S., Gorlushkina, N.N., Zaytseva, A.A., Prof. Ignatiev,
M.B., Prof. Korableva, O.N., Prof. Shelepin, J.E., Prof. Yakovleva,
E.A. (Eds.) — SPb: “Asterion”, 2016. pp. 286-290.

Aksenov, A.J., Zaytseva, A.A., Kuleshov, S.V. The Features of In-
ternet Content Formation and the Problem of its Automatic Analysis
/I Technological perspective within the frame of Eurasian space:
new markets and points of economical growth. Proceedings of the
2-nd International Scientific Conference. Prof. Alexandrov, A.A.,
Alexankov, A.M., Prof. Barabanova, M.l., Prof. Voronova, N.S.,
Gorlushkina, N.N., Zaytseva, A.A., Prof. Ignatiev, M.B., Prof. Kora-
bleva, O.N., Prof. Shelepin, J.E., Prof. Yakovleva, E.A. (Eds.) —
SPb: “Asterion”, 2016. pp. 309-311.

Kuleshov, S.V., Pavlov, |.J. On the Estimation of a Person Psycho-
physiological State Based on the Measurement of Heart Rate Varia-
bility // Technological perspective within the frame of Eurasian space:
new markets and points of economical growth. Proceedings of the 2-
nd International Scientific Conference. Prof. Alexandrov, A.A.,
Alexankov, A.M., Prof. Barabanova, M.I., Prof. Voronova, N.S., Gor-
lushkina, N.N., Zaytseva, A.A., Prof. Ignatiev, M.B., Prof. Korableva,
O.N., Prof. Shelepin, J.E., Prof. Yakovleva, E.A. (Eds.) — SPb: “As-
terion”, 2016. pp. 290-292.



Intelligent Systems Laboratory

Head of Laboratory: Dr. Tech. Sci. PhD Prof. Gorodetsky, Vladimir —
Artificial Intelligence, in particular, Intelligent Data Analysis, Data and
Information Fusion, P2P agent-based service oriented technology, Dis-
tributed and P2P Data Mining and Machine Learning, Knowledge Dis-
covery from Data, Multi-Agent System Technology and Software Tools,
Distributed Pattern Recognition, Self-organized B2B Networks, 3G Rec-
ommending systems, Big Data Analysis, Teamwork of agents.
gor@iias.spb.su, http://space.iias.spb.su/ai/gorodetsky.

Laboratory staff — 8 members.

Research Activities

Multi-agent system technology, Multi-agent logistics, Self-organized
B2B Networks, Distributed and P2P Data Mining and Machine Learning,
Intelligent Data Analysis, Data and Information Fusion, Knowledge Dis-
covery from Data, Intelligent Transportation Systems, Big Data Analysis,
Teamwork of agents, 3G Recommending Systems, Mobile document
images enhancement.

Research Fellows

Senior Researcher Ph.D. — Karsaev, Oleg — Artificial Intelligence,
Multi-agent Systems and Software Tools, Multi-agent Applications in
Transportation Logistics, Intelligent Planning and Scheduling, Air Traffic
Control, P2P architectures and protocols, Small satellite control.
ok@iias.spb.su.

Researcher — Tushkanova, Olga — Atrtificial Intelligence, in partic-
ular, Multi-agent system technology, Big Data Processing, Big Data Se-
mantic Modeling, Association and Causal Analyses, Pattern Recogni-
tion, Ontology Development, Programming, tushanova@iias.spb.su.

Researcher — Samoylov, Viadimir (part time) — Artificial Intelli-
gence, in particular, Big Data processing, Data ontology design, Ontol-
ogy-based Data Analysis, Data and Information Fusion, Distributed and
P2P Data Mining and Machine Learning, Knowledge Discovery from
Data, Multi-Agent System Technology and Software Tools, Transporta-
tion Logistics, Mobile document images enhancement. sam-
ovl@iias.spb.su

Researcher — Kislyakov, Vakhtang — Artificial Intelligence, Ontol-
ogy Design Automation, Intelligent Planning and Scheduling, Program-
ming, Data Bases. vakh@iias.spb.su.
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Junior Researcher — Bukhvalov, Oleg (part time) Artificial Intelli-
gence, in particular, Multi-agent Systems, Agent Platforms, B2B net-
works, Teamwork of Robots, Programming, Transportation Logistics,
psychoveter@gmail.com.

Junior Researcher — Boykov, Leonid (part time) — Artificial Intelli-
gence, in particular, Multi-agent Systems, Agent Platforms, Teamwork
of Robots, Robot Programming, Software Development, boy-
kov@iias.spb.su.

Junior Researcher — Bashlovkina, Valeriya (part time) — Computer
Vision of Robots, 3D Scene Reconstruction, Teamwork of agents, Robot
Programming, bash@iias.spb.su.

Post-graduate Students

Boykov, Leonid — Teamwork of Autonomous Agents with Applica-
tion to Collective Robotics. (Supervisor Gorodetsky, Viadimir).

Bashlovkina, Valeriya — Computer Vision of Robots and Cognitive
3D Scene Reconstruction (Supervisors Gorodetsky, Vladimir, and
Stankevich, Lev).

Grants and Projects

Gorodetsky, Vladimir — Self-organized B2B networks. Project
from the Russian Foundation for Basic Research, No. 10-07-00493
(2014-2016).

Gorodetsky, Vladimir. Research and Developments on models
and distributed algorithms for teamwork of agents and its potential ap-
plications to collective robotics. Project No. 214 of the RAS Presidium,
Program 1.5. "Intelligent Information Technologies and Systems
(2016-2017).

Gorodetsky Vladimir — Contract from EMC? Company, USA
(2016).

Conferences, exhibitions

Russian Conference on Perspective Control Systems and Tasks,
April 2-9, 2016, Eupatoria — Gorodetsky, V.

International Conference on Autonomous Agents and Multi-agent
Systems (AAMAS-2016), Singapore, May 9—-13, 2016 — Gorodetsky, V.

International Workshop “Agent and Data Mining Interactions”.
Singapore, May 8, 2016 — Gorodetsky, V.

International Congress on Atrtificial Intelligence and Information
Technologies. (AlS-2016), Divnomorskoe, September 2-9, 2016. — Go-
rodetsky, V. (invited paper presentation).
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XVIII International conference “Control and Simulation Problems
in Complex Systems”. September 20-25, 2016, Samara, Russia — Go-
rodetsky, V. (co-author of a presentation).

Inter-regional Conference “Perspective Directions of Information
Technologies in Russia”, Sevastopol, September 13-17, 2016. — Go-
rodetsky, V. (invited paper presentation).

Russian Conference “Information Technologies for Control”. St.
Petersburg, Russia October 4-7, 2016. — Gorodetsky, V. (invited paper
presentation).

International Conference “Extreme Robotics”, November 24-25,
2016, Central Research Institute for Robotics and Technical Cybernet-
ics (CRI RTC) St. Petersburg, Russia — Boykov, L. and Bashlovkina, V.
International Cooperation

University of Technology, Sydney (Sydney, Australia) — Coordi-
nated actions in organizing of the International Workshop on Agent and
Data Mining Interaction (ADMI-2016), Singapore, May 9-13, 2016, Go-
rodetsky, Vladimir — Co- Chairman of the Workshop.

Joint editing and publication of the issue “Agent and Data Mining
Interaction”, Lecture Notes in Artificial Intelligence, Vol. 9145, Springer,
2016.

EMC? Company, USA — R&D contract for 2016.

Membership in Domestic and International societies, Editorial
boards, etc.

Prof. Gorodetsky, Vladimir — Member of the Russian and Euro-
pean Associations for Artificial Intelligence, member of IEEE, |IEEE
Computer Society, International Society of Information Fusion (ISIF), In-
ternational Federation of Autonomous Agents and Multi-agent Systems
(IF AAMAS), member of Editor Board of Journal on "Design Ontology",
Editorial Board member of the International Journal “Data Science and
Analytics”, Springer.

Recent Results

1. The set of technologically ordered scalable, efficient and stable algo-
rithms intended for Big Data processing to solve data mining and ma-
chine learning task for data values assessment and prediction as well
as for decision making are developed. The Big Data processing technol-
ogy comprises (1) task-driven adaptive granulation algorithms, (2) appli-
cation-driven ontology-based semi-automatic semantic data meta-
model and data structure design algorithm, (3) causal association dis-
covery in Big Data and (4) optimization of causal decision making model
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algorithm. The algorithms are designed to process heterogeneous data

of big sizes and dimensionalities including natural language texts. The

Java-based software library implementing all the algorithms is devel-

oped. The developed complex of algorithms and software are validated

experimentally using real-life Big Data sets.

2. Conceptual model, multi-agent architecture and five-level model of

the software-communication platform intended for support of the inter-

action of robot - robot and robot - external environment is developed. It
is designed to support cloud robotics providing, for robots, with access
to cloud resources and services. The proposed software implementation
technology is based on use of Akka environment together with Akka

Cluster model making it possible to efficiently implement the basic ser-

vices of the software — communication infrastructure. White page ser-

vice, yellow page service, as well as communication p2p service are
among them.
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mous Mission. Journal “Robotics and Technical Cybernetics”, No.
1(10). 2016. pp. 40-54.

7. Gorodetsky, V., Bukhvalov, O. Conceptual Model and Architecture of
Infrastructure Supporting Robot Group Control. Journal “Robotics
and Technical Cybernetics”, No. 4(10). 2016. 15 p.

8. Karsaev, O.V. Review of Traditional and Innovative Satellite Mission
Planning Systems. SPIIRAS Proceedings, Vol. 5(48), 2016. pp. 151
—181.

9. Karsaev, O.V. Conceptual Model of Satellites Individual and Group
Behavior Autonomous Planning // Proceedings of Conference «Infor-
mation Technologies in Control», St. Petersburg, 2016, pp. 355-364.

Other Publications

10. Karsaev O.V., Morozov B.M., Sabitov R.A., Smirnova G.S. Simula-
tion of relay transportation system // Proceedings of the IV Interna-
tional Scientific and Practical Conference “Modern Systems of Life
Safety: Intelligent Transport Systems”, Kazan, 2016, pp. 279-290.

11. Gorodetsky, Vladimir, Tushkanova, Olga. Big Data Processing
Technology. Proceedings of Interegional Conference “Perspective
Directions of Information Technologies in Russia”, Sevastopol, Sep-
tember 13-17, 2016.

12. Bashlovkina, V.V., Boykov, L.V., Stankevich, L.A. Platform Archi-
tecture for Robot Group Control. Proceedings of the XX-th Interna-
tional Scientific and Practical Conference on System Analysis for En-
gineering and Control. (SAEC-2016), 2016, St. Petersburg, Russia.

13. Bashlovkina, V.V., Boykov, L.V., Stankevich, L.A. Fault-tolerant
Networked Architecture for Autonomous Robot Group Control. Pro-
ceedings of International Conference “Extreme Robotics” (ER-2016),
2016, St. Petersburg, Russia.
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Laboratory of Speech and Multimodal Interfaces

Head of Laboratory — Dr. Tech. Sci. Assoc. Prof. Alexey A. Karpov —
development of speech and multimodal human-computer interfaces and
systems, karpov@iias.spb.su, http://hci.nw.ru

Laboratory staff: 8 members

Research Activities

Research and development of methods for natural human-com-
puter interaction. Automatic audio-visual speech recognition and under-
standing. Multimodal user interfaces. Intelligent rooms and spaces. As-
sistive information technologies and systems for disabled people. Com-
putational paralinguistics.

Research Fellows

Senior Researcher PhD — Irina Kipyatkova — methods for language
and acoustic modeling for automatic Russian speech recognition sys-
tems, kipyatkova@iias.spb.su

Senior Researcher PhD — Viktor Budkov — methods and models of
audio-visual signal processing in web-systems for supporting distributed
meetings, budkov@iias.spb.su.

Senior Researcher PhD — Alexander Ronzhin — methods and soft-
ware for automation of the audio-visual monitoring of meetings partici-
pants in the intelligent room, ronzhinal@iias.spb.su

Researcher PhD — Anton Saveliev — cross-platform software and
mobile services for teleconferencing, saveliev@iias.spb.su

Researcher — Vasilisa Verkhodanova — study of non-verbal phe-
nomena in spontaneous speech, probabilistic models of speech disflu-
encies, verkhodanova@iias.spb.su

Junior Researcher — Alexander Denisov — methods and software
for motion control of a robot with an anthropomorphic kinematic scheme

Junior Researcher — Dmitry Ryumin — methods and software for
recognition of elements of Russian sign language, dl_03.03.1991@mail.ru
Defense of thesis

Anton Saveliev — “Architecture, algorithms and software for processing
multimodal data streams in a peer to peer web video conferencing applica-
tions”, Ph.D. in spec. 05.13.11, research supervisor — Ronzhin, An.L.
Master Students

Bachelor and Master students at the Department of Neuroinformat-
ics and Robotics of SPb SUAI-SPIIRAS: 6 (theses supervisors — Kipyat-
kova I.S., Ronzhin, Al.L.);
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Master students at the Department of Speech Information Systems
of the ITMO University: 3 (thesis supervisor — Karpov, A.A.).

Grants and Projects

Karpov, A.A. — Federal Targeted Program “Research and Develop-
ment in Priority Areas of Development of the Russian Scientific and
Technological Complex for 2014-2020”", Project No. 14.616.21.0056
(reference RFMEFI61615X0056) with The Ministry of Education and
Science of the Russian Federation “Research and development of au-
dio-visual speech recognition system based on a microphone and a
high-speed camera”, 2015-2016.

Karpov, A.A. — Grant of the President of the Russian Federation
No. MD-3035.2015.8 “Development of software for a multimodal assis-
tive technology for helping people with disabilities”, 2015-2016.

Kipyatkova, I.S. — Grant of the President of the Russian Federation
No. MK-5209.2015.8 “Development of a neural network based Russian
language model for a speech-to-text conversion system”, 2015-2016.

Budkov, V.Y. — Grant of the President of the Russian Federation
No. MK-7925.2016.9 “Mathematical and programming software for eval-
uating speech truthfulness”, 2016-2017.

Verkhodanova, V.O. — Project of the Russian Foundation for Basic
Research (RFBR) No. 15-06-04465-a “Study of the acoustical cues dif-
ferentiating phonational speech disfluencies in the spontaneous
speech”, 2015-2017.

Karpov, A.A. — Project of RFBR No. 15-07-04415-a “Models and
methods of audio-visual signal processing for bimodal Russian speech
recognition”, 2015-2017.

Kipyatkova, |.S. — Project of RFBR No. 15-07-04322-a “Research
of acoustic and language models based on artificial neural networks for
an automatic large vocabulary Russian speech recognition system”,
2015-2017.

Saveliev, A.l. — Project of RFBR No. 15-07-06774-a «Development
of methods of multimedia data processing and exchange in peer-to-peer
web application of multipoint videoconferencing», 2015-2017.

Karpov, A.A. — Project of RFBR No. 16-37-60100-mol_a_dk «De-
velopment of a universal assistive information technology based on mul-
timodal human-computer interfaces», 2016-2019.

Budkov, V.Y. — Project of RFBR No. 16-37-60085-mol_a_dk “De-
velopment of methods and software for estimating deception of trans-
mitted voice messages”, 2016-2019.

Ronzhin, Al.L. — Scholarship of the President of the Russian Fed-
eration No. SP-3872.2015.5 “Development of the mathematical and
software for automation of audiovisual data processing at meeting car-
rying out in an intelligent room”, 2015-2016.
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Ronzhin, A.L. — RSF Project No. 16-19-00044 “Principles for the
allocation of tasks between service robots and means of cyber-physical
intelligent environment for the multimodal user support", 2016-2018 (in
collaboration with the Laboratory of Autonomous Robotics Systems,
Prof. Ronzhin, A.L.).

University Courses

SUAI University: Information systems; Automated information man-
agement systems (Dr. Kipyatkova, I.S., Dr. Ronzhin, Al.L.).

ITMO University: Speech recognition (Prof. Karpov, A.A.)
Conferences

18th International Conference “Speech and Computer” SPECOM-
2016, August 23-27, 2016, Budapest, Hungary — Kipyatkova, I.S.,
Verkhodanova, V.O., Karpov, A.A. (conference co-organizers);

13th International Symposium on Neural Networks ISNN-2016,
July 6-8, 2016, St. Petersburg, Russia — Kipyatkova, |.S., Budkov, V.Y,
Karpov, A.A. (symposium co-organizers);

17th International Conference INTERSPEECH-2016, September
8-12, 2016, San Francisco, USA — Karpov, A.A.;

18th International Conference “Human-Computer Interaction”- HCI
International 2016, July17-22, 2016, Toronto, Canada — Karpov, A.A;

5th International Workshop “Spoken Language Technologies for
Under-resourced Languages (SLTU-2016)", May 9-12, 2016, Yogya-
karta, Indonesia — Karpov, A.A;;

International Conference “Autonomous Robot Systems and Com-
petitions ICARSC-2016", May 4-6, 2016, Braganca, Portugal — Saveliev,
A.l;

1st International Conference “Interactive Collaborative Robotics”
ICR-2016, August 23-25, 2016, Budapest, Hungary — Karpov, A.A;

24th International Conference in Central Europe on Computer
Graphics, Visualization and Computer Vision WSCG-2016, May 30 —
June 3, 2016, Pilsen, Czech Republic — Ronzhin, Al.L.;

7th ISCA International Workshop on Experimental Linguistics
ExLing-2016, June 27- July 2, 2016, St. Petersburg, Russia —
Verkhodanova, V.O.;

Conference “Information Technologies in Control (ITC-2016)" (as
part of the 9th Multi-conference on Problems in Control MCPC 2016),
October 4-6, 2016, St. Petersburg — Kipyatkova, 1.S., Denisov, A.V.,
Ryumin, D.A., Karpov, A.A.; organization of the section «Information
Technologies in Human-Computer Interactiony;

29th International Conference “Mathematical Methods in Engineer-
ing and Technology” (ICMMET-29), May 31-June 3, 2016, St. Peters-
burg — Saveliev, A.l., Denisov, A.V;
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26th International Conference “Extreme Robotics” (ER-2016), No-
vember 24-25, 2016, St. Petersburg — Karpov, A.A;;

XLV Scientific and Educational Conference of ITMO University,
February 2-6, 2016, St. Petersburg — Karpov, A.A.;

Il Russian Scientific and Practical Conference “Modern information
technologies. Theory and Practice”, November 30, 2016, Cherepovets
— Budkov, V.Y.;

4th Annual National Exhibition-Forum “VUZPROMEXPO-2016",
December 14-15, 2016, Moscow, Russia — Karpov, A A.

International Cooperation

Joint research and organization of scientific events in co-operation
with the University of West Bohemia in Pilsen (Czech Republic), Bo-
gazici University (Turkey), Namik Kemal University (Turkey), University
of Patras (Greece), Budapest University of Technology and Economics
(Hungary), Dresden University of Technology (Germany), United Insti-
tute of Information Problems of the National Academy of Sciences of
Belarus, Universidad Nacional Autonoma de Mexico (Mexico), Institute
of Computer Science University of Bialystok (Poland), University of Aizu
(Japan), A.Baitursynov Kostanai State University (Kazakhstan).
Membership in Domestic and International societies, editorial
boards, etc.

Karpov, A.A. — member of the European Association for Signal Pro-
cessing (EURASIP), EURASIP Local Liaison Officer in Russia, member
of the International Speech Communication Association (ISCA), mem-
ber of the International Association for Pattern Recognition (IAPR),
Guest editor of Speech Communication (Elsevier) and Journal of Elec-
trical and Computer Engineering (Hindawi) journals; Reviewer of Inter-
national journals (IEEE/ACM Transactions on Audio, Speech and Lan-
guage Processing; |IEEE Transactions on Biomedical Engineering;
Speech Communication; Computer Speech & Language; Language Re-
sources and Evaluation; Soft Computing, etc.); Editorial board member
of the journal "Speech Technology" (Moscow); Program committee chair
of the International Conference on Speech and Computer SPECOM-
2017; Technical Program Committee member of International confer-
ences such as INTERSPEECH, ICASSP, ICPR, SLTU, SPECOM,
ISNN, HBU, etc.

Kipyatkova, |.S. — technical/program committee member of the In-
ternational Conferences INTERSPEECH, SPECOM, ISNN.
Intellectual Property registered Programs and Data Bases

Patent for invention No. 2597498 issued on August 10, 2016: Ron-
zhin, A.L., Karpov, A.A. "A method for speech recognition based on a
two-level morpho-phonemic prefix graph”.
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Certificate on Software Registration No. 2016613811 issued on
April 06, 2016 by Rospatent: Ronzhin, Al.L., Karpov, A.A., Kipyatkova,
|.S. "Software for recording native speakers using a high-speed camera
and a digital microphone (AVSpeechDBRecord)".

Recent Results

1. Hybrid acoustic models, in which Deep Neural Networks
(DNN) are used for estimating the posterior probabilities of a Hidden
Markov Model state, have been developed and studied. An implication
of DNN with a various number of hidden layers, hidden units, and differ-
ent activation functions is researched. The developed models were in-
troduced in a very large vocabulary automatic Russian speech recogni-
tion system (the vocabulary size is more than 150K word-forms). The
use of the hybrid models allowed decreasing a relative word error rate
by 20% with respect to the baseline system with Gaussian mixture mod-
els. [8, 14, 22].

2. Methods for detection of filled pauses and lengthenings in
spontaneous speech were developed basing on state-of-the-art ma-
chine learning techniques such as Extreme Learning Machines (ELM)
and Support Vector Machines (SVM). Experiments were carried on the
quality diverse corpus of spontaneous Russian speech, which com-
prises records of several types: spontaneous dialogues collected in
SPIIRAS, spontaneous monologues from the Binghamton university
speech corpus, scientific reports from the Bulletin of Phonetic Fund and
from AR3 seminar. The experiments have proved that SVM method has
efficiency advantages over ELM method for this task. F1-scores were
0.54 and 0.42 for SVM and ELM respectively [1, 7, 27].

3. A multipoint videoconferencing cross-platform application with
peer-to-peer (P2P) architecture of communication between client parts
has been developed. The application allows remote network subscribers
to send multimedia data in the real-time mode, without using an inter-
mediate server. The algorithms for connection of 3 or more network us-
ers was developed to ensure the prevention of signal loss of client data
and to control service data buffering in the server and client parts of the
videoconferencing system. The algorithms for generating and transmit-
ting multimedia data have also been developed. These algorithms pro-
vide multimedia data sharing between application users in the real time
[18, 20, 26].

4. New audio-visual database (corpus) of continuous Russian
speech HAVRUS has been created. Audio-visual speech database was
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recorded using the high-speed camera JAI Pulnix (provides 200 frames

per second with the optical resolution of 640x480 pixels) and the dy-

namic microphone Oktava MK-012. The corpus contains synchronized
audio and video signal recordings of continuous speech of over 20 na-
tive Russian speakers, as well as text transcriptions and temporal seg-

mentation of the speech data [10, 6].

5. An improved computer system for paralinguistic analysis of
speech has been developed. The system is intended for the automatic
recognition of human’s emotional states from speech and classification
of speech paralinguistic phenomena. The system uses a set of state-of-
the-art methods for extracting multiple informative features from audio
signals, methods for filtering and normalizing data, as well as machine
learning and automatic classification methods. The system was
awarded 1st prize in the INTERSPEECH-2016 Computational Paralin-
guistics Challenge (ComParE-2016) in the "Sincerity Sub-Challenge"
(September 2016, San Francisco, USA) [3, 5, 16].

Awards, certificates, scholarships
1. Certificate of winner of the grant of the President of the Russian

Federation for state support of young Russian scientists — candi-

dates of sciences in the field of knowledge in the field "Information

and Telecommunication Systems and Technologies" (Certificate
number MK-7925.2016.9 of the Council on grants of the President

of the Russian Federation) — Budkov, V.Y.

2. Award of the winner of the INTERSPEECH-2016 Computational
Paralinguistics Challenge (ComParE-2016) in the "Sincerity Sub-
Challenge", San Francisco, CA, USA, September 2016 — Karpov,
AA.

3. Diploma of the winner of the competition “The best young scientist
of the ITMO University for 2015” — Karpov, A.A.

4. Certificate of the Expert of the Russian Academy of Sciences (No.
2016-01-5816-4899) — Karpov, A.A.

5. Scholarship of the President of the Russian Federation No. SP-
3872.2015.5 “Development of the mathematical support and soft-
ware for automation of audiovisual data processing aimed at main-
taining events in intelligent room”, 2015-2018 - Ronzhin, Al. L.
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Laboratory of Computer Security Problems

Head of Laboratory: PhD Dr.Tech. Sci. Prof. Igor V. Kotenko — infor-
mation security, including security policy management, access control,
authentication, network security analysis, intrusion detection, firewalls,
deception systems, malware protection, analysis of security protocols
and systems, software protection against hacking and digital right man-
agement, modeling, simulation and visualization technologies for coun-
teraction to cyber terrorism; artificial intelligence, including multi-agent
frameworks and systems, agent-based modeling and simulation, soft
and evolutionary computing, machine learning, data mining, data and
information fusion; telecommunications, including decision making and
planning for telecommunication systems; big data; cyber-physical sys-
tems. ivkote@comsec.spb.ru, ivkote@mail.iias.spb.su, http://com-
sec.spb.ru/kotenko

Laboratory Stuff — 16 research fellows and 6 PhD students.
Research Activities

Information security, including security information and event man-
agement systems, security policy management, access control, authen-
tication, network security analysis, intrusion detection, firewalls, decep-
tion systems, malware protection, analysis and verification of security
protocols and systems, software protection against hacking and digital
right management, modeling, simulation and visualization technologies
for counteraction to cyber terrorism, intellectualization of services for
protection of critical infrastructures;

Artificial intelligence, including multi-agent frameworks and sys-
tems, agent-based modeling and simulation, soft and evolutionary com-
puting, machine learning, data mining, data and information fusion, in-
tellectual decision support systems, processing of incomplete and con-
tradictory information;

Telecommunications, including decision making and planning for
telecommunication systems, analysis and synthesis of protected multi-
service networks;

Internet of things, smart cities;

Geographical information systems (GIS), including the develop-
ment of methods and models of applying the GIS for solving applied
problems, access control in GIS.

Research fellows

Leading Researcher PhD Dr.Tech. Sci. Prof. - Igor B. Saenko —
computer-based systems, information security, data processing and
communications, modeling theory and mathematical statistics, infor-
mation theory. ibsaen@comsec.spb.ru, http://comsec.spb.ru/saenko
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Senior Researcher PhD - Vasiliy A. Desnitsky — computer network
security, anti-tamper techniques, security policies, object-oriented pat-
terns, Java2 EE platform. desnitsky@comsec.spb.ru, http://com-
sec.spb.ru/desnitsky/

Senior Researer PhD - Evgenia S. Novikova — computer network
security, cryptography, authentication, visualization of security infor-
mation, programming. novikova@comsec.spb.ru, http://com-
sec.spb.ru/novikova/

Senior Researcher PhD - Andrey A. Chechulin — computer network
security, intrusion detection, virus, security analysis, network worm pro-
tection, programming. chechulin@iias.spb.su, http://com-
sec.spb.ru/chechulin/

Researcher - Elena V. Doynikova — computer network security, in-
formation security risk analysis methods, risk management. doyni-
kova@comsec.spb.ru, http://comsec.spb.ru/doynikova/

Junior Researcher PhD student - Alexander A. Branitsky — com-
puter network security, intrusion detection systems, neural networks, im-
mune system and interpolation polynomials. branitskiy@comsec.spb.ru,
http://comsec.spb.ru/branitskiy/

Junior Research PhD student - Andrey V. Fedorchenko — computer
network security, methods of correlation of security events, vulnerability
analysis of computer networks. fedorchenko@comsec.spb.ru,
http://comsec.spb.ru/fedorchenko/

Developer - Kolomeec Maxim Vadimovich — distributed system se-
curity, security visualisation. kolomeec@comsec.spb.ru, http://com-
sec.spb.ru/kolomeec/

Programmer - Dmitry S. Levshun — security of distributed systems,
embedded devices, correlation of security events. levshun@com-
sec.spb.ru, http://comsec.spb.ru/levshun/

Developer - Bulgakov V. Mikhail — network security, embedded de-
vices. bulgakov@comsec.spb.ru http://comsec.spb.ru/bulgakov/

Developer Kushnerevich G. Alexei — big data, data analysis. kush-
nerevich@comsec.spb.ru, http://comsec.spb.ru/kushnerevich/

PhD student - Komashinsky Nickolay Aleksandrovitch — computer
network security, intrusion detection, malware. komashinsky@com-
sec.spb.ru, http://www.comsec.spb.ru/komashinsky/

PhD student - Merkushev Eugene Sergeevich — security in cloud
computing. merkushev@comsec.spb.ru, http://com-
sec.spb.ru/merkushev/

PhD student - Pronoza Anton Alexandrovich — computer network
security, big data, visualization techniques. pronoza@comsec.spb.ru,
http://www.comsec.spb.ru/pronoza/
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PhD student - Styrov Kirill Glebovich — computer network security,
intrusion detection systems, big data. styrov@comsec.spb.ru,
http://comsec.spb.ru/styrov/

Grants and projects

Igor Kotenko (Principal Investigator). Grant of the Russian Science
Foundation No.15-11-30029 "Incident management and counteraction
against targeted cyber-physical attacks in distributed large-scale mis-
sion critical systems taking into account cloud services and networks of
the Internet of Things", 2015-2017. (Principal Investigator).

Igor Kotenko (Principal Investigator from SPIIRAS). "Educating the
Next generation experts in Cyber Security: the new EU-recognized Mas-
ter's program". Research Project of the European Community program

TEMPUS No. 544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR
(http://engensec.eu/), 2014-2016.
Igor Kotenko (Principal Investigator) — State Contract No.

14.604.21.0137 "Development of the technologies of the interactive vis-
ualization of the unformalized heterogeneous data for decision support
systems in scope of the information security monitoring and manage-
ment in the information and telecommunication systems". Project of the
Russian Ministry of Education and Science in scope of the Program "Re-
search and development in priority directions of evolution of the scientific
and technological complex of Russia for 2014-2020", 2014-2016.

Igor Kotenko (Principal Investigator) — State Contract No.
14.604.21.0147 "Development of the methods for aggregation, normali-
zation, analysis and visualization of big arrays of the heterogeneous,
structured, semi-structured and unstructured data for the security moni-
toring and management of the distributed network of the electronic con-
sumer devices". Project of Russian Ministry of Education and Science
in scope of the Program "Research and development in priority direc-
tions of evolution of the scientific and technological complex of Russia
for 2014-2020", 2014-2016.

Elena Doynikova (Principal Investigator) - “Development of models,
techniques and alghoritms for automated countermeasures generation
in process of security information and events management”. Research
Grant No.16-37-00338-mol_a of the Russian Foundation for Basic Re-
search, 2016-2017.

Andrey Chechulin (Principal Investigator) - “Investigation and de-
velopment of data mining techniques for warehouses that contain multi-
ple fact tables”. Research Grant No.16-37-50067 of the Russian Foun-
dation for Basic Research, 2016-2016.

Andrey Chechulin (Principal Investigator) - “Development of math-
ematical models, techniques and alghoritms of security evaluation, at-
tack modelling and countermeasures selection in near-real time mode”.
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Research Grant No. 15-07-07451-a of the Russian Foundation for Basic
Research, 2015-2017.

Vasiliy Desnitsky (Principal Investigator) - "Development and inves-
tigation of models and techniques for design and verification of com-
bined protection mechanisms for information and telecommunication
systems with embedded devices on the base of expert knowledge". Re-
search Grant No. 14-07-00417-a of the Russian Foundation for Basic
Research, 2014-2016.

Igor Saenko (Principal Investigator) - "Models and methods of ac-
cess to resources in a unified information and communication space of
heterogeneous systems based on artificial intelligence technology". Re-
search Grant No. 14-07-00697-a of the Russian Foundation for Basic
Research, 2014-2016.

Conferences

24th Euromicro International Conference on Parallel, Distributed
and network-based Processing (PDP 2016). Heraklion, Crete, Greece,
February 17-19, 2016 (V. Desnitsky, two sectional talks).

18th Conference «RusCrypto» on Cryptology, Steganography,
Digital Signature and Security Systems, Solnechnogorsk, Russia,
March 22-25, 2016. (A. Fedorchenko, A. Chechulin, V. Desnitsky, four
sectional talks).

International Forum on practical security Positive Hack Days, Mos-
cow, May 26-27, 2016. (l. Kotenko, A. Fedorchenko, A. Chechulin,
V. Desnitsky, E. Doynikova, A. Branitsky, M. Kolomeec, D. Levshun,
M. Bulgakov, two sectional talks).

XIX International Conference on Soft Computing and Measure-
ments (SCM 2016), St. Petersburg, Russia, May 25-27, 2016 (V. Des-
nitsky, D. Levshun, two sectional talks).

XXIX International Scientific Conference "Mathematical Methods in
Engineering and Technology - MMET-29", St. Petersburg State Tech-
nological Institute, St. Petersburg, Russia, May 31 — June 3, 2016.
(I. Saenko, sectional talk).

25th All-Russian Conference “Methods and Technical Tools of In-
formation Security” (MTTIS 2016), St. Petersburg, Russia, July 4 - 7,
2016. (I. Saenko, sectional talk).

13th International Symposium on Neural Networks (ISNN 2016).
St. Petersburg. July 6-8, 2016. (I. Saenko, sectional talk).

International Symposium on Mobile Internet Security (Mo-
biSec’16). Taichung, Taiwan. July 14-15, 2016. (E. Doynikova, two sec-
tional talks).

13th IEEE Conference on Advanced and Trusted Computing (ATC
2016). Toulouse, France. July 18-21, 2016. (I. Kotenko, invited talk).
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16th IEEE International Conference on Scalable Computing and
Communications (ScaleCom 2016). Toulouse, France. July 18-21,
2016. (I. Kotenko, sectional talk).

1st International Workshop on Atrtificial Intelligence for Privacy and
Security (PrAlSe 2016). Hague, Netherlands. August 29-30, 2016.
(I. Kotenko, sectional talk).

International Cross Domain Conference and Workshops (CD-
ARES 2016). Salzburg, Austria. August31 — September 2, 2016.
(A. Chechulin, sectional talk).

International Congress on Intellectual Systems and Information
Technologies (IS&IT 2016), Divhomorskoye, Russia, September 2-9,
2016 (l. Kotenko, A. Chechulin, E. Doynikova, three sectional talks).

10th International Symposium on Intelligent Distributed Computing
(IDC 2016). Paris, France. October 10-12, 2016. (I. Kotenko, two sec-
tional talks).

15th National Conference on Artificial Intelligence with International
Participation (CAl 2016). Smolensk, Russia. October 3 - 7, 2016.
(A. Chechulin, two sectional talks).

Conference on Information Technologies in Control (ITC) held in
conjunction with the 9-th Russian Multiconference on Problems in Con-
trol (RMPC). St. Petersburg, Russia. October 4 - 6, 2016. (I. Kotenko,
|. Saenko, A. Chechulin, A. Fedorchenko, A. Branitsky, A. Pronoza,
twelve sectional talks).

International Congress on Computer Science: Information Sys-
tems and Technologies (CSIST-2016). Minsk, Republic of Belarus, Oc-
tober 24 — 27, 2016. (I. Saenko, invited talk).

XV Jubilee St. Petersburg International Conference “Regional In-
formatics (RI-2016)”, St. Petersburg (Russia), October 26-28, 2016.
(I. Kotenko, I. Saenko, A.Chechulin, A. Fedorchenko, A. Branitsky,
M. Kolomeec, D. Levshun, M. Bulgakov, A. Kushnerevich — nineteen
sectional talks).

International Scientific School "Incident management and counter-
ing targeted cyber-physical attacks in distributed large-scale critical sys-
tems" (IM&CTCPA 2016), St. Petersburg, October 31 — November 2,
2016. (I. Kotenko, V. Desnitsky, E. Doynikova, A. Chechulin, M. Ko-
lomeec — five invited talks).

Scientific-organizational activity

Special session "Security in parallel, distributed and network-based
systems" (SPDNS 2016). PDP 2016. Heraklion, Crete, Greece, Febru-
ary 17-19, 2016. http://www.comsec.spb.ru/spdns16/. |. Kotenko is the
organizer and Chairman of the Program Committee. 26 participants.
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The section "Perspective research in the field of cybersecurity" at
the International Conference “RusCrypto 2016”. Solnechnogorsk, Rus-
sia. March 22-25, 2016. http://www.ruscrypto.ru/accotiation/ar-
chive/rc2016/. |. Kotenko is the the section organizer and moderator. 20
participants.

International Symposium on Mobile Internet Security (MobiSec 16).
Taichung, Taiwan. July 14-15, 2016. http://isyou.info/conf/mobisec16/.
|. Kotenko — Chairman of the Program Committee responsible for the
articles’ publication. 50 participants.

International Scientific School "Incident management and counter-
ing targeted cyber-physical attacks in distributed large-scale critical sys-
tems" (IM&CTCPA 2016), St. Petersburg, October 31 — November 2,
2016. http://www.comsec.spb.ru/imctcpal16/ |. Kotenko — the organizer
and Chairman of the School, |. Saenko, A. Chechulin, V. Desnitsky —
members of the Organizing Committee. 50 participants.

International Cooperation

|. Kotenko — participation in Program Committees of 32 Interna-
tional conferences, workshops and scientific schools.

|. Saenko — participation in Program Committees of 4 International
conferences, workshops and scientific schools.

V. Desnitsky — participation in Program Committees of 3 Interna-
tional conferences, workshops and scientific schools.

A. Chechulin — participation in Program Committees of 4 Interna-
tional conferences, workshops and scientific schools.

E. Novikova — participation in Program Committees of 2 Interna-
tional conferences, workshops and scientific schools.

International Cooperation with the following organizations: Council
of National Research (CNR) of Italy (Consiglio Nazionale delle Ricerche)
(Italy), University of Torino (Politecnico di Torino) (ltaly), University of
Murcia (Universidad de Murcia) (Spain), University of Trento (Universita
di Trento) (Italy), Fraunhofer Institute for Secure Information Technology
(Fraunhofer-Institut fur Sichere Informations-Technologie in Darmstadt)
(Germany), Blekinge Institute of Technology (BTH) (Karlskrona, Swe-
den), Wroclav University of Technology (WTU) (Wroclaw, Poland), Uni-
versity of Latvia (UOL) (Riga, Latvia), The German Federal Criminal Po-
lice Office (BKA) (Wiesbaden, Germany), CONSORZIO INTERUNI-
VERSITARIO NAZIONALE PER L'INFORMATICA (ltaly), FUNDACAO
DA FACULDADE DE CIENCIAS DA UNIVERSIDADE DE LISBOA (Por-
tugal), Institut Telecom (France), UNIVERSIDAD POLITECNICA DE
MADRID (Spain), LINKOPINGS UNIVERSITET (Sweden), UNIVER-
SIDAD DE MALAGA (Spain), QUEENSLAND UNIVERSITY OF TECH-
NOLOGY - QLD QUT (Australia), Kharkiv National University of Radio
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Electronics (KhNURE) (Kharkov, Ukraine), State University of Telecom-
munications (SUT) (Kiev, Ukraine), Lviv Polytechnic National University
(LPU) (Lviv, Ukraine), Ukrainian Information Security Group (NGO
UISG) (Kiev, Ukraine), AIESEC Ukraine (Kiev, Ukraine), Kharkiv state
center for information security (KhRCIP) (Kharkov, Ukraine), Scientific
production association “Radio and Telecom Systems” (RTS) (Kharkov,
Ukraine), Ministry of Education and Science, Youth and Sports of
Ukraine (MON) (Kiev, Ukraine), F-Secure (Helsinki, Finland), ATOS
ORIGIN SOCIEDAD ANONIMA ESPANOLA (Spain), EPSILON S.R.L
(Italy), FRANCE TELECOM SA (France), Open Source Security Infor-
mation Management, S.L. (Spain), T-SYSTEMS SOUTH AFRICA (PTY)
LTD (South Africa), 6CU RE SAS (France), ASCOM (SCHWEIZ) AG
(Switzerland), INFINEON TECHNOLOGIES AG (Germany), SEARCH-
LAB SECURITY EVALUATION ANALYSIS AND RESEARCH LABOR-
ATORY, LTD (Hungary), MIXED MODE GMBH (Germany), TELE-
FONICA INVESTIGACION Y DESARROLLO SA (Spain), etc.
Membership in International Societies, Editorial Boards

|. Kotenko — Member of Russian and European Associations of Ar-
tificial Intelligence, IEEE n Computer Society, Association for Computing
Machinery (ACM), Institute for Systems and Technologies of Infor-
mation, Control and Communication (INSTICC), the Series Editor of
Springer's Communications in Computer and information Science;
member of board of directors of International scientific, engineering and
educational organization dedicated to advancing the arts, sciences and
applications of Information Technology and Microelectronics (Euromi-
cro); the member of editorial board of scientific journals “Problems of
Informatics”, “The FTRA Journal of Convergence” and “International
Journal of u- and e- Service, Science and Technology”; the reviewer of
the scientific journals: “Information technologies and computer sys-
tems”, "ACM Transactions on Internet Technology"”, "ACM Transactions
on Multimedia Computing, Communications, and Applications", “IEEE
Software”, “IEEE Access”, “IEEE Computer”, “IEEE Transactions on De-
pendable and Secure Computing”, “Security and Communication Net-
works”, “Transactions on Systems, Man, and Cybernetics”, “Computer
Standards & Interfaces”, “Recent Patents on Computer Science”, “The
International Journal for the Computer and Telecommunications Indus-
try”, “Data Mining and Knowledge Discovery”, “International Journal of
Computer Science Applications”, “Informatica”, “Security and Commu-
nication Networks”, “Telecommunication Systems Journal”, "Journal of
Wireless Mobile Networks, Ubiquitous Computing, and Dependable Ap-
plications", etc.
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|. Saenko - Corresponding Member of Russian Academy of Natural
Sciences, Section of Geopolitics and Security; Member of Arctic Acad-
emy of Sciences, Section of Information Technologies.

Intellectual property
Programs and databases

E. Doynikova, |. Kotenko. Component for information security risks
evaluation for network assets based on security events analysis. Certif-
icate No. 201614489. Registered in the Computer Program Registry
25.04.2016.

|. Saenko, I. Kotenko, V. Avramenko, D. Bobreshov-Shishov. Soft-
ware for information security evaluation on the basis of expert assess-
ment of unauthorized access threats in automated systems. Certificate
No. 2016614489. Registered in the Computer Program Registry
25.04.2016.

|. Saenko, A. Chechulin, S. Ageev, A.Bogdanov. Software for
adaptive network traffic analysis for the information security risks evalu-
ation. Certificate No. 2016614488. Registered in the Computer Program
Registry 25.04.2016.

I. Saenko, A. Chechulin, I. Kotenko, F. Skorik. Software for opera-
tional classification of data about the network status based on using of
artificial neural networks. Certificate No. 2016614485. Registered in the
Computer Program Registry 25.04.2016.

M. Kolomeets, A. Chechulin, |. Kotenko. Component for network
security metrics visualization using matrices. Certificate No.
2016614487. Registered in the Computer Program Registry
25.04.2016.

M. Kolomeets, A. Chechulin. Component for network topology vis-
ualization using graphs. Certificate No. 2016614486. Registered in the
Computer Program Registry 25.04.2016.

D. Levshun, A. Chechulin, I. Kotenko. System for support and man-
agement of database of the room access control and management sys-
tem based on the contactless smart cards. Federal Service for Intellec-
tual Property. Certificate No. 2016612543. Registered in the Computer
Program Registry 01.03.2016.

|. Kotenko, M. Kolomeets, A. Chechulin. Component for creation of
patterns and retrieval of information objects and relationships between
them for visualization of unformalized data with heterogeneous struc-
ture. Certificate No. 2016663182. Registered in the Computer Program
Registry 29.11.2016.

D. Levshun, A. Chechulin. Database of the logging server of a se-
cure access control system for Smart House model. Federal Service for
Intellectual Property. Certificate No. 2016621608. Registered in the Da-
tabase Registry 29.11.2016.
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|. Saenko, A. Kushnerevich, I. Kotenko. Big data aggregation com-
ponent for computer network security monitoring. Federal Service for
Intellectual Property. Certificate No. 2016663498. Registered in the
Computer Program Registry 08.12.2016.

|. Kotenko, |. Saenko, A. Kushnerevich, A. Chechulin. Big data
analysis component for computer network security monitoring. Federal
Service for Intellectual Property. Certificate No. 2016663929. Regis-
tered in the Computer Program Registry 19.12.2016.

|. Saenko, A. Kushnerevich, A. Branitskiy. Big data normalization
component for computer network security monitoring. Federal Service
for Intellectual Property. Certificate No. 2016663554. Registered in the
Computer Program Registry 12.12.2016.

|. Saenko, A. Kushnerevich, V. Desnitsky. User interaction compo-
nent of Big data processing system for computer network security mon-
itoring. Federal Service for Intellectual Property. Certificate No.
2016663475. Registered in the Computer Program Registry
08.12.2016.

M. Kolomeec, A. Chechulin, |. Kotenko. Component for extraction
of information objects and their links based on patterns of normalization
and reduction of dimension of information objects, formation of a multi-
dimensional matrix of links between information objects. Federal Service
for Intellectual Property. Certificate No. 2016663963. Registered in the
Computer Program Registry 20.12.2016.

M. Kolomeec, A. Chechulin. APl component for providing access
from external information systems to the results of visualization. Federal
Service for Intellectual Property. Certificate No. 2016663709. Regis-
tered in the Computer Program Registry 14.12.2016.

A. Fedorchenko, A. Chechulin. Component for the expert evalua-
tion of the quality of formalized heterogeneous structure data visualiza-
tion. Federal Service for Intellectual Property. Certificate No.
2016663861. Registered in the Computer Program Registry
19.12.2016.

D. Levshun, A. Chechulin, I. Kotenko. Component for the imple-
mentation of the network layer interaction of microcontrollers based on
|I2C protocol. Federal Service for Intellectual Property. Certificate No.
2016663951. Registered in the Computer Program Registry
20.12.2016.

M. Bulgakov, A. Chechulin, I. Kotenko. DCC protocol analyzing
component for the model of Russian Railway as a security incident man-
agement object. Federal Service for Intellectual Property. Certificate No.
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2016663840. Registered in the Computer Program Registry
19.12.2016.

E. Doynikova, |. Kotenko. Component of the dynamic counter-
measure selection on the basis of the security incidents analysis for the
attack propagation prevention in the computer network. Federal Service
for Intellectual Property. Certificate No. 2016663492. Registered in the
Computer Program Registry 08.12.2016.

A. Branitskiy, . Kotenko. Component of classification of anomalous
network connections based on artificial immune systems. Federal Ser-
vice for Intellectual Property. Certificate No. 2016663476. Registered in
the Computer Program Registry 08.12.2016.

E. Doynikova. Component for the efficiency evaluation of the secu-
rity assessment system in computer networks Federal Service for Intel-
lectual Property. Certificate No. 2016663928. Registered in the Com-
puter Program Registry 19.12.2016.

V. Desnitsky. Component for detection of anomalous data from
sensors for a system of temperature mode regulation in a room. Federal
Service for Intellectual Property. Certificate No. 2016663374. Regis-
tered in the Computer Program Registry 06.12.2016.

V. Desnitsky, |. Kotenko. Component for evaluation of effective-
ness of information flow verification on the base of model checking
method. Federal Service for Intellectual Property. Certificate No.
2016663477. Registered in the Computer Program Registry
08.12.2016.

Expertise

|. Kotenko — member of commission of experts of the Russian
Foundation for Basic Research, expert of the Foundation for Advanced
Research, expert of the Russian Science Foundation, expert of the Rus-
sian Academy of Sciences and expert of the Federal Service for Super-
vision in the Sphere of Education and Science.

|. Saenko — member of the Higher Attestation Commission, expert
of the Federal Service for Supervision in the Sphere of Education and
Science.

Recent Results

1. Methods, models, techniques and algorithms for the collection, pre-
processing and correlation of security information and events on
the basis of complex distributed intelligent sensors and big data [12,
13, 21, 25, 26, 35, 41, 51, 52, 58, 69, 85, 93, 110].
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10.

11.

48

Methods, models, techniques and algorithms of trusted data bus func-
tioning and a hybrid storage of information and security events [13, 25,
26, 62].

Methods, models, techniques and algorithms to detect in real time
complex multistage targeted attacks on the base of intelligent data
analysis and security events [8, 9, 19, 20, 23, 35, 50, 53, 66, 83,
86, 92].

Methods, models, techniques and algorithms for calculating pri-
mary and integrated security metrics, analysis of security events
history, prediction of malefactor actions and their consequences [1,
5, 33,42, 65, 71].

Methods, models, techniques, algorithms, architecture and soft-
ware prototypes of the components for the automated responding
against targeted information/software/physical attacks on the basis
of expert knowledge, logical reasoning and the hybrid repository of
information and security events [4, 5, 34, 76].

Models of specific application areas (smart house, railways, power
and water supply system, mobile communication network for critical
situation management) as objects of security incident management
[2, 13, 16, 21, 22, 28, 38, 45, 70, 77, 94, 101].

Models, techniques, algorithms and software prototype of computer
network security assessment and selection of security means on
the base of attack graphs and graphs of service dependencies [1,
5, 30, 67, 71, 82, 88, 104].

Models, techniques and software prototypes of events and security
information collection and aggregation mechanisms to protect in-
formation in mission-critical infrastructures, using techniques and
methods of parallel computing [8,12, 44, 49, 72, 79, 91].
Mathematical methods and algorithms of normalization and analy-
sis of large volumes of heterogeneous structured, semi-structured
and unstructured data coming from synchronous and asynchro-
nous distributed network sources [8, 12, 49, 72, 108].

Models and techniques of preliminary design and reconfiguration of
access control schemes for computer network information and
communication resources on the base of genetic optimization algo-
rithms, models, techniques and algorithms for integration and func-
tioning of components of access control system for diverse infor-
mation and communication resources of the entire information and
communication space [10, 17, 48, 54, 55, 56, 57, 63, 73, 74, 78,
87, 98].

A technique of hierarchical combining (hierarchical hybridization) of
binary classifiers based on computational intelligence techniques to
identify anomalous network connections, a model and an algorithm



of functioning of evolution immune system for detection and classifi-
cation of network attacks, an architecture and software prototypes of
distributed network attack detection system on the base of combina-
tion of signature analysis and computational intelligence methods [6,
19, 23, 32, 36, 37, 80, 99].

12. Models, techniques, algorithms, architecture and software proto-
types for interactive visualization of non-formalized heterogeneous
data for decision support systems in security monitoring and infor-
mation management of telecommunication systems [3, 11, 18, 24,
27,29, 43, 47, 64, 68, 75, 84, 89, 96, 97, 100, 105].

13. Models, techniques, algorithms, architecture and software proto-
types of web site classification tools on the base of data mining
methods [7, 31, 46, 107].

14. A model and technique to identify anomalous data from sensors
and information streams verification in the information and telecom-
munication systems with embedded devices on the base of re-
strictions and rules of the target system functioning [2, 4, 14, 16,
22, 39, 40, 59, 60, 81, 90, 102, 103].

Awards and research grants
Saenko, I. B., Kotenko, I. V. — the Best Paper Award bestowed at

the International Symposium of Mobile Internet Security (MobiSec
2016). Taichung, Taiwan. July 14-15, 2016.

Desnitsky, V. A., E. Novikova, E. S. - Winners of the 2016 contest
for subsidy’s provisions to young scientists, young candidates of sci-
ences at higher schools and academic institutions located in St. Peters-
burg.

Doynikova, E. V. - Finalist of the “Youth Prize of St. Petersburg” in
the nomination of science and technology in 2016. Awarded a diploma
of the St. Petersburg Public Chamber.

Bulgakov,M. V. - Winner of the annual competition of scientific
achievements of students and graduate students of ETU "LETI" in the
University scientific and educational areas of 2016.

Levshun, D. C. - Winner of the creative projects’ contest of ETU
"LETI" students in the field of science, technology and innovations in
2016.

Levshun, D. C. - Winner of the annual competition of scientific
achievements of students and graduate students of ETU "LETI" in the
University scientific and educational areas of 2016.

D. Levshun and A. Chechulin — the Best paper award bestowed at
LXIII International Theoretical and Practical Conference "Innovations in
Science", Novosibirsk, Russia.
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ceedings. St. Petersburg, 2016. pp. 179-180.

Anton Pronoza, Igor Kotenko. Actual problems of the big data vis-
ualization in the security information and events management sys-
tems. XV Jubilee St. Petersburg International Conference “Re-
gional Informatics-2016” (“RI-2016”). Proceedings. St. Petersburg,
2016. pp. 189-190.

Anton Pronoza, Igor Kotenko. Analysis of the big data visualization
models for the task of monitoring of the large-scale computer net-
works. XV Jubilee St. Petersburg International Conference “Re-
gional Informatics-2016” (“RI-2016”). Proceedings. St. Petersburg,
2016. pp. 188-189.

Igor Saenko and Igor Kotenko. Models and methods of the visual
analysis of diagrams and policies of access control for the common
information space resources. XV Jubilee St. Petersburg Interna-
tional Conference “Regional Informatics-2016” (“RI-2016”). Pro-
ceedings. St. Petersburg, 2016. pp. 192-193.

Alexander Branitskiy. Combined approach to detection of network
attacks based on signature analysis and computational intelligence
methods. XV Jubilee St. Petersburg International Conference “Re-
gional Informatics-2016” (“RI-2016”). Proceedings. St. Petersburg,
2016. pp. 150.

100. Alexander Branitskiy, Maxim Colomeec. Development of visualiza-

101.

tion system of computer networks based on Voronoi diagram. XV
Jubilee St. Petersburg International Conference “Regional Infor-
matics-2016” (“RI-2016”). Proceedings. St. Petersburg, 2016. pp.
150-151.

Mikhail Bulgakov, Andrey Chechulin. Development of hardware
and software for the simulation of the security incidents in railway
systems. XV Jubilee St. Petersburg International Conference “Re-
gional Informatics-2016” (“RI-2016”). Proceedings. St. Petersburg,
2016. pp. 151.

102. Vasily Desnitsky, Andrey Chechulin. Information flow verification

62

technique for Internet of things systems. XV Jubilee St. Petersburg
International Conference “Regional Informatics-2016” (“RI-2016”).
Proceedings. St. Petersburg, 2016. pp. 156-157.



103.

104.

105.

106.

107.

108.

109.

110.

Vasily Desnitsky, Vladislav Alexandrov. An intruder model for infor-
mation and telecommunication Internet of Things systems. XV Ju-
bilee St. Petersburg International Conference “Regional Informat-
ics-2016” (“RI-2016”). Proceedings. St. Petersburg, 2016. pp. 155-
156.

Elena Doynikova. Security assessment on the base of graphs and
open standards for the networks with mobile components. XV Ju-
bilee St. Petersburg International Conference “Regional Informat-
ics-2016” (“RI-2016”). Proceedings. St. Petersburg, 2016. pp. 158-
159.

Maxim Kolomeec, Andrey Chechulin, Yan Kopchak. Development of
a graphical interface for visualization of computer network security
systems. XV Jubilee St. Petersburg International Conference “Re-
gional Informatics-2016” (“RI-2016”). Proceedings. St. Petersburg,
2016. pp. 166-167.

Dmitry Levshun, Andrey Chechulin. Comparison of approaches for
the construction of a database for the organization of research ma-
terials in a unified repository for multimedia data from field ethno-
graphic expeditions. XV Jubilee St. Petersburg International Confer-
ence “Regional Informatics-2016” (“RI-2016”). Proceedings. St. Pe-
tersburg, 2016. pp. 330-331.

Dmitry Novozhilov, Andrey Chechulin. Metrics for the analysis of
structural features of web pages by machine learning methods. XV
Jubilee St. Petersburg International Conference “Regional infor-
matics-2016” (“RI-2016”). Proceedings. St. Petersburg, 2016. pp.
184-185.

Igor Saenko, Aleksey Kushnerevich, and Sergey Bushuyev.
Framework for the parallel distributed traffic analysis in the com-
puter networks for security incidents detection. XV Jubilee St. Pe-
tersburg International Conference “Regional Informatics-2016”
("RI-2016”). Proceedings. St. Petersburg, 2016. pp. 193-194.
Mikhail Mikhailov, Andrey Chechulin. Scanner based on clustering
and correlation methods for data warehouses. XV Jubilee St. Pe-
tersburg International Conference “Regional Informatics-2016”
(“RI-2016”). Proceedings. St. Petersburg, 2016. pp. 181.

Andrey Fedorchenko. Host-based technique of security events cor-
relation. XV Jubilee St. Petersburg International Conference “Re-
gional Informatics-2016” (“RI-2016”). Proceedings. St. Petersburg,
2016. pp.199-200.
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Laboratory for Information-Analytic Technologies for Economics

Head of Laboratory: Dr. Tech. Sci. Prof. Igor V.Lysenko — modeling,
technologies of information analysis, economic analysis of techno-or-
ganizational and socio-economic systems, planning—programming—
budgeting and management, models and methods of technological pro-
cesses planning in corporate governance systems, fuzzy numbers and
fuzzy functions theory and its applications, ilys@iias.spb.su.
Laboratory Staff — 8 members.
Research Activities
Modeling, information technologies, organizational, technical and socio-
economic systems research at various stages of their life cycle, public
programs planning, models and methods for technological processes
planning, development of the theory of fuzzy numbers and functions, the
analysis and synthesis of organizational, technical, social and economic
systems, estimation of systems potential, capabilities, efficiency of func-
tioning, the mesoeconomic analysis, the theory of optimum control.
Research Fellows

Leading Researcher Dr. Tech. Sci. Prof.— Grankin, Boris — modeling
and system analysis for technical complexes functioning, advanced infor-
mation technologies for technical complexes design, borisgrankin@mail.ru

Leading Researcher Dr. Tech. Sci. — Fedorov Alexey — System
analysis methodology and methods for rocket-space complexes design
and exploitation, with application to economics; the problems of moni-
toring and diagnosing technical condition, afedor62@yandex.ru

Senior Researcher PhD Assoc. Prof. — Bakuradze, Dmitry — mod-
eling of complex technical systems, operations management, optimiza-
tion of systems functioning, bdv@iias.spb.su

Senior Researcher PhD Assoc. Prof — Geida, Alexander — transfor-
mational modeling theory, socio-economic systems capability and risks
assessment and investigation, model based architecture of software for
project management, geida@iias.spb.su
Grants and Projects

Lysenko, I.V., Grankin, B.K. — Grant of the Russian Foundation for
Basic Research (RFBR) No. No. 15-08-01825-a “Conceptual and meth-
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odological foundations of crucial objects technical condition manage-
ment on the basis of their monitoring", 2d stage: "Concept of technical
state guidance system architecture on the base of technical monitoring”,
2015 - 2016.

Geida, A.S., Bakuradze, D.V. — Grant of the Russian Foundation for
Basic Research (RFBR) No. 16-08-00953 A “Conceptual and methodo-
logical foundations of theory of complex technical system’s potentiality”,
1st stage: "Development of systems and processes of their functioning
problem analysis, as problem of system’s potentiality investigation”, 2016

Lysenko, I.V., Fedorov, A.V. — Federal Program “Maintaining, Devel-
opment and Use of GLONASS system in 2012 - 2020 years”. The project
No. 11607-11/2014_2015 of September 4, 2014. OCD of “NKU-RAN” the
3d stage: “Participation in preparation and carrying out of complex inter-
corporate tests regarding space vehicle ground guidance systems soft-
ware and measurement techniques provided by SPIIRAS”, 2016.

Lysenko, I.V., Grankin, B.K. — Federal Program 1 (FP1). The pro-
ject No. 540-2015/3 of Novemeber 3, 2015. Code VNS—-NT-2-SPIIRAN:
“Research of the methodical and legal base for providing stability of pro-
duction of missile weaponry products and missile and space equip-
ment". Code "VNS-NT-2-SPIIRAN" 2d stage: "Research and sugges-
tions development to enhance methodological apparatus (methods,
metrics, indicators) and refining, to ensure stability of production in the
conditions of the destabilizing action factors of technological, technical
and production nature (paragraph 3.2.4)".

Lysenko, I.V., Geida, A.S. — FP1. The project No. 503-2015 of De-
cember 1, 2015. “Development of the module of the mathematical prob-
lems solution for estimation, analysis and synthesis based on arma-
ments operational properties indicators for compliance monitoring of ar-
maments produced by government order and for export, to requirements
of customers", Code "Monitoring-VVST-SPIIRAS", 1st stage: "Develop-
ment of the engineering design of the mathematical problems solution
module for estimation, analysis and synthesis based on armaments oper-
ational properties indicators for compliance monitoring of armaments pro-
duced by government order and for export, to requirements of customers".
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Lysenko, I.V., Geida, A.S. — FP1. The project No. 503-2015 of De-
cember 1, 2015. “Development of the module of the mathematical prob-
lems solution for estimation, analysis and synthesis based on arma-
ments operational properties indicators for compliance monitoring of ar-
maments produced by government order and for export, to requirements
of customers", Code "Monitoring-VVST-SPIIRAN", 2d stage: "Develop-
ment of armaments compliance monitoring to requirements of stake-
holders subsystem on the basis of estimation, analysis and synthesis
with indicators of armaments operational properties (regarding use of
the RMZPO module). Development of engineering and operational doc-
umentation on the RMZPO module. Preliminary tests of a prototype of
the RMZPO module (paragraph 12.1)".

Lysenko, L.V., Geida, A.S. — FP1. The project No. 10-222/11 of
December 16, 2014. Code “Soyuz-2014-SPIIRAN”. “Research of Col-
lective Security Treaty Organization (CSTO) member states economic
cooperation mechanisms and proposals preparation on measures of
their improvement based on modern information technologies usage
and usage of mathematical modeling methods”. 2d stage: "Research of
problems in the field of military and economic cooperation of the organ-
izations of the Russian military industrial complex with the enterprises of
member states of the CSTO and proposals preparation as of measures
directed to problems decision”.

Lysenko, |.V., Bakuradze, D.V. — FP1. The project No. 13/2011,
November 10, 2014. “Measures development to improve Russian nati-
onal standard and legal base in the field of military and economic coope-
ration with the foreign states and offers proposals to carry out further
actions in the field of reforming and development of military industrial
complex®. Code “VTS 2014-SPIIRAS. 3d stage: "Research of mecha-
nisms of a military-economic cooperation of states - CSTO members
(participants of the CIS) and development of offers on measurements of
cooperation enhancements.”

Conferences

Geyda, A.S. Information technologies usage operational properties
research: modeling concepts and principles. XV Jubilee St. Petersburg
International Conference “Regional Informatics-2016” (“RI-2016”). Pro-
ceedings. St. Petersburg, 2016", October 26-28, 2016.
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Geyda A.S. Second International Scientific Conference “Crisis of the
21st Century: Problems and Solutions": Systems and processes of their
functioning improvements’ research problems: implementation to the
state public programs.

Intellectual property

1. Kokarev, A. S., Ptushkin, A. |., Bogdanov, V. O., Lysenko, I. V. The
program of spare parts calculation for complex technical systems from line
items of their main developers. //Registered in the Computer Program
Reqistry

2. Dyakov, A.N., Reshetnikov, D. V., Bogdanov, V. O., Lysenko, I.
V. Optimum strategy of maintenance and repair choice Registered in
the Computer Program Registry
Recent Results

1. Concepts and the principles of a complex technical systems po-
tentiality research investigated, the classification scheme of potentiality
research problems described [1,2]. research problems

2. The scheme of information technologies operational properties re-
search problems solution, the scheme of modeling in these problems [1,3]
is proved.

3. The analysis of systems and processes of their functioning oper-
ational properties research problems modeling is made, schemes of
modeling and standard fragments of the models used for the solution of
the tasks specified [1,4] are offered.

4. The program for the estimation, analysis and synthesis mathe-
matical problems of systems characteristics and processes of their func-
tioning by indicators of their operational properties [4,9] is developed.
References
Papers Published in Russian Editions Indexed by RSCI
1. Geyda, A. S., Lysenko, I. V., Yusupov, R. M. Information technolo-

gies’ operational properties usage research: concepts and the prin-

ciples of modeling//St. Petersburg society of informatics, computer

facilities, communication systems and management (SPOISU). XV

Jubilee St. Petersburg International Conference “Regional Infor-

matics-2016” (“RI-2016”). Proceedings. St. Petersburg, October

26-28, 2016.
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Geyda, A. S., Ismailova, Z. F., Klitny, I. V., Lysenko, I. V. Concept
of the solution of systems and processes of their functioning en-
hancement tasks, as mathematical tasks. Euroasian Union of Sci-
entists (EUS). Monthly Scientific Journal. Issue 31, 2016.

Geyda A. S., Ismailova Z. F., Klitny I. V., Lysenko I. V. Operational
properties research problems for state public programs. Institute of
management and social and economic development. Economy and
Society. Saratov: 2016.

Geyda A. S. Research problems of systems and processes of their
functioning enhancements: case of state public programs imple-
mentation. Materials of the Second international scientific and prac-
tical conference "Crisis of the 21st century: problems and solu-
tions". The Saratov State Technical University. Saratov: 2016.

Other publications

5.

68

Geyda, A. S., Lysenko, I. V., Yusupov, R. M. Analytical forecast
estimation of operational properties in military industrial complex
and the solution of research problems of defense industry enter-
prises based on these properties. Materials of the First scientific
and practical conference "Questions of Economic Management in
Defense Industry Complex of Russia". Moscow, December 10-11,
2015. M.: "Connect". 2016.



Laboratory of Computing and Information Systems and Software
Engineering

Head of the Laboratory: Dr. Tech. Sci. Prof. Vasiliy Yur'evich Osipov
— mathematical modeling, intelligent systems, neural networks, infor-
mation security, osipov_vasiliy@mail.ru
Laboratory Staff — 17 members, 2 scientific degree applicants, 3 post
graduate students.
Research Activities
Corporate user systems; parallel and distributed data processing; dy-
namic architecture supercomputers (DASC); architecture and hardware
decisions in DASC; software for DASC; application of dynamic architec-
ture processors (DAP) in logistics and digital signal processing; GRID
technologies; cloud computing; neural networks; computer modeling;
mathematical modeling; risk analysis and modeling for information sys-
tems; multiscale problems; information security; network security moni-
toring; object oriented programming; software engineering; cognitive
technologies; ontological modeling; e-documents circulation; software
design automation; converged infrastructures; big data.
Research Fellows

Chief Researcher Dr. Nat. Sci. Prof. — Baranov, Sergey Nicola-
yevich — software engineering, SNBaranov@iias.spb.su

Chief Researcher Dr. Tech. Sci. Prof. — Vorobiev, Vladimir Iva-
novich — modeling and design of information protection systems, auto-
mation of parallel and distributed programming, cluster and GRID-tech-
nologies, e-document circulation, vvi@iias.spb.su

Chief Researcher Dr. Tech. Sci. Prof. — Torgashev, Valery Antono-
vich — distributed computer systems (DCS) and supercomputers with
dynamic architecture, parallel computations, vator@mail.ru

Chief Researcher Dr. Tech. Sci. Prof. — Nikiforov, Victor
Vikent’'evich — real-time operating systems, embedded real-time soft-
ware systems, nik@iias.spb.su

Senior Researcher PhD Prof. — Mustafin, Nikolay Alexeevich — dis-
crete optimization, GIS technologies, image processing, nikolay.mus-
tafin@gmail.com

Senior Researcher PhD — Shishkin Vladimir Mikhailovich — infor-
mation security, security and risk modeling and analysis, social technol-
ogy systems security, vms@iias.spb.su

Senior Researcher PhD — Fatkieva, Rosa Ravilievna — information
systems modeling, rrf@iias.spb.su

Senior Researcher PhD — Evnevich, Elena Ludvigovna — cloud and
distributed computations, cognitive technologies, eva@iias.spb.su

69



Researcher — Levonevsky, Dmitry Konstantinovich — analysis and
simulation of network traffic in information systems, dle-
wonewski.8781@gmail.com

Junior Researcher PhD — Podkorytov Sergey Alexeevich — theory
of fractals, 3D modeling, podkorytovs@gmail.com
Scientific Degree Applicants

Fatkieva, Rosa Ravilievna, applicant for Dr. Tech. Sci. Degree —
Models and Methods of Complex Assessment and Prognosis of Network
Security in Mechanical Engineering Industry, scientific consultant Prof.
Osipov, V.Yu.

Levonevsky, Dmitry Konstantinovich, applicant for PhD — Creation
of Corporate Smart Space on the Basis of e-Services, superviser Prof.
Osipov V.Yu.

Defense of the Theses

Nosal, Irina Alekseevna — Justification of Information Security
Measures of Socio-Critical Facilities, PhD in the specialty 05.13.19,
head Prof. Osipov V.Yu.

Post-graduate Students

Uzdyaev, Mikhail Yurievich — Models and Methods of Robotic Con-
trol by Neural Networks, superviser Prof. Osipov, V.Yu.

Obrezkov, Dennis Vassilievich — Performance Maintenance of
Hard- Software System for Inertial Satellite Navigation under Obstruct-
ing Interference, superviser Dr. Fatkieva, R.R.

Ryzhkov, Sergey Romanovich — Cloud Computing Security, super-
viser Prof. Vorobiev, V.I.

Grants and Projects

Mustafin, N.A. — RFBR Grant No. 16-07-00463-a “Theoretical and
Technological Basics for Constructing Polymodel Context Aware Deci-
sion Support Systems “, 2016 - 2018.

Osipov, V.Yu., Fatkieva, R.R., Shishkin, V.M., Levonevsky, D.K. —
RFBR Grant No. 16-29-09482 "Forecasting of Information Network Ter-
rorist Threats and Substantiation of Respective Countermeasures in
Megapolises”, 2016 - 2018.

Vorobiev, V.l. — Contract No. 09/2015 on on-line computation ac-
cording to hydrodynamic weather forecast models, 2015 - 2016.
University Courses

St.Petersburg State Electrotechnical University, Chair of infor-
mation technologies and computer security, “Fundamentals of Com-
puter Security”, Vorobiev, V.l

St.Petersburg State Electrotechnical University, Chair of infor-
mation security, “Fundamentals of Information Security”, Fatkieva, R.,
Shishkin, V.M.
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St.Petersburg State Electrotechnical University, Chair of infor-

” 1

mation systems, “Theory of Decision Making”, “Optimization Methods”,
Mustafin, N.A.

St.Petersburg State Polytechnic University, Chair of information
and control systems, "Metrology, Standardization, and Certification in a
Software Project", Baranov, S.N.

St.Petersburg State Polytechnic University, Chair of information
and control systems, "Methodology of Scientific Research", Baranov,
S.N.

St.Petersburg State University for Aerospace Instrumentation, the

Research and educational center SPIIRAS-SUAI, "Software Engineer-
ing Technology", Baranov, S.N.

SPIIRAS, postgraduate program, “Mathware and Software of Com-
puting Complexes and Computer Networks”, section “Real-time Sys-
tems” — Nikiforov V.V., section “Software Project Maintenance” — Bara-
nov, S.N.

St.Petersburg Power Industry Institute for Postgraduate Training
(PEIPK), “Risks and Regulations of Information Security Assurance at
Power Industry Enterprises”, Shishkin, V.M.

Conferences

XII Baltic Science and Engineering Contest 2016, ST. Petersburg,
February 1-4, 2016 — Baranov, S.N.

International Science and Practice Conference “Problems of Infor-
mation Security”, Simferopol-Gurzuf, February 25-27, 2016 — Shishkin,
V.M., Levonevsky D.K., Vorobiev V.l., Petrov M.Yu.

International Research and Practice Conference “Theoretic and
Applied Aspects of Information Security”, Academy of the Ministry of
Home Affaires of the Republic of Belarus”, Minsk, December 22, 2016 —
Shishkin, V.M.

9th International Conference "Polynomial Computer Algebra"
(PCA- 2016), St. Petersburg, April 18-23, 2016 — Baranov, S.N., Nikifo-
rov, V.V.

18th International Conference of Open Innovations Association
FRUCT, St. Petersburg, Russia, April 18-22, 2016 — Baranov, S.N., Ni-
kiforov, V.V.

XXV All-Russian Scientific School Conference “Intellectual Renais-
sance”, St. Petersburg, April 22-25, 2016 — Shishkin, V.M.

XIX IEEE International Conference on Soft Computing and Meas-
urements (SCM’2016), St. Petersburg, May 19-21, 2016 — Vorobiev,
V.l., Levonevsky, D.K., Fatkieva, R.R.
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IV International Baltic Marine Forum, IV International Scientific
Conference "Marine Technology and Engineering. Safety of the Marine
Industry”, Kaliningrad, May 22-28, 2016 — Shishkin, V.M., Evnevich, E.L.

7th International Workshop "Program Semantics, Specification and
Verification: Theory and Applications" (PSSV 2016), June 14-15, 2016
— Baranov, S.N., Nikiforov, V.V.

17th Session of the Expert Council of Interparliamentary Assembly
of Member Nations of the Commonwealth of independent States and
Regional Commonwealth in the Sphere of Communications, St. Peters-
burg, May 31, 2016 — Shishkin, V.M.

12th Euro-Asian Forum on Information Cooperation and Information
Security "INFOFORUM-Crimea”, Sevastopol, June 27 — July 1, 2016 —
Shishkin, V.M.

13th International Symposium on Neural Networks (ISNN 2016),
St. Petersburg, July 6-8, 2016 — Baranov, S.N., Osipov, V.Yu.,
Levonevsky, D.K., Vorobiev, V.l., Evnevich, E.L.

9th International Conference on Security of Information and Net-
works (SIN 2016), New Jersey, USA, July 20-22, 2016 — LevonevsKky,
D.K., Vorobiev, V.l., Evnevich, E.L., Fatkieva, R.R.

18th International Conference “Speech and Computer (SPECOM-
2016)”, Budapest, Hungary, August 23-27, 2016 — Levonevsky, D.K.

32nd EuroForth Conference, Hotel "Mein Inselgluck”, Reichenau,
Germany, September 7-11, 2016 — Baranov, S.N.

X International School-Symposium “Analysis, Modeling, Control,
Development of Social and Economical Systems”, Simferopol — Sudalk,
September 12-21, 2016 — Shishkin, V.M.

Il Interregional Theoretical and Practical Conference “Advanced
Lines of Development in National Information Technologies”, Sevasto-
pol (Crimea), September 13-17, 2016, — Baranov, S.N., Mustafin, N.A.,
Shishkin, V.M.

15th International Conference on Modeling and Applied Simulation
(MAS2016), Cyprus, September 26-28, 2016 — Mustafin, N.A.

9th Russian Multiconference on the Problems of Control. 9th Con-
ference “Information Technologies in Control” (ITC-2016), St. Peters-
burg, October 4-6, 2016 — Osipov, V.Yu., Baranov, S.N., Nikiforov, V.V.,
Vorobiev, V.l., Levonevsky, D.K., Fatkieva, R.R., Ryzhkov, S.R.,
Evnevich, E.L.

27th International Science and Technology Conference “Extreme
Robotics”, St. Petersburg, October 24-25, 2016 — Nikiforov, V.V.
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XV Jubilee St. Petersburg International Conference “Regional Infor-
matics (RI-2016)", St. Petersburg, October 26-28, 2016 — Baranov, S.N.,
Mustafin, N.A., Shishkin, V.M., Levonevsky, D.K., Vorobiev, V.l
Evnevich, E.L., Fatkieva, R.R., Petrov, M.Yu., Bachiev, R.l., Ryzhkov,
S.R., Uzdyaev, M.Yu., Podkorytov, S.A.

International Scientific School “Modeling and Analysis of Safety
and Risk in Complex Systems” (MASR — 2016), St. Petersburg, October
25-28, 2016 — Shishkin, V.M.

Interdisciplinary Seminar of the Orbely Brothers Institute “Infor-
mation Potential of Biologic Objects”. |.M.Sechenov Institute of Evolu-
tional Physiology and Biochemistry, October 30, 2016 — Osipov, V.Yu.

8th Theoretical and Practical Conference “Information Security.
Nevsky Dialog”, St. Petersburg, November 8-9, 2016, in the frames of
the 25th SECURICA exhibition, St. Petersburg — Shishkin, V.M.

5th National Supercomputer Forum (NSCF-2016), Pereslavl’
Zalessky, November 29 — December 2, 2016 — Vorobiev, V.l
Levonevsky, D.K., Ryzhkov, S.R., Fatkieva, R.R.

International Theoretical and Practical Conference “Staff Training
for Subjects of a National Security Assurance System. History and Pre-
sent Day”, Institute of National Security of the Republic of Belarus,
Minsk, December 22, 2016 — Shishkin, V.M., Levonevsky, D.K.

Research Management

XII Baltic Science and Engineering Competition 2016, St. Peters-
burg, February 1-4, 2016 — Chairman of the scientific jury of the section
“Computer Programming” — Baranov, S.N.

XXV All-Russian Scientific School Conference “Intellectual Renais-
sance”, St. Petersburg, April 2016, section supervision, jury participation
— Shishkin, V.M.

9th Russian multiconference on the problems of control. 9th Con-
ference “Information Technologies in Control” (ITC-2016), St. Peters-
burg, October 4-6, 2016 — section supervision, section report prepation,
secretary of the section — Osipov, V.Yu., Evnevich, E.L.

XV Jubilee St. Petersburg International Conference “Regional Infor-
matics (RI-2016)”, St. Petersburg, October 26-28, 2016 — Program commit-
tee membership — Vorobiev, V.l., Fatkieva, R.R., Shishkin, V.M.; section
work programs development, session organization, section reports prepa-
ration — Vorobiev, V.l., Fatkieva, R.R., Shishkin, V.M., Petrov, M.Yu.

Ongoing City Seminar "Informatics and Computer Technologies",
twice a month, SPIIRAS; in 2016: 8 sessions, 9 presentations, 15 par-
ticipants at average, http://conference.spiiras.nw.ru/seminar_ICT —
Seminar Chairman Baranov, S.N.
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International Cooperation

Toulouse Research Institute for Informatics (IRIT — Institut de Re-
cherche en Informatique de Toulouse, http://www.irit.fr/), France — joint
research and publications on theoretical foundations of informatics.

Uppsala University, Sweden, department of Computer Science —
theoretic foundations of informatics, software engineering, modeling in
the sphere of physiology and medicine.

Fraunhofer Institute for Open Communication Systems — FOKUS,
Berlin, Germany — interoperable systems.

Institute of National Security of the Republic of Belarus and Acad-
emy of the Ministry of Home Affaires of the Republic of Belarus — issues
of information security.

Membership in Domestic and International Societies, Editorial
Boards, etc.

Baranov, S.N. — Professional member of the ACM (Association for
Computing Machinery) since 2000 — http://www.acm.org/; Professional
member of the IEEE (Institute of Electrical and Electronics Engineers)
since 2000 — http://www.ieee.org; member of the editorial board of the
"SPIIRAS Proceedings" — http://www.proceedings.spiiras.nw.ru/; re-
viewer of American Mathematical Society (Mathematical Reviews)
http://www.ams.org/; member of the committee on standard of the Forth
language (Forth Standards Committee) —
http://www.forth200x.org/meetings/minutes2016; member of the edito-
rial board of a journal “System Informatics” — http://www.system-infor-
matics.ru/ru/about.

Vorobiev, V.I. — member of the editorial board of the “Nauchny
Vestnik NGTU», Novosibirsk

Fatkieva, R.R. — reviewer of the “Mathematics and Statistics”
(ISSN: 2332-2144) Journal.

Intellectual Property Registered in the Reporting Year

Levonevsky, D.K., Fatkieva, R.R. Program of event aggregation of
intrusion detection systems. Certificate No. 2016612251. Registered in
the Computer Program on 20.02.2016.

Baranov, S.N. Program RTMT for simulating multi-task applications
execution. Certificate No. 2016613095. Registered in the Computer Pro-
gram Registry on 16.03.2016.

Nikiforov V.V. Program OEKPP for estimating efficiency of software
application configurations Certificate No. 2016618872. Registered in the
Computer Program Registry on 09.08.2016.

Recent Results

1. New algorithms for deductive automatic synthesis of cyclic and self-
reproducing programs for intellectualization of autonomous robots activ-
ities were developed [2, 7].
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2. An approach to check feasibility of real-time multi-task applications
in various combinations of scheduling disciplines and protocols of ac-
cess to shared information resources was developed, when applications
run on a multi-core computer platform and the application structure is
specified with a simple formalized profile of segments of three types.
The approach is based on the concept of software application density
which characterizes the potential efficiency of computer resource usage
by the profiled application, determined by assessing its feasibility de-
pending on the processor performance with the developed software sim-
ulation tools [1, 4, 13, 21, 22, 23, 26, 28, 29].

3. An approach to study the influence of parameters of an associative
intelligent machine based on a multi-layer recurrent neural network on
the effectiveness and efficiency of incoming information processing un-
der various spacial and timing configurations of the machine was devel-
oped. The approach makes use of the Forth technology and of an open
user interface to other specialized tools of analysis and visualization of
the data obtained [5, 10, 30, 39].

4. A concept of application of dynamic architecture multi-processors
(DAMP), including dynamic architecture supercomputers (DASC) cre-
ated on the basis of dynamic automata networks, to the implementation
of social-cyber-physical systems for various purpose was developed as
well as a concept of applying DAMP (dynamic architecture multiproces-
sors) and PDA (processors with dynamic architecture) for intelligent con-
trol of robotic systems, including those on the basis of neural networks
[14].

5. An approach to gamification of training in system and network ad-
ministration was developed. The game process is based on cloud ser-
vices. A game model was developed, a cloud system architecture was
designed, and game-mode training methods were suggested. The ad-
vantages of the approach are application of real operating systems and
software, high level of user involvement, weak requirements to client
nodes, and high level of fail tolerance [16, 31, 45].

6. A method of information security control of virtual computer perim-
eter in a cloud structure through correlation between digital (logical,
physical) and geographical landscapes was developed. Recognition of
the fact of crossing the border is triggered by tracking and locating infor-
mation on the basis of geo-tagging and taking into account the principal
risks for cloud infrastructures from the point of view of attacks and sys-
tem security activities. Processing of events of dynamic crossing of the
cloud infrastructure perimeter by information flows is performed by a
neural network as a means for data migration control [7, 11, 18, 24, 25,
32, 35, 37].
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7. Computation methods and a technology on the basis of cognitive

approach to complex risk analysis were developed. The methodology

provides quantitative stochastic estimates of risk factors significance in
the complex poorly structured social technological systems on the basis
of structural information which formalizes and integrates verbal expert

knowledge [19, 27, 33, 42, 43, 44].

8. An interactive analytical system of recommendations development

for selecting cryptographic standards or resources of information system

taking into account individual features and preferences of the user was
outlined. The system comprises statistical evaluation methods of user
activities, methods of unstructured data processing and contextual anal-

ysis based on recommending systems [9, 12, 34].
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Laboratory of Autonomous Robotic Systems

Head of Laboratory: Dr. Tech. Sci. Prof. Professor of the Russian
Academy of Sciences Andrey A. Ronzhin — interaction of autonomous
robotic systems and users in a cyber-physical environment. ron-
zhin@iias.spb.su, http://www.robotics.nw.ru

Laboratory Staff — 14 members and 3 PhD students.

Research Activities

Research and development of mathematical models, software and hard-
ware of autonomous robotic systems, including methods of group inter-
action, supervision control, mechanical linkages and topological robot-
ics, humanoid robot kinematics and system-on modules prototypes.
Research Fellows

Chief Researcher Dr. Tech. Sci. Prof. Honored Scientists of the
Russian Federation — Felix Kulakov — supervisory control robots, auto-
mation of mechatronic and robotic systems, virtual and augmented re-
ality, kul@iias.spb.su

Leading Researcher Dr. Phys. — Math. Sci. — Gaiane Panina — me-
chanical linkages, topological robotics, geometric models and algo-
rithms, geometry of polytopes, gaiane-panina@rambler.ru

Senior Researcher PhD — Vladimir Dashevsky — concept and proto-
type development of onboard calculators for autonomous robotic sys-
tems based on standard system modules SMARC, vladimir.dashev-
sky@gmail.com

Senior Researcher PhD — Viktor Budkov — methods and models of
audio-visual signal processing in web-systems for supporting distributed
meetings, budkov@iias.spb.su.

Junior Researcher MSc — Nikita Pavliuk — software and structural-
functional models of networking cooperation of anthropomorphic robots,
antei.hasgard@gmail.com

Junior Researcher MSc — Maxim Bizin — intelligent embedded con-
trol systems of technical objects, bizin@iias.spb.su

Junior researcher, MSc — Svetlana Chernakova — intelligent tech-
nologies for robots training by movement demonstration, virtual reality,
human-machine interfaces, chernakova@iias.spb.su
PhD students
Irina Vatamaniuk - Methods and software tools for analysis of the signif-
icance of audiovisual information flows in multimodal interfaces of ro-
botic and information management systems (surpervisor — A. Ronzhin),
vatamaniuk@iias.spb.su
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Alexander Denisov - Methods and software tools for the motion control
of robot with anthropomorphic kinematics (surpervisor — A. Ronzhin),
denisov@iias.spb.su
Vitaliy Gaponov - Methods of coordinated network management and
embedded software for robotic system actuators (supervisor — V.
Dashevskiy), gaponov@iias.spb.su
Grants and Projects
Ronzhin, A. - RSF Project No. 16-19-00044 «Principles for the allocation
of tasks between service robots and means of cyber-physical intelligent
environment for the multimodal user support", 2016-2018.
Ronzhin, A. - RFBR Project No. 16-29-04101 Techniques for controlling
pairwise linkages of homogeneous robots when configuring a robotic
swarm into three-dimensional forms, 2016-2018.
Ronzhin, A. - RFBR Project No. 16-08-00696 «Modeling automated ro-
botic means for transporting victims", 2016-2018.
Kulakov, F. - RFBR project No. 14-08-01225-a «Force-torque supervi-
sory remote control of space robotic manipulators ", 2014-2016.
Panina, G. - RFBR Project No. 15-01-02021-a «Mechanical linkages:
theory and applications», 2015-2016.
Ronzhin, A. - RFBR Project No. 16-08-20334 «Organization project for
the 13th International Symposium on Neural Networks", 2016.
Ronzhin, A. — Project No. 0073-2015-0001 «Group control of mobile ro-
bots in the intelligent space"”, Program of the Presidium 1.40P "Current
problems of robotics", 2015-2016. (Jointly with the Laboratory of Inte-
grated Automation systems headed by Dr. Tech. Sci. Smirnov, A.V.).
Karpov, A. — Agreement No. 14.616.21.0056 “Research and develop-
ment of audiovisual speech recognition system based on a microphone
and a high-speed videocamera” in the framework of the Federal Target
Program “Research and development in priority areas of scientific-tech-
nological complex of Russia for 2014 — 2020”7, 2015-2016. (Jointly with
the Laboratory of Speech and Multimodal Interfaces headed by Dr.
Tech. Sci. Karpov, A.A.).
University Courses
SPSUAI: “Neural network and expert systems”; “Methods of artificial
intelligence”; “Robots and mechanotronic systems control”; Introduction
to the speciality “Management in Technical Systems” (A. Ronzhin).
SPSU: “Mathematical Logic”, “Introduction to the Artificial Intelli-
gence”, “Logic-objective approach to the Atrtificial Intelligence problems
solving”, “Combinatorial geometry”, “Smooth manifolds” (G. Panina);
“Fundamentals of control of robot and mechatronic systems” (F. Kulakov).
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Physical-mathematical club at Steklov Institute: “Morse theory”,
“Geometry and combinatorics” (G. Panina).

Summer school “Contemporary mathematics”, Dubna: “Discrete
Morse theory” (G. Panina).

Conferences

First Military-Scientific Conference "Robotics for the Armed Forces
of the Russian Federation", February10, 2016, Moscow — Ronzhin, A.

IX All-Russian Scientific-Practical Conference "Geographically Dis-
tributed Security Systems", April 5-7, 2016 Kaliningrad — Ronzhin, A.

The 11th Scientific-Practical Conference "Advanced Systems and
Control Problems", April 5-9, 2016, Simferopol — Ronzhin, A

Scientific-Technical Conference "Zavalishinskie Chteniia - 2016",
April 18-22, 2016, St. Petersburg — Denisov, A., Bizin, M., Kodyakov, A.,
Pavlyuk, N.

IEEE International Conference on Autonomous Robot Systems and
Competitions (ICARSC 2016), May 4-6, 2016, Braganza, Portugal —
Savelyev, A.

lII' All-Russian Forum of Young Scientists U-NOVUS, May 11-13,
2016, Tomsk — Ronzhin, A., lvin, A., Mihalchenko, D.

First International Scientific Conference "Intelligent Information
Technologies for Industry” (IITI'16), May 16-21, 2016, Sochi — Motienko,
A.

XXIX International Scientific Conference "Mathematical Methods in
Engineering and Technology", May 31 - June 3, 2016, St. Petersburg —
Ronzhin, A. Vatamanyuk, I., Denisov, A., Pavlyuk, N., Motienko, A.,
Savelyev, A.

Geometric Rigidity Theory and Applications, May 30 - June 3, 2016
-Edinburg, United Kingdom — Panina, G.

International Conference on Power, Energy and Mechanical Engi-
neering (ICPEME 2016), June 18-20, 2016, Bangkok, Thailand — Ron-
zhin, A.

13th International Symposium on Neural Networks (ISNN 2016),
July 6-8, 2016, St. Petersburg — Budkov, V.

18th International Conference on Human-Computer Interaction
(HCII 2016), July 17-22, 2016, Toronto, Canada — Ronzhin, A.

Student School "Contemporary Mathematics", July 19-29, 2016,
Dubna — Panina, G.

18th International Conference “Speech and Computer’. SPECOM-
2016. August 23-27, 2016, Budapest, Hungary — Budkov, V. Ronzhin,
A., Pavlyuk, N.
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1st International Conference “Interactive Collaborative Robotics”.
ICR- 2016, August 23-25, 2016, Budapest, Hungary — Ronzhin, A,
Pavlyuk, N.

Army Forum 2016 Conference "Fundamental Science-Army". Sep-
tember 8, 2016, Kubinka — Dashevskii, V.P.

Forum Army 2016 Round Table "Achievement of academic science
in dual-use robotic systems development", September 10, 2016, Ku-
binka — Ronzhin, A., Dashevskii, V.

2016 International Conference and Exposition on Electrical and
Power Engineering - EPE 2016, October 20-22, 2016, lasi, Romania —
Pavlyuk, N.

2016 World Robot Contest - RoboCup Challenges and Workshop,
October 20-24, 2016, Beijing, China — Ronzhin, A.

27-th International Scientific and Technical Conference "Extreme
Robotics (ER-2016)", November 24-25, 2016, St. Petersburg — Kulakov,
F., Pavlyuk, N.

[l All-Russian Scientific and Practical Conference "Modern Infor-
mation Technologies. Theory and Practice ", November 30, 2016,
Cherepovets — Pavlyuk, N.

VIl All-Russian Scientific Conference with international participa-
tion "Robotics and Artificial Intelligence" (IIM-16), November 25, 2016,
Zheleznogorsk — Budkov, V.

International Robotics Competition Robotex 2016. Educational
conference "New Educational Models for the 21st Century School", De-
cember 3-4, 2016, Tallinn, Estonia — Ronzhin, A.

Research management

Organization of the 18th International Conference "Speech and
Computer” SPECOM-2016. http://specom.nw.ru/. Budapest (Hungary),
August 23-27, 2016 — Ronzhin, A. (co-chair), http://specom.nw.ru/. Pro-
ceedings published: Speech and Computer. Springer International Pub-
lishing Switzerland. A. Ronzhin et al. (Eds.): SPECOM 2016, LNAI 9811,
2016, 746 p. http://link.springer.com/book/10.1007/978-3-319-43958-7.

Organization of the 1st International Conference "Interactive Col-
laborative Robotics” ICR-2016. http://specom.nw.ru/icr. Budapest (Hun-
gary), August 23-27, 2016 - Ronzhin, A. (co-chair),
http://specom.nw.ru/, Proceedings published: Interactive Collaborative
Robotics - Springer International Publishing Switzerland. A. Ronzhin et
al. (Eds.): ICR-2016, LNAI 9812, 2016, 262 p.
http://link.springer.com/book/10.1007/978-3-319-43955-6.
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Organization of the 13th International Symposium on Neural Net-
works (ISNN 2016), July 6-8, 2016, St. Petersburg — Ronzhin, A. (co-edi-
tor), Proceedings published: http://link.springer.com/book/10.1007/978-3-
319-40663-3.

International Cooperation

Joint research and organization of scientific events in collaboration
with the University of West Bohemia in Pilsen (Czech Republic), Bo-
gazici University in Istanbul (Turkey), Dresden University of Technology
(Germany), Belarusian State University of Informatics and Radioelec-
tronics (Belarus), United Institute of Information Problems of the Na-
tional Academy of Sciences of Belarus, Universidad Nacional Autonoma
de Mexico (Mexico).

Membership in Domestic and International societies, editorial
boards, etc.

Ronzhin, A.L. — RAS expert, Member of the Scientific Council on
Robotics and Mechatronics of the Russian Academy of Sciences, Mem-
ber of the sub-committee on Eastern Europe of the International Speech
Communication Association (ISCA), Member of the Academy of Navi-
gation and Motion Control, General Conference Co-Chair of the Interna-
tional Conference “Speech and Computer” SPECOM, Editorial Board
Member of Journal “Speech Technology”, Deputy Chief Editor of Journal
«SPIIRAS Proceedings», member of the Higher Attestation Commission
Expert Council on informatics, management and computer science.

Panina, G.Yu. — Member of the St. Petersburg Mathematical Soci-
ety, reviewer of Zentrallblatt.

Intellectual Property Registered in the Reporting Year

The patent for the invention No. 2597498 of 31.03.2015: Ronzhin,
A.L., Karpov, A.A. "Speech recognition technique based on a two-level
morphophonemic prefix graph.”

Recent Results

1. We have designed kinematic and structural diagrams of the basic
structural elements of the lower limbs of the anthropomorphic robot An-
tares. In the knee of the latter a two-motor layout is used, which provides
more power and a larger angle of bending of legs; independent interac-
tion with neighboring joints of the upper and lower legs when bending;
the minimum displacement of the center of masses for simple move-
ments. Experimental evaluation of the models allowed us to determine
the required values of torques for servomotors and their maximum al-
lowable values under the influence of various types of loads (twisting,
fracture) [1, 15].
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2. We have designed a new system-on module, which is characterized
by the use of an external real-time microchip; an independent power
supply system; low cost and a small size (82 * 50 * 5 mm); low power
consumption (2-3 W); the processor frequency of up to 1000 MHz; RAM
memory DDR3 of up to 1024 Mb; non-volatile random-access memory
of up to 8GB. It supports external interfaces of peripheral devices (USB,
UART, ADC, GPIO, Ethernet and others.) and is intended for the pro-
cessing of sensory information and control of activation devices in em-
bedded systems and mobile robotic complexes [19, 31].
3. We have developed software and hardware for the controller of model
servos, which provide access to information on the rotor angle, con-
sumed current, voltage, speed, and allow one to change the law for ac-
tuator regulation (e.g. the parameters of the PID controller) to improve
the dynamic characteristics. This has been experimentally confirmed
during performance of the network of controlled actuators in electrome-
chanical modular elements of the anthropomorphic robot Antares being
developed [43].
4. We have proposed the architecture for multimodal information and nav-
igation cloud system “MINCS” for the corporate cyber-physical intelligent
environment. It includes a plurality of interconnected services for user au-
thentication, corporate television, visitor navigation, videoconferencing,
sensory information processing. It operates according to the scenarios of
interaction with users and providing security at the enterprise by integrat-
ing heterogeneous infrastructure components (information screens, turn-
stiles, video surveillance cameras and other proximity sensors, network
and computing resources) [18].
5. We have developed a method for detecting objects of the environment
on the basis of a multi-threaded digital media processing by a multisen-
sory vision system and edge detection algorithms. The method is intended
for the creation of 3D model of a recognized object and is characterized
by a high degree of scalability of parallel algorithms and the use of fast
binary comparison operations. The system prototype has been experi-
mentally verified at performing image analysis tasks and a subsequent
drawing of the contour of the object by a manipulation robot [45].
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Laboratory of Biomedical Informatics

Head of Laboratory: Dr. Tech. Sci. Sergey B. Roudnitsky — distance
biometry, chronobiology, integrated signal processing, radionavigation.
roudnitsky@spiiras.nw.ru
Laboratory Staff — 8 members.
Research Activities
Development and research of the new information technologies, hard-
ware&software tools for processing electrophysiological signals and
data mining of clinical and experimental data for biomedical systems,
functional state monitoring and clinical decision support.
Research Fellows and Summary of Research Topics

Leading Researcher Dr. Tech. Sci. — Duke, V.A. — methods of data
analysis in knowledge domains with complex system structure.
v_duke@mail.ru

Leading Researcher, Dr. Tech. Sci. Assoc. Prof. — Senkevich, Y.I.
— development and production of medical information systems for core
organisations. senkevich@spiiras.nw.ru

Senior Researcher PhD — Popova, E.A. — development of mathe-
matical models; numerical experiments in biotechnical systems.
eap@spiiras.ru

Senior Researcher, PhD (Med.) — Wasserman, E.L. — research of
human brain electric activity; design of psychophysiological testing sys-
tems; polygraphy; medical informatics as an academic discipline.
ewasser@ev7987.spb.edu

Researcher — Kartashev, N.K. — research of human brain electric
activity; study of safe computing environment design problems; design
of psychophysiological testing systems; polygraphy; telemedicine.

Researcher — Zhvalevsky, O.V. — mathematical processing of bio-
metric data; design of automation software; software application integra-
tion. ozh@spiiras.nw.ru

Researcher — Denisova, D.M. — investigations in human emotional
sphere; design of psychological modelling methods of emotion-inducing
situations; psychophysiology of stress; survival-oriented behaviour.
dendm@spiiras.ru
Grants and projects

RAS program II1.3 NITD RAS. Project “Fundamental basis of design-
ing and employment of socio-cyber-physical systems based on ubiquitous
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computing technologies, communications and multimodal user inter-
faces”. Project section: “Mathematical analysis of the results of dichotic
speech tests under the condition of a limited number of samples”.
University courses

Herzen State Pedagogical University of Russia, Department of In-
formation Systems and Software: “Intellectual Information Systems” —
Prof. V.A. Duke

Herzen State Pedagogical University of Russia, Institute of Special
Education and Rehabilitation, Department of Foundations for Special
Education: “Information Technology in Psychological and Educational
Rehabilitation of Disabled People”, “Child Neurology”, “Psychopathol-
ogy with a Clinical Picture of Intellectual Disorders” — Assoc. Prof. E.L.
Wasserman.

St. Petersburg State University, Department of Healthcare Man-
agement: “Informatics”, “Medical Informatics” — Assoc. Prof. E.L. Was-
serman.

Conferences

X international scientific conference “Systems analysis in medicine”
(SAM 2016), Blagoveshchensk, September 22-23, 2016 — Wasser-
man, E.L., Kartashev, N.K., Popova, E.A.

2016 IEEE 10th International Conference on Application of Infor-
mation and Communication Technologies (AICT), October 12-14, 2016,
Baku, Azerbaijan. — Wasserman, E.L., Kartashev, N.K., Popova, E.A.

oth Conference “Information technologies in management” (ITM-
2016), St. Petersburg, October 4-6, 2016 — Zhvalevsky, O.V.

XV Jubilee St. Petersburg International Conference “Regional In-
formatics” (RI-2016), St. Petersburg, October 26-28, 2016 — Denisova,
D.M., Duke, V.A., Zhvalevsky, O.V.

VI International Conference “Mathematical Biology and Bioinfor-
matics”, Pushchino, October 16-21, 2016 — Duke, V.A.

All-Russian Scientific Conference “Procedures and methods of ex-
perimental psychological research”, Moscow, November 23-25, 2016 —
Duke V.A.

Membership in Domestic and International societies, editorial
boards, etc.

Sergey B. Roudnitsky — RAS expert (ID No. 2016-01-2675-2205);
expert on applications and report materials 2016 FTP R&D 14-20 FSFSI
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“Directorate of STP” of the RF Ministry of Education and Science; mem-
ber of thesis committee DS 409.016.01 at All-Russian Research Institute
of Radio Equipment, reviewer at Proceedings of SPIIRAS.

Vacheslav A. Duke — editorial board member of theoretical and prac-
tical journal “Clinical and Laboratory Council’, member of the board of ad-
ministration of the regional department of the Russian Association of Med-
ical Laboratory Diagnostics, member of St. Petersburg State University
dissertation council.

Yuri I. Senkevich — member of the “Biotechnosphere” journal edito-
rial board, member of SPIIRAS dissertation council.

Recent Research Results

1.  Mathematical models of dichotic listening of speech procedures
have been developed. The models are useful for predicting the behavior
of laterality index and estimating the statistical significance of results ob-
tained at each step. Methods for minimizing the number of stimulus
presentations required for an expert to make a reliable decision have
been proposed [1,4].

2. Scientific basis has been developed for employing the method of
structural resonance (SR) for solving the fundamental problem of dis-
covering the patterns of chemical structures and structure-activity rela-
tionships (SAR). The unique capabilities of the SR method for finding
strong and complex logical associations in multidimensional data as well
as its ability to analyze Big Data allow to use known descriptor systems
of chemical compounds in a new way, operate the new descriptor sys-
tems and create high-precision SAR models. It has been shown that,
compared to rivaling solutions, the SR method shows higher precision
and output as well as interpretability of the results that allows to carry
out targeted design of pharmaceutical preparations [2,6-8].

3. Flexible architecture for software & hardware systems (SHS) for
performing physiological research has been suggested [3]. Modular
software for keeping the base of experimental data, recording physio-
logical indices and human behavioral reactions and performing mathe-
matical analysis of physiological signals has been developed on the ba-
sis of the suggested architecture. The SHS’s software operates on the
basis of three scenario types: hardware configuration scenarios that de-
scribe the structure of experimental data; scenarios of recording physi-
ological indices that describe the course of performing measurement-
based experiments and the details of their realization; and scenarios of
processing the experimental data with available packages of application
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subprograms. The further realization of the suggested approach is
aimed at creating sufficiently universal research software.
4. A plan of experimental data storage arrangement optimized for the
use of algorithms for mathematical processing of experimental data has
been suggested and approbated [5]. The suggested plan is based on
keeping special sections, each designed for a certain kind of processing,
and constitutes a hierarchy of catalogs. Each level of the hierarchy cor-
responds with a certain type of processable data, the sequence of sec-
tions allows for the realization of complex multi-stage processing while
the catalog hierarchy enables the realization of various calculation op-
tions and explore different approaches to experimental data processing.
5. Basic aspects related to the modification of the AFD (analysis of
fractal dynamics) method for processing tensotremorograms have been
studied. [9] A method has been suggested for determining the optimal
values of control parameters of the modified method’s algorithm. The
recognition network based on the use of the modified AFD method has
been described. Special attention has been paid to the criterion of recog-
nition quality and the role of the newly-introduced “joker” class “I don’t
know” (which stands for refusal to recognize) and the class of “unknown
objects” (a group of objects assigned to the unknown class upon recog-
nition) in the recognition network.
6. Research on the influence of Internet surveillance on the psycho-
physiological state of Internet users has been analyzed. Results suggest
a link between the level of social welfare and the priority level of online
privacy in a person’s hierarchy of needs. The concept of online privacy
is related to needs such as belonging, esteem and self-actualization.
Therefore, it becomes relevant when the basic, survival-related needs
are met. The frustration of higher level needs caused by Internet surveil-
lance has negative psychophysiological consequences as well as pre-
vents people from accessing social coping resources [10].
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Laboratory of Computer Aided Integrated Systems

Head of the Laboratory: Dr.Habil. PhD Honored Scientist of the Rus-
sian Federation Prof. Alexander V. Smirnov — intelligent configuration
management of virtual & networked organizations and knowledge logis-
tics, smir@iias.spb.su; http://cais.iias.spb.su

Laboratory Staff — 14 members, and 1 PhD student.

Research Activities

Methods and technologies for knowledge logistics and intelligent man-
agement of virtual resource networks.

Research Fellows

Senior Researcher PhD — Alexey M. Kashevnik — methods and
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Design of Context-aware Decision Support Systems based on
Knowledge Integration Patterns (the Russian Foundation for Basic Re-
search, 2014-2016 - Grant No. 114-07-00427).

Savosin, S. — Development of Logic-Dynamic Based Methods for
Intelligent Decision Support in Diagnosis & Management of Dynamical
Systems (the Russian Foundation for Basic Research, 2014-2016 -
Grant No. 14-07-00363).

Shilov, N. — Development of Semantic Models for Business Pro-
cesses Integration Based on Web-Services in Flexible Supply Networks
(the Russian Foundation for Basic Research, 2014-2016 - Grant No. 14-
07-00378, 2014-2016).

Shilov, N. — Context-Dependent Proactive Modelling for Decision
Support in Transport Systems (the Russian Foundation for Basic Re-
search, 2015-2017- Grant No. 15-07-08391 jointly with Prof. B. SokoloV’
lab, SPIIRAS).

Kashevnik, A. — Development of Methodology and Models of Con-
text-Driven Knowledge Sharing for Service-Oriented Decision Support
Systems (the Russian Foundation for Basic Research, 2016-2018 -
Grant No. 16-07-00462).

Pashkin, M. — Development of Methods and Models of Intelligent
Decision Support for Personalized Intangible Products Configuring (the
Russian Foundation for Basic Research, 2016-2018 - Grant No. 16-07-
00375).
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Ponomarev, A. — Development of Methodology and Models for De-
cision-Support Systems Based on Crowd Computing (the Russian
Foundation for Basic Research, 2016-2018 - Grant No. 16-07-00466).

Ponomarev, A. — Development and Analysis of Quality Control
Methods in Large-Scale Human-Computer Computation Systems (the
Russian Foundation for Basic Research, 2016-2018 - Grant No. 16-37-
60107(mol_dk)).

Ponomarev, A. — Theoretical and Technological Foundations of
Poly-Model Context-Aware Recommendation Systems (the Russian
Foundation for Basic Research, 2016-2018 - Grant No. 16-07-00463
jointly with Prof. V. OsipoVv’ lab, SPIIRAS).

University Courses

SPSEEU, Department of Research Automation: Intelligent Data
Analysis (Assoc. Prof. N. Shilov), Knowledge Engineering (Assoc. Prof.
N. Shilov).

Conferences

The 11th All-Russian Conference on Methodological Problems of
Macro-System Management, Apatiti, Russia, March 26 — April 3, 2016.
— Smirnov, A.

The 18th Conference of Open Innovations Associations FRUCT
(FRUCT 18th), St.Petrsburg, Russia, April 18 — 22, 2016. — Kashevnik,
A., Ponomarev, A., Teslya, N., Shchekotov, M.

The 2nd International Conference on Vehicle Technology and In-
telligent Transport Systems (VEHITS 2016), Rome, Italy, April 23 — 24,
2016. — Smirnov, A.

The 18th International Conference on Enterprise Information Sys-
tems, (ICEIS 2016), Rome, Italy, April 25 — 28, 2016. — Smirnov, A.

First International Scientific Conference “Intelligent Information
Technologies for Industry” (IITI'16), Sochi, Russia, May 16 — 20, 2016.
— Smirnov, A. (plenary talk, best paper award)

The 23rd CIRP Conference on Life Cycle Engineering (CIRP LCE
2016), Berlin, Germany, May 22 — 24, 2016. — Smirnov, A.

The 11th System of Systems Engineering Conference (SoSE16),
Kongsberg, Norway, June 12 — 16, 2016. — Smirnov, A.

The 19th International Conference on Business Information Systems
(BIS 2016), Leipzig, Germany, July 6 - 8, 2016. — Smirnov, A., Shilov, N.

The 18th International Conference on Speech and Computer
(SPECOM 2016), Budapest, Hungary, August 24 — 26, 2016. — Ka-
shevnik A.

The First International Conference on Interactive Collaborative Ro-
botics
(ICR 2016), Budapest, Hungary, August 24 — 26, 2016. — Kashevnik, A.
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The Intelligent Systems and Technologies Conference (I1S-1T°16),
Divhomorskoe, Russia, September 2-9, 2016. — Smirnov, A.

The 16th International Conference NEW2AN 2016 and 9th Confer-
ence ruSMART 2016 (RUSmart 2016), St.Petersburg, Russia, Septem-
ber 26 — 28, 2016. — Shilov, N.

The 19th Conference of Open Innovations Associations FRUCT
(FRUCT’19), Jyvaskyla, Finland, November 7 — 11, 2016. — Smirnov, A.,
Kashevnik, A., Teslya, N., Shchekotov, M.

The 18th International Conference on Information Integration and
Web-based Applications & Services (iiWAS2016), Singapore, Novem-
ber 28-30, 2016. — Ponomarev, A.

International Cooperation

Smirnov, A. — consulting of Ford Motor Company (USA) and Festo
(Germany).
Membership in Domestic and International Societies, Editorial
Boards, etc.
Smirnov, A. — member of Scientific Council of the Russian Academy of
Sciences on Scientific Basis of Information Technologies and Automa-
tion; an expert of the Russian Ministry of Education and Science in the
area “Information Technologies and Computational Systems”, an expert
of Analytical Center of Russian Government; expert of European Com-
mission (Directorate-General Information Society — Research; NEST,
FET) and European Research Council (ERC); a member of technical
committee of IFAC TC 5.1 on Manufacturing Plant Control; IEEE SMC
TC on Cyber-Physical Cloud Systems, IFIP TC WG5.1 on Global Prod-
uct Development for the Whole Life-Cycle; member of IEEE, honorary
member of International Association “Institute for Systems and Technol-
ogies of Information, Control and Communication”, and fellow of the Eu-
ropean Academy of Industrial Management. A member of Advisory
Committee & Editor Board of Journal on Information Technologies and
Computer Systems (Russian Academy of Sciences, Russia); Journal on
Artificial Intelligent and Decision Making (Russian Academy of Sciences,
Russia); Journal of Information & Control Systems (Russia), Journal
“SPIIRAS Proceedings” (Russia), International Journal of Multiagent
and Grid Systems (IOS Press); International Transactions on Systems
Science and Applications (Springer), International Journal of Data Anal-
ysis Techniques and Strategies (Inderscience Publishers), Management
and Production Engineering Review (the Polish Academy of Sciences),
International Journal of Product Lifecycle Management (Inderscience
Publishers), Intelligent Industrial Systems (Springer).

Levashova, T. — member of Editor Board of Journal “Complex Sys-
tems Informatics and Modeling Quarterly” (RTU Press).
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Kashevnik, A. — secretary of the Working Group on Smart Spaces,
the Open Innovations Association FRUCT (Finnish-Russian University
Cooperation in Telecommunications); a member of Editor Board of in-
ternational Journal of Embedded and Real-Time Communication Sys-
tems (1GI Global).

Shilov, N. — member of Editor Board of international Journal of Em-
bedded and Real-Time Communication Systems (IGI Global).

Ponomarev, A. — member of ACM.

Intellectual Property

An application for state registration of software program No.
2016661381 07/11/2016 «System for Collaborative Annotation of Im-
ages Large Collection”, A. Ponomarev.

Recent Results

1. Technological foundations for decision support systems (DSSs)
based on interaction of human-computer cloud services in ontology-ori-
ented smart spaces via blackboard have been developed. Ontological
description of components of the system — problem domain, problem
context, service profiles, situations and tasks — allows to use logical in-
ference to provide service interoperability and context-awareness. Ser-
vice-oriented architecture of the DSSs has also been proposed. The ar-
chitecture is based on interaction of human-computer cloud services
and integrates software services and services represented by human
experts using centralized as well as decentralized composition mecha-
nisms [5 - 7, 16-18, 20, 28, 30, 35, 38].

2. Architecture and algorithms for decentralized recommendation ser-
vices, based on structured peer-to-peer networks have been proposed.
Their distinguishing feature is a combination of decentralization of rec-
ommendation service and limited disclosure of user preferences. The
algorithm of recommendations is based on locality-sensitive hashing of
users preferences. Limited disclosure is provided by an anonymization
overlay on top of the peer-to-peer network. [4, 34].

3. An analysis of modern methods of development of context-aware
recommendation services based on various principles (collaborative fil-
tering, content-based, knowledge-based) has been conducted. During
the analysis, most attention was paid to application areas and systems
rich with context information and employing ontologies for context mod-
eling and representation. Basic principles of accounting for context in
recommendation services have been identified. These principles in-
clude: (a) employing the same formal methods for context and prefer-
ences representation; (b) hierarchical modeling of context, allowing gen-
eralization and concretization operations; (c) employing contextual pre-
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filtering in collaborative filtering systems. [1, 3, 22, 23, 27, 31, 32, 37,

39, 40].

4. Models of the main elements of the infomobility support system

have been developed: (1) the model of infomobility support system

based on the “blackboard” architecture and ontological knowledge rep-
resentation; (2) the ontological model of the context of the task at hand,
with methods being implemented as computational services; (3) the on-
tological model of the user context consisting of information entered by
the user (his/her profile) and environment information collected automat-
ically; (4) ontological models of the services of the infomobility support

system. [2, 8, 9, 11 — 14, 19, 29, 36].

5.  An ontological model for self-organisation of a group of mobile ro-

bots based on the publish/subscribe mechanism has been developed.

The ontological model consists of robot ontologies and task ontologies

published in the smart space (SS). The robot ontology describes its

competencies and constraints to be satisfied. When a task is published
in the smart space, its ontology is matched with robot ontologies. Based
on the matching results the robot or several robots are chosen for task
solving. They start to solve the task and publish the result in the smart
space. If another robot or robots meet the requirements of the updated
task, they perform corresponding actions. This sequence is repeated

until the task is solved completely [10, 15, 21, 24 - 26].

Awards

The paper «Context-Oriented Knowledge Management for Decision

Support in Business Networks: Theoretical and Technological Founda-

tions» by Smirnov A. has got “The best paper” award at the First Inter-

national Scientific Conference “Intelligent Information Technologies for

Industry” (1ITI'16), Sochi, Russia, May 16 — 20, 2016”.
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Laboratory of Information Technologies in System Analysis and
Modeling

Head of Laboratory: Dr. Tech. Sci., Honored Scientist of the Russian
Federation, Winner of the Russian Government Prize in the field of sci-
ence and technology Prof. Boris V. Sokolov — fundamental and applied
investigations in system modeling and in the theory of optimal control,
development of mathematical models and methods for multi-objective
decision making in complex technical-organizational systems under
conditions of uncertainty. sokol@iias.spb.su

Laboratory Staff — 16 members and 6 post-graduate students.
Research Activities

Development, research and implementation of methodological, method-
ical and technological bases of automation and intellectualization of pro-
cesses of complex modeling of complex systems and processes at dif-
ferent stages of their life cycle.

Research Fellows

Leading Researcher Dr. Tech. Sci. Prof. — Vyacheslav |. Mironov —
fundamental and applied investigations in system modeling, in the the-
ory of optimal observation and dynamic-processes control, in calculus
mathematics, in space-flight ballistics, and in statistical analysis as ap-
plied to characteristics of complex technical systems, mironuv@yan-
dex.ru

Leading Researcher Dr. Tech. Sci. Honored Scientist of the Rus-
sian Federation Prof. — Yury |. Ryzhikov — numerical approximation,
queuing theory and simulation, inventory theory, educator of scientists,
ryzhbox@yandex.ru

Leading Researcher Dr. Tech. Sci. Honored Scientist of the Rus-
sian Federation Prof. — Alexander P. Kovalev — system analysis and
modeling of complex space-rocket systems at different stages of their
life cycle.

Leading Researcher Dr. Tech. Sci. Prof. — Vladimir V. Mihailov —
modeling of populational, ecological, and ecological-economical sys-
tems, modeling of bioclimatic fields for ranges of populations,
vvm@iias.spb.su

Leading Researcher Dr. Tech. Sci. Prof. — Mikhail Yu. Okhtilev —
fundamental approaches to structure-functional synthesis of intellectual
information technologies and real-time monitoring systems as applied to
complex technical objects in dynamic environment, oxt@email.ru

Leading Researcher Dr. of Economics Prof. — Dmitry N. Verzilin —
modeling of socio-economic systems and processes, ver-
Zilin@sv101000.spb.edu
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Leading Researcher Dr. Tech. Sci. Prof. — Vyacheslav A. Zelentsov
— intellectual information technologies, integrated processing of aero-
space information in monitoring and control systems servicing organiza-
tional-technical complexes, the theory of hierarchical systems, reliability
and maintenance of complex systems, zvarambler@rambler.ru

Leading Researcher Dr. Tech. Sci. Prof. — Alexander A. Musaev —
modeling and automation of control processes for complex technologi-
cal objects, amusaev@technolog.edu.ru

Leading Researcher Dr. Tech. Sci. Assoc. Prof. — Vadim V. Bura-
kov — methodology of software quality evaluation, refactoring of soft-
ware, Burakov@eureca.ru

Leading Researcher Dr. Tech. Sci. Prof. — Albert A. Vorobjev — fun-
damental and applied researches of management problems of complex
organizational and technical systems at various stages of their life cycle.
maestro265@yandex.ru

Senior Researcher Dr. Tech. Sci. Assoc. Prof. — Alexander N. Pav-
lov — models and methods of multi-criteria decision making under uncer-
tainty, pavlove2@list.ru

Senior Researcher PhD — Alexander N. Kozhanov — fundamental
and applied research in problems of an integrated modeling, develop-
ment of mathematical models and methods for decision-making support
in complex organizational and technical systems, application of geo-sys-
tems, kan_spb@mail.ru.

Senior Researcher PhD Assoc. Prof. — Alevtina V. Zyuban — prob-
lem-oriented databases, software for computing and communication sys-
tems and networks, information technologies of intelligent decision-sup-
port, researches of socio-economic and economic-geographic processes,
economic problems of modernization, innovative development and envi-
ronmental safety applying natural science methods, alevasz@gmail.com

Senior Researcher PhD — Semen A. Potriasaev — fundamental and
applied problems of integrated modeling and control of dynamic systems
with reconfigurable structure, the development of mathematical models
and methods for decision support in complex organizational and tech-
nical systems under uncertainty and multi-criteria, semp@gmail.com

Researcher PhD — Oleg F. Korolev — methodology of modeling au-
tomation, korolf@rambler.ru

Senior Researcher PhD — Inna V. Trofimova — research and devel-
opment of models and methods for real-time correction of plans defining
the use of information systems, isolovyeva@mail.ru

Senior Researcher PhD — Anton E. Pashchenko— modeling and
statistical evaluation of the parameters of risk behavior in the information
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deficit. The use of scenario approaches for the development of mathe-
matical models and methods for decision support in complex organiza-
tional and technical systems, aep@iias.spb.su

Leading Researcher Dr. Tech. Sci. Prof. — Mikoni Stanislav V. —
system analysis, intelligent technologies, decision-making theory,
svm@sm4265.spb.edu
Post-graduate Students

Kulakov, A.Yu. (SPIIRAS third year post-graduate) — Models and
algorithms for reconfiguring complex objects under changing conditions
— superviser Pavlov, A.N.

Pimanov, llya Yuryevich — graduate student of SPIIRAS, set of
2014 — superviser Zelentsov, V.A.

Malysheva, Irma Vladimirovna — graduate student of SPIIRAS set
of 2014 — superviser Sokolov, B. V.

Nazarov, Dmitry Igorievich — graduate student of SPIIRAS, set of
2014 — superviser Sokolov, B. V.

Krylov, Aleksei Valer'evich — graduate student of SPIIRAS, set of
2015 — superviser Sokolov, B. V.

Ohtilev, Pavel Alekseevich — graduate student of SPIIRAS, set of
2015 — superviser Sokolov, B. V.

Grants and Projects

Mikhailov, V.V. — Grant No.15-07-01230 of the Russian Foundation
for Basic Research: “Development of methods of computational model-
ing of the dynamics exposed to excessive industrial catches of fish pop-
ulations and evaluate the effectiveness of measures for their artificial
restoration based event-driven scenario models”. (2015-2017).

Ohtilev, M.Yu. — Grant No.15-08-08459 of Russian Foundation for
Basic Research: “Research and development of models and methods
of complex adaptive planning of the system management of complex
technical objects”. (2015-2017)

Sokolov, B.V. — Grant No.15-07-08391 of the Russian Foundation
for Basic Research: “Context-sensitive predictive modeling complex to
support decision making in transportation systems”. (2015-2017)

Yusupov, R.M. — Grant of the Russian Foundation for Basic Re-
search No.16-07-00779 "Development of methodology and model-algo-
rithmic suppoting of pro-active management of socio-cyber-physical
systems structural dynamics”.

Zelentsov, V.A. — Grant No.16-08-00510 of the Russian Foundation
for Basic Research: “Development and research of the methodology and
creation of automated information system prototype for the forecasting of
Extreme North vegetation’s state on the basis of integrated processing of
multi- and hyperspectral ground-aerospace data and climatic information”
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Pavlov, A.N. (executor) — Grant No.16-08-01277 of the Russian
Foundation for Basic Research: “Research and development of models
and algorithms for reconfiguration of ground and space based multifunc-
tion robotic systems in dynamic conditions” (Principal Investigator —
Prof. Vladimir G. Parfjenov, University ITMO).

Sokolov, B.V., Potryasaev, S.A. (executors) — Grant
No0.16-19-00199-n of the Russian Foundation for Basic Research:
“Methods for synthesis of intellectual information technology for moni-
toring, prediction and dynamic control of resources and reconfiguration
of ground- and space-based multifunction group of dynamic objects”
(Principal Investigator — Dr. Shalyto, A.A., University ITMO).

Sokolov, B.V. — Fundamental research Program of the Division of
Nanotechnologies and Information Technologies (DNIT) RAS: "Funda-
mentals of Information Technology and Systems" “Intelligent information
technology, systems analysis and automation” (Project No.0073-2015-
0007) “Fundamental bases of design and use of sotsio-cyber-physical
systems on the basis of technologies of universal calculations, commu-
nications and multimodal user interfaces”.

Mironov, V.I. — Component of design project "Mentor KV/Re-
search Center of SPb THIS" "Methods and algorithms of mathematical
modeling of the indignant movement of special carriers and the payloads
removed by them". Customer: Concern Almaz-Antey.

Mironov, V.I. — Component of design project "Ground-21" "Meth-
ods and algorithms of optimum processing of navigation measurements
of a polygon measuring complex". General Customer - the Ministry of
Defence of the Russian Federation.

International project “Innovative teaching and learning atrategies in
open modelling and simulation environment for student-centered engi-
neering education / InMotion» according to programm ERASMUS.

Sokolov, B.V. — Component of design project "Development of
RKD of a standard segment of the uniform virtual electronic passport of
the space carrier rocket "Sojuz-2". Customer: Central Design Bureau
Joint-stock Company “Rocket and Space Center "Progress™.

Sokolov, B.V. — Component of R&D project "Development of the
road map in the "Control System of Perspective Fighting Equipment”,
Code "Cloak SU". Customer: Russian Foundation for Advanced Re-
search in the Defence Industry.

Sokolov, B.V. — Component of design work “Development of methods
and algorithmic support of integrated simulation of transport-energy module
for calculation and analysis of indicators of reliability and survivability”. Cus-
tomer: Federal State Unitary Enterprise Design Bureau “Arsenal’.
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University Courses

SPbSUAU: Chair of computer systems and networks. Subjects:
Modeling packages, Simulation technologies, Discrete mathematics.
(Mikhailov, V.V.)

SPbSUAU: Chair of computer mathematics and programming.
Subjects: Systems Analysis, Mathematical Methods and models of op-
erations research. (Sokolov, B.V.)

Russian Presidential Academy of National Economy and Public Ad-
ministration: Faculty of Economics (Moscow): Decision-Making Theory
(Mikoni, S.V.)

SPbSPU: Chair of political economy. Subjects: “Mathematical
methods in economics”. (Verzilin, D.N.)

Mozhaysky’s MSA: Chair of computer-aided control systems. Sub-
jects: Methods and technologies of control decision making; Systems
analysis and organization of computer-aided control systems. Inter-
branch Institute for education and information. Subjects: Basics of Sys-
tem approach and systems analysis; Processes control. (Paviov, A.N.)

SPbSUAU: Chair of computer mathematics and programming. Sub-
jects: Design of software tools for scientific researches. (Zelentsov, V.A.)

Mozhaysky’s MSA: Chair for aircraft autonomic control systems.
Subjects: Spacecrafts control systems. (Mironov, V.I.)

SPbSUAU: Chair of computer mathematics and programming.
Subjects: Database management system and databases, Programming
C++. (Zyuban, A.V.)

St. Petersburg State University: Faculty of Applied Mathematics
and Control Processes. Elective course Mathematical modeling of social
and economic processes. (Solovieva, 1.V.)

SPbSUAU: Chair of computer mathematics and programming.
Subjects: Structures and data processing algorithms, Algorithms and
structures for data processing. (Matiash, V.A.)

St. Petersburg State Technological Institute (technical university):
Department of System Analysis. Subjects: Theory of probabilities and
mathematical statistics, Methodology of dissertation research (for post-
graduate students). (Musaev, A.A.)

SPbSUAU: Chair of computer mathematics and programming.
Subjects: The structure and data processing algorithms; Opportunities
and the use of remote sensing of the Earth; Remote sensing - Space-
based Information Processing. (Matiash, V.A.)

Conferences

| All-Russian military and scientific conference "Robotization of the
Ministry of Defence of the Russian Federation". (Moscow, Kubinka, Feb-
ruary 10, 2016) (Mironov, V. |.)
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The All-Russian scientific and practical conference "Ballistics Yes-
terday, Today, Tomorrow" (to the 70t anniversary of the Department of
navigation and ballistic ensuring application of space means and the
theory of flight of aircraft foundation). (St. Petersburg, A.F.Mozhaysky
MSA, February 25, 2016). (Mironov, V.I.)

Scientific and methodical INFORINO-2016 conference "Informati-
zation of Engineering Education" (Moscow MEI, April 12-13, 2016)
(Mikoni, S. V.)

The All-Russian scientific and practical conference "Problems of
Creation and Use of Small Spacecrafts and Robotic Means for the ben-
efit of the Armed Forces of the Russian Federation". St. Petersburg,
A.F.Mozhaysky MSA, April 12-13, 2016. (Mironov, V. 1.)

XXll international scientific and methodical conference "Modern ed-
ucation: contents, technology, quality", St. Petersburg, SPSEEU, April
20-21, 2016. (Mikoni, S. V.)

International scientific Arctic conference: history and present. April
20-21, 2016, St. Petersburg, Russia. (Mikhaylov, V. V.)

5th Computer Science On-line Conference 2016 (CSOC 2016)
(April 27, 2016, Prague, Czech Republic). (Sokolov, B.V., Zelentsov, V.
A., Potryasayev, S.A., Pavlov, A. N., Mochalov, V. F., Pashchenko, A.
E., Korolev, O. F.)

Living Planet Symposium 2016, Prague, Czech Republic, May 09-
12, 2016. (Zelentsov, V. A.)

The 14th All-Russian annual conference "Modern Problems of Re-
mote Sensing of Earth from Space", Moscow, May 15-18, 2016. (Zelen-
tsov, V. A.)

Xl International conference "Stability and Fluctuations of Nonlin-
ear Control Systems", June 1-3, 2016, Moscow. (Sokolov, B.V., Okhti-
lev, M. Yu., Potryasayev, S.A.)

International conference "Digital Transformations & Global Society
2016" (DTGS 2016) St. Petersburg, Russia, June 23-24, 2016 (Sokolov,
B. V., Mikhaylov, V. V., Mikoni, S. V.)

The third All-Russian forum in the field of information and commu-
nication technologies "IT Dialogue 2016", St. Petersburg, June 23-24,
2016. (Zelentsov, V. A.)

29 International scientific "Mathematical Modelling in the Equip-
ment and Technologies" conference (MMTT-29) (St. Petersburg, June,
2016). (Musayev, A. A))
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3rd International Multidisciplinary Scientific Conference on Social
Sciences and Arts SGEM 2016 (Aug. 24-31, 2016, Albena Resort, Bul-
garia). (Mikhaylov, V. V.)

The 8th IEEE International Conference Intelligent Systems, (IEEE
1S'2016). September 4-6, 2016, Sofia, Bulgaria. (Pashchenko, A.E.,
Sokolov, B.V., Pavilov, A. N.)

Forum on search of partners in the Cross-Border Cooperation Pro-
gramme Russia-Estonia 2014-2020, St. Petersburg, September 7-8,
2016 (Zyuban A. V.)

Il Interregional scientific and practical conference "Perspective Di-
rections of Development of Domestic Information Technologies", Sevas-
topol, September 13-17, 2016 (Sokolov, B.V., Mikoni, S. V.)

Scientific and practical conference on the Problem of management
and development of the Samara Region, September 20-25, 2016 Sa-
mara. (Mikhaylov, V. V.)

XVIII International conference "Problems of Management and Mod-
elling in Difficult Systems" (PUMS-2016), September 20-25, 2016, Sa-
mara. (Mikhaylov, V. V.)

St. Petersburg International Innovative Forum, St. Petersburg, Sep-
tember 21-23, 2016 (Zyuban A. V.)

The 15th International Conference on Modeling and Applied Simu-
lation (MAS2016), September 26-28, 2016, Cyprus. (Potryasayev, S.A.,
Sokolov, B.V.,)

The 4th International Workshop on Simulation for Energy, Sustain-
able Development & Environment (SESDE2016), September 26-28
2016, Cyprus. (Zelentsov, V. A., Potryasayev, S.A.)

Conference International programs of scientific and technical and
border cooperation — the international programs, St. Petersburg, Octo-
ber 4, 2016 (Zyuban, A. V.)

9th Conference "Information Technologies in Management (ITU-
2016)", October 4-6, 2016, St. Petersburg (Sokolo, B. V., Okhtilev, M.
Yu., Mikhaylov, V. V., Ryzhikov, Yu.l., Kovalyov, A. P, Mikoni, S. V.,
Zyuban, A.V., Potryasayev, S.A., Pashchenko, A. E., Malysheva, I. V.,
Nazarov, D. I., Pimanov, I. Yu.)

Conference "Management in Sea and Space Systems" (UMAS-
2016), October 4-6, 2016, St. Petersburg. (Sokolov, B.V., Zelentsov, V.
A., Potryasayev, S.A., Pavlov, A. N., Pashchenko, A. E.)

9th Russian multiconference on problems of management. October
4-6, 2016, St. Petersburg. (Sokolov, B.V.)

Regional Conference "Inno-Tech: Innovative TexHonornyeckoe co-
operation in chemistry for development of the Northwest region of Rus-
sia". St. Petersburg, October 5-7, 2016. (Musayev, A. A.)
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Conference International programs of scientific and technical and
border cooperation — national programs. St. Petersburg, October 11,
2016. (Zyuban, A. V.)

10th Jubilee IEEE AICT 2016 International Conference (Application
of Information and Communication Technologies — AICT 2016), October
12-14, 2016, Baku, Azerbaijan. (Mikhaylov, V. V.)

Seminar "Erasmus+: prospects and opportunities for the universi-
ties of Russia", St. Petersburg, October 19, 2016. (Zyuban, A. V.)

The XV All-Russian Forum "Strategic planning in regions and the
cities of Russia: dialogue in search of coherence". St. Petersburg, Oc-
tober 24-25, 2016. (Zyuban, A. V.)

XV Jubilee International Conference "Regional Informatics (RI-
2016)", October 26-28, 2016, St. Petersburg (Sokolov B. V., Okhtilev M.
Yu., Potryasayev S.A., Ryzhikov, Yu.l., Mikoni S. V., Musayev A.A.)

XXXII Interdepartmental scientific and practical conference "Devel-
opment of Scientific and Technical Aspects of Methodology of Tests and
Operation for the purpose of Increase in Efficiency of Application of the
Existing Means and Systems of Experimental Testing Facilities". Mirny,
1 City Elections Commission of RF MD, November 1, 2016. (Mironov,
V.1.)

GEO-XIIl Plenary, St. Petersburg, November 07-09, 2016 (Zelen-
tsov, V.A))

The 4th Workshop on preservation and study of reindeers in Rus-
sia. World Wide Fund for Nature, Institute of biology of the Karelian Sci-
entific Center of RAS. November 14-17, 2016, Petrozavodsk. (Mikhay-
lov, V.V.)

Capacity Building seminar and training according to the ERASMUS
program. St.Petersburg, December 12, 2016. (Zyuban, A.V.)

Opening of the InMotion project according to the ERASMUS pro-
gram. Bremen, Germany, December 18-22, 2016. (Zyuban A.V.)
Research Management
Zelentsov, V. A. —Program Committee Member, 5th International Com-
puter Science On-line Conference 2016.

Musayev, A. A. — Organization of the 29th International scientific
MMTT-29 conference "Mathematical Modelling in the Equipment and
Technologies", St. Petersburg, June, 2016.

International Cooperation

Cooperation with the International Public Committee for implemen-
tation of International Aerospace System Project of the Global Monitor-
ing (IASMS): representation of SPIIRAS as a participant in IASMS non-
commercial partnership, cooperation on defining the principles and
methodology for integration of heterogeneous navigation and telecom-
munication resources.
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Collaboration with Lappeenranta Technological University - organ-
ization of training courses for students, postgraduated students and lec-
turers of the State University of Aviation Instrumentation.

Cooperation with the Institute of Informatics Problems of the Na-
tional Academy of Sciences of Belarus: the exchange of trainees, re-
quirements specification for the joint international program "Monitoring-
SG."

Cooperation with Global Change Research Institute CAS, Brno,
Czech Republic.

Cooperation with Tomas Bata University, Zlin, Czech Republic.

Participation in the International project “Innovative teaching and
learning strategies in open modelling and simulation environment for
student-centered engineering education / InMotion” according to ERAS-
MUS Program

Preparation of joint applications re participation in the program Bal-
tic Sea Region, ERASMUS.

Participation in the International projects CARMA (Circum Arctic
Rangifer Monitoring and Assessment).

Cooperation with the University of Northern Aiova.

Membership in Domestic and International societies, editorial
boards, etc.

Sokolov, B.V. — Member of organizing committee of the Interna-
tional scientific school “Modeling and analysis of safety and risk in com-
plex systems”; The member of program committee of Russian-German
conference on logistics; The member of program committee of the con-
ference "Cybernetics and Advanced Technologies of 21st Century";
deputy-chairman of the program committee of the conference “Simula-
tion: Theory and Applications”; The member of the editorial boards of
the journals “Logbook of Information of Higher School: Instrument-mak-
ing”, “Information Technologies”; The member of Cosmonautics federa-
tion; The full member of the International Academy of navigation and
motion control; The member of the association “North-West”; The mem-
ber of scientific-engineering committee for establishing International
global airspace monitoring system; The academic board member of the
library of the Russian Academy of Sciences.

Mironov, V.I. — Academician of International Academy of Integrated
Security.

Mikhailov, V.V. — Member of the National Simulation Society, Mem-
ber of the Society "Russian scientists socialist orientation (RSSO)."
Chairman of majoring 230400.65, 230400.62. A member of the National
Society of simulation.
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Zyuban, A.V. — Corresponding Member of the Russian Academy of
Natural Sciences.

Musaev, A.A. — Member of American Mathematical Society (AMS).

Ohtilev, M.Yu. — Member of editors of the journal “Aerospace in-
strument-making”; full member of the International Academy of Naviga-
tion and Motion Control.

Ryzhikov, Yu.l. — Member of the program committee of the confer-
ence “Simulation: Theory and Applications”.

Mikoni, S.V. — Member of the Russian Association of Artificial Intel-
ligence.

Verzilin, D.N. — Member of program committee of the conference
“Simulation: Theory and Applications”

Matiash, V.A. — Member of the Russian Academy of Cosmonautics
named after K.E. Tsiolkovsky (RAC), St. Petersburg Branch.
Intellectual Property Registed in the Reporting Year

1. The patent for the invention No. 2580099 of March 11, 2016 (Bul-
letin No. 10) according to the application No. 2014121619 of May 27,
2014. "Device for definition of values of characteristics of readiness of a
product for application" (Sokolov, B. V., Grishin, V. D., Pavlov, D. A,
Potryasayev, S.A.).

2. The certificate on the state registration of the computer program
No. 2016660671 of September 20, 2016 according to the application
No. 2016618032 of 7/22/2016 "Missile Defence Unison Program for in-
tegration of diverse information resources in systems of decision-mak-
ing support in various subject domains" (Sokolov, B. V., Zelentsov, V.
A., Potryasayev, S.A., Pimanov, Il. Yu., Pashchenko, A. E.).

Recent Results

1. There has been developed methodological support and experi-
mental samples of software control modules of the internal and external
functional and structural reconfiguration of OE SSV within nominal and
predetermined operating modes; analytical and simulation modeling of
scenarios of functions redistribution between onboard and ground-
based SSV control complexes; computation and experiments perform-
ing; multi-criteria analysis of integrated index of reliability of OE SSV [2-
4, 6-8, 10, 54, 57, 60, 61].

2. There has been designed a multiple-model, multi-criteria descrip-
tion of processes of proactive lifecycle (LC) control of transporting sys-
tems (TS) as well as relevant combined methods and algorithms for mul-
tivariate prediction of the processes of their creation and application [3-
7, 56, 57, 60].

3. Scientific and methodological support for problem-solving of complex,
adaptive planning of CS CTO work has been developed. That includes
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combined methods and algorithms of complex operations planning and
structure control of CS CTO in dynamically changing environment [34, 37,
44, 46, 54-57, 60].

4. The basic structure of the hierarchy of models for problem solution in
proactive structure dynamics control in socio-cyber-physical system
(SCPS) has been invented. The latter included classic analytical and sim-
ulation models of SCPS elements’ behavior, logic and dynamic control
models of interaction operations, resources, flows, and structural dynam-
ics in SCPS systems [14, 22].

5. The conceptual bases of automation and intellectualization of prob-
lems in predicting the dynamics of vegetation in Far North on the basis
of integrated use of multi- and hyperspectral ground-based and aero-
space data as well as climate information have been developed [13, 24,
34, 44, 46].

6. There has been developed a methodological basis of integrated
processing of diversified multi- and hyperspectral data on the state of
the vegetation cover of the Far North as well as the information on cli-
mate received from ground-based, aviation and space devices [48, 72].
7. The improvements were made for the procedures of the computa-
tion of the multi-channel systems with phase approximations of service
by the matrix-geometric progression (MGP) method that is widely used
by foreign and domestic researchers but mostly exclusively for the sin-
gle-channel systems as well as by the iterative method of Takahashi-
Takami. In order to eliminate deceleration of iterations convergence of
computational experiments on calculating within a quadruple bit grid
have been continued. A new elimination method has been introduced
(submitted for a foreign publication) [53, 68, 69].

8. New theoretical solutions and software tools of control of transla-
tional and rotational motion of special spacecrafts at the stages of long-
and short-ranged guidance for the efficient solution of the targets [49-
52].

9. The necessity and the adequacy of the seven axioms to describe
any methods for multi-criteria optimization on a finite set of alternatives
have been proved. The systematization of the well-known methods has
been proposed on their basis [32, 33, 66, 67, 88, 89].

10. The concept of complex information support and computerization
of a technical university on the basis of cloud technologies with the for-
mation of the multi-agent environment and virtual “mirror” of the higher
education institution has been developed. This concept is focused on
the use of cognitive educational technologies [38-42].

11. Methods and technology of integrated processing of ground-based,
hyperspectral aviation and space data on the state of forest cover have
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been developed, and testing by the example of the Baikal nature area
has been held [24, 26, 27].
12. There has been developed a prototype of methodical software
(MSS) and model-algorithmic support that includes the methodology of
computer process organization based on business process notation
BPMN (Business Process Model and Notation) and its performance with
the help of BPEL language (Business Process Execution Language) in
the software environment with service-oriented architecture as well as
translation algorithm of the description of the computational process of
notation BPMN into BPEL language and its interpretation in the se-
quence of requests to the services that provide access to the applied
software modules and manipulation with input and output data; algo-
rithm of formation and adjustment of BPEL interpreter requests to the
finite service; translation algorithm of requests of the interpretator to the
service into the set of input data for the application software module and
after-action review of the computation to meet the request; algorithm for
presenting the results of the computational process to the end user [14,
19, 21, 44, 47, 58, 62, 80].
13. Relating to the hydrodynamic model of the Severnaya Dvina River,
the prototype of the system of operational forecasting of floods on the
basis of service-oriented architecture has been improved and tested [1,
23, 25, 35, 43, 63]. New methods of control over the relevant computing
processes on the basis of asynchronous calls and controlled request
queues have been implemented [58, 62].
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Laboratory of Theoretical and Interdisciplinary Problems of
Informatics

Head of Laboratory: Dr. in Phys. and Math Sci PhD Assoc. Prof. Alex-
ander Lvovich Tulupyev — representation and processing of data and
knowledge with uncertainty, application of mathematical methods and
informatics to socio-cultural research, probabilistic graphical models,
Bayesian networks, methods of Biostatistics and mathematical models
in Epidemiology, alt@iias.spb.su
Laboratory Staff — 11 members and 1 Ph.D. student.
Research Activities
Theoretical and technological principles, algorithms and software tools
for Bayesian networks, probabilistic graphical models, logic-probabilistic
graphical models, relational-probabilistic models and other models
based on probability and degree of belief models of cognitive systems,
socio-technical systems (including information security), biosocial sys-
tems, systems for decision-making under uncertainty; theory and tech-
nology of programming; sets of methods, techniques, tools and lan-
guages for data storage, processing and analysis in interdisciplinary re-
search; students’ programming and informatics training and application
of information technologies in universities; technological principles and
software tools for behavior analysis in social networks.
Research Fellows

Senior Researcher Dr. Med. Sci. PhD Assoc. Prof. Tatiana Va-
lerievna Krasnoselskikh — the rationale and development of modern mul-
tidisciplinary STI prevention strategies for the high risk populations, tati-
ana.krasnoselskikh@gmail.com

Senior Researcher PhD in Psychology Assoc. Prof. Tatiana Valen-
tinovna Tulupyeva — application of mathematical methods and informat-
ics to humanities research, informatization of the psychology research
management and conduct, biostatistics methods and mathematical
models in epidemiology psychology of personality, psychology of man-
agement, tvt100a@mail.ru

Senior Researcher PhD in Phys. and Math. Sci. Alexander Vladi-
mirovich Sirotkin — algebraic Bayesian networks: computational aspects
of probabilistic logic inference under uncertainty, application of the
Bayesian methods to ranging problems, avs@iias.spb.su

Senior Researcher PhD Tech. Sci. Denis Vyacheslavovich Ste-
panov — genetic algorithms, probabilistic methods in machine learning,
nonlinear filtration, denis_v_stepanov@hotmail.com

Senior Researcher PhD in Phys. and Math. Sci. Alena Vladimirovna
Suvorova — probabilistic graphical models for modelling of the socially
significant behaviour on the base of incomplete data; indirect estimates
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of odds ratio related to respondents’ behaviour under uncertainty, ma-
chine learning in social sciences, suvalv@mail.ru

Senior Researcher PhD Tech. Sci. Artur Alexandrovich Azarov —
analysis of the protection of information systems, socio-engineering at-
tack on the users of information systems, social computing, models of
information dissemination in social networks, artur-azarov@yandex.ru

Junior Researcher Postgraduate Student Valeriya Fuatovna Stoly-
arova — “Probabilistic graphical models in methods and algorithms for
analysis of risks associated with respondents’ behavior” (Sc. Adv.
Tulupyev A.L.), valerie.stoliarova@gmail.com

Junior Researcher Aleksandra Vitalevna Toropova — evidence co-
herence diagnostics on models for risky behavior rate estimate, Bayes-
ian belief networks, alexandra.toropova@gmail.com

Junior Researcher Maksim Victorovich Abramov — analysis of diss-
mination of information in social networks, based on the models, that are
used for information systems' user's protection analysis from malefac-
tor's social-engineering attacks, abramoff90@mail.ru

Junior Researcher Aleksey lvanovich Berezin — analysis, optimiza-
tion, synthesis and visualization of global structures’ hierarchy in proba-
bilistic graphical models, beraliv.spb@gmail.com

Junior Researcher Ekaterina Andreevna Malchevskaya — probabil-
istic logical inference in Bayesian networks: analysis, algoritmization
and program realization, katerina.malch@gmail.com
Grants and Projects

Tulupyev, A.L. — Grant of the Russian Foundation for Basic Re-
search No. 15-01-09001-a “Combined Probabilistic-Logic Graphical Ap-
proach to Representation and Processing of Uncertain Knowledge Sys-
tems: Algebraical Bayesian Networks and Related Models”, (2015-2017).

Stepanov, D.V. — Grant of the Russian Foundation for Basic Re-
search No. 14-01-00580-a “Hybrid methods, models and algorithms for
analysis and synthesis of parameters estimation of latent processes in
complex social systems under information deficiency”, (2014-2016).

Suvorova A.V. —Grant of the Russian Foundation for Basic Re-
search No. 16-31-60063-mol-a-dk “Methods for design and evaluation of
probabilistic graphical models for latent social processes”, (2016—2018).

Suvorova A.V. — Grant of the Russian Foundation for Basic Re-
search No. 16-31-00373-mol-a “Methods for description of social pro-
cesses parameters on the base of incomplete data in terms of probabil-
istic graphical models” (2016—2017).
University Courses

SPSU, Faculty of Mathematics and Mechanics, Computer Science
Department: “Software systems development”, “Finite graph theory and
its applications”, “Bayesian network theory” (Tulupyev, A.L.).
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SPSU, Faculty of Mathematics and Mechanics, Computer Science
Department: “Essentials of the data analysis and data processing”, “Hu-
man Computer Interaction”, “Technologies of Professional Communica-
tion” (Tulupyeva, T.V.).

SPSU, Faculty of Mathematics and Mechanics, Computer Science
Department: “Essentials of the data analysis and data processing”,
“Software systems development”, “Bayesian network theory”, “Applied
technologies for social networks analysis and modeling” (Abramov,
M.V.)

HSE, Data Science minor: “Programming with Data and Reproduc-
ible Research”, “Data Analysis and Data Technologies”, “Data Mining
and Elements of Machine Learning” (Suvorova, A.V., Sirotkin, A.V.)

Conferences

First International Early Research Career Enhancement School on
Biologically Inspired Cognitive Architectures (FIERCES on BICA 2016).
Moscow, April 21-24, 2016 - Abramov, M.V., Tulupyev, A.L.,
Tulupyeva, T.V,;

First International Scientific Conference “Intelligent Information
Technologies for Industry” (lITI'16). Sochi, May 16-21, 2016 -
Abramov, M.V., Berezin, A.l., Malchevskaya, E.A., Suvorova, A.V., To-
ropova, A.V., Tulupyev, A.L., Tulupyeva, T.V.;

International Conference on Soft Computing and Measurements
(SCM-2016). St. Petersburg, May 25-27, 2016 — Abramov, M.V., Bere-
zin, A.l., Malchevskaya, E.A., Suvorova, A.V., Toropova, A.V., Tulupyev,
A.L., Tulupyeva, T.V,;

National Congress of Historians of State and Law and History of
Political and Legal Doctrines “Borderland in the history of law and polit-
ical and legal thought”, Mragowo, Poland, September 11-19, 2016 —
Abramov, M.V.;

3rd GESIS Computational Social Science Winter Symposium 2016.
Cologne, Germany, November 30 — December 1, 2016 — Suvorova,
AV.;

All-Russian scientific Conference on informatics problems
SPISOK-2016. Saint-Petersburg, April 26-29, 2016 — Abramov, M.V,
Berezin, A.l.,, Malchevskaya, E.A., Suvorova, A.V., Toropova, A.V.,
Tulupyev, A.L., Tulupyeva, T.V., Kharitonov, N.A.;

3-rd All-Russian Pospelovskaya Conference with international par-
ticipation “Hybrid and synergistic intelligent systems” GISIS’2016. Svet-
logorsk, June 6-11, 2016 — Berezin, A.l., Malchevskaya, E.A., Toropova,
A.V., Tulupyev, A.L.;

9-th Conference “Information technology in control (ITC-2016)”. St.
Petersburg, October 4-6, 2016 — Malchevskaya, E.A., Suvorova, A.V.,
Toropova, A.V., Tulupyev, A.L;

134



15-th National Conference on Artificial Intelligence with interna-
tional participation KlI-2016. Smolensk, October 3-6, 2016 — Abramov,
M.V., Suvorova, A.V., Tulupyev, A.L.;

The XV Jubilee St. Petersburg International Conference “Regional
Informatics (RI-2016)”, St. Petersburg, October 26-28, 2016 — Abramov,
M.V., Berezin A.l., Malchevskaya E.A., Suvorova A.V., Toropova A.V.,
Tulupyev A.L., Tulupyeva T.V.;

Scientific-practical Conference with international participation “HIV

and immunosuppression. Heavy and comorbid forms of HIV. Epidemi-
ology and modern strategy”. St. Petersburg, October 17-18, 2016 — Su-
vorova, A.V., Tulupyev, A.L.

Research Management

Section “Information technologies in social computing” at “Regional
Informatics (RI-2016)”: section chairman - Tulupyev, A.L.

Section “Probabilistic graphical models, fuzzy systems, Soft Com-
puting and Social Computing” at SPISOK-2016: section chairman -
Tulupyev, A.L.

International Cooperation

Suvorova, A.V., Tulupyev, A.L., Tulupyeva, T.V. — AITRP (AIDS
International Training and Research Program), Yale School of Public
Health, Yale University, USA.

OmegaWave, Inc., USA — Bayesian network applications to plan-
ning and control of sport regiment and training workload.

Membership in Domestic and International societies, editorial
boards, etc.

Tulupyev, A.L. —expert of the Russian Academy of Sciences, mem-
ber of the Russian Association of Fuzzy Systems and Soft Computing.

Krasnoselskikh, T.V. — member of St. Petersburg V.M. Tarnovsky
Medical Research Association of Dermatovenerologists.

Recent Results

1. We developed an approach to the informational system's working pro-
cesses sustainability estimation in case of social engineering attack ac-
tions on the users or group of users of the informational systems [1, 3,
10, 15, 21, 23].

2. We developed an approach to the construction of employees’ social
graph based on social and structural data from social network sites. Meth-
ods for constructing user's vulnerabilities profile based on such information
from accounts on social network site were analysed [17, 34, 39, 40, 48].

3. We proposed PGM that incorporates copulae as other class of prob-
abilistic graphical models for the problem of estimation of person's risky
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behavior rate on the data about several last episodes. This class in-
cluded vines with copula--vine specification and non-parametric contin-
uous Bayesian belief network [44].
4. Risky behavior model based on Bayesian belief network was tested
with the data about publishing posts on social network site; the model
showed good quality results comparing to the real behavior rate. We
synthesized the structure of risky behavior model based on automati-
cally generated data and showed that the data-based structure repre-
sented better quality scores, while the expert-based structure showed
better prediction quality. We proposed the method for coherence diag-
nostics of respondents’ answers on the base of latent variables [7, 8, 13,
14, 20, 28, 29, 33, 37, 46].
5. We build pairwise estimations of complexity for rival algorithms for
generation minimal joint graph (greedy and incremental, straight and in-
cremental, straight and improved incremental algorithms). The depend-
ency between two parameters of minimal joint graph measurements was
visualised via 3D-plot. Normality of distribution of relative statistics esti-
mates was analysed [18, 24, 25, 31].
6. We implemented local library for probabilistic logical inference in al-
gebraic Bayesian networks and formalized algorithm for the implemen-
tation of local posteriori inference for alternative models of knowledge
patterns, the corresponding theorems were proved [9, 12, 32, 36, 42].
7. The decremental and incremental minimal join graphs' synthesis al-
gorithms were described and implemented. It has been shown that the
algorithms are more effective than existing one based on statistical com-
plexity estimates. The algorithms have been analyzed using a big num-
ber of vertices, there have been suggested using a pagination for further
this structure synthesis optimization [4, 5, 24, 25, 30, 41].
Awards
Malchevskaya, E.A., Tulupyev, A.L., Berezin, A.l. — “Best Paper
Award” for the presentation at the IITI'2016 conference.
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ment of information society in the world, countries and regions, Infor-
mation and National security, immunocomputing, syntax-directed data
processing, mathematical modeling and simulation of complex systems
and processes, methods for the synthesis of optimal control, integrated
simulation of the radiation fields of natural environments in the problems
of the Earth, remote sensing and space geoinformatics.

Research Fellows

Chief Researcher Dr. Tech. Sci. PhD Winner of the RF Government
Prize, Prof. - Zabolotsky, Vadim Petrovich — problems of society and
regions’ informatization, problems of development of information society
in the world, countries and regions, information and national security.
lai@iias.spb.su.

Chief Researcher Dr. Phys. Math. Sci. PhD, Honored Scientist of
the Russian Federation, Winner of the RF Government Prize, Prof.
Smokty, Oleg lvanovich — the theory of radiation transport, remote sens-
ing of the environment from space, informational providing and technol-
ogy connected with the modeling for radiations fields of system “object
—environment”, radiative transfer theory, space geoinformatics.
soi@iias.spb.su.

Leading Researcher Dr. Tech. Sci. PhD Prof. - Soldatenko, Sergey
Anatolievich — mathematical modeling of geophysical processes, the
sensitivity of deterministic and stochastic dynamical systems, infor-
mation support of modeling and forecasting processes occurring in the
Earth system, variational methods of assimilation of information, the the-
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ory of radiative transfer, remote sensing of the Earth from space, tech-
nology and information support of modeling the natural radiation field
systems, space geoinformatics. soldatenko@iias.spb.su.

Leading Researcher Dr. Tech. Sci. PhD - Sorokin, Leonid Nickola-
yevich — problems of the impact of environmental factors on information
systems, ensuring reliability of spacecraft electronic equipment under
the influence of space ionizing radiation, designing of the estimation
methods, modeling and research of the radio receiver resistance to high-
intensity electromagnetic interference and protection in emergency situ-
ations. sorokinln@mail.ru

Leading Researcher Dr. Phys. Math. Sci. PhD — Tarakanov, Alex-
ander Olegovich — basic research and mathematical modeling of the
principles of information processing by proteins, immunocomputing; sea
surface temperature global modeling and forecast in the co-authorship
with  Mrs. A.\V.Borisova. tar@iias.spb.su URL: http://www.re-
searchgate.net /profile/Alexander_Tarakanov/.

Senior Researcher PhD — Blum, Vladislav Stanislavovich — mathe-
matical modeling and analysis of primary medical information flows, as
well as problems of security for Public Health. vlad@blum.spb.su.

Senior Researcher PhD - Fedorchenko Ludmila Nickolayevna —
syntax-directed data processing; methods and algorithms of grammar
regularization; parsing; tools Syntax Graph Transformations.
Inf@iias.spb.su.

Senior Researcher PhD — Ivanov, Vladimir Petrovich — mathemati-
cal modeling of complex processes and optimal control of systems, ap-
plications of the special method to applied problems of aircraft control,
game control problems. vpivanov.spb.su@gmail.com.

Senior Researcher PhD Assoc. Prof. — Kharinov, Mikhail
Vyacheslavovich — representation of information, information quantity
estimation, invariant image representation in intensity space, reversible
pixel clustering and image segmentation, optimal image simulating by
piecewise constant appoximations, hierarchical data structures, unified
algorithms for audio and video signal processing for their storage, pro-
cessing and transmission, color transformations of images., problem of
optimal image simulating by means of piecewise constant approxima-
tions, net-wise software tool based on Sleator-Tarjan dynamic trees and
associative  loops. khar@iias.spb.su,http:www.machinelearning.ru
wiki/index.php?title=user: Khar

Junior Researcher Khanykov, Igor Georgievich — methods and data
structure for image analysis and pattern recognition. igorioniak@mail.ru,
igk@iias.spb.su.
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Junior Researcher — Usychenko, Alex Sergeevich — modeling the
effect of electromagnetic pulse (EMP) on the radio system and the de-
velopment of methods for estimating the energy characteristics of EMP
emitters; nuclear reactors explosion safety research. Spectral analysis
and digital signal processing. a.usychenko@gmail.com

Senior Researcher PhD — Perevarukha, Andrey Yurievich — nonlin-
ear dynamics of the models for biological processes. temp_elf@mail.ru.

Senior Researcher twice Winner of the RF Government Prize, PhD
— Vus, Mikhail Alexandrovich — information society challenges, infor-
mation and National security, norms of the law in informatics, legal as-
pects of the international relations and security. mixail-vys@yandex.ru.
Grants and Projects

Grant of the Russian Foundation for Basic Research No.16—-29—
09482. "Forecasting information network of terrorist threats and justifi-
cation of measures to counter them in megacities", 2015-2016.
(Yusupov R.M.).

Grant of the Russian Foundation for Basic Research No.14-07—-
00066. “Development of methods for the computational modeling of for-
mation of stocks of living aquatic resources when artificial reproduction
technology adaptation”. (Perevarukha A.Yu).

Grant of the Russian Foundation for Basic Research No.16—17—
20004. “Dynamic chaos as a feature of computational experiments and
problems of its interpretation of the essential models of biological pro-
cesses”. (Perevarukha A.Yu).

Grant of the Russian Foundation for Basic Research No.15-04-
01226. “Periodic fluctuations in the long-term population dynamics of
phytophagous: insects inductors and mechanisms”. (Perevarukha
A.Yu).

University Courses

The Head of basic departments: “Information technology and com-
puter security” (St. Petersburg Electrical Engineering University 'LETI' -
SPSEEU), "Distributed Intelligent systems of automation" (St.Peters-
burg State Polytechnic University— SPSPTU), Professor of Computer
Science Department (Math.-Mech. Faculty, SPb State University -
SPSU). Seminars, and survey lectures at SPSEEU and SPSUAI. The
Chairman of the Doctoral dissertation Council at SPIIRAS. - Yusupov
R.M.

SPSUAI: Department No.82. Lectures of Assistant Professor: "Infor-
mation Technology in Business", "Information Search System", "Linguistic
Support of Information Systems", "Intelligent information systems" - Blum
V.S.

145



SPSUAI: basic Department of robotics: Lectures of Assistant Pro-
fessor “Base Studies in Robotics”, “Control robots and robotic systems”,
“Software telemedicine networks. SPSUITMO - Ivanov, V.P.

SPSU: Math.-Mech. Faculty. Department of Computer Science.
Lectures of Assistant Professor :"Theory of Automata and Formal lan-
guages”, Practice on Object-Oriented Programming in C++. — Fe-
dorchenko, L.N.

SPSPTU: The Institute of military-technical education and security.
Department "Management and protection in emergency situations". Lec-
tures of Professor: "Protection in emergency situations", "Protection of
NPP (Nuclear Power Plant) staff and population from radiation", "Secu-
rity management of natural and technical systems”, “Managing of emer-
gency response to radiation and chemically dangerous objects”. — So-
rokin, L.N.

Conferences

XV Jubilee St. Petersburg International Conference "Regional In-
formatics (Rl — 2016)", October 26-28, 2016, St. Petersburg.
(Yusupov, R. M., Zabolotsky, V. P., Blum, V.S., Fedorchenko, L. N.,
lvanov, V.P., Kharinov, M.V., Perevarukha, A.Yu, Vus, M. A:) Web site:
http://spoisu.ru/conf/ri2016

International scientific-practical conference "Theoretical and ap-
plied aspects of information security." // Law on State Secrets and Offi-
cial Secrets in the CSTO states. Minsk, Academy of the Ministry of In-
ternal Affairs of the Republic of Belarus. March 31, 2016 -
Yusupov, R. M., Vus, M. A.

VI International Scientific and Practical Conference "Law and Infor-
mation: Theory and Practice", April 15, 2016, St. Petersburg —
Yusupov, R. M., Vus, M. A.

35-th International Conference "School Informatics and problems
of sustainable development." St. Petersburg, April 21-23, 2016 —
Vus, M. A.

The third forum of young teachers in Tikhvin sity, (Russia),
"Teacher of the future." All-Russian Pedagogical Assembly, Tikhvin, 1—
2 July 2016 — Vus, M. A.

Information and Analytical Center of the CSTO Parliamentary As-
sembly. //. The work on the draft Model Law CSTO "On State Secrets".
St. Petersburg, April 5, 2016 — Vus, M.A.

Expert Council of the CSTO PA. // About CSTO Model Law "On
State Secrets", St. Petersburg, April 5, 2016 — Vus, M. A.

International Conference "Manned space exploration", May 24-26,
2016, Korolev (Russia). — Smoktiy, O.l.

International Conference on Computer Science and Applications,
(ICCSA'2016), July 4-9, 2016, Beijing, China. — Smoktiy O.I.
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Xl All-Russian scientific-practical conference "Problems of explo-
sion protection and counter-terrorism", April 12—-14, 2016, St. Peters-
burg — Sorokin, L.N.

XXVI International Conference «kEMECS 11 — Sea coast", August
22-27, 2016, St. Petersburg — Soldatenko, S.A.

VI International Conference of the World Meteorological Organiza-
tion, "Influence of various observing systems on numerical weather fore-
cast", May 10-13, 2016, Shanghai, China — Soldatenko, S.A.

International Symposium "Data Assimilation", December 5-9,
2016, Melbourne, Australia — Soldatenko, S.A.

VIl All-Russian Conference "Actual Problems of Applied
Mathematics and Mechanics" dedicated to the memory of Academician
A.F. Sidorov. Yekaterinburg: IMM UB RAS, September 4-11, 2016 —
Perevarukha, A.Yu

International scientific conference "Theory of operators, a compre-
hensive analysis and mathematical modeling" // Model of formation of
generations with a variable rate of growth in the early ontogeny, Divno-
morskoe, September 7-14, 2016 — Perevarukha, A.Yu.

The 9-th Conference «Information Technology in Control (ITC—
2016)» in the frame of the 7-th Russian multiconference on the problems
of control (RMCCP-2016), October 4-6, 2016, St. Petersburg.
http://www.elektropribor.spb.ru/mkpu2016 http://confer-
ence.spiiras.nw.ru/itu2016/ — (Yusupov, R. M., Zabolotsky, V. P., Blum,
V.S., Fedorchenko, L. N., Ivanov, V.P., Kharinov, M.V., Khanykov, I.G.

Xll International Conference "Applied Optics 2016 (PO-2016)", No-
vember 14-18, 2016. St. Petersburg — Kharinov, M. V.

9th International Conference on Security of Information and Net-
works (SIN 2016) July 20-22, 2016. Rutgers University, New Jersey,
USA. Report «Criteria and Indices of Computer Network Protection» —
Fedorchenko, L. N.

11th International Computer Science Symposium in Russia (St. Pe-
tersburg), June 9-15, 2016 — Fedorchenko, L. N.

7th seminar «Program Semantics, Specification and Verification»,
June 14-15, 2016. St. Petersburg — Fedorchenko, L. N.

International Cooperation

Institute of National Security of the Republic of Belarus and the
Academy of Ministry of Internal Affairs of Belarus —joint work and publi-
cations according to the plans of the IPA CIS and CSTO PA. —Vus, M.A.
Scientific and organizational activities

SPIIRAS Director, President of the National Society on simulation,
Chairman of the Joint Scientific Council SPbNTs Academy of Sciences
in Computer Science, Telecommunications and Management, Deputy
Chairman of the Scientific Council for Informatization of St. Petersburg,
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co-chair of the Partnership Coordination Council for Information Society
Development in the North-West of Russia, Honorary Doctor of Petroza-
vodsk State University, an honorary doctor of the St. Petersburg Univer-
sity of Management and the economy, the president of the national so-
ciety of simulation — Yusupov R. M.

Organization and holding of the XV Jubilee St. Petersburg Interna-
tional Conference "Regional Informatics (RI-2016)", October 26 — 28,
2016, St. Petersburg (http://spoisu.ru/conf/ri2016) — Yusupov, R. M.,
Zabolotsky, V.P. , Fedorchenko, L.N.

9th Conference "Information Technologies in Control (ITC-2016)"
at the 7th Russian multiconference management problems (RMCCP-
2016), October 4-6, 2016, St. Petersburg. Web sites: http://www.el-
ektropribor.spb.ru/mkpu2016 http://conference.spiiras.nw.ru/itu2016/ —
Yusupov, R. M., Fedorchenko, L. N.

Membership in Domestic and International organizations, editorial
boards of journals, etc.

Yusupov, R.M. — Member of the RAS Bureau of Department on
Nano and Information Technologies; Member of Scientific Council of
RAS “Scientific Telecommunications and Informational Infrastructure”;
Member of RAS Scientific Council on Theory of Control Process and
Automatization; Member of Russian National Committee on Industrial
and Applied Mathematics; Member of Scientific Council attached to the
Russian Security Council of Russia Federation; Member of the Advisory
Council for the preparation of the teaching staff at the State Duma Com-
mittee on Education, Member of North-West Section coordination coun-
cil of RAS on fundamental and applied research; Member of the Presid-
ium of the St. Petersburg Scientific Center of RAS; the Chairman of In-
tegrated Scientific Council of this Center on Computer Science, Tele-
communication, and Control; Vice-chairman of Scientific Council on In-
formatization at St. Petersburg Government; Honorary Doctor of Petro-
zavodsk State University; Honorary member of the St. Petersburg Acad-
emy of Management and Economics; President of the National Society
of simulation; Member of the editorial committee of the international jour-
nal "Current problems of aviation and aerospace systems"; Member of
Editorial Boards of Magazines: “Warfare, Politics, Conversion”, “Com-
puter Science and its Applications”, “Telecommunications”, "Information
and Control Systems", “Mephatronics, Automation, and Control”, Inter-
national Magazine “The Problems of Control and Computer Science”,
Journal of Intelligent Control Neurocomputing and Fuzzy Logic" (USA),
“Cybernetics and information technologies Bulgarian Academy of Sci-
ences”, "Control systems and machines"(Kiev, Ukraine), "Information
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and Space", The Journal of the University of Water Communications,
etc.

Zabolotsky, V.P. — Scientific Secretary of St. Petersburg series con-
ferences “Information Security of Russian Regions” and “Regional Infor-
matics”.

Fedorchenko, L.N. — Scientific Secretary of the SPIIRAS ongoing
city seminar "Informatics and Computer Technologies." Web site:
http://www.spiiras.nw.ru/rus/conferences/ict/r2016.htm.

Ivanov, V.P. — Corresponding Member of the Russian Aviation
Academy, Member of the Russian National Community of Science His-
tory Society (St. Petersburg Department), Member of the Writers' Union
of the Russian Federation, Responsible Editor at publishing house
“Politechnika”.

Kharinov, M.V. — Official representative of SPIIRAS in National As-
sociation of Innovations and Information Technologies (NAIIIT). Official
revewer of the journal Computer Science and Engineering (p-
ISSN: 2163-1484,e—ISSN: 2163—1492).

Vus, M.A. — Member of the Academy of Informatization of Educa-
tion and the member of the All-Russian Central Executive Committee of
Pedagogical Assembly and the member of the Editorial Board (scientific
editor of some issues) of the journal "Informatization and Communica-
tion. The magazine is included in the base “Russian Science Citation
Index and in the WAK list (Higher Certification Commission).
Participation in the promotion of scientific knowledge and achieve-
ments

Popular scientific article "Dynamic chaos as a feature of computa-
tional experiments and problems of its interpretation of the essential bi-
ological processes in the models": Collection of popular science articles
and photographs — winners of he RFBR grants in 2016. Issue 19. Edited
by V.A. Shahnova, Moscow: ITC MOLNET, 2016, pp. 252-265. — A.Yu.
Perevarukha.

Patents for inventions and utility models

Invention patent number 2573671 of December 22, 2015 on the
application 2014128136/28 07.09.2014, the method and apparatus for
dynamic calibration of pressure sensors (Mochalov. V.V., Grishchenko,
S.A., Nesterov, A.G, Sorokin, L.N.). Bulletin number 3 of 27.01.2016.
Recent results
1. The problem of optimal control of the Earth's climate system as a
complex adaptive dynamical system has been formulated. Special
method for selecting control parameters in optimal control unstable ge-
ophysical trends and a model of the climate system model and assess
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the impact of the various classes of observations on the quality of fore-
casting trajectories of dynamical systems have been developed too. [2—
6,8,9].

2. A numerical and analytical model of accumulation of heat in the
microwave semiconductor devices under the influence of powerful se-
quence of electrical pulses developed. There has been experimentally
studied silicon transistors burn when exposed to electric pulses. It is
found that a catastrophic failure occurs when the melting point of silicon.
However, it was required additional heat that spent low temperature
melting eutectics. The boundaries of the practical application of the de-
veloped analytical model were defined [24, 25].

3. Numerical models of the radiation fields of natural environments
based on the use of the principle of mirroring and solutions of linear in-
tegral equations of the singular have been received. The theory of the
formation of weak spectral lines of the system "atmosphere — the under-
lying surface," was built. The theory has took into account the polariza-
tion of scattered radiation. New structural functions for atmospheric ra-
diation field based on the use of the principle of mirroring was identified.
[18].

4. The comparative analysis of the status and practices of the national
legislation of States — members of the Collective Security Treaty Organiza-
tion in the sphere of protection of state secrets has been done. A draft of
the Model Law of the CSTO "On State Secrets" was developed. [45-50].
5. A dynamic model of the flow of clinical health information was de-
veloped. Also the method of database visualization of integrated elec-
tronic health records has been realized. [19-22].

6. A dynamic model of the scenario of rapid degradation of the popu-
lation of fish cod (Gadus morhua) of numerous stable condition after
treatment of unstable aperiodic fluctuations was developed. This simu-
lated situation was suddenly realized in 1992 in the North Atlantic. It led
to the ongoing moratorium on fishing, when just before the collapse of
the state of stocks of cod was estimated by experts as quite safe. Based
on the previously reviewed the situation of the Caspian Sea sturgeon
proposed generalized model of the collapse phenomenon [36—43].

7. In collaboration with scientists at the Karolinska Institute (Stockholm,
Sweden) for the first time was found that serotonin receptors can bind to
immune receptors, and the mechanisms by which this occurs binding re-
ceptors are present in marine sponges — the most ancient animals. This
discovery may lead to new drugs for the treatment of major depressive
disorder. These results are published in the journal Trends in Neurosci-
ences, and also in the press release of 11/03/2016 FANO [17].
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8. The technique of intelligent data processing has been developed.
Data are presented in a text format (document file) with a view to their
harmonization on a semantic level. The technique is based on attributes
in translational CFR grammar. Attributes (as predicate and semantics)
are entered directly into the text of grammar or syntax graph-scheme
and are translated into predicate functions and semantic procedures
without parameters, creating computing environment. This approach

was further amplified. [12, 13, 26].

9. A network dynamic data structure for the selection of objects in dig-

ital images in terms of cyclic and acyclic graphs (Dynamic trees Sley-

tora-Tarjan) was developed. It is supported by the RAM reversible oper-
ations with millions of objects detected by the computer and provides
improved error for approximating any hierarchical image segmentation,

and the acceleration of computing at least 100 times. A method for im-

proving any hierarchical clustering pixels of color image has been sug-

gested.[29,31,58].

10. New scientific result has been received. It is a method of synthesis

of the executive of robotics and automation devices on the swellable

polymer. The proposed method was implemented in two pilot projects

[33-395].

Awards
Smoktiy, O. I. — Order of Honour for a significant contribution into

development of science, education, training of highly qualified profes-

sionals and many years fruitful professional activity. Presidential Decree

of January 29, 2016
Vus, M. A. — Commemorative Badge “70 Years of the National Se-

curity Institute, Republic of Belarus”.
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Recent Results

1. A model of effectiveness of the rescue process affected people by

accidents at hazardous production facilities, provides the ability to cal-

culate the number of detected and saved affected people at any given

time [2, 6].

2. The models of decision support on the way of salvation-affected

people, allowing reveal the category of injury, depending on the degree

of severity of the injury and the transport position, based on Bayesian

trust networks [21].

3. A method for planning a trajectory of motion of robotic tools

transport affected, allowing to minimize the transportation to evacuate

the affected area [13].

4. A structural-functional model of modernization of telecommunica-

tion systems and decision-making model for choosing optimal for a

given criterion of completions for each version of the system [12].

5. The solution of problems of information support of the functioning

of complex technical systems (CTS) based on attraction of additional

information resources at various stages of operation [11].

6. The decision of the information and computing tasks in the frame-

work of the model of researches of organizational and economic sys-

tems, providing the minimum value of the total error for a given duration

of follow-up [10].
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